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Technical Support

Symantec Technical Support maintains support centers globally. Technical
Support’s primary role is to respond to specific queries about product features
and functionality. The Technical Support group also creates content for our online
Knowledge Base. The Technical Support group works collaboratively with the
other functional areas within Symantec to answer your questions in a timely
fashion. For example, the Technical Support group works with Product Engineering
and Symantec Security Response to provide alerting services and virus definition
updates.

Symantec’s support offerings include the following:

m A range of support options that give you the flexibility to select the right
amount of service for any size organization

m Telephone and/or web-based support that provides rapid response and
up-to-the-minute information

m Upgrade assurance that delivers software upgrades

m Global support purchased on a regional business hours or 24 hours a day, 7
days a week basis

m Premium service offerings that include Account Management Services

For information about Symantec’s support offerings, you can visit our web site
at the following URL:

www.symantec.com/business/support/
All support services will be delivered in accordance with your support agreement
and the then-current enterprise technical support policy.

Contacting Technical Support

Customers with a current support agreement may access Technical Support
information at the following URL:

www.symantec.com/business/support/

Before contacting Technical Support, make sure you have satisfied the system
requirements that are listed in your product documentation. Also, you should be
at the computer on which the problem occurred, in case it is necessary to replicate
the problem.

When you contact Technical Support, please have the following information
available:

m Product release level


www.symantec.com/business/support/
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Hardware information

Available memory, disk space, and NIC information

Operating system

Version and patch level

Network topology

Router, gateway, and IP address information

Problem description:

m Error messages and log files

m Troubleshooting that was performed before contacting Symantec

m Recent software configuration changes and network changes

Licensing and registration

If your Symantec product requires registration or a license key, access our technical
support web page at the following URL:

www.symantec.com/business/support/

Customer service

Customer service information is available at the following URL:

www.symantec.com/business/support/

Customer Service is available to assist with non-technical questions, such as the
following types of issues:

Questions regarding product licensing or serialization

Product registration updates, such as address or name changes

General product information (features, language availability, local dealers)
Latest information about product updates and upgrades

Information about upgrade assurance and support contracts

Information about the Symantec Buying Programs

Advice about Symantec's technical support options

Nontechnical presales questions

Issues that are related to CD-ROMs or manuals
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Support agreement resources

If you want to contact Symantec regarding an existing support agreement, please
contact the support agreement administration team for your region as follows:

Asia-Pacific and Japan customercare_apac@symantec.com
Europe, Middle-East, and Africa semea@symantec.com
North America and Latin America supportsolutions@symantec.com

Additional enterprise services

Managed Services

Consulting Services

Education Services

Symantec offers a comprehensive set of services that allow you to maximize your
investment in Symantec products and to develop your knowledge, expertise, and
global insight, which enable you to manage your business risks proactively.

Enterprise services that are available include the following:

Managed Services remove the burden of managing and monitoring security
devices and events, ensuring rapid response to real threats.

Symantec Consulting Services provide on-site technical expertise from
Symantec and its trusted partners. Symantec Consulting Services offer a variety
of prepackaged and customizable options that include assessment, design,
implementation, monitoring, and management capabilities. Each is focused on
establishing and maintaining the integrity and availability of your IT resources.

Education Services provide a full array of technical training, security education,
security certification, and awareness communication programs.
To access more information about enterprise services, please visit our web site
at the following URL:
www.symantec.com/business/services/

Select your country or language from the site index.
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Introducing Control
Compliance Suite

This chapter includes the following topics:
m About the Control Compliance Suite
m How Control Compliance Suite works

m What Control Compliance Suite can do for you

About the Control Compliance Suite

Symantec Control Compliance Suite (CCS) automates key IT risk and compliance
management tasks. CCS ensures the coverage of external mandates through
written policy creation, dissemination, acceptance logs, and exception
management. CCS demonstrates compliance to both external regulatory mandates
and internal policies. CCS allows customers to link the written policy to specific
technical and procedural standards. Customers can assess these policies using a
highly scalable agent-less or agent-based tool.

CCS scores assessment results against specified risk criteria. CCS supports
automated assessment of the system security configuration, permissions, patches,
and vulnerabilities. CCS also supports the assessment of procedural controls and
entitlement review through a manual attestation process. CCS includes system
reporting capabilities.

CCS is an integrated solution comprising of different modules. You can use a
combination of these modules to meet your business objectives.

Refer to the following link, to understand how you can use CCS to achieve your
business goal.
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The CCS Suite is the host infrastructure in CCS. It is mandatory to deploy the CCS
Suite to use any of the CCS capabilities.

You can use CCS to collect raw-data based content using agent-less or agent-based
methods, message based content using agent-based method or security assessment
data from external data systems.

CCS provides out of the box connectors for integration with the following products:
m Symantec CCS Vulnerability Manager for vulnerability assessment.

m Symantec Data Loss Prevention for data loss assessment.

m Symantec Response Assessment Module for response assessment.

For details about external data systems,

See “How Control Compliance Suite works” on page 44.

See “ What Control Compliance Suite can do for you ” on page 45.

How Control Compliance Suite works

The Control Compliance Suite (CCS) Console lets you create written policies and
distribute these policies to users. The console also lets you track user acceptance
of policies and lets you manage exceptions to those policies. The console also lets
you define evidence of your compliance with the policies.

When you define policy evidence, you use the CCS Console to create jobs to collect
data from your network. Servers and other computers on your network are referred
to as assets. Data collectors process jobs and gather information from the assets
on your network. Collected data is stored in an SQL Server database. The collected
data can then be evaluated against the parameters that you specify. Evaluation
results are stored in the database. These evaluation results can be reviewed within
the CCS Console. Evaluation results are also synchronized to the reporting database
immediately or on a schedule that you specify. The evaluation results in the
reporting database can be processed into reports and printed or displayed in the
dashboard.

Figure 1-1 outlines the steps to install, configure, and use the CCS.
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Figure 1-1 Using the Control Compliance Suite
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What Control Compliance Suite can do for you

Control Compliance Suite (CCS) is an IT risk and compliance management solution.

CCS provides a comprehensive framework that allows customers to do the
following:

Lower the cost of risk and compliance posture assessment.

Use automated agentless or agent-based capabilities to audit and scan technical
controls.

Provide an ability to attest procedural controls.

Define, review, and disseminate written policies to end-users as mapped to
specific, measurable controls.
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m Determine coverage gaps for multiple, overlapped regulatory, industry-specific,
or best practices frameworks.

m Produce evidence of due care in an IT audit process.
m Simplify the remediation process.

m Pullin third-party checks and controls data as evidence and for the integrated
assessment of technical standards.

m Help ensure a working review process for the entitlements that are granted
to the file system assets and membership of groups.

m Integrate the compliance process with existing asset management systems.



Components of Control
Compliance Suite

This chapter includes the following topics:

CCS Home page

CCS Console

CCS Web Console

CCS Application Server
CCS Manager

CCS Agent

Databases

About the Control Compliance Suite Web Console server

CCS Home page

You can achieve the following most common business objectives using the
workflows that are displayed on the Control Compliance Suite (CCS) home page:

Security Compliance

Policy Management

Using the optimized home page you can do the following:

Get a quick glance of the flow of tasks.

Navigate easily through the application using the workflow.
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CCS Console

The quick links that are provided in each task helps you navigate to the specific
view or module in CCS.

m Access the quick links to CCS documentation and CCS Support.
See “Assessing the security compliance” on page 399.

See “Assessing the policy compliance” on page 400.

CCS Console

The CCS Console is a Windows application that runs on a client computer. The
console allows access to the full range of CCS activities. Only users who have been
assigned to roles that allow them to work in the console can perform activities in
the console.

The computer that hosts the CCS Console and the computer that hosts the CCS
Application Server can be in the same domain. If the console and the CCS
Application Server are in different domains, the components can communicate
successfully if the domains have a two-way trust relationship. Both domains must
be aWindows Server 2003 domain or a Windows Server 2008 domain. In addition,
the trust relationship must be set up to use Kerberos authentication instead of
the default NTLM authentication. Finally, only constrained delegation is supported.
Unconstrained delegation is not supported.

For information on setting up delegation, see the Symantec Control Compliance
Suite Installation Guide.

See “CCS Web Console” on page 48.

CCS Web Console

The CCS Web Console lets users access a subset of the CCS functionality using
Internet Explorer 7.0 or Internet Explorer 8.0.

In the Web console, users can do the following:
m Accept or reject policies.

m Request policy exceptions.

m Request policy clarifications.

m Review policies.

m Approve policies.

m Respond to CCS questions.

m Review data in dashboards.
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m Create dashboards.
m Connect to the CCS Web client to respond to questionnaires.
m Set Web console user preferences.

m Download CCS thick console from the Downloads page.

Note: You must enable SSL if you want to launch the CCS Web console in a
FIPS-enabled environment.

CCS Application Server

The CCS Application Server includes the Directory Service, the Encryption
Management Service, the Application Server Service, and the Certificate
Management Console.

The CCS Application Server is the hub of CCS. The Directory Service in the CCS
Application Server stores information about business objects, preferences, and
other information. In addition, the Directory Service hosts the certificate authority
for the CCS system, and issues and validates certificates. Certificates are used to
ensure secure communications between the CCS components.

CCS jobs flow from the CCS Console to the CCS Application Server and then to
one of the CCS Manager Load Balancers. When reports are complete, the
Application Server retrieves the report from the reporting database and sends it
to the console for display to the user. In addition, the Application Server manages
data storage and manages the scheduled jobs and workflow in the production
database.

When you install the Application Server, you must have local
administrator-equivalent privileges. In addition, you must have the privileges to
read from and write to the Microsoft SQL Servers that host the database
components.

The CCS Application Server runs as a service on the server that you specify. In
the Services control panel, the CCS Application Server services are listed as
Symantec Application Server Service, Symantec Directory Support Service and
Symantec Encryption Management Service. The account that you use for the
Application Server must be alocal administrator equivalent on the computer that
hosts the service. The account can be an Active Directory domain account or a
local Windows user account.

The same computer hosts both the Application Server and the Web Console server.
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CCS Manager

CCS Manager

CCS Manager is a component of Control Compliance Suite that performs different
roles. CCS Manager runs as a Windows service where a single instance of the
service can provide multiple roles simultaneously.

The different roles that CCS Manager performs are as follows:

m CCS Manager in the role of a load balancer
See “About the CCS Manager Load Balancer” on page 51.

m CCS Manager in the role of a collector
See “About the CCS Manager Collector” on page 51.

m CCS Manager in the role of an evaluator
See “About the CCS Manager Evaluator” on page 53.

m CCS Manager in the role of a reporter
See “About the CCS Manager Reporter” on page 53.

m CCS Manager in the role of an external data collector
See “About the CCS Manager External Data Connector” on page 54.

CCS Manager controls agent based functionality and performs various agent
related activities such as Agent Registration, Live Update, Remote upgrade. CCS
Manger enables raw data based collection as well as message based data collection
depending on the agent registration.

The CCS Manager performs the following functions:

m Agent registration and asset import.
The CCS Manager collects agent and asset information from the agents. During
an agent registration job, the agent is registered with the CCS Manager and
the assets are imported into the asset system.

m Granular Live Update of the registered agents.
The App Server creates granular Live Update packages for the CCS agents and
sends them to the CCS Manager. During a data collection job, only the files
required for the current job are pushed from the LU packages to the agents.

m Performs remote upgrade of agents
The remote upgrade packages are sent to the CCS Manager, which in turn send
them to the agents and perform the agent upgrade.

CCS Manager controls agent based functionality and performs various agent
related activities such as Agent Registration, Live Update, Remote upgrade. CCS
Manger enables raw data based collection as well as message based data collection
depending on the agent registration.
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About the CCS Manager Load Balancer

When the CCS Manager acts as a load balancer, the CCS Manager routes data
collection jobs from the Application Server to a CCS Manager Collector. In addition,
aload balancer routes the evaluation jobs to the CCS Manager Evaluator and the
reporting jobs to the CCS Manager Reporter. If your deployment includes multiple
load balancers, the Application Server automatically uses each in turn. If a load
balancer fails, the Application Server automatically skips the failed load balancer
and uses another load balancer. This round robin assignment gives limited fault
tolerance.

See “About the CCS Manager Collector” on page 51.

See “About the CCS Manager Evaluator” on page 53.

See “About the CCS Manager Reporter” on page 53.

See “About the CCS Manager External Data Connector” on page 54.

The CCS Manager Collector retrieves the data from the network. Potentially, your
installation of CCS can have a large number of CCS Manager Collectors and the
associated data collectors. The load balancer assigns jobs to eligible collectors
sequentially. The load balancer does not base job assignments on the current load
of the collector. If a query requires input from several CCS Manager Collectors,
the load balancer distributes the query appropriately. When the CCS Manager
Collectors complete the query, the load balancer combines the results and returns
the results to the Application Server for storage.

An eligible CCS Manager Collector is any collector that has the ability to complete
the data collection job. The collector site assignment and the installed RMS snap-in
modules determine the collector eligibility.

The CCS Manager Evaluator compares collected data to the standards that you
specify and saves the results for later use. Potentially, your installation of CCS
can have multiple CCS Manager Evaluators. The load balancer assigns jobs to
evaluators sequentially. The load balancer does not base job assignments on the
current load of the evaluator.

The first CCS Manager when you deploy CCS should be assigned to the Load
Balancer role.

About the CCS Manager Collector

The CCS Manager Collector is the interface to the programs that do the actual
work of collecting data from the network. Your CCS deployment can include
multiple data collectors, each linked with a CCS Manager Collector. The CCS
Manager Collector receives data collection jobs from the CCS Manager Load
Balancer and formats the job for the data collector. When the data collector
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processes the job and collects the data, the data collector transfers the data to the
CCS Manager Collector. The CCS Manager Collector then returns the collected
data to the CCS Manager Load Balancer. If necessary, the CCS Manager Load
Balancer combines the data with data from one or more other CCS Manager
Collectors. Finally, the CCS Manager Load Balancer sends the data to the
Application Server for storage in the production database for use by the CCS
Manager Evaluator.

The CCS Manager Collector collects the data from the data collectors, which in
turn collect data from the network. Potentially, your installation of CCS can have
a large number of CCS Manager Collectors and associated data collectors. The
CCS Manager Load Balancer assigns jobs to the eligible CCS Manager Collectors
sequentially. The CCS Manager Load Balancer does not base job assignments on
the current load of a CCS Manager Collector. If an eligible CCS Manager Collector
is unavailable, the CCS Manager Load Balancer skips it and uses another eligible
CCS Manager Collector. This round robin assignment gives limited fault tolerance.

CCS Manager can perform both agent-less and agent-based data collection.
Agent-based data collection is performed with the use of CCS Agents installed on
target computers.

An eligible CCS Manager Collector is any collector that has the ability to complete
the data collection job.

CCS supports the following data collectors:
m The CCS Manager can be configured as the following data collectors:
m Windows data collector

m UNIX data collector

m SQL data collector

m Oracle data collector

m ESM data collector

m Exchange data collector

m NDS data collector

m NetWare data collector

m CSV data collector

m ODBC data collector

m Directory Server data collector
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Used with a custom schema, the CSV files let you create any custom data collector
and schema. This ability lets you use any custom data on your network, including
data not ordinarily supported by CCS.

The data that the CCS Manager Collector collects is compressed before the data
is returned to the other CCS components.

See “About the CCS Manager Load Balancer” on page 51.

See “About the CCS Manager Evaluator” on page 53.

See “About the CCS Manager Reporter” on page 53.

See “About the CCS Manager External Data Connector” on page 54.

About the CCS Manager Evaluator

Evaluation jobs are sent from the Application Server to one of the CCS Manager
Load Balancers. The CCS Manager Load Balancer then sends the evaluation job
to the CCS Manager Evaluator. The evaluator compares the data to the
specifications in the Standards that you select and then stores the evaluation
results in the production database.

If you have more than one evaluator, the CCS Manager Load Balancer assigns
evaluation jobs to the evaluators sequentially. If a CCS Manager Evaluator is
unavailable, the load balancer skips it and uses the next available evaluator. This
round robin assignment gives limited fault tolerance.

See “About the CCS Manager Load Balancer” on page 51.

See “About the CCS Manager Collector” on page 51.

See “About the CCS Manager Reporter” on page 53.

See “About the CCS Manager External Data Connector” on page 54.

About the CCS Manager Reporter

The CCS Manager Reporter generates reports and dashboards for display by the
CCS Console. In addition, a single CCS Manager Reporter is assigned to perform
database synchronization between the production database and the reporting
database.

The reporter executes the list of queries that are specific to the selected dashboard
or the selected report. On the basis of these queries, the reporter retrieves data
from the reporting database and creates the report.

The CCS Manager Reporter that is assigned to synchronize data synchronizes the
contents of the reporting and the production databases. Synchronization occurs
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based on a schedule that you specify or when an evaluation job triggers the
synchronization.

The computer that hosts the CCS Manager Reporter must have the Crystal Reports
engine installed. The Crystal Reports installer is available on the CCS product
disc.

See “About the CCS Manager Load Balancer” on page 51.

See “About the CCS Manager Collector” on page 51.

See “About the CCS Manager Evaluator” on page 53.

See “About the CCS Manager External Data Connector” on page 54.

About the CCS Manager External Data Connector

CCS Agent

The CCS Manager External Data Connector is responsible for hosting the external
dataintegration framework and serves as a means to collect data from any external
data system. You must enable the External Data Connector role of the CCS Manager
if you want to import external data into CCS.

When you register a CCS Manager External Data Connector, all the pre-integrated
connectors such as ODBC, CSV, Web services, Symantec Data Loss Prevention,
and Symantec CCS Vulnerability Manager get registered.

See “CCS Manager” on page 50.

See “About the CCS Manager Load Balancer” on page 51.
See “About the CCS Manager Collector” on page 51.

See “About the CCS Manager Evaluator” on page 53.

See “About the CCS Manager Reporter” on page 53.

CCS Agent is a component that is installed on every computer in your enterprise
network to perform agent-based data collection. The CCS agent can perform raw
data-based as well as message-based data collection to assess security compliance.

The agent configuration parameters control the behavior of the agents installed
on the computers. The configuration parameters for each agent are stored in the
agent.conf file on the agent computer at the following location:

C:\Program Files\Symantec\Control Compliance Suite\

The CCS agent is registered to a CCS Manager using the agent registration utility.
During agent registration, the agent information is stored on the CCS Manager.
The CCS Manager passes the agent information to the Application Server through
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an Agent Registration Job (AR]). The AR] creates the agents and the corresponding
assets in the asset system .

CCS agent management consists of the following tasks:

m Agent registration
See “Agent registration” on page 145.

m LiveUpdate
See “LiveUpdate” on page 145.
See “Configuring LiveUpdate” on page 562.

m Remote Upgrade
See “Remote Upgrade” on page 145.
See “Performing a remote upgrade of ESM agents” on page 559.

m Agent configuration
See “Agent configuration” on page 145.
See “Configuring agents” on page 558.

Databases

CCS hosts the following types of databases:

m Production
See “Production database” on page 55.

m Reporting
See “Reporting database” on page 56.

Production database

A Microsoft SQL Server instance hosts the production database. The database
stores the data that is collected from the assets. The database also stores the
results of evaluation jobs. The database stores information about the policies that
you create and about the entitlement control points. If you use the Symantec
Response Assessment module with CCS, the Response Assessment data is also
stored in the production database.

The production database requires Microsoft SQL Server 2005 SP2 or Microsoft
SQL Server 2008. CCS requires a single production database. The production
database can share a host server with CCS, or you can use a dedicated server as
the host. The production database can be hosted on the same SQL Server as the
reporting database, or on another SQL Server.
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Reporting database

A Microsoft SQL Server instance hosts the reporting database. The reporting
database is periodically synchronized with the data that is stored in the production
database. In addition, the database stores data specific to individual dashboards
or reports. The CCS Manager Reporter monitors the synchronization of data
between the production database and the reporting database.

The reporting database requires Microsoft SQL Server 2005 SP2 or Microsoft SQL
Server 2008. CCS requires a single reporting database. The reporting database
can share a host server with CCS, or you can use a dedicated server as the host.
The reporting database can be hosted on the same SQL Server as the production
database, or on another SQL Server.

About the Control Compliance Suite Web Console

server

The computer that hosts the CCS Web Console server host must have the Microsoft
Internet Information Server (IIS). The CCS Web Console allows access to some
CCS content without requiring the full CCS Console. The same computer hosts
the Web Console server and the Application Server.

The CCS Web Console lets users do the following:

m Accept or reject policies.

m Request policy exceptions.

m Request policy clarifications.

m Review policies.

m Approve policies.

m Respond to Response Assessment module questions.
m Review data in dashboards.

m Connect to the Response Assessment module Web client to respond to
questionnaires.

m Set Web console user preferences.
m Download Control Compliance Suite thick console from the Downloads page.

The computer that hosts the Application Server also always hosts the CCS Web
Console server.

If the same computer hosts the Web console, the Application Server, and the
Directory Server, CCS uses Windows NTLM authentication. If the Web console,
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the Application Server, and the Directory Server are hosted on multiple computers,
you must enable Kerberos authentication on all components. Kerberos
authentication lets credentials be passed from the Web Console client to the Web
Console server which is the same as the Application Server. The Application Server
can then pass the credentials to the Directory Server.

For information about Kerberos authentication, see the Microsoft knowledge base.
http://support.microsoft.com/kb/326985.
See “CCS Application Server” on page 49.
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Concepts in Control
Compliance Suite

This chapter includes the following topics:
m About data collection models

m Concepts in assets

m About queries

m Concepts in agent management

m About the custom schema

m Concepts in entitlements

m Concepts in exception

m Concepts in standards management
m Concepts in checks

m Concepts in SCAP Content

m About External Data Integration

m About baseline

m  About tags

m About policies

m About clarifications

m About custom content
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m About jobs
m Concepts in routing rules
m Concepts in risk management

m About Dynamic Dashboards

About data collection models

You can perform data collection from your enterprise network in different ways
based on the type of data collected. You can either collect raw data or message
based data.You must configure your environment for the different data collection
models based on the type of data collection method that you plan to adopt.

The data collection models can be of the following types:

m Raw data based

In the raw data based data collection model, the CCS Manager or the CCS agent
collects data from the network. The collected data is then evaluated against a
standard.

Raw data based data collection can be done using the agent based or the
agentless method..

See “ Configuring data collectors for raw data based data collection” on page 327.

m Message based

In the message based data collection model, the CCS agent installed on each
computer in the enterprise network performs the actual task of data collection.
The security content executables installed on the agents collect and evaluate
the data and report the conformance of the assets with the security policies.The
evaluated data is collected and presented in the form of messages.

Message based data collection requires a CCS agent to be installed on every
computer in the enterprise neotwork.

See “CCS Manager” on page 50.
See “CCS Agent” on page 54.

Concepts in assets

To understand the workflow of managing the assets in Control Compliance Suite,
you need to understand some of the concepts in the assets.

The following are the concepts of the assets:

m About assets
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See “About assets” on page 61.

m Site
See “Site as scope in asset import” on page 64.

m Asset folder hierarchy
See “Asset folder hierarchy” on page 64.

m Predefined platforms
See “Predefined platforms” on page 65.

m  Asset types
See “Asset types” on page 65.

m Primary and secondary assets
See “Primary and secondary assets” on page 104.

m Reconciliation rules
See “Reconciliation rules and rule types” on page 106.

m Asset tagging
See “Asset tagging” on page 131.

m Asset import
See “Asset import” on page 122.

m Asset groups
See “Asset groups” on page 131.

m Active assets
See “Active assets” on page 141.

With reference to Control Compliance Suite, an asset is defined as an object in
the organization that has certain properties.

Table 3-1 Features of assets

Feature Description

Value An object must have a value in the
organization to become an asset.
Without a value, the object is a liability.

Owner The owner of the asset carries the
responsibility to secure and maintain
the value of the asset.
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Table 3-1 Features of assets (continued)
Feature Description
Restricted access An asset must also have limited access

to safeguard its value. Because an asset
has value, some benefit can be derived
from its use. Any unlimited access that
is granted to assets implies zero value.

In abroader perspective, assets fall into the following major non-technical groups:

People assets ® Human capital

Financial data
HR data
Patent records

Information assets

Business plans

Disaster recovery plans

Furniture

Physical assets

Office campus

Control Compliance Suite deals with the technology assets.
Technology assets are important because of the following reasons:
m Technology assets store information.

m Technology assets have role-based access control.
People are granted various levels of authority over these assets.

m Technology assets often control other physical systems.

Primitive technology assets include User accounts, Computers, Printers, Network
Infrastructure, and Services. Control Compliance Suite collects data on these
primitive assets.

See “Site as scope in asset import” on page 64.

See “Asset folder hierarchy” on page 64.

About business assets
The asset system in CCS represents the following kinds of assets:

m Technical and tangible assets as computers and databases
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m Business assets that are non-technical and more intangible as people and
processes

Business assets fall into the following categories:

m Business Units as Investment, Corporate, Consumer, Commercial, or Treasury
m Departments as Credit Card, Trading, or Retail

m Business Processes as GRC, Shipment, or Security

The following features characterize business assets:

m Business assets are unique. The asset system prevents the duplication of a
business asset within the system.

m Business assets can be tagged.
m A business asset can be available only in one asset folder at a time.

Business assets add value to the organization, and are vulnerable to security
threats. Risk is the possibility of a business incurring loss from security threats.
CCS uses business assets to model risk. CCS associates business assets and controls
torisk objectives. Through associations with policies and questionnaires, business
assets also make the evaluation of compliance possible.

See “About types of business assets” on page 63.

See “About the management of business assets” on page 141.

About types of business assets

A business asset type represents a group of business assets. A set of shared
attributes defines the type. For example, the asset system provides a new asset
type, Business Asset (BA) to represent all business entities. Types enhance the
ease of managing business assets. For example, use the type of a business asset
to filter business assets or to search for business assets.

CCS provides the following predefined business asset types:

m Business Units

m Business Process

m Business Application

To manage asset types, you require the following permissions:
m Permissions of CCS Administrator

m Privileges that are associated with the Manage Schema task

Use the CCS Administrator role to add user-defined attributes during the creation
or edit of a business asset type.
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System attributes are attributes available to all business assets. A set of predefined
attributes defines every type of business asset. System attributes are also available
to custom business assets.

CCS disallows the following actions on business assets:
m Remove attributes to edit the business asset type in the asset system.

m During the edit of a business asset type, mark the user-defined attributes that
were added as mandatory attributes.

m Remove mandatory attributes.
m Deprecate a custom business asset type as deprecation affects all areas of CCS.
See “About business assets” on page 62.

See “About the management of business assets” on page 141.

Site as scope in asset import

In the asset system, the sites are used as scopes to limit the number of assets to
be imported into the asset system. A site is a default scope for asset import for
the first time. When you import the assets for the first time, you must select the
Site to which the Data Processing Server is associated, as a scope. The asset import
job collects the assets from the configured sites.

Asset folder hierarchy

When you install Control Compliance Suite, a default hierarchy structure is created
to store objects in the CCS directory. All objects are stored under the root folder.
The root folder holds subfolders for each object type. With the individual object
type folder, you can create a hierarchical structure that best suits your
organizational needs to store objects.

In case of the asset system, the objects that are stored in the CCS directory include
the assets and the reconciliation rules.

After installation, the following hierarchical structure is created for storing the
assets:

m Asset System
m Asset Group templates

After installation, the following hierarchical structure is created for storing the
reconciliation rules:

m Reconciliation Rules

m Predefined Reconciliation Rules
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Predefined platforms

Asset types

Control Compliance Suite lets you collect the asset data in the form of categories
that are specific to the predefined platforms.

Control Compliance Suite supports the data collection, analysis, and reporting on
the following platforms:

m Enterprise Security Manager
m Oracle

m SQL

m UNIX

m Windows

m Exchange

m NDS

m NetWare

Each predefined platform has certain primary entities. Control Compliance Suite
by default supports some of the primary entities of the predefined platforms as
asset types. In addition to the primary entities that the predefined platforms
support as asset types, you can create your own asset types with other primary
entities.

The predefined platforms are not extensible.
See “About platforms” on page 583.

See “Predefined asset types” on page 66.

See “Probable asset types” on page 103.

An asset type is an entity of the platform that the asset system supports for the
asset import. For example, all directories of the Windows platform can constitute
to be the assets. You can categorize the assets into a single category of an asset
type called Windows directory.

By default, the asset system supports certain entities of the predefined platforms
as asset types. You can perform the asset import operation with the predefined
asset types without any customization.

See “Predefined asset types” on page 66.

The asset system does not support certain entities of the predefined platforms
by default. But, the asset system makes these entities available for customization
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to create custom asset types. Probable asset types are created from the entities
that the Control Compliance Suite does not support by default as asset types.

See “Probable asset types” on page 103.

The asset system lets you create an entirely new platform and define the entity
that the new platform supports. You can use these newly created entity and create
anew asset type that is based on the custom entity. The asset types that are created
from the custom platform and custom entities are custom asset types.

See “Custom asset types” on page 104.

Predefined asset types

Control Compliance Suite lets you collect the asset data in the form of categories
that are specific to the supported platforms. Control Compliance Suite supports
the data collection, analysis, and reporting on the ESM, Windows, UNIX, Oracle,
and SQL platforms.

To gather more specific data for the purpose of monitoring, Control Compliance
Suite lets you select the asset types that belong to the supported platforms.

Predefined asset types are based on the entities of the predefined platforms.
See “Predefined platforms” on page 65.

In Control Compliance Suite, a platform is defined to be the category to which a
group of entities belong.

See “About platforms” on page 583.

A group of fields that define the common functions of the network element form
an entity.

See “About entities” on page 583.
Each asset type has some specific primary, mandatory, and optional fields.

The predefined asset types that are associated with the predefined platforms are
as follows:

Table 3-2 Predefined asset types

Platform Predefined asset type

Enterprise Security Manager Platform |m ESM Agent
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Predefined asset types (continued)

Platform

Predefined asset type

Exchange

B Administrative Groups MS-Exchange
See “Fields for Administrative Groups
MS-Exchange” on page 94.
m Exchange Server
See “Fields for Exchange Server” on page 95.
m Organization MS-Exchange
See “Fields for Organization MS-Exchange”
on page 96.

NDS

m NDS Tree
See “Fields for NDS Tree” on page 102.

NetWare

B NetWare Server
See “Fields for NetWare File Server”
on page 103.

Oracle Platform

m Oracle Configured Databases
See “Fields for Oracle Configured Databases’
on page 73.

3

SQL Platform

m SQL Database

See “Fields for SQL Databases” on page 70.
m SQL Server

See “Fields for SQL Server” on page 71.

UNIX Platform

m UNIX File
See “Fields for UNIX File” on page 75.
m UNIX Group
See “Fields for UNIX Group” on page 76.
m UNIX Machine
See “Fields for UNIX Machine” on page 76.
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Table 3-2

Predefined asset types (continued)

Platform

Predefined asset type

Windows Platform

IIS Virtual Directory

See “Fields for IIS Virtual Directory”

on page 96.

IIS Web Site

See “Fields for IIS Web Site” on page 99.
Windows Directory

See “Fields for Windows Directory”

on page 81.

Windows Domain

See “Fields for Windows Domain” on page 78.
Windows File

See “Fields for Windows File” on page 83.
Windows Group

See “Fields for Windows Group” on page 86.
Windows Machine

See “Fields for Windows Machine” on page 88.
Windows Share

See “Probable asset types” on page 103.

See “Custom asset types” on page 104.

Fields for ESM Agent

The Control Compliance Suite lets you create your own asset type schema and
extend the existing asset type schema to manage your assets.

Table 3-3 lists the primary, mandatory, and optional fields for the ESM agents

asset type.
Table 3-3 Fields for ESM Agent
Display name | Description Type Is single Field type
valued?
Registered Name | The name that is | String True Primary
used to register
agent with ESM
manager
OS details Operating String True Mandatory
system details
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Display name

Description

Type

Is single
valued?

Field type

OS Version

Operating
system version

String

True

Mandatory

Platform

Operating
system platform

String

True

Mandatory

ESM Manager

Associated ESM
Manger

String

True

Mandatory

ESM SU Version

Security Update
version on the
ESM agent

String

True

Optional

ESM Domains

The ESM
domains to
which the agent
belongs

String

False

Optional

ESM version

ESM version
that is installed
on the agent

String

True

Optional

FQDN

Fully Qualified
Domain Name of
the ESM agent

String

True

Optional

Host Name

Agent's
NETBIOS or
Host name

String

True

Optional

IP Address

IP Address of the
ESM agent
computer

String

False

Optional
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Fields for SQL Databases

Fields for SQL Database

Table 3-4

Display name

Description

Type

Single valued
or multi valued

Field type

Domain/Workgroup

Name

This field
returns the
domain or the
workgroup name
of the computer
that hosts the
SQL Server.

String

Single valued

Primary

Server Name
(Instance)

This field
returns the
name of the SQL
Server instance,
not the name of
the host.

String

Single valued

Primary

Host Name
(Node)

This field
returns the
name of the
Windows NT
server that hosts
the instance of
SQL Server.

String

Single valued

Primary

Database Name

This field
returns the
name of the
database.

String

Single valued

Primary

Owner

The owner of the
SQL server
element.

String

Single valued

Optional

Host name
(DNS)

The name of the
Windows NT
server that hosts
the SQL server
database.

String

Single valued

Optional
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Fields for SQL Database (continued)

Display name

Description

Type

Single valued
or multi valued

Field type

IP Addresses

This field
returns all the
TCP/IP
addresses that
are configured
for the computer
that contains the
database.

String

Multi valued

Optional

See “Predefined asset types” on page 66.

Fields for SQL Server

Fields for SQL Server

Table 3-5

Display name

Description

Type

Single valued
or multi valued

Field type

Domain/Workgroup

Name

This field
returns the
domain or the
workgroup name
of the computer
that hosts the
SQL Server.

String

Single valued

Primary

Server Name
(Instance)

This field
returns the
name of the SQL
Server instance,
not the name of
the host.

String

Single valued

Primary

Host Name
(Node)

This field
returns the
name of the
Windows NT
server that hosts
the instance of
SQL Server.

String

Single valued

Primary
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Table 3-5 Fields for SQL Server (continued)

Display name

Description

Type

Single valued
or multi valued

Field type

Major Version

The major
version of the
SQL server
instance.

Integer

Single valued

Mandatory

Minor Version

The minor
version of the
SQL server
instance.

Integer

Single valued

Optional

Login Mode

The default
login mode for
the server. The
valid values are
Integrated,
Mixed, Normal
and Unknown

String

Single valued

Optional

Operating
System

The underlying
operating
system.

String

Single valued

Optional

Platform

The platform.

String

Single valued

Optional

Product Level

The SQL Server
product level.
The possible
values include
B1 and RTM.
This field is
applicable only
for SQL server

2000 and above.

String

Single valued

Optional

Product Version

The SQL server

product version.

String

Single valued

Optional

Version String

The complete
version of the
SQL server
product
instance.

String

Single valued

Optional
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Table 3-5 Fields for SQL Server (continued)
Display name | Description Type Single valued |Field type
or multi valued
Host Name The name of the | String Single valued Optional
(DNS)s Windows NT
server that hosts
the SQL server
database.
See “Predefined asset types” on page 66.
Fields for Oracle Configured Databases
Table 3-6 Oracle Configured Databases
Display name | Description Type Single valued |Field type
or multi valued
Domain/Workgroup | This field String Single valued Primary
Name returns the
domain or the
workgroup name
of the computer
that hosts the
Oracle Server.
Server Name This field String Single valued Primary
(Instance) returns the
name of the
Oracle Server
instance, not the
name of the
host.
Host Name This field String Single valued Primary
(Node) returns the
name of the
Windows NT
server that hosts

the instance of
Oracle Server.
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Table 3-6

Oracle Configured Databases (continued)

Display name

Description

Type

Single valued
or multi valued

Field type

Database Name

This field
returns the
name of the
database.

String

Single valued

Primary

Windows
Domain Name or
Unix IP Address

This field
reports Domain
Name for the
Windows server
and IP Address
for a Unix
server.

String

Single valued

Primary

Server Name

This field
reports the
name of the
Oracle server

String

Single valued

Primary

Server NetBIOS
Name

This field
reports the
NetBIOS name
of the Oracle
server

String

Single valued

Primary

OS Type

This field
reports the
Operating
System type of
the Oracle
server.

String

Single valued

Mandatory

IP Addresses

List of IP
network
addresses of the
Oracle server

String

Multi-valued

Optional

Database
Version

This field
reports on the
database version

String

Single valued

Mandatory
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Table 3-6 Oracle Configured Databases (continued)
Display name | Description Type Single valued |Field type
or multi valued
Port The port number | Integer Single valued Optional
used by the
listener service
for the
configured
database.
See “Predefined asset types” on page 66.
Fields for UNIX File
Table 3-7 Fields for UNIX File
Display name | Description Type Single valued |Field type
or multi valued
Machine Name | This field String Single valued Primary
returns the
name of the
target.
Host IP Address | This field String Single valued Primary
returns the host
IP address.
File Name (With | This field String Single valued Primary
Path) returns the file
name (with
path).
IP Addresses The list of IP String Multi valued Optional
network

addresses on the
target

See “Predefined asset types” on page 66.
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Fields for UNIX Group

Fields for UNIX Group

Table 3-8

Display name

Description

Type

Single valued
or multi valued

Field type

Machine Name

This field
returns the
name of the
computer that
hosts the group.

String

Single valued

Primary

IP Address

This field
returns the IP
address used to
connect to the
target.

String

Single valued

Primary

Group Database

This field
returns the
database from
where the group
information is
retrieved.

String

Single valued

Primary

Group Name

This field
returns the
name of the
group.

String

Single valued

Primary

See “Predefined asset types” on page 66.

Fields for UNIX Machine

Fields for UNIX Machine

Table 3-9

Display name

Description

Type

Single valued
or multi valued

Field type

Machine Name

This field
returns the
name of the
target.

String

Single valued

Primary
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Display name

Description

Type

Single valued

or multi valued

Field type

IP Address

This field
returns the IP
address that is
used to connect
to the target.

String

Single valued

Primary

Open
Distribution
Field

This field
returns the
operating
distribution field
that is running
on this target.
For example:
Red Hat Linux
i686

String

Single valued

Mandatory

Operating
System

This field
returns the
operating
system that is
running on this
target. For
example: Linux,
SunOS

String

Single valued

Mandatory

Operating
System Version

This field
returns the
operating
system version
that is running
on this target.

String

Single valued

Mandatory

IP Addresses

The list of IP
network
addresses on the
target

String

Multi valued

Optional

See “Predefined asset types” on page 66.
See “About fields of an entity ” on page 584.
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Fields for Windows Domain

Table 3-10 Fields for Windows Domain
Display name | Description Type Single valued |Field type
or multi valued
Domain Name | This field String Single valued Primary

returns the
Pre-Windows
2000 name of
the domain

Domain Full This field String Single valued Optional
Name contains the
distinguished
name of the
reported
domain. This
field returns
[N/A] for NT4
domains.

Domain Mode | This field Integer Single valued Optional
returns the
mode in which
the domain is
running. For
Windows NT 4.0
domains the
field returns
'Pre-Windows
2000 mode'. For
the domains that
are running in
Mixed mode the
field returns
Mixed Mode
otherwise Native
Mode. This field
is only accurate
when the Query
Engine is
installed on a
Windows 2000
or later OS.
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Display name

Description

Type

Single valued

or multi valued

Field type

Domain Type

This field
returns the type
of the operating
system that is
installed on the
Primary Domain
Controller.

Integer

Single valued

Optional

DNS Forest
Name

This field
returns the
name of the
forest (in the
DNS format)
where the
domain resides.

String

Single valued

Optional

Description

This field
returns the
description text
that is
associated with
the Domain
from the Active
Directory. This
field returns
N/A for NT4
domains.

String

Single valued

Optional

Domain
Functional Level

This field
returns the
domain
functionality
level. The
domain
functionality
activates the
features that
affect the whole
domain and that
domain only.

Integer

Single valued

Optional
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Table 3-10 Fields for Windows Domain (continued)
Display name | Description Type Single valued |Field type
or multi valued
Forest These fields Integer Single valued Optional
Functional Level | return the forest
functionality
level. The forest
functionality

level activates
the features
across all the
domains in your
forest.

See “Predefined asset types” on page 66.
See “About fields of an entity ” on page 584.
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Fields for Windows Directory
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Display name

Description

Type

Single valued

or multi valued

Field type

Domain/Workgroup

Name

This field
returns the
domain or the
workgroup
membership
(which ever is
appropriate for
that computer)
of the computer
that contains the
directory. This
field obtains the
name from the
Query Engine's
reporting
domain settings.
Use the field
'domain
Workgroup
Name (Machine
Setting)' to
determine the
domain or
workgroup that
the computer is
a member of.

String

Single valued

Primary

Machine Name

This field
returns the
name of the
directory's
computer.

String

Single valued

Primary

Directory Name

This field
returns the full
path name of the
directory.

String

Single valued

Primary
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Table 3-11

Fields for Windows Directory (continued)

Display name

Description

Type

Single valued
or multi valued

Field type

Owner

This field
returns the
name of the
account that
currently owns
the directory.
The owner has
the ability to
change the
permission
assignments to
the directory.

String

Single valued

Optional

Member of
Domain

This field
returns True, if
the computer
that contains the
directory is the
member of the
domain

Boolean

Single valued

Optional

See “Predefined asset types” on page 66.

See “About fields of an entity ” on page 584.



Fields for Windows File

Table 3-12

Fields for Windows File
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Concepts in assets

Display name

Description

Type

Single valued

or multi valued

Field type

Domain/Workgroup

Name

This field
returns the
domain or the
workgroup
membership
(which ever is
appropriate for
that computer)
of the computer
that contains the
directory. This
field obtains the
name from the
Query Engine's
reporting
domain settings.
Use the field
'Domain /
Workgroup
Name (Machine
Setting)' to
determine the
domain or
workgroup that
the machine is a
member of.

String

Single valued

Primary

Machine Name

This field
returns the
name of the
machine that
contains the file.

String

Single valued

Primary

File Name (With
Path)

This field
returns the full
path name of the
file.

String

Single valued

Primary
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Table 3-12 Fields for Windows File (continued)
Display name | Description Type Single valued |Field type
or multi valued
Last Modified This field DateTime Single valued Optional
Date/Time returns the date
and time the file
was last
modified.
Owner This field String Single valued Optional
returns the
name of the

account that
currently owns
the file. The
owner has the
ability to change
permission
assignments for
the file.

Size (MB) This field Double Single valued Optional
returns the
logical size of

the file in

megabytes.
Member of This field Boolean Single valued Optional
Domain returns true if

the machine that

contains the file
is a member of a
domain.
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Fields for Windows File (continued)

Concepts in assets

Display name

Description

Type

Single valued

or multi valued

Field type

Host Name
(DNS)

This field
returns the host
name of the
computer by
querying the
name server.
The configured
name server of
the Query
Engine
computer is used
to resolve the
host name

query.

String

Single valued

Optional

TCP/IP
Addresses (List)

This field
returns a list of
the TCP/IP
addresses that
are configured
for the
computer.

String

Multi valued

Optional

See “Predefined asset types” on page 66.
See “About fields of an entity ” on page 584.
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Fields for Windows Group

Table 3-13 Fields for Windows Group

Display name

Description

Type

Single valued
or multi valued

Field type

Domain/Workgroup

Name

This field
returns the
domain or
workgroup
membership
(which ever is
appropriate for
that machine) of
the machine
containing the
directory. This
field obtains the
name from the
Query Engine's
reporting
domain settings.
Use the field
'Domain /
Workgroup
Name (Machine
Setting)' to
determine the
domain or
workgroup that
the machine is a
member of.

String

Single valued

Primary

Group Name
(Pre-Windows
2000) -

This field
returns the
Pre-Windows
2000 name of
the group object.

String

Single valued

Primary

Machine Name

This field
returns the
name of the
machine that
contains the file.

String

Single valued

Primary
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Table 3-13 Fields for Windows Group (continued)
Display name | Description Type Single valued |Field type
or multi valued
Group Type This field Integer Single valued Optional
returns group
type, i.e. domain
local, domain
global, universal
local.
Host Machine This field Boolean Single valued Optional
Member of returns true if
Domain the group is

owned by a
machine that is
a member of a
domain.

See “Predefined asset types” on page 66.
See “About fields of an entity ” on page 584.
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Fields for Windows Machine

Table 3-14

Fields for Windows Machine

Display name

Description

Type

Single valued
or multi valued

Field type

Domain/Workgroup

Name

This field
returns the
domain or
workgroup
membership
(which ever is
appropriate for
that machine) of
the machine
containing the
directory. This
field obtains the
name from the
Query Engine's
reporting
domain settings.
Use the field
'Domain /
Workgroup
Name (Machine
Setting)' to
determine the
domain or
workgroup that
the machine is a
member of.

String

Single valued

Primary

Machine Name

This field
returns the
name of the
machine that
contains the file.

String

Single valued

Primary




Concepts in Control Compliance Suite

Concepts in assets

Table 3-14 Fields for Windows Machine (continued)
Display name | Description Type Single valued |Field type
or multi valued
OS Major This field Integer Single valued Mandatory
Version Number | returns the

major version
number of the
machine's NT
operating
system. Ex. For
NT 3.51, the
major version is
3. The "OS Major
Version Number
(Browser)" field
is a faster
method of
retrieving the
same
information, but
avoids directly
accessing the
machine by
getting the data
from the
browser if the
browser is
available.
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Table 3-14

Fields for Windows Machine (continued)

Display name

Description

Type

Single valued
or multi valued

Field type

OS Minor
Version Number

This field
returns the
minor version
number of the
machine's NT
operating
system. Ex. For
NT 3.51, the
minor version is
51. The "OS
Minor Version
Number
(Browser)" field
is a faster
method of
retrieving the
same
information, but
avoids directly
accessing the
machine by
getting the data
from the
browser if the
browser is
available/

Integer

Single valued

Mandatory

OS Type

This field
returns
machine's
Windows
operating
system type. It
also indicates if
the machine has
Terminal
Services
capability.

String

Single valued

Mandatory
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Table 3-14 Fields for Windows Machine (continued)
Display name | Description Type Single valued |Field type
or multi valued
Machine Is This field Boolean Single valued Mandatory
Server returns true if

the machine is
running the NT
Server operating
system. The
"Machine Is
Server?
(Browser)" field
is a faster
method of
retrieving the
same
information, but
avoids directly
accessing the
machine by
getting the data
from the
browser if the
browser is
available.

91



Concepts in assets

92 | Concepts in Control Compliance Suite

Table 3-14

Fields for Windows Machine (continued)

Display name

Description

Type

Single valued
or multi valued

Field type

Machine Is BDC

This field
returns true if
the machine is a
backup domain
controller. The
"Machine Is
BDC? (Browser)"
field is a faster
method of
retrieving the
same
information, but
avoids directly
accessing the
machine by
getting the data
from the
browser if the
browser is
available.

Boolean

Single valued

Mandatory

Machine Is PDC

This field
returns true if
the machine is a
primary domain
controller. The
"Machine Is
PDC? (Browser)"
field is a faster
method of
retrieving the
same
information, but
avoids directly
accessing the
machine by
getting the data
from the
browser if the
browser is
available.

Boolean

Single valued

Mandatory
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Fields for Windows Machine (continued)

Concepts in assets

Display name

Description

Type

Single valued

or multi valued

Field type

Member of
Domain

This field
returns true if
the machineis a
member of a
domain.

Boolean

Single valued

Optional

Host Name
(DNS)

This field
returns the host
name of the
computer by
querying the
name server.
The configured
name server of
the Query
Engine
computer is used
to resolve the
host name

query.

String

Single valued

Optional

TCP/IP
Addresses (List)

This field
returns a list of
the TCP/IP
addresses that
are configured
for the
computer.

String

Multi valued

Optional

See “Predefined asset types” on page 66.
See “About fields of an entity ” on page 584.
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Fields for Administrative Groups MS-Exchange

Table 3-15

Fields for Administrative Groups MS-Exchange

Display name

Description

Type

Single valued
or multi valued

Field type

Administrative
Group DN

This field
returns the full
distinguished
name of the
Administrative
Group.

String

Single valued

Primary

Administrative
Group Name

This field
returns the
common name
value of the

object. Typically,

this is identical
to the admin
display name
and name
values.

String

Single valued

Optional

Object Class
Type

This field
returns the

object class type.

String

Single valued

Optional

Note: If you want to import the assets of the Administrative Groups MS Exchange
asset type from a CSV file with Organization MS Exchange as scope, you must
enter Organization DN field manually in the CSV file.

See “Predefined asset types” on page 66.
See “About fields of an entity ” on page 584.



Fields for Exchange Server

Table 3-16

Fields for Exchange Server

Concepts in Control Compliance Suite
Concepts in assets

Display name

Description

Type

Single valued
or multi valued

Field type

Server DN

This field
returns the full
distinguished
name of this
object that is
system created.

String

Single valued

Primary

Exchange
Version / Build
(String)

This field
returns version
and the build
number of
Microsoft
Exchange on
that server. If
the Internet
Explorer version
is older than 4.0,
then the data
returns as

<unknown>.

String

Single valued

Optional

Server Roles

This field
returns all the
roles that are
currently
configured for
the Exchange
2007 server..

String

Single valued

Optional

Server name

This field
returns the
computer name,
as per the
registry.

String

Single valued

Optional

Note: If you want to import the assets of the Exchange Server asset type from a
CSV file with Organization MS Exchange as scope, you must enter Organization
DN field manually in the CSV file.
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See “Predefined asset types” on page 66.
See “About fields of an entity ” on page 584.

Fields for Organization MS-Exchange

Table 3-17 Fields for Organization MS-Exchange

Display name | Description Type Single valued |Field type
or multi valued

Organization DN | This field String Single valued Primary
returns the full
distinguished
name of the
organization.

Organization This field String Single valued Optional
Name returns the
organization
name from the
organization
DN.

See “Predefined asset types” on page 66.
See “About fields of an entity ” on page 584.

Fields for IIS Virtual Directory

Table 3-18 Fields for IIS Virtual Directory
Display name | Description Type Single valued |Field type
or multi valued
Virtual This field String Single valued Mandatory

Directory Name | returns the
name (without
path) of the
virtual directory,
directory, or the
file object.




Table 3-18
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Fields for IIS Virtual Directory (continued)

Concepts in assets

Display name

Description

Type

Single valued

or multi valued

Field type

ADSI Path

This field
returns the ADSI
path of the
IISAdmin object
that is
associated with
the record.

String

Single valued

Primary

Parent Web Site
Name

This field
returns the
user-friendly
name of the
item's parent
Web Site.

String

Single valued

Mandatory

Domain/Workgroup

Name

This field
returns the
name of the
domain or
workgroup that
contains the
computer on
which the device
driver is found.
This field
obtains the
name from the
Query Engine's
reporting
domain settings.

String

Single valued

Mandatory

PrimKey
Machine

This field
returns the
primary key of
the machine.

String

Single valued

Primary
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Table 3-18

Fields for IIS Virtual Directory (continued)

Display name

Description

Type

Single valued
or multi valued

Field type

Is In Domain (
internal)

This field
returns the
domain
membership of
the computer on
which the
process is
running. If the
computer is not
the member of
the domain, this
field returns
"N/A." This field
obtains the
domain from the
Query Engine's
reporting
domain settings.
Use the Domain
/ Workgroup
Name (Machine
Settings) field to
determine the
domain or a
workgroup of
which the
computer is a
member.

String

Single valued

PrimKey
Domain

This field
returns the
primary key of
the domain.

String

Single valued

Primary

See “Predefined asset types” on page 66.
See “About fields of an entity ” on page 584.



Fields for IIS Web Site

Fields for IIS Web Site

Table 3-19

Concepts in Control Compliance Suite

Concepts in assets

Display name

Description

Type

Single valued

or multi valued

Field type

Web Site Name

This field
returns the
name of the
object.

String

Single valued

Primary

ADSI Path

This field
returns the ADSI
path of the
IISAdmin object
that is
associated with
the record.

String

Single valued

Primary

Domain/Workgroup

Name

This field
returns the
name of the
domain or
workgroup that
contains the
computer on
which the device
driver is found.
This field
obtains the
name from the
Query Engine's
reporting
domain settings.

String

Single valued

Mandatory

PrimKey
Machine

This field
returns the
primary key of
the machine.

String

Single valued

Primary
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Table 3-19

Fields for IS Web Site (continued)

Display name

Description

Type

Single valued
or multi valued

Field type

Is In Domain (
internal)

This field
returns the
domain
membership of
the computer on
which the
process is
running. If the
computer is not
the member of
the domain, this
field returns
"N/A." This field
obtains the
domain from the
Query Engine's
reporting
domain settings.
Use the Domain
/ Workgroup
Name (Machine
Settings) field to
determine the
domain or a
workgroup of
which the
computer is a
member.

String

Single valued

PrimKey
Domain

This field
returns the
primary key of
the domain.

String

Single valued

Primary




Fields for Windows Share

Table 3-20

Fields for Windows Share

Concepts in Control Compliance Suite

Concepts in assets

Display name

Description

Type

Single valued

or multi valued

Field type

Domain/Workgroup

Name

This field
returns the
domain or
workgroup
membership
(which ever is
appropriate for
that machine) of
the machine
containing the
directory. This
field obtains the
name from the
Query Engine's
reporting
domain settings.
Use the field
'Domain /
Workgroup
Name (Machine
Setting)' to
determine the
domain or
workgroup that
the machine is a
member of.

String

Single valued

Primary

Machine Name

This field
returns the
name of the
machine that
contains the file.

String

Single valued

Primary

Share Name

This field
returns the
name assigned
to the share.

String

Single valued

Primary
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Table 3-20

Fields for Windows Share (continued)

Display name

Description

Type

Single valued
or multi valued

Field type

Hidden

This field
returns True if
the Windows
share is hidden
for normal
browsing. The
Shares are
hidden by
adding a "$" at
the end of the
share name.

Boolean

Single valued

Optional

Comment

This field
returns the
comment text
that is assigned
to the share.
This is usually a
description of
the share.

String

Single valued

Optional

See “Predefined asset types” on page 66.

See “About fields of an entity ” on page 584.

Fields for NDS Tree

Fields for NDS Tree

Table 3-21

Display name

Description

Data type

Single valued
or multi-valued

Field type

Tree name

This field
contains the
name of the NDS
tree.

String

Single valued

Primary

See “Predefined asset types” on page 66.

See “About fields of an entity ” on page 584.



Fields for NetWare File Server

Table 3-22

Fields for NetWare File Server

Concepts in Control Compliance Suite

Concepts in assets

Display name

Description

Data type

Single values

or multi valued

Field type

Object name
(DN)

This field
contains the
Distinguished
Name of the
report object.

The DN is the
unique name of
the object
including all the
folders up to the
root folder.

String

Single valued

Primary

Tree name

This field
contains the
name of the NDS
tree.

String

Single valued

Primary

See “Predefined asset types” on page 66.

See “About fields of an entity ” on page 584.

Probable asset types

The probable asset types are the entities for the predefined platforms that the
asset system does not support by default.

The Control Compliance Suite supports certain entities of the predefined platforms
to be the asset types. The predefined asset types are the entities of the predefined

platforms.

See “Predefined asset types” on page 66.

In Control Compliance Suite, a platform is defined to be the category to which a

group of entities belong.

See “Predefined platforms” on page 65.

See “About platforms” on page 583.

A group of fields that define the common functions of the network element form

an entity.

See “About entities” on page 583.
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In addition to the predefined asset types, Control Compliance Suite provides
certain probable asset types. You can use the Schema Manager view and create
your own asset type with the entities that are not supported by default.

See “About the Schema Manager view” on page 568.

The probable asset types for the SQL platform are as follows:

m Stored procedure

m Database Users

The probable asset types for the UNIX platform are as follows:

m User

The probable asset types for the Windows platform are as follows:
m Registry

m Service

See “Custom asset types” on page 104.

Custom asset types

Control Compliance Suite lets you create custom asset types from the custom
platforms and custom entities that you can create from the Schema Manager view.

You can import the assets from the custom asset types in the same way as you
import the assets from any other asset type.

Asset types are based on the entities of the platform. In Control Compliance Suite,
a platform is defined to be the category to which a group of entities belong. A
group of fields that define the common functions of the network element form
an entity.

See “About platforms” on page 583.
See “About entities” on page 583.

When you create your own platform and define fields for the platform to create
an entity, you can define an asset type also. The custom asset type imports the
data of the fields that are defined in the custom entity.

See “Creating a new asset type” on page 569.

See “Extending an existing asset type” on page 575.

Primary and secondary assets

Primary assets are the assets that should be imported first to import certain other
kind of assets. Primary assets act as the default scope to import the other asset
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types. The assets that are imported after the primary assets are the secondary
assets. Primary assets constitute the super-set of the secondary assets.

For example, in the Control Compliance Suite, you must import the Windows
Domain before you import the Windows Machines. In this example, Windows
Domain is the primary asset and the Windows Machine is the secondary asset. In
the asset system Windows Domain is the default scope for the Windows Machines.

See “Default scope and supported scope” on page 483.

In the asset system, Site is the primary asset for all the asset types. When you
import the assets of any asset type, you can use the Site as the scope. But, it is not
recommended to use the Site as a scope even if it is a supported scope for all the
asset types. You are recommended to use the default scopes.

Using the default scope implies the import of the primary assets before the
secondary assets.

See “About scopes in asset import” on page 481.

Table 3-23 Predefined asset types and primary assets
Asset type Primary asset
ESM Agents Site

ESM Agents
Oracle Configured Databases Site
SQL Databases SQL Server
SQL Server Site
UNIX Machine Site
UNIX Group UNIX Machine
UNIX File UNIX Machine
Windows Domain Site
Windows Machine Windows Domain
Windows Group Windows Machine
Windows Directory Windows Machine
Windows File Windows Machine
IIS Virtual Directory Windows Machine
IIS Web Site Windows Machine
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Reconciliation

Table 3-23 Predefined asset types and primary assets (continued)
Asset type Primary asset
Windows Share Windows Machine
Administrative Group MS-Exchange Organization MS-Exchange
Exchange Server Organization MS-Exchange
Organization MS-Exchange Site

Site is the primary asset for ESM Agents, Oracle Configured Databases, SQL
Servers, UNIX Machine, Windows Domain, and Organization MS-Exchange.

The primary asset for the SQL asset types is SQL Server.
The primary asset for the UNIX asset types is UNIX Machine.

The primary asset for the Windows asset types is Windows Domain.

rules and rule types

The asset reconciliation helps you organize the assets that already exist in the
asset store in a logical hierarchy. Reconciliation provides you the flexibility to
manage the asset records conditionally when the records get into the assets system.
The reconciliation rule lets the administrator manage the asset information when
imported into the system. A reconciliation rule consists of a condition and an
action. A set of actions is executed when the imported asset satisfies the specified
set of conditions.

Reconciliation is based on the priority. A reconciliation rule that is enabled and
is at the top in order, takes highest priority. If the rule is not satisfied, then the
second rule takes priority with succeeding rules, if necessary. If an asset does not
satisfy any reconciliation rule, the asset is forwarded to the manual review store.
Control Compliance Suite performs the asset reconciliation that is based on some
rules. Every rule that you create must be compliant with one of the rule-types
that the asset system defines. All the reconciliation rules are displayed in Manage
> Assets > Reconciliation Rules view.



Concepts in Control Compliance Suite | 107
Concepts in assets

Table 3-24 Types of reconciliation rules
Rule type Rule description
Pre rule A Pre rule is executed on the

assets that are in the process
of import before the assets
are brought into the assets
system.

See “Pre rule” on page 108.

The Pre rule lets you set a
value for a particular asset
field. The Pre rule also lets
you discard the asset.

Add rule An Add rule is executed to
add the assets that are in the
process of import to the asset
system

See “Add rule” on page 109.

The Add rule lets you add
new assets to the asset
system at a specific location.
The Add rule also lets you
add assets to the manual
review store.

Update rule An Update rule is applied on
the existing assets to update
their fields with the values of
the assets that in the process
of import.

See “Update rule” on page 110.

The update rule updates the
assets that already exist in
the system. The update rule
also lets you add assets to the
manual review store.

Post rule A Post rule is executed at the
end in the order of the

See “Post rule” on page 113. o
reconciliation rules.

The Post rule is executed
only for the imported asset
records for which there is a
corresponding addition or
update in the asset system.
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Note: Every asset import job must have at least one add or update rule.

In addition to the rules that you can create, Control Compliance Suite also provides
predefined rules. You can use any of the predefined rules to import the assets for
the very first time.

See “Predefined reconciliation rules” on page 114.
See “Creating reconciliation rules without manual review” on page 437.

See “Creating reconciliation rules using the manual review” on page 438.

Pre rule

A Pre rule is executed on the assets being imported before the assets are brought
into the assets system.

Table 3-25 are as follows:

Table 3-25 Conditions for Pre rule
Condition Description
Always The specified action is performed on

the assets every time.

If an asset being imported does not exist in the | The action is performed only if the
asset system asset that is being imported does not
exist already in the asset system.

If an asset being imported exists in the asset The action is performed only if the
system asset that is being imported already
exists in the asset system.

If field of an asset being imported is not set The action is performed only if the
asset field is not set.

If field of an asset being imported has a relation | The action is performed only if the field
with a specified value of the asset that is being imported has
a specified relation with the specified
value

For example, <field>
<operator><value>

<Asset Custodian><equals><ABC>

Table 3-26 are as follows:
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Action

Description

Discard an asset being imported

Ignores the asset that is being
imported.

The asset is not added to the asset
system if no Add Rule is specified.

Set the field value of an asset being imported as
specified

Sets the field value of the asset that is
being imported as the value that you
specify.

Lets you select the asset field for which
you want to set the value. You can also
specify the value that you want to set.

Example for the Pre rule:

If an asset being imported exists in the asset system THEN Set the field value of

an asset being imported as specified.

This rule condition checks if the asset to be imported exists in the system. If the
asset already exists, it sets the value of the selected field for that asset according

to the given value.

Add rule

The Add rule is executed to add the assets being imported to the asset system.

Table 3-27 are as follows:

Table 3-27 Conditions for Add rule

Condition

Description

If an asset being imported does not exist in the
asset system

The action is performed only if the
asset that is being imported does not
exist already in the asset system.

If field of an asset being imported has a relation
with a specified value

The action is performed only if the field
of the asset that is being imported has
a specified relation with the specified
value

For example, <field>
<operator><value>

<Asset Custodian><equals><ABC>
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Table 3-28 are as follows:

Table 3-28 Actions for Add rule

Action Description

Add an asset being imported to the specified Adds the asset that is being imported

folder to the folder that you specify.
Add to manual review store Adds the asset to the manual review
store

See “Manual review” on page 130.

Example for the Add rule:

If field of an asset being imported has a relation with a specified value THEN Add
an asset being imported to the specified folder.

This rule condition checks the value of the selected field of the asset being imported
with the existing asset. If the value matches the existing asset, it adds the asset
to the specified folder.

Update rule

Update rule is applied on the existing assets to update their fields with the values
of the assets being imported.

Table 3-29 are as follows:

Table 3-29 Conditions for Update rule
Condition Description
If an asset being imported exists in the asset The action is performed only if the
system asset that is being imported already

exists in the asset system.

If an existing asset field has a relation with a The action is performed if the existing
specified value asset field has a specified relation with
the specified value

For example,<imported asset field>
<operator> <value>
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Table 3-29 Conditions for Update rule (continued)

Condition

Description

If field of an asset being imported has a relation
with a specified value

The action is performed only if the field
of the asset that is being imported has
a specified relation with the specified
value

For example, <field>
<operator><value>

<Asset Custodian><equals><ABC>

If field of an asset being imported has a relation
with an existing asset field

The action is performed only if the field
of an asset that is being imported has
a specified relation with the field of an
existing asset.

For example, <current asset
field><operator><imported asset field>

<Asset Custodian><equals><Asset
Owner>

Table 3-30 are as follows:
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Table 3-30 Actions for Update rule

Update rule- action

Description

Set the field value of an existing asset as
specified

Sets the field value of an existing asset as
that you specify.

Lets you select the asset field for which you
want to set the value. You can also specify
the value that you want to set.

If you select Asset Tags as the field, you can
also select the Tag Set Options that work as
follows:

m Clear
Removes all the tags from the asset
before the asset is imported to the asset
system.

m Append
Adds the tag to the asset along with the
existing tags before the asset is imported
to the asset system.
This option is selected by default. If you
do not select any tag set option, the new
tag is appended to the asset.

B Overwrite
Replaces the existing tag with the new
tag.

Update specified fields of an existing asset
with the fields of the asset being imported

Replaces the values of the selected fields of
an existing asset with the values of the fields
of the asset that is being imported.

Note: This action has a different behavior
in case you choose to update the tags of an
asset. This action adds the new tags of an
asset being imported to the tags of the
existing asset. The existing tags remain
intact and do not get overwritten.

Add to manual review store

Adds the asset to the manual review store.

See “Manual review” on page 130.

Examples for Update rule:

If field of an asset being imported has a relation with a specified value THEN
Update specified fields of an existing asset with the fields of the asset being

imported.
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Post rule
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The Post rule is executed at the end in the order of the reconciliation rules.

Table 3-31 are as follows:

Table 3-31 Conditions for Post rule

Condition

Description

If an asset being imported exists in the asset
system

The action is performed only if the
asset that is being imported already
exists in the asset system.

If an asset being imported is added in the asset
system

The action is performed only if the
asset that is being imported is added in
the asset system.

If an asset being imported is updated in the asset
system

The action is performed only if the
asset that is being imported is updated
in the Asset System

If an existing asset field has a relation with the
specified value

The action is performed if the field of
the existing asset has a specified
relation with the specified value

For example,<imported asset field>
<operator> <value>

If field of an asset being imported has a relation
with a specified value

The action is performed only if the field
of the asset that is being imported has
a specified relation with the specified
value

For example, <field>
<operator><value>

<Asset Custodian><equals><ABC>

If field of an asset being imported has a relation
with an existing asset field

The action is performed only if the field
of an asset that is being imported has
a specified relation with the field of an
existing asset.

For example, <current asset
field><operator><imported asset field>

<Asset Custodian><equals><Asset
Owner>
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Table 3-32 are as follows:

Table 3-32 Actions for Post rule

Action Description

Move the existing asset to the specified folder Moves the existing asset from its
current location to the specified
location in the asset system.

Example for Post rule:

IF an asset being imported is updated in the asset system THEN Move the existing
asset to the specified folder.

This condition moves the assets that are already present in the asset store to the
specified folder.

Predefined reconciliation rules

To create an asset import job for the first time, Control Compliance Suite provides
predefined rules. You can use the predefined rules for importing the assets for
the first time without creating custom reconciliation rules.

See “Asset folder hierarchy” on page 64.
See “Creating the asset folders” on page 505.

Table 3-33 Predefined reconciliation rules
Rule type Rule statement Rule description
Add Rule IF an asset being The rule is applicable to

imported does not exist | all the asset types.

in the assetsystem | 1pq ryle adds all the
THEN Add an asset assets that are being
being imported to the |imported to the asset
Asset System folder system if they do not
exist already in the
system.

Rule Name: Add asset to the asset
system

The assets are added to
the Asset System folder.




Table 3-33

Concepts in Control Compliance Suite

Predefined reconciliation rules (continued)

Concepts in assets

Rule type

Rule statement

Rule description

Add Rule for Vulnerability Manager
Rule Name: Add UNIX Machine

IF Device Operating
System Subcategory
equals Linux AND UNIX
Machine asset does not
exist where {(Machine
Name equals Device
Host Name) OR (IP
Address equals Device
IP Address)} THEN
Create UNIX Machine
asset using {(Machine
Name with Device Host
Name), IP Address with
Device IP Address),
(Operating System with
Device Operating
System Type),
(Operating Distribution
Field with [Undefined]),
(Operating System
Version with Device
Operating System
Version)} and place the
asset in the Asset
System folder

Add UNIX Machine
while importing data
from Symantec CCS
Vulnerability Manager.
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Table 3-33

Predefined reconciliation rules (continued)

Rule type

Rule statement

Rule description

Add Rule for Vulnerability Manager
Rule Name: Add Windows Machine

IF Device Operating
System Subcategory
contains Windows AND
Windows Machine asset
does not exist where
{(Machine Name equals
Device Host Name) OR
(Host Name (DNS)
equals Device Fully
Qualified Name)} THEN
Create Windows
Machine asset using
{(Domain/Workgroup
Name with
[Undefined]), (Machine
Name with Device Host
Name), (OS Major
Version Number with
0), (OS Minor Version
Number with 0), (OS
Type with Device
Operating System
Type), (Machine Is
Server with False),
(Machine Is PDC with
False), (Machine Is BDC
with False), (TCP/IP
Addresses <LIST> with
Device IP Address),
(Host Name (DNS) with
Device Fully Qualified
Name)} and place the
asset in the Asset
System folder

Add Windows Machine
while importing data
from Symantec CCS
Vulnerability Manager.
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Table 3-33 Predefined reconciliation rules (continued)
Rule type Rule statement Rule description
Pre Rule IF an asset being Therule is applicable to

Rule Name: Set CIA values before
adding asset to the asset system.

imported does not exist
in the asset system

THEN Set the value of
the Confidentiality field
as NotDefined

Set the value of the
Integrity field as
NotDefined

Set the value of the
Availability field as
NotDefined

all the asset types.

The rule checks if the
asset that is the process
of import is in the asset
system or not. If the
asset is not in the asset
system, it sets the value
of the Confidentiality,
Integrity, and
Availability attributes
of the assets to
NotDefined.

Pre Rule for Exchange

Rule Name: Filter
Administrative Groups

Exchange

IF object class type does
not equal
msExchAdminGroup

THEN discard an asset
being imported

The rule is applicable to
the Administrative
Groups MS-Exchange
asset type only.

The rule checks if the
asset that is in the
process of import is an
administrative group or
not. If the asset is not
an administrative
group, the rule discards
the asset.

Pre Rule for Exchange

Rule Name: Filter Exchange Edge
Servers

IF object class type does
not equal
msExchEdgeServer

THEN discard an asset
being imported

The rule is applicable to
the Exchange Server
asset type only.

The rule checks if the
asset that is in the
process of import is an
Exchange Edge Server
or not. If the asset is an
Exchange Server, the
rule discards the asset.
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Table 3-33 Predefined reconciliation rules (continued)
Rule type Rule statement Rule description
Pre Rule for UNIX IF the incoming data Therule is applicable to

Rule Name: Set UNIX machine SSH port
to default value

field does not have
value

THEN Set the field
value of an asset being
imported as specified

the UNIX Machine asset
type only.

The rule checks if the
asset that is in the
process of import does
have specific value or
not. If not then set the
value of an asset being
imported or specified to
default value.

Pre Rule for UNIX

Rule Name: Set UNIX machine SSH
version to default value

IF the incoming data
field does not have
value

THEN Set the field
value of an asset being
imported as specified

The rule is applicable to
the UNIX Machine asset
type only.

The rule checks if the
asset that is in the
process of import does
have specific value or
not. If not then set the
value of an asset being
imported or specified to
default value.

Pre Rule for Oracle

Rule Name: Set Oracle database
connection type to default value

IF the incoming data
field does not have
value

THEN Set the field
value of an asset being
imported as specified

The rule is applicable to
the Oracle Configured
Databases asset type
only.

The rule checks if the
asset that is in the
process of import does
have specific value or
not. If not then set the
value of an asset being
imported or specified to
default value.
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Rule type

Rule statement

Rule description

Pre Rule for Oracle

Rule Name: Set Oracle database SSH
version to default value

IF the incoming data
field does not have
value

THEN Set the field
value of an asset being
imported as specified

Therule is applicable to
the Oracle Configured
Databases asset type
only.

The rule checks if the
asset that is in the
process of import does
have specific value or
not. If not then set the
value of an asset being
imported or specified to
default value.

Pre Rule for Oracle

Rule Name: Set Oracle database port to
default value

IF the incoming data
field does not have
value

THEN Set the field
value of an asset being
imported as specified

The rule is applicable to
the Oracle Configured
Databases asset type
only.

The rule checks if the
asset that is in the
process of import does
have specific value or
not. If not then set the
value of an asset being
imported or specified to
default value.

Pre Rule for Oracle

Rule Name: Set Oracle database
protocol to default value

IF the incoming data
field does not have
value

THEN Set the field
value of an asset being
imported as specified

The rule is applicable to
the Oracle Configured
Databases asset type
only.

The rule checks if the
asset that is in the
process of import does
have specific value or
not. If not then set the
value of an asset being
imported or specified to
default value.

119



120 | Concepts in Control Compliance Suite

Concepts in assets

Table 3-33

Predefined reconciliation rules (continued)

Rule type

Rule statement

Rule description

Pre Rule for Oracle

Rule Name: Set Oracle database name
type to default value

IF the incoming data
field does not have
value

THEN Set the field
value of an asset being
imported as specified

Therule is applicable to
the Oracle Configured
Databases asset type
only.

The rule checks if the
asset that is in the
process of import does
have specific value or
not. If not then set the
value of an asset being
imported or specified to
default value.

Pre Rule for Oracle

Rule Name: Set Oracle database SSH
port to default value

IF the incoming data
field does not have
value

THEN Set the field
value of an asset being
imported as specified

The rule is applicable to
the Oracle Configured
Databases asset type
only.

The rule checks if the
asset that is in the
process of import does
have specific value or
not. If not then set the
value of an asset being
imported or specified to
default value.

Update Rule

Rule Name: Update asset

IF an asset being
imported exists in the
asset system

THEN update all fields
of the existing asset
with the values of the
current asset.

The rule is applicable to
all the asset types.

The rule checks if the
asset that in the process
of import exists in the
asset system or not. If
the asset is in the asset
system, the rule
overwrites the values of
all the existing asset
fields with the values of
the asset being
imported.
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Table 3-33 Predefined reconciliation rules (continued)
Rule type Rule statement Rule description
Update Rule for ESM IF an asset being The rule is applicable

Rule Name: Update Host Name, IP
Address, and FQDN for ESM agents

imported exists in the
asset system

THEN update only
selected fields Host
Name, IP Address,
FQDN of an existing
asset with the fields of
the asset being
imported. (Manual
review enabled)

only to the ESM Agent
asset type.

The rule checks if the
asset that in the process
of import exists in the
asset system or not. If
the asset exists in the
asset system, the rule
overwrites the values of
the fields Host Name, IP
Address, and FQDN
with the values of the
new asset.

The asset records are
sent to the manual
review store.

Update Rule for Vulnerability Manager

Rule Name: Update Windows Machine
IP Address

IF Windows Machine
asset exists where
{(Machine Name equals
Device Host Name)}
THEN Update the fields
of Windows Machine
asset with the incoming
data {(TCP/IP Addresses
<LIST> with Device IP
Address)}

Update Windows
Machine IP Address
while importing data
from Symantec CCS
Vulnerability Manager.

See “Creating reconciliation rules without manual review” on page 437.

See “Creating reconciliation rules using the manual review” on page 438.

Asset being imported

The term 'assets being imported' is used with reference to the creation of
reconciliation rules. The reconciliation rules are applied on the assets being

imported.

An asset being imported is a potential asset, which is yet not a part of the asset
system. It is the asset that is collected from the data collector but can only be
called the asset when it passes through the reconciliation rules. After the
reconciliation rules are applied, the asset to be imported becomes an asset.
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Asset import

For example, consider that you want to add Windows Machines from a specific
site as assets to the asset system.

Your rule statement reads as follows:
If an asset being imported does not exist in the asset system
THEN Add an asset being imported to the specified folder

In this case, the Windows Machines remain the 'asset being imported' until the
rule verifies that the computers are not present in the asset system and adds those
into the asset system. The Windows Machines that are already present in the
system are not added to the asset system and do not become assets.

Existing assets

The term existing assets is used with reference to the creation of reconciliation
rules. The existing assets are the assets that are already a part of the asset system.
The existing assets are present in the asset store in the CCS directory.

The objects that are collected from the data collectors are referred to as asset
being imported until the reconciliation rules are applied.

See “Asset being imported” on page 121.

When the rules are applied on the asset being imported, the assets that satisfy
the rules criteria become a part of the asset system. These assets are then referred
to as the existing assets.

For example, consider that you want to update the values of specific asset fields
with the Update rule.

Your rule statement reads as follows:
IF an asset being imported exists in the asset system

THEN Update specified fields of an existing asset with the fields of

the asset being imported

In this case, the rule checks the field values of the existing assets which are the
assets that are already in the asset store. If the asset being imported exists in the
asset system, the rule overwrites the values of the existing assets with those of
the asset being imported.

In the asset system, asset import involves the import of the following data:

m Data for the common fields
Common fields are the fields that are common across all the asset types.
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See “Common fields for all asset types” on page 477.
The data for the common fields is imported from the CSV data collector.

m Data for the asset-specific fields
Asset-specific fields are the fields that are specific to the asset type that you
select to import.
See “Predefined asset types” on page 66.

The data for the asset-specific fields is imported from the default data collector.

Note: The default data collector is not applicable for fresh installation of CCS.

Go through the following concepts to perform the asset import more effectively:

m Default data collectors
See “Default data collectors” on page 123.

Note: The default data collector is not applicable for fresh installation of CCS.

m Data collectors and asset types
See “Data collectors and asset types” on page 124.

m  Asset field filters
See “Examples of asset filters” on page 127.

m Filter statement operators
See “Filter statement operators” on page 128.

m Asset reconciliation
See “Asset reconciliation” on page 129.

m Manual review
See “Manual review” on page 130.

Default data collectors
You can choose to import the assets from the default or the CSV data collector.

The asset system assigns the following default data collectors for various
platforms:

Table 3-34 Platform and data collectors

Platform Data collector

ESM platform ESM data collector
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Table 3-34 Platform and data collectors (continued)

Platform

Data collector

Oracle platform

Oracle data collector

SQL platform

SQL data collector

UNIX platform

UNIX data collector

Windows platform

Windows data collector

Exchange platform Exchange data collector
NDS platform NDS data collector
NetWare platform NetWare data collector

Custom platform

You can use the following data collector
for the custom platform:

m CSV data collector
m ODBC data collector

Note: For custom platforms, if you
select CSV or ODBC data collector
during entity schema creation, then the
selected data collector becomes the
default data collector. When importing
assets of the custom platform, the
option, Default appears in the
drop-down list of the Create or Edit
Asset Import wizard.

Common platform

The Common platform is the platform that is used
to import the common fields across the asset

types.

The following data collector can be used
to collect the Common fields:

m CSV data collector
m ODBC data collector

Data collectors and asset types

The asset types associated with the available data collectors are as follows:

m CSV
m SQL Database
m SQL Server
m ESM Agent
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Oracle Configured Databases
Oracle Configured Servers
UNIX File

UNIX Group

UNIX Machine

Windows Directory
Windows Domain

Windows File

Windows Machine

Windows Share
Organization MS-Exchange
Administrative Groups MS-Exchange
Exchange Server

NDS Tree

NetWare File Server

ESM

ESM Agent

Oracle

Oracle Configured Databases

Oracle Configured Servers

SQL

SQL Database
SQL Server

UNIX

UNIX File
UNIX Group
UNIX Machine

Windows

Windows Directory
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m Windows Domain
m Windows File
m Windows Machine
m Windows Share
m Exchange
m Organization MS-Exchange
m Administrative Groups MS-Exchange
m Exchange Server
m NetWare
m NetWare File Server
m ODBC
m SQL Database
m SQL Server
m ESM Agent
m Oracle Configured Databases
m Oracle Configured Servers
m UNIX File
m UNIX Group
m UNIX Machine
m Windows Directory
m Windows Domain
m Windows File
m Windows Machine
m Windows Share
m Organization MS-Exchange
m Administrative Groups MS-Exchange
m Exchange Server
m NDS Tree

m NetWare File Server
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You create the filter statements that are based on the asset fields when you create
an asset group and an asset import job.

In case of creation of an asset import job, you need to create the filters that are
based on the asset type that you select.

The following table describes certain filter statements that you can use to import
assets under specific scenarios.

Table 3-35

Examples of asset filters

Scenario

Filter statement

Job result

To import assets of the
Windows Directory with
Machine 1 and Machine 2 as
scope

((Root Path EqualTo D: Or
Root Path EqualTo C:) and
depth
GreaterThanOrEqualTo 1)
and Is Shared? = True

The job returns all the shared
folders under the C:\ and the
D:\ drive.

To import the Files and the
Directories with name like
*Accounting®

(Root Path EqualTo
D:\directory and depth
GreaterThanOrEqualTo 1)
and Directory Name Like
% Accounts%

The job returns all the
directories and the files that
contain Accounting in the
name.

To import all the directories
and the files "n" level below
the directory, D:\DATA

Root Path EqualTo
D:\directory and depth
GreaterThanOrEqualTo 1

The job returns all the e
directories under the D:\
directory as per the available
depth.

To import the Windows
Directories with Machine 1
and domain as a scope

(Root Path EqualTo
D:\directory and depth
GreaterThanOrEqualTo 1)
and Permissions
DifferentThan Parent(Include

The job returns all the
directories of which the
permissions differ from the
parent.

Owner) / (Ignore Owner)

EqualTo Different
To import UNIX Files under | Filename(With Path) like The job returns all the UNIX
the directory, etc and the /Jetc% files under the directory, etc

sub-directories

and from under the
sub-directories.
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Filter statement operators

The filter statement operators are the operators that are used for creating filter
statements in the asset import job and the asset groups. These operators are used
to make a comparison between the two given values.

Table 3-36 Filter statement operators
Operator Name Description Filter Statement examples
Equal To (=) A must be equal to B Directory Name EqualTo

'Admin’

NotEqualTo (=)

A must not be equal to B

Directory Name NotEqualTo
'HR'

Like

The SQL like operator, with same
syntax and semantics.

Database Name like DB2

Not Like

The SQL not like operator. Note
the space between not and like.
Any amount of white space
(blanks, tabs, new lines, or
carriage returns) is allowed here.
The white space is not strictly
required, but it is best not to
omit it.

Database Name NotLike DB2

Match (=~)

The regular expression matching
operator.

Directory Name Match'CM*'

NoMatch (I~)

The negative of the expression
matching operator.

Directory Name NotMatch
'CM*

IsNull

The SQL is null operator. A filter
statement that uses this operator
must not have a value specified.
At least one white space
character is required between is
and null.

Depth IsNull

IsNotNull

The negative of is null. The white
space between not and null is not
strictly required, but it is best
not to omit it.

Depth IsNotNull

Exact

Forces case-sensitive string
comparison.

Directory Name Exact
'ERCT'
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Table 3-36 Filter statement operators (continued)
Operator Name Description Filter Statement examples
Inexact Forces case-insensitive string | Directory Name Inexact
comparison. "ERCT"'
Contains (%) In case of single valued field, Owner Contains John

value on RHS has to be partially
or completely matching with
LHS. In case of multi valued
field, every value on RHS has to
be present on the LHS.

ContainsMatch (%~ ) In case of single valued field, the | Owner ContainsMatch John
regular expression on RHS
should match field value on LHS.
In case of multi valued field,
every regular expression on RHS
should match at least one
element on LHS.

NotContains (1% ) The negative of the Contains A NotContains B
operator.

NotContainsMatch (%~ | The negative of the A NotContainsMatch B

) ContainsMatch operator.

For example, if you select Description as the field to be used as the filter for the
ESM Agent asset type, your filter statement could be as follows:

IF Description <Operator> <Value>

See “Operators (, ), AND, OR” on page 504.

Asset reconciliation

The asset reconciliation helps you organize the assets that already exist in the
asset store in a logical hierarchy. Reconciliation provides you the flexibility to

manage the asset records conditionally when the records get into the assets system.

A reconciliation rule that you specify in the asset import job decides the action
that should be taken on the asset that is being imported.

The reconciliation rules are executed in the following order:

m Prerule
See “Pre rule” on page 108.

m Addrule
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See “Add rule” on page 109.

m Update rule
See “Update rule” on page 110.

m Postrule
See “Post rule” on page 113.

The reconciliation process performs the following tasks on the assets that are
imported into the asset system:

m Perform actions like discarding the asset, setting CIA values before the asset
is added to the asset system.

m Add the newly discovered assets to the asset store.

m Update the properties of the assets that already exist.

m Mark the assets for the manual review that is based on the rule conditions.
See “Reconciliation rules and rule types” on page 106.

See “Creating reconciliation rules without manual review” on page 437.

See “Creating reconciliation rules using the manual review” on page 438.

Manual review

Control Compliance Suite lets you review the assets manually before you choose
to add the assets to the asset system. The assets that are marked for manual review
are added to the manual review store.

The assets form a part of the manual review store in any of the following cases:

m If you choose to add the assets to the manual review store in the Add Action
dialog box during the creation of the Add Rule.

m Ifyouchoosetoadd the assets to the manual review store in the Update Action
dialog box during the creation of the Update Rule.

m If the assets do not satisfy any of the reconciliation rules that are associated
with the import job.

m If you associate more than one Add or Update rule with an asset import job
and one of the rules marks the assets for manual review.

After the asset is stored in the manual review store, the following actions are
possible:

m Edit the import job and add new reconciliation rules.

m Re-run the reconciliation on the manual review records from the Monitor >
Jobs view using the Reconcile Records option.
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See “Viewing the manual review records” on page 496.

See “Reconciling the manual review records” on page 497.

Control Compliance Suite provides a mechanism to tag and identify assets for
report and scope purposes.

Tagging is a way to define an asset with meta information. Tagging helps you
identify assets in some context that might prove helpful to determine the value
of the asset. You can use the tags to filter the assets.

For example, you can create a tag that is called SOX and associate it with arelevant
asset.

See “About tags” on page 213.

An asset group consists of the assets of one or more types. For example, Windows
servers, UNIX servers, or Oracle databases can become asset groups.

The asset groups may be created based on various criteria. You can attach the
tags to the asset groups and create an asset group that is based on the tags.
Similarly, you can create the asset groups that are based on location, owner, risk
rating and so on.

The asset groups are of the following types:

m Asset groups with assets based on criteria
See “Asset groups with assets based on criteria ” on page 131.

m Asset groups with specific assets
See “Asset groups with specific assets” on page 132.

m Predefined asset group
See “Predefined asset groups” on page 132.

See “Creating an asset group with assets based on criteria” on page 498.
See “Creating an asset group with specific assets” on page 502.

See “Editing an asset group” on page 513.

Asset groups with assets based on criteria

An asset group with assets based on criteria is updated with every asset import
job if more assets meet the criteria that is specified in the query. The update to
the asset group is done on the basis of the criteria of the group. After the import
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job, the new assets become a part of the asset group if they match the dynamic
filters of that asset group. At the time of query execution, the asset groups are
resolved to discrete assets.

The asset groups with assets based on criteria can be created on the basis of the
following criteria:

m Common fields of all the asset types
You can create the asset groups on the basis of the common field values of all
the asset types. The common fields include the asset name, location,
department, custodian, owner, tags, and risk rating.

m Specific fields of the asset type
m Both

See “Creating an asset group with assets based on criteria” on page 498.

Asset groups with specific assets

You can create the asset groups with specific assets on the basis of the asset group
criteria.

The asset count in these asset groups does not change automatically with the
import job. You manually add assets to these asset groups.

See “Creating an asset group with specific assets” on page 502.

Predefined asset groups
The asset system provides predefined asset groups for all the predefined platforms.
See “Predefined platforms” on page 65.

The predefined asset groups are dynamic in nature. The predefined dynamic asset
groups are created by default at the time of installation. The predefined asset
groups are based on certain asset-specific field filters. The filters for the asset
groups form the definitions for the assets that are included in the asset group.

Note: You can use the predefined asset groups only after you copy the asset group
to the folder in which you want to group the assets.

You can use the predefined asset groups to provide scope for asset import.

The predefined asset groups for the ESM platform are as follows:
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Table 3-37 Predefined asset groups for the ESM platform

Group name

Filter / Definition of the dynamic
group

All ESM Windows Agents

ESM Agent - OS Version = "WIN*'

All ESM UNIX Agents

ESM Agent - OS Version= "UNIX'

All ESM Windows 2003 Agents

ESM Agent - OS Version= "WIN2003'

All ESM OPenVMS Agents

ESM Agent - OS Version = ‘VMS’

The predefined asset groups for the Exchange platform are as follows:

Table 3-38 Predefined asset groups for the Exchange platform

Group name

Filter / Definition of the dynamic
group

Exchange 2000 Server

Exchange Server - Exchange
Version/Build = 'Version 6.0

All Exchange Organizations

Exchange 2007 Hub transport Servers

Exchange Server - Exchange
Version/Build = 'Version8' and

Exchange Server - Server Role(s) ='Hub
transport'

All Exchange Servers

Exchange 2007 Unified Messaging Servers

Exchange Server - Exchange
Version/Build = 'Version8' and

Exchange Server - Server Role(s)
='Unified Messaging'

Exchange 2007 Client Access Servers

Exchange Server - Exchange
Version/Build = 'Version8' and

Exchange Server - Server Role(s)
='Client Access'

All Exchange Administrative Groups

Exchange 2007 Mailbox Servers

Exchange Server - Exchange
Version/Build = 'Version8' and

Exchange Server - Server Role(s)
='Mailbox’
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Table 3-38 Predefined asset groups for the Exchange platform (continued)

Group name

Filter / Definition of the dynamic
group

Exchange 2003 Servers

Exchange Server - Exchange
Version/Build = 'Version 6.5'

Exchange 2007 Servers

Exchange Server - Exchange
Version/Build = 'Version 8.0

Exchange 2007 Edge Transport Servers

Exchange Version= "*Version 8*'

The predefined asset groups for the NDS platform are as follows:

Table 3-39 Predefined asset groups for the NDS platform
Group name Filter / definition of the dynamic
group
All NDS Trees NDS Tree - Tree name Equal To (=) ™'

The predefined asset groups for the NetWare platform are as follows:

Table 3-40 Predefined asset groups for the NetWare platform

Group name

Filter / definition of t he dynamic
group

All NetWare Servers

NetWare Server- Object Name (DN)
Equal To (=) "'

NetWare 6.5 Servers

NetWare Server- Object Name (DN)
Equal To (=) '"*' and NetWare Server-
NetWare Version = ""NetWare 5.70*'

NetWare 5.X Servers

NetWare Server- Object Name (DN)
Equal To (=) '"*' and NetWare Server-
NetWare Version = *NetWare 5.00*'

NetWare 4.X Servers

NetWare Server- Object Name (DN)
Equal To (=) "*' and NetWare Server-
NetWare Version = *NetWare 4.*'

NetWare 6 Servers

NetWare Server- Object Name (DN)
Equal To (=) '"*' and NetWare Server-
NetWare Version = ""NetWare 5.60*'

The predefined asset groups for the Oracle platform are as follows:



Concepts in Control Compliance Suite
Concepts in assets

Table 3-41 Predefined asset groups for the Oracle platform

Group name

Filter / Definition of the dynamic
group

All Oracle Servers

All Oracle 9i Databases

Oracle Configured Databases- Database
Version = '9*'

All Oracle 10g Databases

Oracle Configured Databases- Database
Version = '10*'

All Oracle 8i Databases

Oracle Configured Databases- Database
Version = '8*'

All Oracle 11g Databases

Oracle Configured Databases- Database
Version = '11*'

All Oracle installations on UNIX Machines

Oracle Configured Databases- OS Type
="UNIX'

All Oracle installations on Windows Machines

Oracle Configured Databases- OS Type
='"Windows'

All Oracle objects

All Oracle Databases

The predefined asset groups for the SQL platform are as follows:

Table 3-42 Predefined asset groups for the SQL platform

Group name

Filter / Definition of the dynamic
group

All SQL Server 7 Instances

SQL Server- Major Version = '7'

All SQL Server 2005 Instances

SQL Server- Major Version = '9'

All SQL Server Instances

All SQL Server 2000 Instances

SQL Server- Major Version = '8’

All SQL Server 2008 Instances

SQL Server- Major Version = '10'

The predefined asset groups for the UNIX platform are as follows:
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Table 3-43 Predefined asset groups for the UNIX platform

Group name

Filter / Definition of the dynamic
group

All UNIX Servers

AIX 5.1 Servers

UNIX Machine- Operating Distribution
Field ="*AIX*'

and

UNIX Machine- Operating System
Version="5.1'

Sun Solaris Servers

UNIX Machine- Operating Distribution
Field ="*SunOS*'

Red Hat Linux Servers

UNIX Machine- Operating Distribution
Field ="*Red Hat Linux*'

AIX 5.2 Servers

UNIX Machine- Operating Distribution
Field ="*AIX*'

and

UNIX Machine- Operating System
Version="5.2'

Red Hat Servers

UNIX Machine- Operating Distribution
Field ="*Red Hat*'

All AIX Servers

UNIX Machine- Operating Distribution
Field ="*AIX*'

AIX 5.3 Servers

UNIX Machine- Operating Distribution
Field ="*AIX*'

and

UNIX Machine- Operating System
Version='5.3'

Red Hat Enterprise Linux Servers

UNIX Machine- Operating Distribution
Field ="*Red Hat Enterprise Linux*'

SuSE Linux Servers

UNIX Machine- Operating Distribution
Field ="*SuSE Linux*'

and Not

UNIX Machine- Operating Distribution
Field ="*SuSE Linux Enterprise Server*'
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Predefined asset groups for the UNIX platform (continued)

Group name

Filter / Definition of the dynamic
group

HP-UX Servers

UNIX Machine- Operating Distribution
Field ="*HP-UX*'

SuSE Enterprise Linux Servers

UNIX Machine- Operating Distribution
Field ="*SuSE Linux Enterprise Server*'

All SuSE Servers

UNIX Machine- Operating Distribution
Field ="*SuSE*'

AIX 6.1 Servers

UNIX Machine- Operating Distribution
Field ="*AIX*'

and

UNIX Machine- Operating System
Version="6.1"

Red Hat Enterprise Linux 2.1 Servers

UNIX Machine- Operating Distribution
Field ="*Red Hat Enterprise Linux*'

and

UNIX Machine- Operating System
Version="2.1'

Red Hat Enterprise Linux 3.0 Servers

UNIX Machine- Operating Distribution
Field ="*Red Hat Enterprise Linux*'

and

UNIX Machine- Operating System
Version="'3.0'

Red Hat Enterprise Linux 4.0 Servers

UNIX Machine- Operating Distribution
Field ="*Red Hat Enterprise Linux*'

and

UNIX Machine- Operating System
Version="'4.0'

Red Hat Enterprise Linux 5.0 Servers

UNIX Machine- Operating Distribution
Field ="*Red Hat Enterprise Linux*'

and

UNIX Machine- Operating System
Version="5.0'
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Table 3-43 Predefined asset groups for the UNIX platform (continued)

Group name Filter / Definition of the dynamic
group

VMware ESX 3 Servers UNIX Machine- Operating Distribution

Field ="*Vmware ESX*'
and

UNIX Machine- Operating System
Version="3'

VMware ESX 3.5 Servers UNIX Machine- Operating Distribution
Field ="*Vmware ESX*'

and

UNIX Machine- Operating System
Version='3.5'

VMware ESX 4 Servers UNIX Machine- Operating Distribution
Field ="*Vmware ESX*'

and

UNIX Machine- Operating System

Version= "4’

VMware ESX Servers UNIX Machine- Operating Distribution
Field ="*Vmware ESX*'

All UNIX Servers with Apache Installed Unix Machine -Is Apache Installed =
'True’

The predefined asset groups for the Windows platform are as follows:

Table 3-44 Predefined asset groups for the Windows platform
Group name Filter / Definition of the dynamic
group
Windows Domain Controllers Windows Machine - Machine Is Server=
'True'
and

(Windows Machine- Machine Is PDC=
"True’

or

Windows Machine- Machine Is BDC=
"True’
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Predefined asset groups for the Windows platform (continued)

Group name

Filter / Definition of the dynamic
group

Windows Backup Domain Controllers

Windows Machine- Machine Is BDC=
'"True’

Windows 2003 Machines

Windows Machine- OS Major Version
Number="'5'

and

Windows Machine OS Minor Version
Number='2'

All IIS Web Sites

IIS Web Site - Name Equal To(=) "*"
or IIS Web Site- ADSI Path Equal To(=)

wxn

Windows XP Machines

Windows Machine- OS Major Version
Number="'5'

and

Windows Machine OS Minor Version
Number='1'

Windows Primary Domain Controllers

(Windows Machine- Machine Is PDC=
'True’

Windows 2000 Professional

Windows Machine - OS Type=
"Windows 2000 Professional’

Windows Workstations

Windows Machine - Machine Is Server=
'False'

All Windows Machines

Windows 2000 Servers

Windows Machine- OS Type= "Windows
2000*Server*'

Windows Servers

Windows Machine- Machine Is Server=
"True’

Windows NT 4.x Machines

Windows Machine - OS Major Version
Number = '4'
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Table 3-44 Predefined asset groups for the Windows platform (continued)

Group name

Filter / Definition of the dynamic
group

Windows 2008 Machines

Windows Machine - Machine Is Server
Equal To(=) 'True’

and Windows Machine - OS Major
Version Number Equal To (=) '6'

and Windows Machine - OS Minor
Version Number Equal To (=)'0'

AL IIS Virtual Directories

IIS VIrtual Directory - ADSI Path Equal
T0(=) %1

Windows Vista Machines

Windows Machine- OS Major Version
Number="6'

and

Windows Machine OS Minor Version
Number="'0'

and

Windows Machine - Machine Is Server=
'False'

Windows 2000 Machines

Windows Machine- OS Major Version
Number="5'

and

Windows Machine OS Minor Version
Number="0'

Windows 2008 R2 Machine

Windows Machine-

Windows 7 Machine

Windows Machine- Machine Is Server
='False’

and

Windows Machine- OS Major Version
Number =’6’

and Windows Machine- OS Minor
Version Number =1’

Windows SharePoint Servers 2007

Wnt.machine.sharepointversion = =~
I/\12\“*l

See “Creating an asset group with assets based on criteria” on page 498.
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See “Creating an asset group with specific assets” on page 502.

See “Editing an asset group” on page 513.

The active assets are the assets that are created or updated in the past six months.
The Asset System view displays the number of active assets in the top right corner
of the table pane.

You can configure the period for which the active assets should be displayed. You
can specify the number of days for which the active assets should be displayed in
the ActiveAssetsConfig.xml. The XML can be found at the
<installdir>\CCS\Reporting And Analytics\Applications\AssetSystem.

The active assets are displayed only for the following asset types:
m Windows Machines

m UNIX Machines

m ESM Agents

See “About the Asset System view ” on page 434.

About the management of business assets

Use the asset system in CCS to view and manage business assets.
You manage business assets in the following ways:

m View business assets.

m Edit business assets.

m Delete business assets.

m Manage associations: Form associations with business or network assets, or
remove associations.

CCS makes available the new tasks, Associate with Business Assetand Remove
Association.

m Move business assets.

To move a business asset, right-click the business asset in the Assets table,
and click Move Assets.

m Assign and remove permissions on business assets.
m Search for business assets.

To view business assets, you require the following permissions:
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m Roles that are associated with the View Asset task
m Requisite permissions on the business assets
CCS provides you the following view options:

m View types of business assets.
Move your pointer over a business asset in the Assets table to see its name and
type.

m Select an asset group in the assets pane to view the assets in the group in the
Assets table.

m Inthe Assets pane, select a business asset with associations to view the assets
that are associated with the selected business asset in the Assets table.

m Select a folder in the Assets pane to view all assets within the folder in the
Asset table.

m View the permissions on a business asset.
To view the permissions on a business asset, right-click the business asset,
and click View Permissions or on Common Tasks, click View Permissions.

The Advanced Search functionality of the asset system facilitates the search for
a specific set of assets. On the search results, you can perform all those operations
that are possible on business assets in the asset system.

The asset system supports the searches that are based on the following criteria:
m Common attributes like name, owner, department, and location

m Tags

m Asset types

m The properties or attributes that are specific to an asset type as computer
name, and application name

m A specific folder or a branch in the directory

See “About business assets” on page 62.

See “About types of business assets” on page 63.

See “Editing business assets” on page 509.

See “Associating with a business asset” on page 510.

See “Removing the association with a business asset” on page 510.
See “Assigning permissions on business assets” on page 511.

See “Removing permissions from a business asset” on page 512.
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About associations with business assets

To form associations with business assets, in the asset system, use the task,
Associate with Business Asset, under Asset Tasks. Association helps to aggregate
the risk scores for all associated assets.

To form associations, you require the following permissions:

View Assets

Permissions that are associated with the 'Manage Assets and Asset groups'
task

Control Compliance Suite supports the following:

Association of business assets with other business assets and network assets
The maximum number of business or network assets with which a business
asset can form associations is 1500. To associate with more than 1500 business
or network assets, a business asset needs to expand its association capability.
A business asset forms an association with another business asset to expand
its association capability.

Association to evaluate risk

Evaluation of risk involves the definition of a risk objective, and the association
of the business asset with the risk objective. Effective evaluation of risk also
requires the association of the business asset with other business assets and
physical assets. Dynamic Dashboards display the aggregated risk of the
business asset and all associated business assets.

Association to evaluate compliance

The evaluation of the compliance of a business asset to a policy needs the
following: The aggregation of the compliance of all assets with direct or indirect
associations with that business asset. Compliance involves technical and
procedural controls. Technical controls link policy to control statements, and
the control statements to checks, rules, and EDI. Procedural compliance control
involves the creation of questionnaires for the business asset, and the
association of the questionnaires with the business assets.

Association by means of reconciliation rules

The asset system provides an action for a Post Rule for the import of network
assets as well as third-party assets: Associate asset with specified business
asset.

Associations by means of integration services
Invoke the related API to form the association.

Removal of associations with business assets
Use the Remove Association task to remove associations.

143



144 | Concepts in Control Compliance Suite
About queries

CCS support does not extend to the following:

m Useof reconciliation rules to import network assets and thereby create business
assets.

m Circular dependency in associations: A can associate with B, and B with C, but
C cannot associate with A to form a ring.

See “Associating with a business asset” on page 510.

See “Removing the association with a business asset” on page 510.

About queries

Control Compliance Suite queries collect data about the objects in your network.
Queries collect data for the parameters you configure. Queries bypass the asset
system to provide a direct method of data collection.

Control Compliance Suite provides two kinds of queries:
m Custom queries: Queries for which you configure all parameters

m Predefined queries: Sample queries for Windows, SQL, UNIX, and Oracle
platforms with preselected entity and fields, besides default scope
You can edit predefined queries.

The number of entities that platforms support for queries are as follows:

Platform Number of supported entities
UNIX 23
SQL 43
Oracle 43
Windows 54

See “Configuring queries” on page 355.

Concepts in agent management

To understand the sequence of tasks to be carried out in agent management, you
must understand the concepts in agent management.

Concepts in agent management are as follows:

m CCS Manager
See “CCS Manager” on page 50.
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m CCS Agent
See “CCS Agent” on page 54.

m Data collection models in Control Compliance Suite
See “About data collection models” on page 60.

Agent registration

LiveUpdate

The CCS agent is registered to the CCS Manager using the agent registration
utility. The agent information is stored in an agent information file on the CCS
Manager. The CCS Manager sends the agent information to the Application Server
through an Agent Registration Job (AR]). The agents and assets are created and
imported into the Asset system through an Agent Registration Job. Asset import
is also done for the application modules installed on the agents.

The LiveUpdate mechanism ensures that during data collection the agent has the
latest content updates. The application server downloads the latest content update
packages from the LiveUpdate Server. The Application server creates granular
LiveUpdate packages for the agents and sends them to the CCS Manager.
Depending on the data collection job that the agent executes, the required content
files are updated on the agent

Remote Upgrade

The remote upgrade mechanism is used to upgrade CCS agents remotely from the
CCS console. The Remote Upgrade (RU) packages that are available with the CCS
Manager are pushed to the CCS agents. The upgrade process is initiated on the
respective CCS agents.

Agent configuration

Agent configuration parameters control the behavior of the CCS agents. You can
remotely set the CCS agent configuration parameters from the CCS console.

You can set the following properties using agent configuration parameters:
m Loglevel

m  Number of jobs that can be run in parallel

m Number of log files

m Job expiry time

m Files to fetch for troubleshooting
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About the custom schema

Control Compliance Suite provides certain predefined asset types that you can
use to import the assets into the asset system. Asset types let you import the asset
data for a collection of fields that belong to a specific entity. In the process of
managing the assets in the system, you might need to create your custom asset
types to manage the assets that are outside the scope of the predefined asset types.

Control Compliance Suite lets you create your own schema for the asset types and
the entities. In addition, you can also extend the schema for the predefined asset
types and extend the custom entity schema. You can also create new target types
and edit the newly created target types.

In addition, you can also edit the existing asset type and existing entity schema.
The Schema Manager gives you the option to switch the CSV or ODBC data
collectors for the custom and common platforms.

You can create and edit the following types of schema

m Asset type schema
See “About the asset type schema” on page 146.

m Entity schema
See “About the entity schema ” on page 147.

m Target type schema
See “About the target type schema” on page 148.

See “Working with custom schema scenarios” on page 589.
See “Working with custom asset types” on page 567.

See “Working with custom entity” on page 578.

See “Working with custom target type” on page 587.

About the asset type schema

The assets are stored in the asset store in the CCS directory. Each asset type in
the CCS directory has its own schema. Control Compliance Suite supports some
predefined asset types.

See “Predefined asset types” on page 66.
The assets schema includes the following types of schema:

m Asset type schema
Each asset type is a separate entity and has no relation with the other asset
types. Each asset type has some primary fields. The primary fields are used to
uniquely identify the asset in the CCS directory.
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m Asset base schema
The asset base schema represents the asset fields that are common across all
the asset types. The common fields of the asset type include, Integrity,
Confidentiality, Availability, Tags, Asset Custodian, Asset Department, Asset
Owner, Asset Location, and Asset Site.

Control Compliance Suite lets you create your own asset type schema and extend
the existing asset type schema to manage your assets.

See “Creating a new asset type” on page 569.

See “Extending an existing asset type” on page 575.

About the entity schema

An entity schema in Control Compliance Suite is the blueprint that contains the
asset information, which is used to create an asset type. Once the asset type is
defined, the registered data collectors import the assets into the infrastructure
based on the defined schema. The data collectors of Control Compliance Suite
also collect data from the imported assets.

An entity schema interprets data only if the data is defined in a specific format.
For every asset, data must be defined in a format that contains attributes such as
platform, entity, and fields. The entity schema is a set of XML definitions, which
represent the defined attributes.

In Control Compliance Suite, you can define an entity schema for any custom
application for which you want to collect data. Data for the application must be
imported to a comma-separated value (CSV) file and arranged in a specific format
for the entity schema. The CSV data collector of Control Compliance Suite collects
data from the CSV file.

See “Creating a CSV file for custom application” on page 487.

You can also define an entity schema for any custom application and collect data
for the asset using the ODBC data collector.

See “About the predefined platforms and the primary entities” on page 572.

You can create a new entity schema or extend an existing entity schema using
the appropriate tools from Settings > Schema Manager view of the console.

See “Creating a new entity schema” on page 578.

See “Editing an existing entity schema” on page 582.
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About the target type schema

You select a target type to evaluate a set of assets against a standard. The standards
are based on the asset types. You cannot evaluate an asset of the type Oracle
Configured Database against an ESM standard.

Control Compliance Suite lets you create your own target types to filter the assets
of a particular asset type for evaluation.

Consider the following example:

Windows machines is a predefined asset type. If you want to evaluate a standard
only for the Windows XP machines, the Windows XP machines can be your target

type.
See “Creating a new target type” on page 587.

See “Editing a target type” on page 588.

Concepts in entitlements

To understand the workflow for managing the entitlements in Control Compliance
Suite, you must first understand the concepts in the entitlements.

The following are the concepts in the Entitlements view:

m Control points
See “Control points” on page 148.

m Data owners
See “Data owners” on page 150.

m Alternative approver
See “Alternative approver” on page 150.

m Review cycle setting
See “Review cycle setting” on page 150.

m Approval period

See “Approval period” on page 151.
m Tagging

See “Tagging” on page 151.

Control points

A control point is the data location in the system at which the access permissions
are granted and approved. You can mark an asset that is imported into the Control
Compliance Suite system as a control point.
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Consider the following directory structure:
C:\

C:\Data

C:\Data\Accounting
C:\Data\Accounting\Site 01
C:\Data\Accounting\Site 02
C:\Data\Accounting\Site 03

In the directory structure, the permissions for the Accounting folder are assigned
at the data location, C:\Data\Accounting. The rights that are assigned at this point
in the directory are also assigned down to any file or folder that exists under this
directory. You can assign additional rights lower in this directory for a specific
file or a folder. The file is the lowest level of control point.

You can also define a control point for a group. A group of users can have the
same type of permissions for a certain directory or a file.

Note: You cannot mark Windows Machines or UNIX Machines as control points.

The entitlements system supports certain predefined asset types as control point
types. In addition to the supported asset types, the entitlements cannot be imported
for any custom asset type that you create. But, the entitlements system supports
an extended predefined asset type that is supported as a control point type.

The entitlements system lets you mark the following asset types as control points:
m Oracle Configured Databases
m SQL Databases
m UNIX File
m UNIX Group
m Windows File
m Windows Group
m Windows Directory
m ESM Agents
The entitlements system supports the following entitlement types:
m ESM Agents
m ESM File, Folder entitlements
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Data owners

m ESM User Group entitlements
m Oracle Configured Databases
m Stored procedure entitlements
m Table entitlements
m View entitlements
= SQL
m Database entitlements
m Stored procedure entitlements
m Table entitlements
m View entitlements

See “Working with control points” on page 616.

Data owners are the business owners of the data.

Control Compliance Suite assumes that a person who is theoretically the business
owner of the data- also owns the data in the system. The data owner has the
responsibility to approve or decline permissions on the control points.

See “Configuring control points” on page 616.

Alternative approver

Control Compliance Suite lets you configure an alternative approver for the control
points. The alternative approver performs the role of the data owner to approve
the entitlements, in case the data owner is not available.

See “Configuring the alternative approver” on page 631.

Review cycle setting

The review cycle setting is the time frame for which the entitlements are validated.
The entitlement administrator can define different review cycle settings for
different types of data.

For example, an organization might want to validate the entitlements of the
financial data two times in a year. However, the HR data might be validated only
one time in a year.
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The definition of the review cycle setting can be based on the organizational
policies of approving entitlements.

A review cycle setting can be set as recurrent or non-recurrent. If you mark a
review cycle setting as recurrent, the same review cycle setting repeats after the
end of the review cycle setting. For example, if you define a review cycle setting
for three months and mark it as recurrent, then the cycle is repeated every three
months. Each review cycle setting that is completed becomes a review cycle
instance.

See “Creating a review cycle setting” on page 618.

Approval period

Tagging

The approval period of a control point is a subset of the review period.

The data owner should approve or request a change in the entitlements within
the specified approval period. For example, consider that the review period for a
set of control points is from January 1 to March 31. The approval period may be
between February 1 and February 28.

See “Working with approval” on page 629.

The assets that are marked as control points must be defined with reference to
some context. You can define the control points according to their sensitivity,
confidentiality, and value to the organization. The purpose of defining control
points is such that the data owner understands the relevance of the control points.
Each organization may have its own ways to classify the data. Control Compliance
Suite lets you tag the control points. Tags are used to categorize data so that
uniform permissions can be assigned to the data in the same category. This
categorization is important for the most effective and the most efficient use of
the data.

Tags can be based on the critical value of the data such as confidential, public, or
classified. Tags can be also based on how often the data needs to be accessed. You
can define the tags according to the department, such as human resources, finance,
and marketing. Well-planned tags make the essential data easy to find. The tags
can be of particular importance in risk management, legal discovery, and
compliance with government regulations.

The Entitlements view lets you assign tags to the control points and categorize
the control points as required. You can assign multiple tags to a control point.
The tagging of a control point is not mandatory.

See “Concepts in entitlements” on page 148.
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Concepts in exception

Before you begin to perform the exception-related tasks, you should review the
following concepts in exceptions:

m Exception Management System
See “About the exception management system” on page 153.

m Exceptions
See “About exceptions” on page 152.

m Exception validity
See “About exception validity ” on page 153.

m Exception templates
See “About exception templates” on page 154.

m Exception states
See “About exception states ” on page 1