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terms of this presentation

This presentation was based on current information and resource allocations as of May 14, 2010 and is subject to change or 

withdrawal by CA at any time without notice. Notwithstanding anything in this presentation to the contrary, this presentation shall 

not serve to (i) affect the rights and/or obligations of CA or its licensees under any existing or future written license agreement or 

services agreement relating to any CA software product; or (ii) amend any product documentation or specifications for any CA 

software product. The development, release and timing of any features or functionality described in this presentation remain at 

CA’s sole discretion. Notwithstanding anything in this presentation to the contrary, upon the general availability of any future CA 

product release referenced in this presentation, CA will make such release available (i) for sale to new licensees of such product; 

and (ii) to existing licensees of such product on a when and if-available basis as part of CA maintenance and support, and in the 

form of a regularly scheduled major product release. Such releases may be made available to current licensees of such product

who are current subscribers to CA maintenance and support on a when and if-available basis. In the event of a conflict between 

the terms of this paragraph and any other information contained in this presentation, the terms of this paragraph shall govern.
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legal

Certain information in this presentation may outline CA’s general product direction.  This presentation shall not serve to (i) affect 

the rights and/or obligations of CA or its licensees under any existing or future license agreement or services agreement relating 

to any CA software product; or (ii) amend any product documentation or specifications for any CA software product. This 

presentation is based on current information and resource allocations as of Month, Day, Year and is subject to change or 

withdrawal by CA at any time without notice.  The development, release and timing of any features or functionality described in 

this presentation remain at CA’s sole discretion. 

Notwithstanding anything in this presentation to the contrary, upon the general availability of any future CA product release 

referenced in this presentation, CA may make such release available to new licensees in the form of a regularly scheduled major 

product release. Such release may be made available to licensees of the product who are active subscribers to CA maintenance 

and support, on a when and if-available basis. The information in this presentation is not deemed to be incorporated into any 

contract.

Copyright © 2010 CA. All rights reserved. All trademarks, trade names, service marks and logos referenced herein belong to their

respective companies [INSERT ANY REQUIRED THIRD-PARTY TRADEMARK ATTRIBUTIONS.].

THIS PRESENTATION IS FOR YOUR INFORMATIONAL PURPOSES ONLY. CA assumes no responsibility for the accuracy or 

completeness of the information. TO THE EXTENT PERMITTED BY APPLICABLE LAW, CA PROVIDES THIS DOCUMENT “AS IS” 

WITHOUT WARRANTY OF ANY KIND, INCLUDING, WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF MERCHANTABILITY, 

FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT.  In no event will CA be liable for any loss or damage, direct or 

indirect, in connection with this presentation, including, without limitation, lost profits, lost investment, business interruption, 

goodwill, or lost data, even if CA is expressly advised in advance of the possibility of such damages.
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Competencies

Enable the delivery of more flexible IT services

Services, Education and Support

Physical

Private Public Hybrid

Virtualized

 Service Assurance

 Service Automation

 Service Management

 Project & Portfolio Management

 Storage & Recovery Management

 Energy & Sustainability Management

 Control Identity 

 Control Access 

 Control Information

 Compliance

Cloud

Mainframe Distributed

what we do:
manage, secure and deliver more flexible IT services
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Content Aware 
Identity and Access Management



Our security strategy and vision 
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CA’s Security Software
Controls identities, their access & how they can use the  
information they access – That’s Content Aware IAM!

Control
Identities

Control
Access

Control
Information

The control you need to confidently drive business forward across physical, virtual and cloud environments

Content Aware Identity and Access Management
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Security building blocks of success 

Business 
Need

Capabilities

Find, classify and 
control how 
information is used 
based on content and 
identity

 Information Discovery
 Classification
 Data Policy 
Management

 Privileged User 
Management
 Virtualization Security
 Web Access Management
 Federation

Control access to 
systems & 
applications across 
physical, virtual & 
cloud environments

Control
Identities

 Identity Governance
 Role Management
 Provisioning
 User Activity & 
Compliance Reporting

Manage and govern 
identities and what 
they can access 
based on their role

Control
Access

Control
Information

The control you need to confidently drive business forward

Content Aware Identity and Access Management
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– The Business Transaction Context

Content Aware IAM

Traditional IAM

Traditional DLP

Business agility drives
need for Identity Aware DLP

Context

• Location

• Time of 
day

Content

• Tagging

• Resource

Identity

• Role

• Claims

Dynamic content drives
need for Content Aware IAM



How we got here



Security
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how we got here? 

• Web Server

• App Servers
• ERP Servers

• Web 2.0
• Cloud

• Http Get/Post

•SAML , WS-Fed

• XML/SOAP
• RESTful WS
• AJAX

• UN/PW
• HW token

• X.509
• Biometrics
• Artifacts
• Kerberos

• WS*
• CardSpace
• OpenID

Requestor Authentication Protocol Resource

SiteMinder
8+ Yrs Ago

Solution

SiteMinder + 
Federation
4+ Yrs Ago

SiteMinder + 
Federation + 

SOA SM
Today

• Employee
• Customer

• Partner

• Application
• Web Service
• SOA Service



Security

CA SiteMinder

 Web SSO

 Authentication Management

 Policy based authorization

 Broad web application and server 
support 

CA Federation Manager

 Internet SSO

 Browser-based federation across 
domains

 Flexible options for partner enablement

 SAML Standards support

SiteMinder product family

CA SOA Security Manager

 Policy-based authorization

 XML threat prevention

 Authentication of requester based on 
message content

 WS Standards support

– Accelerating business beyond organizational boundaries via the web

– Support compliance and governance requirements for web-based business transactions

– Reduce cost through reuse of highly scalable, automated, and centralized security management

– Reduce risk through consistent enforcement of access policies

Web Access Management

Identity Federation SOA / WS Security
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Recent releases
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recent releases

– SiteMinder r12 SP2 (Nov 09)

‐ Simplifying the installation

• Embedded stripped Jboss

• Automatic administrative UI registration

• Wizard for configuring external authentication

– SM r6 SP6 (Apr 10)

‐ SP6 is the last SP on the r6 version

• Support for most recent SharePoint Agent release

• Performance improvements

‐ Significantly faster agent to Policy server initialization

‐ Agents see new Policy Server without requiring restart

‐ Support appliances that maintain web server uptime status

• Update of internal component
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recent releases 

– r6 EOS Notification (Apr 10)

‐ Key Dates

• Up to end of June 2010: accepting cert requests on r6

• After June 2010: not accepting cert requests on r6

• To end of Mar 2011: delivery of accepted r6 cert requests

• From Mar 2011 to Mar 2012: continue to fix bugs on r6

• Apr. 2012 to June 2013: basic extended support

• End of June 2013: r6 is EOS’d

‐ Upgrade support

• r12 Upgrade Guide

• CA Services offerings

• CA Support 'Upgrade Area' will offer customer self-service:
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https://support.ca.com/irj/portal/anonymous/phpdocs?filePath=7/5262/5262_r120sp2_updatemainpage.html
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Extend agent benefits on 
SharePoint:

 Single Sign-on

 Centralized auditing

 Access policies

 Password policies

Use SiteMinder resources 
with SharePoint:

 User repositories

 Authentication methods

Preserve SharePoint user 
experience:

 Client integration

 People picker

recent releases – CA SiteMinder Agent for 
SharePoint (Feb)
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recent releases – CA Federation Mgr 12.1 (Feb)

– Simplifying partnership management

‐ Support multiple IdP’s by mapping attributes 

‐ Support just-in-time user provisioning across domains

1. Assertion is accepted, but user not found

2. Information is passed to provisioning server and user is provisioned.  

3. User is returned to Federation Manager consuming service

4. User is authenticated after being disambiguated

5. Redirected to target application

USERS

FIREWALL

Identity 
Store

CA 
Federation 
Manager

Provisioning
Server

Target App

Internet

1 23, 4

5



The changing IT landscape
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the changing landscape

– Identities and authentication 

‐ Some you define and know: employees, contractors

‐ Some you will not define but will know: federated partners

‐ Some you may not explicitly know: 

• User centric identities & claim’s based authentication

• Slow in developing, but starting to see traction in G2C 

‐ US Gov’t – Open Identity for Open Government Initiative

http://www.idmanagement.gov/drilldown.cfm?action=openID_openGOV

‐ Gov’t of British Columbia in Canada

http://www.cio.gov.bc.ca/cio/idim/idim_standards_package/index.page

http://www.idmanagement.gov/drilldown.cfm?action=openID_openGOV
http://www.cio.gov.bc.ca/cio/idim/idim_standards_package/index.page


Security
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the changing landscape 

– Authorization

‐ Access decision based on content of 

resources requested

• Governance and compliance driven

• Requires new “content aware” approach to 

authorization

– IT infrastructure  

‐ More and more made up of services and 

Cloud 

• Published market data indicates service 

oriented architecture penetration in large 

enterprises has reached 75% of these 

organizations 0% 10% 20% 30%

30%+

21-30%

11-20%

7-10%

% of Survey Respondents

% of IT Budget Spend on 
Cloud Computing in 3 Years

“IT Spending On Cloud Ratcheting Up”, 
Information Week,  April 5,2010 



Security
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the changing landscape 

– Applications

‐ CA Clarity

‐ Sales Force.com

‐ Google

‐ WebEx

‐ Etc.

VPN 

Employee 

Mobile 
Employee 

21
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the CA SiteMinder product family mission

Enable organizations to confidently broaden use of the Web for 

efficiently transacting business, either internally, or with 

partners and customers, by delivering proven, auditable, and 

scalable security management that controls access to services, 

applications, and information deployed either on-premise or in 

the Cloud.



Security
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roadmap

H2 11H1 10 H2 10 H1 11 2012

E
x
is

ti
n

g
P

la
n

n
e
d

U
n

d
e
r
 C

o
n

s
id

e
r
a
ti

o
n

CY

SiteMinder r6 SP6
• Bug fixes

• Updated 3rd party 
components
• Tactical enhancements

r12.5 SP1
• Content Aware/FGA 
• DLP integration

SiteMinder
• Content Aware/FGA Part 2
• Expanding STS Service 
• Enhance Authz Service
• Enhance Multitenancy
• Generic Agent architecture
• Upgrade Stds. Support 

SiteMinder r12.5
• Integrated SM, SOA, Fed
• Service enablement
• Web 2.0 support
• Identity assurance
• Lower Mgmt. TCO

On going certifications and CR’s with tactical enhancements

r12 
SharePoint 
Agt.

Federation  
Manager 
r12.1
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SiteMinder 12.5

Strategic Objective Marquee Use case Feature

Simple complete web 
security solution

 Integrated solution to deploy 
and manage

 Integrated installation of  SiteMinder, Federation 
Manager,  SOA Security Mgr
 Single integrated administrative UI

Service enabled web
access platform 

 Support service architectures 
for simpler integration/reuse

Web service interfaces
 XACML request/response
 Central STS
WSDL for service definitions 

Secure Next
Generation Web 
Applications

 Enhanced access management 
for the Web/Id 2.0 world

 Support for web 2.0 applications build in Ajax, Adobe 
Flex, Microsoft Silverlight
 eGov 1.5
 Highly scalable session store

Secure Next
Generation Web 
Applications

 Greater identity assurance 
during access decisions

 Support risk factors as authentication and access 
decision
Maintain factors in session store

Reduce TCO  Simplifying solution 

management  

 Agent discovery
 Object correlation
 Extend Admin UI for moving policies from dev. to 
production environments
 Ability to add PS without having to reboot SM agents



Security
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SiteMinder Product Family At 12.5

USERS CA
SITEMINDER

SECURE
PROXY
SERVER

or

APPLICATION
SERVER

or

WEB SERVER

WEB SERVICE 
REQUESTOR

FIREWALL FIREWALL

CA SOA 
SECURITY 
GATEWAY 

or

APP SERVER

or

WEB SERVER

• Employees
• Partners
• Customers

CA
SITEMINDER 

LDAP
RDBMS

CA DIRECTORY

AGENT

SiteMinder Components

Family Products

SaaS 
Application

Administrative UI

AGENT

CA Federation Manager  & 
CA SOA Security Manager

– Integrated release of CA SiteMinder, CA 
Federation Manager (as deployed on top 
of SiteMinder), and CA SOA Security 
Manager 
– Lower cost of ownership
– Simplify management
Note: Licensing details TBD



Security

27 May 16-20, 2010   Copyright © 2010 CA. All rights reserved.

web services

– Authentication

‐ Authentication against SiteMinder auth 

schemes and custom auth schemes

– Authorization 

‐ authorize a user to get access to a 

specific resource/URI

‐ Support for XACML 2.0 

Request/Response to authorize a user to 

get access to set of resources/URIs

– Policy Management

‐ SOAP-RPC based web services operations 

for all policy administration tasks

– STS

‐ WS-Trust 1.3



Security
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application support

– New Capabilities to Support Web 

2.0 Applications (e.g., AJAX, 

Silverlight…)

– New ACO Settings Make it Possible 

To

‐ Overlook heartbeat requests to support the 

spirit of the SiteMinder idle timeout

‐ Ignore uninteresting requests to minimize 

auditing load

‐ Provide a customizable response to the 

application so it can handle authentication 

(status code and body)
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identity assurance

Risk Calculation 

Risk Assessment

Historical Data

Contextual Information  

(Location ID, Time , etc)

User Name

User 

Directory 

Action

Request 

Context

Resource

Session Ticket

User Context

User Confidence 
Level

– Support authentication risk score

‐ Introduce option of authentication risk 
into policy decisions

• Accept an externally defined risk 
score (integer) during authentication

• Carry risk score in SiteMinder 
session ticket

• Possible to utilize risk score during 
policy evaluation

– OOTB Support for Arcot RiskFort

– Internal API’s Available to CA’s GSE 
and Services Teams

‐ In support of customer custom 
integration requirements
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agent discovery & object correlation

– What’s Connected to the SiteMinder System?
– What policies and settings are associated with this agent instance?



Security
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other enhancements

– High performance session service based on DxGrid

‐ Alternative to SQL Server replication or Oracle RAC for SiteMinder session store

– Export/Import Changes from within Administrative UI

‐ Simplifies policy migrations

– Expanded Options for Directory Mapping

‐ Improve ability to integrate multiple repositories

– Directory Provider Enhancements

‐ Improved delivery of messages from directory during auth or password change 

– One View Monitor Moved into Administration UI server

‐ Simplify management
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Cloud is changing the enterprise

SaaS Apps
& Web Services

On-Demand
Services

Partner Apps
& Web Services

Enterprise UserAdministrator

VPN

Mobile User

Delegated 
Administrator Enterprise Apps

& Web Services

Partner 
User

Cloud 
Apps/Platforms
& Web Services

VPN

Cloud
Portal

SaaS/ 
Cloud

http://www.terinea.co.uk/blogs/terineatechtips/wp-content/uploads/2007/07/image45.png
http://images.google.com/imgres?imgurl=http://blog.protectwebform.com/images/microsoft_logo.jpg&imgrefurl=http://blog.protectwebform.com/p/category/ocr&usg=__QAcezF51rme7VC65VTQcoL_ZK54=&h=360&w=450&sz=35&hl=en&start=1&um=1&tbnid=MiRo0V9oQGxE8M:&tbnh=102&tbnw=127&prev=/images?q=Microsoft&hl=en&rlz=1T4GGIH_enUS278US278&um=1
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Project Voyager 

IM 2.0 UI and Core Services 
(UI, Workflow, Rules, Messaging, Reporting, Adapters)

LoggingSaaS Platform (CA, other)

Federation /

SOA Security

Unified Cloud SSO

Strong Authentication

Risk-based

Identity Provider

Identity Assurance

Common Platform

CloudMinder    

“Managing Access to the Cloud”

CloudID    

“Managing Identities in the Cloud”

Identity Governance

V
o
y
a
g
e
r CloudMinder  = 

TGV   
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Initial Voyager scenarios

– Voyager will demonstrate the following capabilities

‐ IAM as a Service

• Federate and provision enterprise identities to SaaS Applications(SFDC, GoogleApps) 

• Enterprise Partner Identity Management with SSO to enterprise resources

• Partner Identity Certification

• Increased Identity Assurance and Strong Authentication for reduced risk to SaaS or enterprise resources

‐ Enabling MSPs to deliver Cloud Services

• Centralized tenant management

• Centralized tenant auditing and reporting

• Segregated Audit model for both MSP’s and their tenants

‐ Enabling the Enterprise to consume Cloud Services

• Federate and provision enterprise identities to SaaS Applications(SFDC, GoogleApps)

Copyright (c) 2010 CA. All rights reserved.  All trademarks, trade names, service marks and 
logos referenced herein belong to their respective companies. CA confidential and 
proprietary. No unauthorized copying or distribution permitted.
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summary
a few words to review

– The CA SiteMinder product family is an industry leading 
access management solution

– r12.5 will deliver an integrated release of the product family

– Reducing cost through reuse of highly scalable, automated, and 
centralized security management

– Accelerating business beyond organizational boundaries via the web

– Preparing you for the changing IT landscape 



Thank you!

Contact Detail: 

Yann.Fhima@ca.com

Adam.Heywood@ca.com

Questions?


