Web Access Layer

Policy:
2 Any 95 Blocked_Files Any Any = _File_BlockPage None
Block Files Content:
v Edit Combined Destination Object
Hame: Blocked_Files
Description:
Show: All (sort by object-name) hd rAtleast one of these objects

R apparent_Data_Types_Blocked

m Archive_Files_For_5Scan_App_Data
E:' Archive_Files_For_5Scan_Extensions
% Blocked_Files

@ Destination: :443

@ Destination: :20

3 File_Extensions_Blocked

?r::ﬁ-' Files_For_Scan

#e HTTP_MIME_Types_Blocked

#e HTTP_MIME_Types_For_Scan

#.® MSI_File_Extension
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W™ apparent_Data_Types_Blocked
f® File_Extensions_Blocked
fe* HTTP_MIME_Types_Blocked

] Negate

AND
rAt least one of these objects

[] Negate

Comment



Name: Apparent_Data_Types_Blocked

Identify the apparent data type of the file.

Note: Use this rule in combination with rules for |
File Extensions and HTTP MIME Types for
additional coverage of the file type.

Select apparent data type:
] sup
[ szIP2
[] cas

] cazr
] HTML
O e
[] JPEG
] MRAR
[] msooc
[ mze

Enable ICAP Scanning

Note: To enable ICAP scanning, an ICAP service
must exist and be in use,




v Edit File Extension Object B

Name: File_Extensions_Blocked
This condition only covers objects with the listed extensions. It will not affect files if their extension has been
changed to an unrecognized format. Also add rules for HTTP MIME Type and Apparent Data Type for complete
coverage of the file type.
r Known Extensions r File Extensions
Find: rrd
CHM
Extension | Description CLA
323 H.323 Internet Telephony (] CPL
386 Afile foruse in an 80386 u::nrhigr'utzrmiu::rrt:n;:»rrt:nt:...i E;:
7L TZip File HLP
ACM Windows System File JAR
ACV Photoshop Saved Curve (Adobe) Eﬁx
ACK FOCUS/MWebFOCLUS File Description SCR
ADT Lingvo Dictionary File
Al Progress Database After Image File
AlF Symbian0s Application Information File
AFC Audio Interchange File A
| tew |
| ox BT




¥ Edit HTTP MIME Types Object | x|

Name: HTTP_MIME_Types_Blocked

This condition only covers objects with clearly
identified MIME types matching those selected
from the list below. Also add rules for File
Extension and Apparent Data Type for complete
coverage of the file type.

applicationix-latex E
applicationi-ms-wmd
applicationb-ms-wms
applicationi-ms-wmz.
applicationix-msaccess
applicationix-mscardfile

applicationi-msclip

applicationix-msdownload I

applicationi-msmediaview
applicationi-msmetafile
applicationix-msmaoney
applicationix-mspublisher
applicationix-msschedule
applicaﬁonrx—mstermir{b
applicationix-mswrite
applicationi-netcdf

applicationi-perfmon
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applicationix-pkcs12

m Deselect All
[ o [ o

Action:



Name: _File_BlockPage

) Built-in exception:

® User-defined exception:  File_Extention
[T] Force exception even if later policy would allow request

[] alow re-authentication

Details:




