1. Requirements:

Open Local security Policy :

Best match

Local Security Policy

== Desktop app

Check if USER ACCONT CONTROL RUN ALL ... is disabled

T Local Security Policy

File Action View Help

= 2EIXE = HE

T Security Settings
‘4 Account Policies
~ & Local Policies
‘a4 Audit Policy
A User Rights Assignment
7 Security Options
| Windows Firewall with Advanced Sec
| Metwaork List Manager Policies
| Public Key Policies
| Software Restriction Policies
| Application Contrel Policies
g IP Security Policies on Local Compute
| Advanced Audit Policy Configuration

Policy

|2s) Network security: Restrict NTLM: NTLM authentication in th...
15 Network security: Restrict NTLM: Outgoing NTLM traffic to ...

|2s) Recovery conscle: Allow automatic administrative logon

|2z Recovery conscle: Allow floppy copy and access to all drives...

125 Shutdown: Allow system to be shut down without having to...

|25 Shutdown: Clear virtual memery pagefile

|24 Systern cryptography: Force strong key protection for user k..
g Systern cryptography: Use FIPS compliant algorithms for en...
|4 Systern objects: Require case insensitivity for non-Windows ...

|2 Systern objects: Strengthen default permissions of internal s...

5] Systemn settings: Optional subsystemns

|24 Systern settings: Use Certificate Rules on Windows Executabl...
|2g) User Account Control: Admin Approval Mode for the Built-i...
124 User Account Control: Allow UlAccess applications to prom...,
|2s) User Account Control: Behavior of the elevation prompt for ...
|24 User Account Control: Behavior of the elevation prompt for ..
|2g) User Account Control: Detect application installations and p...
|3 User Account Control: Only elevate executables that are sign...

|24 User Account Control: Only elevate UlAccess applications th...

4 User Account Control: Run all administrators in Admin Appr...

|24 User Account Control: Switch to the secure desktop when pr...

|2g) User Account Control: Virtualize file and registry write failure...

Security Setting
Mot Defined
Mot Defined
Disabled
Disabled
Dizabled
Disabled
Mot Defined
Disabled
Enabled
Enabled

Disabled

Disabled

Disabled

Elevate without prompti...
Prompt for credentials
Disabled

Disabled

Disabled

Disabled

Dizabled

Disabled

2. Add user for agent in topology:




% Topology (ESP_PRIMARY16_7500) 22 |Gy &S| G E| & & T O|dhAGT PRIMARYIE (ESP_PRIMARY16 7500) &3
~
Name Status Type & AgentfAdvanced Integration Definition
[| ESP_PRIMARY16_7500 (PRIMARY16:7500) (2)
Primary (Primary16:7500) B Active instance Preferred £ Properties & Users ¢ Agent Grﬂﬂpﬂ
Standby (standby16:7500) Not running Secondary
@ Ag ~ ed grations (2) User Name
@ AGT_PRIMARY16 B> Active Windows & Administrator
@ WINT6AGTS B Active Windows 4 7 E\caadmin
@ Agent Groups
n Activate Your Product (1)
() TELEMETRY.CONFIG Telemetry
(3, Authentication Systems
@ SNMP Managers (1)
% PRIMARY16 SMMP Manager
SMTP Servers (1)
& EMAILSERVER SMTP Server
Connection Profiles
a8 Security Profiles
3. Build New application:
Application properties O *
Basic Basic
JavaScript
Notifications *Name: | SAMPLE_START_WORDPAD_IN_FOREGROUND |

Restart Option EE

Product Integration Runtime name: | | i

[ Wait for previous generation [] Estimate end time Ml
[]Propagate dueout time [1Heold on submission
[]Do not inherit dependencies [ Do not trigger if active
[]Require reason for job commands [ Suppress notification when no work selected
Run frequency
Action When
Run DAILY

Add Run | | Add Do Not Run | | Delete| | Show in Calendar

Default agent

(®) Agent/Advanced Integration:

() Agent group:

Load balancing

Run on all agents

Job wait for previous generation

Wait if a job with the same name is not complete in: ~

Tag:

Comments:

S

4. Windows Job:



File Edit Connections

WOTKIoad AUTOHIaton U

G CIERT

Trace Window Help

B New v #=0Open v & Download ~ {4 ApplicationsUpdate ~ [ Delete + @ FindJob ~ (= Print.. [=] Print Preview
CLl % Admin  E Report

B 7 Define B Monitor Services

B Test ~ [ | Console

5 Connect..

& Bpplication Workspace

¥ =0

v [B] Servers
v 3 ESP_PRIMARY16 7500 (PRIMARY16:7500) [connected]
[ SAMPLE_START_WORDPAD_IN_FOREGROUND, 1Jobs

'3 Jobs

*SAMPLE_START_WORDPAD_IN_FOREGROUND (ESP_PRIMARY16_7500) 51
133 Dependencies [} Select | & ZoomIn &, Zoom Out | i Layout FLJ Fit in Wine

E Windows:Windows0

Basic

Job Object

Options
Comments

Exit Codes
General
JavaScripts
Motifications
Resources

Environment Variables

Time Dependencies
Variable Dependencies

Basic

*Name: [ Windows0

Qualifier: [

Agent
Run frequency

*Commandto run: | n Files\Windows NT\Accessories\wordpad.exe |

Arguments to pass: | |

| |
User ID: [ mydomain\caadmin M|
L) Application Events &2
Application: SAMPLE_START WORDPAD_IN_FORE!
B ox [H|
Event Name Event Type  Hold @ Cancel

— || ¥+caSAMPL.. DateTi.. 0
a4

Application Monitor :

Wordpad was opened

the job remains in exec until the wordpad is closed

CAWorkload Automation Desktop Client
File Edit Connections Trace  Search Window Help

& Print.. [E]PrintPrevien | P Test ~ [JConsele ' 5 Connect.. [3] Connections

B # Define [ Monitor o Services cU %% Admin Report

4 search.. v

= ) ¢ < I D t - WordPad - x
£ Application Monitor 3 Custom Views| £ Dashboard Views| (=4 SAMPLE_START_WORDPAD_IN_F( ocument - HorcEa
U ] 2® | @ Zoomin &, Zoom Out | ) Honcly View
v [ servers Start Time: Tue 28 Jan 2020 13:20:27) L R P = ‘J @ & Find
v o ESP_PRIMARY16_7500 (PRIMARY16:7500) [connected] Copy o ac Replace
» (@ APPL START WORDPAD, 11 Generations b= B I o e f:‘ﬂ‘:f‘g petand L’,‘,j:g 7 Select all
0 BT EEIELTIUTY, U G s Clipboard Font Paragraph Insert Editing
v = SAMPLE START_WORDPAD_IN_FOREGROUND, 1 Generations
(54 SAMPLE_START_WORDPAD_IN_FOREGROUND, T, Processing, 1 Jobs “E"'2‘3 SR A ge
5 (A1 START_WORDPAD, 6 Generations.
WINDOWS0 !
EXEC
100% (2) L] ®




