Migrating from SEMS 3.x to 3.4.0

by Mike Ankeny - Senior Tech Support Engineer, Enterprise Encryption Support, Symantec Corporation
This unofficial document is an outline of the process of migrating the server to version 3.4.0.  All official Symantec documentation should be read before proceeding.
NOTE:  If your environment uses a hardware ignition key for the SEMS, you must contact support before proceeding with the migration process for additional steps.
Section 1: Backing up the organization key

How to back up the Organization Key:
https://support.symantec.com/content/unifiedweb/en_US/article.HOWTO42046.html
Due to the limitations of Tomcat/Apache, backup files over 2GB will need special precautions and procedures.  You must have a copy of the Organization Key without a passphrase assigned if your backup is larger than 2GB.  Here are the steps with screenshots:
1. On the existing server, go to Keys, Organization Keys, and click where it says Organization Key
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\OrgKey\OrgKeyBackup-01.png]


2. Select “Export”
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\OrgKey\OrgKeyBackup-02.png]

3. Select “Export Keypair” and enter a password (unless you have a backup larger than 2GB, in that case do not enter a password).  Then click “Export”.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\OrgKey\OrgKeyBackup-03.png]
NOTE: by default, your key will be saved in Downloads

[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\OrgKey\OrgKeyBackup-04.png]


Section 2:  Obtaining a backup from the SEMS

If you do not have the backups set to offload to another location, and they are stored on the SEMS locally, you will need to do the following:
A. Set up SSH access:
You will need Putty, Puttygen, and WinSCP (or similar applications).  They can all be downloaded from https://winscp.net/eng/download.php but beware of ads.  They are free tools, so get their revenue elsewhere.  Putty and PuttyGen are lower down on the page.
1. Open PuttyGen.  Click “Generate”, then move the mouse around in the grey area in the top section of the application to generate a key.  Make sure 2048 is selected for the bitsize.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\SetupPutty\SetupSSH-01.png]


[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\SetupPutty\SetupSSH-02.png]

2. Select all of the text in the top section.  Right-click and select “Copy”.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\SetupPutty\SetupSSH-03.png]


3. Log on to the SEMS.  Select System>Administrators, and click the account to which you would like to add SSH access.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\SetupPutty\SetupSSH-04.png]

4. Click the “+” sign to the right of the SSHv2 Key box.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\SetupPutty\SetupSSH-05.png]


5. Select “Import Key Block”, then paste the key from PuttyGen and select “Import”.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\SetupPutty\SetupSSH-06.png]

6. You will now see the SSHv2 Key box is populated.  Select “Save”.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\SetupPutty\SetupSSH-07.png]


7. Return to PuttyGen.  Assign a passphrase for the key, confirm the passphrase, and select “Save Private Key.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\SetupPutty\SetupSSH-09.png]

8. Save the key to a location you will have access to later in the process.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\SetupPutty\SetupSSH-10.png]


9. Open Putty.  Enter the IP address of the current server.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\SetupPutty\SetupSSH-11.png]

10. Expand ”SSH” on the left and click “Auth”.  Under “Private key file for authentication”, select “Browse”.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\SetupPutty\SetupSSH-12.png]


11. Select the key saved in step 7.  Click “Open”.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\SetupPutty\SetupSSH-13.png]

12. If you wish to save your session information, select “Session” from the left, give the session a name, and select “Save”.  Then select “Open” to start the session.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\SetupPutty\SetupSSH-14.png]


13. You may get a warning similar to the following since the server’s host key is not cached yet by Putty.  Click “Yes”.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\SetupPutty\SetupSSH-15.png]

14. Enter “root” as the login.  After entering that, you will be prompted for the key passphrase.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\SetupPutty\SetupSSH-16.png]


B. Set up WinSCP for file transfers

1. Select “SCP” as the file protocol.  Then select “Advanced…”, and click “Advanced…”
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\WinSCP\WinSCP-Backup-01.png]

2. Select “Authentication” under “SSH”.  Select the “…” button next to the Private Key File box, and locate the key you used for Putty.  Select Open.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\WinSCP\WinSCP-Backup-02.png]


3. Enter the host name, and use “root” as the user name.  You can enter the key passphrase here or you will be prompted for it when you log in.  If desired, select “Save”, then “Login”.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\WinSCP\WinSCP-Backup-03.png]

4. Similar to Putty, you will get a warning similar to one of the below examples.  Select “Update” or “Yes”.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\WinSCP\WinSCP-Backup-04.png]

[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\WinSCP\WinSCP-Backup-05.png]

C. Downloading the backup

1. Navigate to /var/lib/ovid/backups.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\WinSCP\WinSCP-Backup-06.png]

2. Right-click the desired backup, and select “Download”.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\WinSCP\WinSCP-Backup-07.png]



3. Select a save location for the backup.  Click “OK”.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\WinSCP\WinSCP-Backup-08.png]

[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\WinSCP\WinSCP-Backup-09.png]



Section 3:  Installing the new server

If your backup is less than 2GB in size, you can follow the directions here to finish the process:
https://www.symantec.com/connect/articles/how-migrate-pgp-universal-or-symantec-encryption-management-server
If the backup is larger than 2GB, you will need to perform the following steps:


1. Insert the boot disc (or mount the ISO in a VM) for Symantec Encryption Management Server 3.4.0.  Boot the system, and you should see the following screen.  Press “Enter” if ready to proceed.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\bmig-01.png]

2. Enter the IPv4 address and netmask, Gateway, DNS Server, and Hostname you will be using temporarily for the install.  The restore process will overwrite all of these settings.  Select “OK”.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\bmig-02.png]

3. The rest of the initial installation will proceed automatically, and bring you to this prompt:
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\bmig-03.png]

4. Access the new server in a web browser using the IP address you previously entered in step 2.  You will most likely get a browser warning, but it should be safe to proceed.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\bmig-04.png]


5. Click the arrow button to continue.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\bmig-05.png]

6. Read the license.  When you reach the bottom, if you accept, press “I Accept”.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\bmig-06.png]


7. Select “New Installation” and click the arrow button to advance.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\bmig-07a.png]

8. Set the date and time, then click the arrow button to continue.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\bmig-08a.png]



9. Confirm that the settings are correct, and click the arrow button to continue.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\bmig-09a.png]

10. Select “Done”.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\bmig-10a.png]


11. The system will restart to implement the changes for this part of the installation process.  It will periodically refresh the page.  If you did not create a temporary DNS entry, you will need to manually try by IP address.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\bmig-11.png]

12. After the server comes back online, you will be given the certificate warning again.  Proceed past it.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\bmig-12.png]


13. Enter your existing license number from your previous server into the new server.  If you were issued a new license number, use that instead.  Click the arrow button to continue.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\bmig-13.png]

14. Select a default username and passphrase for the admin account.  This will be overwritten during the restore process.  Click the arrow button to continue.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\bmig-14.png]

15. Enter the primary domain for the server, then click the arrow button to continue.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\bmig-15.png]

16. Since it will be overwritten anyway, I would recommend skipping the ignition key.  Click “Skip”.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\bmig-16.png]


17. As it will be overwritten, I would recommend not backing this key up, but simply moving to the next page by pressing the arrow button.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\bmig-17.png]

18. Select “Done”.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\bmig-18.png]


19. The server will restart again to complete the installation.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\bmig-19.png]

20. After the server restarts, you will again need to access it through the web portal using the temporary IP address.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\bmig-20.png]


21. The following screen will appear.  Click “Close”.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\bmig-21.png]

22. Select Keys>Organization Keys.  Click the up arrow under “Import”.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\bmig-23.png]


23. Click “Choose File”.  Browse to the location of the saved keypair.  Select your Organization Key backup, and select “Open”.  Select “Import”.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\bmig-24.png]

[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\bmig-25.png]


24. Set up SSH access and WinSCP access using steps from Section 2: A&B in this document.  These keys will be overwritten on restore.
25. Once you have WinSCP set up for the new system, open a session.  Navigate to /var/lib/ovid/backups
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\WinSCP-Backup-10.png]

26. Upload your server backup and Organization Key backup into the Backups directory.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\WinSCP-Backup-11.png]


[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\WinSCP-Backup-12.png]

27. We next will need to open an SSH session with Putty on the new server.  After establishing the session, we need to manually restore the backup using the following format command:
pgpbackup --restore YourBackupName --key YourKeyID --done

An example follows.  You can hit the ‘tab’ key to autocomplete commands, so you don’t need to type everything out completely.  In the following case, I typed:
pgpbackup --restore keys<tab> --key key0<tab> --done
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\bmig-26.png]


28. The server will start processing the restore using the backup and copy of the Organization Key.  Delete the copy of the key from ‘/var/lib/ovid/backups’ when finished.  At a certain point after it changes the network interface, Putty will stop functioning.  You should then ping the old server IP until it comes back up, then should be able to log in using the old credentials.
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\bmig-27.png]
[image: C:\Users\michael_ankeny\Desktop\SEMS Migration\Screenshots\bmig-28.png]

Section 4:  Verification

1. Verify that you are able to log in to the server through the Web Console.
2. Verify that you are able to log in to the server via SSH.
3. Verify that your users and user groups are present.
4. Verify users are able to check in.
5. Verify Web Email Protection clients can log in if applicable.
6. [bookmark: _GoBack]Verify backups are able to save in the specified location.
If you encounter any issues after upgrade, contact technical support for assistance.
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Server. You can modify these and other settings at any time once setup is complete.
Click the Forward button to proceed.
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End User License Agreement

SYMANTEC SOF TWARE LICENSE AGREEMENT

‘SYMANTES CORPORATION ANDIOR ITS AFFILIATES ('SYMANTEC") IS WILLING TO LICENSE THE
LICENSED SOFTWARE TO YOU AS THE INDIVIDUAL, THE COMPANY. OR THE LEGAL ENTITY THAT
WILL BE UTILIZING THE LICENSED SOFTINARE (REFERENCED SELOW AS “YOU OR “YOUR') ONLY
‘ON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS OF THIS LICENSE AGREEMENT
CLICENSE AGREENENT) READ THE TERMS AND CONDITIONS OF THIS LICENSE AGREEVENT
"CAREFULLY BEFORE USING THE LICENSED SOFTWARE. THIS IS A LEGAL AND ENFORCEABLE
'CONTRACT BETWEEN YOU AND SYMANTEC. BY OPENING THE LICENSED SOPTWARE PACKAGE.
SREAKING THE LICENSED SOFTWARE SEAL, CLICKING THE I AGREE® OR "YES" BUTTON, OR.
‘OTHERWISE INDICATING ASSENT ELECTRONICALLY. OR LOADING THE LICENSED SOFTWARE OR
'OTHERWISE USING THE LICENSED SOFTWARE, YOU AGREE TO THE TERMS AND CONDITIONS OF
THIS LICENSE AGREEMENT. IF YOU DO NOT AGREE TO THESE TERMS AND CONDITIONS, CLICK THE
*1 DO NOT AGREE" OR "NO" BUTTON OR OTHERWISE INDICATE REFUSAL AND MAKE NO FURTHER
USE OF THE LICENSED SOFTWARE. UNLESS OTHERMSE DEFINED HEREIN, CAPITALIZED TERMS
WILL HAVE THE MEANING GIVEN IN THE "DEFINITIONS® SECTION OF THIS LICENSE AGREEMENT
AND SUCH CAPITALIZED TERMS MAY E USED IN THE SINGULAR OR IN THE PLURAL. AS THE
'CONTEXT REGUIRES.

1. DEFINITIONS.

“Content Updates" means content used by certsin Symanies products which i updsted from time 1 tme.
incuding but not imited to updated antsspware deiions for ani-spyware products: updated snispam

Please read the End User License Agreement carefuly and cick cither the "I Agree” orthe " Disagree” buton
atthe end. You must scrolldown to see the buttons.
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The first

Please select one of the following options.

Setup Type

thing we need to know is how this Symantec Encryption Server s going to be used

New nstallation
“This is a new Symantec Encryption Server instaltin, and this server willbe your only Symantec.
Encryption Server or  wibe the first server n a cluster

Cluster Member
“This Symantec Encryption Server wil jon an existng cluster

Restore
“The settings for this Symantes Encryption Server wil be restored from a backup of another
‘Symantec Encryplion Server, You wil need to have the backup fle you wish to restore and you may.
need Organzation Key f backup & encrypted.

Keyserver
“This nstalation will e used as 2 keyserver onl. You willbe able o mport key data exported from
an existing PGP Keyserver.
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Date & Time

Please enter the time zone, date, and current time where the Symantec Encryption Server s
located,

Ifyou specify a Network Time Protocol (NTP) server here, your Symantec Encryption Server will
atiemptto connectto itonce the setup is complete.

Time Zone: | US/Eastern v
“The offset chosen above wil be applied o the fime acquired from the NTP server.

Time Format: | AMPM_v
Date Format: | Fri Jun 3, 2016 (06/03/2016) ¥

Time: (8 v |13 v |[AM v

Date: [June  v|[3 v|[2016 v

“The time and date specified wil be applid fo the Symantec Encryption Server f an NTP
server cannot be contacted.

NTP Server:
‘Optional. Leave this field blank ifyou do not wan to connect with a time server.
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Network Setup

You already entered network information during the installation process. Ifyou wish to make
changes, you may do 5o now. Otherwise press Forward to continue with these settings.

Hostname: [keys ankenylocal

“This i the externaly addressable name of the Symantec Encryplion Server. We

recommend naming your Symantes Encryption Server according o the ey domain”
conventon

(3. keys example.com).

IP Address: |192.168.20.222
Subnet Mask: [255.255.255.0
Gateway: |192.168.20.2

DNS Servers: 192 16529 10

)

‘These are the DNS servers on your network that your Symantec Encryption Server
can access. Enter one DS server per ne.

Q2
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- Setup Type: New Installation
« Encryption Server Hostname: keys.ankenylocal
« IP Address: 132.166.28.222

« Subnet Mask: 255255 255.0

- Gateway: 192.168.292

« DNS Servers: 182.166.20.10

« Date & Time: June 3, 2016 8:18:59 AM PDT

make changes, ifnecessary.

Here are the settings you established for your Symantec Encryption Server

Click Done to confirm these settings and complete the setup. Use the Back button to go back and

Confirmation
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Network Configuration Changed

ou have changed the IP agdress o another network setiing on
this Symante: Encrypton Server.

“The Symantes Encryption Server s currentl restarting to
implement these changes. You wil automaticall be redrected fo
the proper [P address in approximaely 75 seconds.

Ifthe operation does ot fnsh i thattme frame, please wait
‘another minute or two and then manualy reload the next page in
your Web browser

1fyou ust uploaged a backup o restore, the restore operation i
happening now. This restore could potertialy take a ong time i
your backup fle s large. Please be patient.

1fyou are not automatiall redirected, you may rediect
‘manualy.

“The URL forthe Symantec Encryption Server s
hitps:/keys.ankenylocal:3000/
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5 bipe://192.168.29.222:9000

Your connection is not private

Attackers might be trying to steal your information from 192.168.29.222 (for example,
passwords, messages, or credit cards). N D

UTHORITY_IN

O Automatically report details of possible security incidents to Google. Privacy policy

ADvANCED
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check the "Enable Mail Proxies” box to activate the feature and configure it now.

License Number:

Enable Mail Proxies
Avald leense s required

‘Your Symantec Encryption Server requires a valid license. Ifyour license includes Mail Proxies,

Licensing
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w Administrator Name & Passphrase

| e e e
‘Symantec Encryption Server. You will be able to configure additional administrator accounts and
adjustadministrator permissions after nital setup is complete.

61 Login Name: admin
Alogi name i typical 5t 10 charactersfong and camnot contain spaces or
Sther non-cphanumers. characters
Passphrase:
Confirm:
A passphase i onger than a passwiord and s typicaly somefhing that no one but

you wilbe able fo gUess or remember. You can use spaces and non-alphanumeric
Characters such as * -, and ~ n your passphrase.

‘Optional. Daly status messages and alrts wil be sent o this email address.
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Managed Domain Selection

Please specify the primary domain name for your Symantec Encryption Server.
Primary Domain:
Enter the most general domain for which your server wil be acting as a keyserver.

“This should usually be a second or third level domain.
For example: “example.com” or “example co.uk".
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Ignition Keys

o protect your Symantec Encryption Server's confidential information from an attacker who gains.
physical access to the server, you may configure an Ignition Key. Once configured, the lanition
Key's token or passphrase is required for Symantec Encrypiion Server services to be available on
startup.

Ifyou would like to configure an Ignition Key for your Symantec Encryption Server, selecta type
‘and click Forward. Click Skip to bypass this option.

Hardware Token Ignition Key
“The private ke s stored on a PKCS1 token. You wil need to have a token

ready with  sutable PGP key generated on . Consult the Administrators
‘Guide for more detals.
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Backup Organization Key

We strongly recommend that you back up your Organization Key now. Your Organization Key i
{ critcal to your Symantec Encryption Server. It represents the identity of your organization, and is
\ used to sign the keys for your Internal Users. You wil also need this key later to restore your
backups onto a fresh Symantec Encryption Server.

Enter an optional passphrase and click Backup Key.

Passphrase:
Confirm:
‘Optional. This encrypts the copy of the Organization Key you'e aboutto downioad.
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Confirmation

Here are the settings you established for your Symantec Encryption Server

- Setup Type: New Installation
License: Licensed for an unlimited number of users.
Admin Login Name: admin

Mail Server Primary Domain: ankeny local
Ignition Key: Not Created

Click Done to confirm these settings and complete the setup. Use the Back button to go back and
make changes, ifnecessary.
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o Configuration Changed

You have changed certain Symantec Encryption Server
setings.

“The Symantes Encryption Server s currentl restarting to
implement these changes. You wil automaticall be redirected fo
the proper [P address in approximately 120 seconds.

Ifthe operation does ot fnsh i thattme frame, please wait
‘another minute or two and then manualy reload the next page in
your Web browser

1fyou ust uploaged a backup o restore, the restore operation i
happening now. This restore could potertialy take a ong time i
your backup fle s large. Please be patient.

1fyou are not automatiall redirected, you may rediect
‘manualy.

“The URL forthe Symantec Encryption Server s
hitps:/keys.ankenylocal:3000/
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@ Symantec. Encryption Management Server roerdi s Tecsiosy

username: |

Passphase: |
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@Symantec.

Symantec Encryption Management Server
Powered by PGP Technology

<7 What's New
(] Mail Policy Diagram ror)

This Symaniec product may contain open source and other third pary materials that are
=ubjectio 3 separate Hoenss. Plesse <ae the spplicabls Third Pary Notios st
e symanies com/sbor o

I Showthis dialog at my next login
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B b#pss://192.168.29.222:9000/omc/AddOrgKeyDialog.event?dialogld=auto995

 Import Key File.

Key File: | Choose File | key0x805416..994246.asc

Import Key Block

Ifimporting a private key, enter the key's passphrase.

Passphrase:
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1ogin as:
fauthenticating with public key "rsa-key-20160603"

Passpnrase

Last 10gin:

[rootlkeys
[rootékeys
-12.car.g2

zoot

for key "rsa-key-20160603"
Fri gun 3 13:23:30 2016 from dc.ankeny.local
~1%# cd /var/lib/ovid/backups

backups]# popbackup —-restore keys.ankeny.local-backup-05-29-16-03-0

\pop —-key Key0xa054163ER5994246. 2s¢ —~donel]
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[1ogin as: root H

fauthenticating with public key "rsa-key-20160603"
Passphrase for key "rsa-key-20160603"

Last login: Fri Jun 3 13:23:30 2016 from de.ankeny.local
[root@keys ~1# ca /var/lib/ovid/backups

[root@keys backups]# popbackup --restore keys.ankeny.local-backup-05-29-16-03-04]
-12.car.gz.pop ——key key0x8054163E85994246.asc —-done

fexecuting /var/1ib/ovia/customization/pgpsyscont-pre-custom.sh. .. success
scopping service croma... success

[Executing /var/1ib/ovid/customization/pgpsysconf-post-custom. sh. .. success
20w number 0 is out of range 0..-1

fexecuting /var/1ib/ovia/customization/pgpsyscont-pre-custom.sh. .. success
stopping service popuniversal... success

[Executing /var/1ib/ovia/customization/pgpsysconf-post-custom. sh. .. success
fexecuting /var/1lib/ovia/customization/pgpsyscont-pre-custom.sh. .. success
stopping service popdatalayer... success

[Executing /var/1ib/ovid/customization/pgpsysconf-post-custom. sh. .. success
fexecuting /var/1ib/ovia/customization/pgpsyscont-pre-custom.sh. .. success
scopping service tomcat... success

[Executing /var/1ib/ovid/customization/pgpsysconf-post-custom. sh. .. success
fexecuting /var/1ib/ovia/customization/pgpsyscont-pre-custom.sh. .. success
scopping service pgpgroupd... success

[Executing /var/1ib/ovia/customization/pgpsysconf-post-custom. sh. .. success
fexecuting /var/1ib/ovia/customization/pgpsyscont-pre-custom.sh. .. success
scopping service poprep... success

[Executing /var/1ib/ovia/customization/pgpsysconf-post-custom. sh. .. success
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huthenticating with public key "rsa-key-20160603"
Passphrase for key "rsa-key-20160603"

Last login: Fri Jun 3 13:23:30 2016 from dc.ankeny.local
[root@keys ~1# ca /var/lib/ovid/backups

[root@keys backups]# pgpbackup
-12.tar.gz.pgp —-key key0x8054163E85994246.asC ——done

stopping service crond... success

row number 0 is out of range 0..-1

Stopping service popuniversal... success
Executing /var/lib/ovid/customization/pgpsysconf-post-custom. sh.

Stopping service pgpdatalayer... success
Executing /var/lib/ovid/customization/pgpsysconf-post-custom. sh.

stopping service tomcat... success
Executing /var/lib/ovid/customization/pgpsysconf-post-custom. sh.

Stopping service pgpgroupd... success

Stopping service pgprep... success
Executing /var/lib/ovid/customization/pgpsysconf-post-custom. sh.

Exiting with status 0
Setting timezone to "US/Pacificn
Stopping service ntpd... success

Restarting service postgresql-9.4... success
Executing /var/lib/ovid/customization/pgpsysconf-post-custom. sh.

Restarting service pgprep... success
Executing /var/lib/ovid/customization/pgpsysconf-post-custom. sh.

Restarting service popdavalayer... success
Executing /var/lib/ovid/customization/pgpsysconf-post-custom.sh.
seccing hoscname keys.ankeny.local

Successtully stopped Nevworklianager

stopping incerrace ecno... |

Executing /var/lib/ovid/customization/pgpsysconf-pre-custom.sh. ..
Executing /var/lib/ovid/customization/pgpsysconf-post-custom. sh. . .

Executing /var/lib/ovid/customization/pgpsysconf-pre-custom.sh. ..

Executing /var/lib/ovid/customization/pgpsysconf-pre-custom.sh. ..

Executing /var/lib/ovid/customization/pgpsysconf-pre-custom.sh. ..

Executing /var/lib/ovid/customization/pgpsysconf-pre-custom.sh. ..

Executing /var/lib/ovid/customization/pgpsysconf-post-custom. sh. . .

Executing /var/lib/ovid/customization/pgpsysconf-pre-custom.sh. ..

Executing /var/lib/ovid/customization/pgpbackup-post-custom.sh. . .

Executing /var/lib/ovid/customization/pgpsysconf-pre-custom.sh. ..

Executing /var/lib/ovid/customization/pgpsysconf-pre-custom.sh. ..

Executing /var/lib/ovid/customization/pgpsysconf-pre-custom.sh. ..

login as: root E

restore keys.ankeny.local-backup-05-29-16-03-04
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{ bi#ps:/ /keys.ankeny.local:9000/omc/InspectOrgKeyDialog.ever
Organization Key Info *Y0)
(11T
LTI
: keys.ankenylocal Al

Key ID: 0x85094245
Type: RSA
Size: 2048

: Thu Feb 20, 2014

: Tue Feb 19,2010

Fingerprint: 94ED SE74 F5FA 0C44 9470
7A2E 8054 163E 8590 4246





image3.png
€, Symantec Encryption Server - Organization Key Info - Google Chrome | = | (51| 3¢
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000/omc/Export!

£ betps: / /keys.ankeny. local
Export Key

Export Public Key
© Export Keypair

Passphrase:

Confirm:

‘Optinal The e¥ported key fis wilbe
encrypied o this passphrase.

‘
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