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PREFACE

CA Clarity™ PPM offers a flexible security model — suited for securing both the CA Clarity PPM
application and its data. CA Clarity PPM security implementations are simple or complex,
depending on how you design them. It is challenging to put everything together in the form of a
security model, and to design a solution to solve specific security requirements.

The objective of this publication is to provide practical information about the available options
for configuring data security for the CA Clarity PPM solution. The guide provides knowledge to
help security administrators plan the security requirements and implement the solution
successfully.

This document is based on research, product testing and information exchanges between the
author and other CA Technologies experts. The best practices and knowledge provided in this
document have been used in many implementations throughout the CA Technologies customer

base.
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Chapter 1: Introduction

Who Should Read This Book?

This book has been written to help CA Technologies customers, partners, and implementers
understand how to implement security in CA Clarity PPM.

This book has been written using CA Clarity PPM 12.0.6 as its base. Not all of the content may
apply to previous CA Clarity PPM releases. It is reviewed considering the CA Clarity PPM 12.1.0.

Plan for Implementation

Securing your CA Clarity PPM application may be challenging depending on your specific
requirements. We recommend that you complete the following planning steps before starting to
create Groups and assigning access rights:

1. Understand the CA Clarity PPM security model.
2. Plan how to secure your CA Clarity PPM implementation.
3. Determine how to apply security options, based on your requirements.

4. Implement security for your CA Clarity PPM solution.

When these steps are complete, you are ready to create resources, groups, OBS (Organization
Breakdown Structure) Units and grant the necessary access rights.

This document provides information and guidance to assist you in the planning and
implementation process. The different elements involved in the CA Clarity PPM security model
are identified and the relationships between the elements are defined. Building on that
knowledge, the possible options for granting access rights are explored. Use cases and examples
of implementing security and granting access are provided for your reference.

m technologies
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Application Security and Data Security

Application Security and Data Security

Security in CA Clarity PPM has two aspects: securing the application and securing its data.
Although the security mechanism is the same for both, and you can control security for both in
the same way using one operation, as a good practice consider them separately — with the
objective of fully understanding what configuration is required and realizing how to implement it.

Note: The partitions are not used for security. They are used to define page look and content. For
more information about partitions, see the CA Clarity PPM Studio Developers Guide.

Application Security

Application Security is used to verify that the correct users have access to the appropriate
application functionality. You define Application Security when you want to limit access to what a
user can do. When you implement Application Security, you are delimiting actions.

Examples of Application Security:

m  Granting resources in a Director job function with View access to a portlet.

m  Granting resources in an Executive job function with View access to a Dashboard Page.
m  Granting resources in a Project Manager job function with access to create Projects.

m  Granting resources in a Resource Manager job function with access to book their direct
reports to projects.

m  Granting resources in a Human Resource job function with access to edit Department
information.

m  Granting resources in a Systems Administrator job function with access to run Reports or
Jobs.

G technologies
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Application Security and Data Security

Data Security

Data Security helps verify that resources have access only to the assigned data. You are
considering in terms of Data Security when you say one of the following:

m  Everybody should be able to see this page, but only for the assigned projects.
m All project team members should be able to publish documents, but only for their projects.

m Allresource managers must hard book and soft book resources, but only for those resources
they directly manage.

In other words, when you consider Data Security you are limiting access to a scope of data.

Examples of Data Security

m  Granting resources View access to the Projects for Business Unit IT page, but not to the
Projects for Business Unit Finance page.

m  Granting resources Edit access to the information about the ABC Implementation project,
but not to information for another project at the same tree level under the same OBS.

m  Granting resources View access to the Applications of Department Development portlet, but
not to the Applications of Department Financial portlet.

m  Granting resources View access to the resources in Resource Pool Enterprise Architects
page, but not to the Resource Pool Support Engineers page.

A complete security model addresses both aspects: securing the application functionalities and
securing the data that the application functionalities provide.

[ 8l technologies
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How CA Clarity PPM Handles Application and Data Security

How CA Clarity PPM Handles Application and Data Security

This document explains how CA Clarity PPM handles both aspects of security: application and
data security. Understanding these key concepts is important for implementing CA Clarity PPM
security functionality successfully. Access rights are provided to resources on data scope to help

ensure security.

Access Rights
Using Access Rights, you can manage security in CA Clarity PPM both at the application level
and the data level. The Access Rights correspond to specific application functionality, such as

Editing Projects, Viewing Portlets or Running Jobs. The Access Rights are granted to
resources within a data scope, using the following methods:

— Directly to individual resources
— Indirectly, through OBS Units

— Indirectly, through Groups

Data Scope

The Data Scope is one of the following:

Instance

Refers to a single data unit, such as a specific Project, Application, Asset, or
Resource, and so on.

OBS Unit

Refers to the instances of an object (Projects, Applications, and so on) associated
with that OBS Unit.

Global

Refers to all the instances of an object (all Projects or all Applications or All
Resources, and so on). Some of the access rights names display the All expression

such as in Project — Approve All.

G technologies
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How CA Clarity PPM Handles Application and Data Security

Granting Access Rights

You can use following two methods to grant access rights in CA Clarity PPM

—  From within a Resource, Group or OBS Unit, you can indicate to which Object (page,
portlet, etc.) Instance. Access is granted.

—  From within an Instance (project, resource, and so on), you can indicate which
Resources, Groups, or OBS Units have access to particular instance.

m technologies
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Chapter 2: Security Elements

Introduction to Security Elements

The CA Clarity PPM security model is based on a flexible mechanism that allows you to define

both Application and Data security.

Application Security

Refers to specific actions that resources are allowed to do, or defines Who does What.

Data Security

Refers to data that resources are allowed access to, or defines Who accesses Which Data.

A complete security mechanism should take into consideration both, joining Application Security
and Data Security into a single thought: resources that can perform action on specific data. In

other words, you define who does what to which data.

Key Elements

Three key elements apply every time you implement or change security in CA Clarity PPM.

Actors

Refers to the resources that are granted or getting access rights.

Actions

Refers to the action or access right that is granted to the resource. What can the

resource do when the access is granted?

m technologies
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Introduction to Security Elements

Scope

Refers to the data related to the action access right. Which data will the resource be
able to access?

Hecute On

Resources Tasks Data
{Actors) (Actions} (Scope)

Security is commonly viewed as two dimensional (granting something to someone). When
planning security for CA Clarity PPM, it is important to realize that these two dimensions are not
enough to define the security model. We recommend considering these security elements in
three dimensions: the Actors, the Actions, and the Data Scope.

Defining and understanding the different possibilities for working with these elements is the
basis for designing CA Clarity PPM security.

m technologies
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Defining Actors

Defining Actors

Actors are granted access enabling them to execute specific tasks such as:

m View a project
m Editaresource
m Createanidea

m  Execute areport

All Actors belong to one of the following categories:

Resource

Refers to an individual resource.

Group

Refers to the collection of resources that are members of a Group.

OBS Unit

Refers to the collection of resources who are members of a Unit in an OBS.

You can find your Actors in the Administration tool menu, under Organization and Access.

CA. Clarity™ PPM ‘
|

Organization and
Access
Resources

Groups
OBRs

CA Clarity™ PPM
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Defining Actors

Granting Access to Resources

We do not recommend granting access directly to resources. Employees may move from one
company department to another by choice, or by department reorganization. New employees
may join a company while others may leave after some time. Granting access directly to
individual employees may be time consuming and can become confusing if the resource
population frequently changes.

We recommend granting access rights to members of Groups or OBS Units to simplify the
maintenance for these changes. We recommend that you reserve granting access directly to
resources only for specific cases such as a circumstance requiring access to highly sensitive or
confidential data.

For some cases, CA Clarity PPM is designed to automatically grant certain access rights to an
individual resource. The resource requires the access to perform the basic tasks of the assigned
role. For example, when you make a resource the Project Manager in a project, CA Clarity PPM
automatically grants that resource the Project - Manager (Auto) access right for that particular
project.

Granting Access to Groups

Granting access through Groups is a commonly used approach. If you have many individuals that
require the same access rights to the same objects or functions, using Groups simplifies the
maintenance from a security perspective.

The same benefit is realized if you create a Group with special access rights that may contain only
one individual at a time. You simplify the maintenance by assigning the special access to the
Group and adding or removing resources in the Group as required. Repeatedly recreating or
removing special access rights to individual resources as they shift in and out of a function or job
role is more time consuming.

Groups are used for single-level grouping of resources. Examples of groups are Project Managers,
Application Managers, Project Participants, Top Level Executives, and PMO.

m technologies
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Defining Actors

Using OBS Units as Actors

The Organizational Breakdown Structure (OBS) is a tree-like form of categorizing CA Clarity PPM
data. An OBS has one or more top-level nodes and can have up to ten levels. In this topic we
refer to the OBS Unit as the Actor, or the Who portion of the security model. This relates to
granting access to actions and objects for the OBS Unit members (the resources related to that
OBS Unit).

The following screenshot illustrates an example OBS.

CA_Clarity” PPM [T LR
_ OBS Properties c&s Geogaoin |

L] Iﬁuouruphr Descrghon |This OBS 15 used to categonze projects and
resources by region.,
oao |suouruph.-

) (.

DOLeval Object Associstion Made
R I Project [any unt =]

T — I Resaurce |

] [Add| v Romows |

rodafsae

Hew) + Dalste |

Sava Subea | Careal]

O =Requred O =Unique

Organization and
Access

The OBS structure named Geography has four levels: All, Continent, Country, and State. The
structure is used to categorize two CA Clarity PPM objects: Resource and Project. In this example,
Earth is an OBS Unit in the OBS structure Geography.

The next illustration shows the Top-Level node Earth with its children: Asia, Central America,
Europe, North America, Oceania and South America, defined at the level of Continent.

[ v MoETa el Adminissration Tool
OBS Units (085 Ceograsty |

Organization and

:
G

Ton

e g

o) o Asia Contnant

C O Certral Smerics [ conbnent

r O Eurcpe [E continert

m & Morth America B contnert

r o Cceania [ continent

r @ South America E Continert

oo | Guk Croate| - Move | « Deleta] [Bock 10,065 Lith

In a tree structure, you can have more nodes at lower levels. Clicking North America (Continent
level) displays the next level below (Country) containing: Canada, Mexico, and United States.
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Defining Actors

QA _Clarity” PPM I ]
OBS Units (085 Gecgrapty )

Organization and
Access Propertiss

Resources
Pl Top « Earth
Unit Level
[~ @ North America [ continent
r @ Canada B country

o8s
License information
License Analysis

' @ Mexico B country
r [ United States B counry
New| Quck Creake | v Move) v Oelele | [Back to OBS List]

This tree-like structure makes the OBS useful for security, because you can grant access to Units
at any level, to the ancestors (higher level nodes), and the descendants (lower-level nodes).

m  You can grant access to a project for the resources related to the Earth unit. As a result, only
resources related directly to the Earth unit have access to the project. The resources related
to North America or Brazil (defined under South America) are not granted access.

m  You can grant access to a project for resources related to the Earth unit and all its
descendants, which means, everyone in the defined Continents, County and State levels
under Earth have access.

m  You can grant access to a project for people related to the North America unit and all its
descendants. As a result, people related to North America (the unit itself) and Mexico (a
descendant) are granted access to the project. People related to the top—level unit Earth or
to the unit Argentina under the unit South America do not have access.

m  You can grant access to a project for people related to the South America unit, all its
ancestors and descendants. All people related directly to Earth (the ancestor), South
America (the unit), and Brazil (a descendent) are granted access. Resources related to
Mexico are related to a different branch, and therefore are not granted access.

To use an OBS for security purposes, set it as Used for Access Rights.

a Clarity™ PPM [REELITE IR RET]

ganizational Breakdown Structures

Access 085~ Used for Access Rights
:ﬁﬂnmﬂﬁ Caorporate Department 0BS o
o:;'ps Corporate Lacation 0BS &
License Information [ Customers &
License is
e [~ Geography e

[~ Organizational

[ Oorgin &
] Portlets

[~ Resource Pool £
[ Security 0BS &
[~ Security 0BS - Pages &

New| v Delete| v Use ForAccess Rights | « Remove Use ForA ights |
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Defining Actions

Defining Actions

Actions are represented in CA Clarity PPM as Access Rights. Access Rights are the different tasks
or actions that the Actors perform on data. Each CA Clarity PPM object has its own set of Access
Rights. Some of these Access Rights are specific to that functionality of the object, especially for
stock objects; other Access Rights are generic.

Usually, most objects have at least a set of Access Rights similar to the following:

<Object> - Create

Refers to the access right to allow resources to create instances of that object. Examples are:
Project — Create, Application — Create, Product — Create.

<Object> - Edit

Refers to the access right to allow resources to edit instances of that object. Examples are:
Project — Edit, Department — Edit, Resource — Edit.

<Object> - Navigate

Refers to the access right to allow resources to navigate to the pages of an object. Examples
are: Asset — Navigate, Ideas — Navigate, Location — Navigate.

<Object> - View

Refers to the access right to allow resources to view instances of that object. Examples are:
Department — View, Service — View, Resource — View.

<Object> - XOG Access

Refers to the access right for importing and exporting the instances of an object using XOG.
Examples are: Project — XOG Access, Application — XOG Access, Service — XOG Access.

[ 8l technologies
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Defining Actions

Custom Objects Access Rights

CA Clarity PPM Studio allows you to create Objects. It does a number of tasks for you
automatically when you create Objects. One of those tasks is creating Access Rights, specific to
the new object. For example, create an object Strategic Goal.

Example: Create an Object using CA Clarity PPM Studio
1. Click Objects from the CA Clarity PPM Studio menu.
The Objects page appears.
2. Click New.
The Create Object Definition page appears.

3. Complete the following, and click Save and Exit:

Object Name

Define a name for the object, such as Strategic Goal.

Object ID

Enter a unique ID for the new object,

Description

Enter a brief description for the new object.

Master or Sub object

Select the type of object you are creating, such as Master object.

Note: For information about optional steps used when creating an Object, see the CA Clarity PPM
Studio Developer Guide.
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The following illustrates the example definitions:

[ MolETI ==Vl Administration Tool
Create Object Definition

Save] Save andEsl| Cancel
BI0bject Name [Strategic Goal
ooO0otedD [wratgoal
Bcontent Souwrce [Customer =]

Descraten

DiMazter or Subobject & Master

pattonmotel [ gl

BOpestercbect [ @

The following screenshots illustrates the Access Rights available for selection for this object.

Select Access Rights _ ( Resource: System Administretor )

T hccoseouine . ]
Access

AccessRgrt [STrat vescrgion [
ggs 5 Fites| Show All| Clear |

License Information Access Right.« | Deseription
License Analysis [ Strategic Goal - Create Allows resource to create Strategic Goal objects, This includes the page navigation right.

[~ Strategic Goal - Edit All Allows resource to edit all Strategic Goal abjects. This includes the page navigation right.
[~ Strategic Goal - Navigate Allows resource to navigate to Strategic Goal object pages.
[~ Strategic Goal - View All Allows resource to view all Strategic Goal abjects, This includes the page navigation right.

[ Strategic Goal - Xog Access Allows user to import and export Strategic Goal instances using the XML Open Gateway interface.

Totsl Resuts: §

~ Add| v Add and Select More | Cancel

CA Clarity PPM Studio created these Access Rights for the Custom Object “Strategic Goal”. They
allow you to secure the Custom Object.

(o2 NoETTMEY] | Administration Tool

Select Access Rights: Step 1 0f2  (Resowce: System Administrator )

e
e Otject [Strategic Goal Description

Groups
088
License Information ¥ Fites| Show All| Clear’

License Analysis =
Access Right« | Description object
I Strategic Goal - Edit Allows resource to edit specific Strateqgic Goal objects, Strategic
Goal

Allows resource to view specific Strategic Goal objects. Strategic

[~ Strategic Goal - View
Goal

Total Resuts: 2

 Add and Continue | « Add and Select More | Clear | Cancel

The following table lists the Access Rights that CA Clarity PPM Studio automatically generates
when you create a master object.
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Note: Replace the <Object> string with the actual object name that you specify when creating

the object:

Access Right Description

<Object>
Create

Allows resource to create <Object> objects. This includes
the page navigation right.

<Object> Edit

Allows resource to edit specific <Object> objects.

<Object> Edit
All

Allows resource to edit all <Object> objects. This includes
the page navigation right.

<Object>
Navigate

Allows resource to navigate to <Object> object pages.

<Object> View

Allows resource to view specific <Object> objects.

<Object> View
All

Allows resource to view all <Object> objects. This includes
the page navigation right.

<Object> XOG
Access

Allows user to import and export <Object> instances using
the XML Open Gateway interface.

Stock Access Rights

Stock Access Rights are related to specific functionalities of the CA Clarity PPM application and its

stock objects. Many of these object access rights are available as installation defaults. Detailed

information regarding the various types of access rights, the corresponding Investment Objects,
selecting and granting the access rights is available in the CA Clarity PPM product documentation

and online help.

Investment Objects Access Rights

Investment Objects (Services, Applications, Assets, Products, Projects, Ideas, and Other Work)

have access rights to grant access to specific functionalities, in addition to the general access

rights previously described. For a complete list of Investment Objects Access rights, see the CA

Clarity PPM product documentation guides: Administration Guide, IT Service Management User

Guide and Project Management User Guide.

Examples of Investment Object Access Rights:

Investment Object Access Rights Description

<lnvestment Object> - View

Financial

Allows resources to view Financial Properties
for that Investment Object instances

<Investment Object> - View
Allocation Information

Allows resources to view Allocation
information for that Investment Object
instances
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Investment Object Access Rights Description

<Investment Object> -
Hierarchy — Financial Rollup —
View

Allows resources to view the Financial Roll up
information for that Investment Object
instances hierarchy

<lnvestment Object> Cost
Plan — View

Allows resources to view the cost plans for
that Investment Object instances

<lnvestment Object> Benefit
Plan — View

Allows resources to view the benefit plans for
that Investment Object instances

<lnvestment Object> Budget
Plan — View

Allows resources to view the budget plans for
that Investment Object instances

<Investment Object> - Edit
Financial

Allows resources to edit Financial Properties
for that Investment Object instances

<Investment Object> - Edit
Allocation Information

Allows resources to edit Allocation information
for that Investment Object instances

<lIlnvestment Object> -
Hierarchy — Financial Rollup —
Edit

Allows resources to edit the Financial Rollup
information for that Investment Object
instances hierarchy

<lnvestment Object> Cost
Plan — Edit

Investment Object Access Rights ‘ Description

Allows resources to edit the cost plans for
that Investment Object instances

<lnvestment Object> Benefit
Plan — Edit

Allows resources to edit the benefit plans for
that Investment Object instances

<Investment Object> Budget
Plan — Edit

Allows resources to edit the budget plans for
that Investment Object instances

<Investment Object> - Edit
Access Rights

Allows resources to manage security for that
Investment Object instances, granting access
to users, groups, or OBS Units. Depends on
<Investment> - Navigate access right being
granted.

<lIlnvestment Object> -
Approve

Allows resources to approve that Investment
Object instances
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Resource Access Rights

Several access rights are available to manage resources. Refer to the CA Clarity PPM Resource
Management Guide for a complete list of resource-related access rights.

Examples of resource-related Access Rights:

Resource Access Right Description

Resource — Approve ldeas Allows users to approve ldeas for a specific
Resource
Resource — Approve Time Allows users to approve and reject

Timesheets for a specific Resource

Resource — Hard Book Allows users to hard book a resource or role
to an investment

Resource — Soft Book Allows users to soft book a resource or role to
an investment

Resource — Update Skills Allows users to create, edit and view the skills
of resources for which they have Resource —
View access right

Administration and CA Clarity PPM Studio Access Rights

The CA Clarity PPM Administrator has its own set of Access Rights. These access rights grant
resources the ability to access the Admin Tool, manage security, and to use CA Clarity PPM
Studio functionalities such as creating and editing objects, implementing partitioning, creating
portlets and pages. For a complete list of CA Clarity PPM Studio Access Rights, see the CA Clarity
PPM Studio Developer Guide.

Examples of CA Clarity PPM Studio Access Rights:

CA Clarity PPM Studio Access Description

Rights

Administration — Access Allows users to navigate to the Admin Tool

Administration — Studio Allows users to navigate to CA Clarity PPM
Studio pages

Administration — Allows users to manage Resources and Groups

Authorization

Administration — Allows users to edit Clarity options and

Application Setup settings, including OBS, Time, Data
Administration and General Settings

Portlet Create Allow users to create portlets

Portlet Definition Editor Allows users to edit the definitions of a portlet
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CA Clarity PPM Studio Access Description

Rights

Page Definition Editor Allows users to edit the definitions of a Page
Audit Trail — Access Grants users access to the Audit Trail on the

Data Administration Section of the
Administration Menu

Jobs and Reports

Refers to a group of Access Rights specific to managing Jobs and Reports. For a complete list of
Reports and Jobs access rights, see the CA Clarity PPM Administration Guide. Some of the access
rights are Global type, some are Instance type. In some cases, multiple access rights are required
to access and manage all actions related to a job or report processes.

Examples of Access Rights for Jobs and Reports:

Access Rights — Job and Reports | Description

Reports and Jobs - Create | Allows you to create, edit and view Job or

Definition Report definitions in the Administration Tool.
Requires Report and Jobs — Administer Access
right.

Jobs — Access Allows you to access the Jobs page. Additional

access is required to run Jobs or view output.

Reports — Access Allows you to access the Reports page.
Requires additional access rights for running or
editing reports or viewing output.

Job — Run Allows you to run a specific job, editits
properties and view the output. Dependent on
Jobs-Access right being granted.

Report — Run Allows you to run the reports to which you
have access, to edit report properties and
review report output. You must also have the
Reports - Access right.

Processes

Refers to a group of Access Rights specific to managing Processes. For a complete list of
Processes access rights, see the CA Clarity PPM Administration Guide.
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Examples of Process related Access Rights:

Access Rights - Processes Description

Process — Start

Allows you to start a specific Process instance

Process — Cancel

Allows you to cancel an instance of a specific
Process that is currently running

Process — Access

Allows you to navigate to the Processes page in
the Administration Menu

Process — Manage

Allows you to manage (start, delete, or cancel)
a specific Process instance

Other Stock objects Access Rights

Several other stock objects - such as Departments, Releases, Requirements, and so on - have

Access Rights associated to them. For a complete list of access rights, see the CA Clarity PPM
Administration Guide and the CA Clarity PPM Requirements Planning User Guide.

Examples of other Stock Object Access Rights:

Access Rights — Stock Objects

Other

Release Plan — Create

Description

Allows you to create Release Plans

Release — Create

Allows you to create Releases

Release — Approve

Allows you to approve specific instance of a
release

Requirement - Approve

Allows you to approve specific instances of
Requirements

Requirement — Edit

Allows you to edit specific instances of
Requirements

Department — Create

Allows you to create departments

Department — View
Chargeback Information
(Type: Instance)

Allows you to view invoices and recovery
statements for specific departments

Department — View
Chargeback Information
(Type: Global)

Allows you to view invoices and recovery
statements for ALL departments

Automatic Access Rights

The application automatically grants some access rights. These access rights typically have the

string "(auto)" in their names. For a complete list of automatic access rights, see the CA Clarity

PPM Administration Guide.
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Examples of Automatic Access Rights:

<lIlnvestment Object> - Granted automatically to the manager of that

Manager (Auto Investment Object instance. Equivalent to
<lnvestment Object> - Edit.

Resource — Self (Auto) Granted automatically to a resource when
created.

Resource — Manager (Auto) | Granted automatically to the person creating a
resource. When the Resource Manager
changes, this Access Right is transferred to the
new Resource Manager.

Defining Data Scope

The Data Scope is the final component of the security model. Actors are the resources getting
access rights that correspond to the actions Actors are allowed to perform, and the Data Scope
determines on which data Actors are allowed to perform those actions. Data scope is the final
element in Who does What to Which Data.

In CA Clarity PPM, you can use the following three methods to determine the data scope when
you grant access rights:

Instance

Grant access rights to a specific instance of an object.

OBS Unit

Grant access rights to the instances of an object that are related to a specific Unit or Branch
in an OBS.

Global

Grant access rights to all instances of an object.
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Granting Access Rights Directly to Object Instances

We do not recommend granting access rights directly to object instances. This approach can
result in increased maintenance complexity and overhead due to repeatedly granting access
instance-by-instance. When you create a project, you must grant access to the appropriate
resources that use or modify the project information. When you create a resource, you must
grant access to the correct resources that can see, allocate, and approve actions related to that

new resource.

There are two circumstances when granting access rights directly to object instances is
recommended:

m  End-users are responsible for defining security for their objects. For example, the Project
Manager is responsible for granting other resources in the company access to the project
information.

m  You have highly sensitive information, such as a confidential project, and you do not want
access to be automatically inherited because a resource is part of a department, or group. In
this case, access is granted on a need-to-have basis only.

Typically, instance-level access rights are granted as an exception, used jointly with other forms
of granting access, such as OBS Units and Global access.
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Use OBS Units to Determine Data Scope

OBS Units can be used as Actors (see page 19), and also to determine the Data Scope. OBS Unit

refers to the scope, or to a data portion of the security model. This discussion refers to the OBS
Unit as the “Scope”, or the “Which Data?” portion of the security model. We are discussing
granting resources access to the instances of an object that are related to OBS Units. Access is
granted to different objects that may be categorized and grouped through the association of a
Unitin an OBS.

The following examples refer to the Geography OBS previously defined.
m  Grantaresource access to projects related to the Earth unit only.
— The resource has access to projects related directly to the Earth unit.

m  Grantaresource access to projects related to the Earth unit and all its descendants, which
includes projects in all Continents and Countries and States.

m  Grantaresource access to projects related to the North America unit and all its descendants.

— The resource has access to projects related to North America (the Continent level
unit) and Mexico (a descendent).

— The resource does not have access to projects related to the top—level unit Earth or
to projects related to Argentina under the unit South America as this is a different
branch.

m  Grantaresource access to projects related to the South America unit, all its ancestors and
descendants.

— The resource has access to projects related to Earth (the ancestor), South America
(the unit) and Brazil (a descendent).

— The resource does not have access to projects related to Mexico under the unit

North America, as this is a different branch.

To use an OBS for security purposes, set it as Used for Access Rights as illustrated below:

CA_Clarity” PPM RS ETITREL] faee®
) Organizati
0 i and
Access 085~ Used for Access Rights
gaﬁuuwus Corporate Department OBS L
i
e Corporate Location 0BS &
License Information [ Customers »
License Analysis
i e ™ Geography &
[ Organizational
r ongin &
[ Portlets
I~ Resource Pool &
[ Security 0BS v
[~ Security OBS - Pages &

New| v Delele| v Use For Access Rights | ~ Remave Use Fon Access Righis |
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In summary, OBS Units are used to group object instances for several reasons, one of which is
granting access rights. The OBS Units are flexible and appropriate to security because of the tree-
like hierarchical structure that allows you to grant multi-level access to CA Clarity PPM objects.

Using Global Access Rights

We do not recommend using Global Access rights widely. Typically, you grant global rights when
there is no other option. Examples of circumstances where you would use this method:

m The Data Scope is undefined. <Object> — Navigate or <Object> — Create are examples of
scope-independent access rights. <Object> — Navigate refers to the ability to access the
<Object> pages, but not to the data presented in them. Access to the data must be granted
separately, using another Access Right <Object> — View, which is scope-related. <Object> -
Create has no scope because the object has not been created yet, so it is not yet part of an
OBS, for instance; once the created object is saved you are able to apply Instance rights and
the object is subject to all OBS and Global rights that may apply.

m  Use as special functionality. Some CA Clarity PPM functionalities, such as CA Clarity PPM
Studio, must be granted through a Global access right, in this case, Administration — Studio.
These functionalities also have an undefined Data Scope and therefore are granted as Global
rights.

m  Granting general access to all instances of an object. For example, if you need to grant
someone with viewing access to all of the instances of an object, use a Global Right such as
<Object> - View All.

This approach may be useful to grant resources access, especially read-only access, to an Object
instances. We usually do not recommend that approach unless necessary, as you may start your
project with one scope, and the scope may change after a while.

Other departments in the company may take an interest in Project and Portfolio Management
and require access to the project investment objects. Other businesses or other companies in
your group may share the same instance of CA Clarity PPM, and the need to restrict more
security rights may come with that change. If you ever need a change in scope, it may take you

much longer to redesign and redeploy your model.
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Access Rights Use Cases

The following use cases reference the Geography OBS (see page 19). These use cases
demonstrate how choosing between Global Access Rights or OBS Units Access Rights may impact

the security implementation.

Use Case #1

A fictitious company based in Germany with operations all over Europe needs all members
of the PMO group to have access to all of the company projects.

Solution 1

Grant the PMO Group with the Project — View Management access right for OBS

Unit Europe and descendants.

Solution 2
Grant the PMO Group with the Project — View Management All Global access right.

For the current scenario the results are the same. Solution 2 gives access to all of the
projects in Clarity as requested, while Solution 1 gives access to all of the projects in the OBS
Unit Europe, which for now is the same scope, as all of the company projects are associated
to the OBS Unit Europe.

Now, suppose there is a change in the scenario. The company has started a successful business in
Argentina. A new PMO Group has been formed in Argentina to manage all South American

projects.

Use Case #2

Members of the PMO Group in Europe must have access to all of the company projects in
Europe. Members of the South America PMO Group must have access to all of the company
projects in the South America.

The solution to this use case depends on whether you chose Solution 1 or Solution 2 in the
initial use case.

— If you chose solution 1, the scenario change is more easily implemented. Create a
new OBS Unit for South America. Grant access to the new South America PMO
Group to the projects related to the South America OBS unit and its descendants.
No changes to the access for the Europe OBS Unit are needed. You may want to,
optionally, rename the PMO Group to Europe PMO Group to make it more
consistent with the access rights it has now.
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— If you chose solution 2, you have to redesign your project security. Now as you have
two different PMO structures, one in Europe and one in South America, global
access rights are not the correct security solution for this use case. It is necessary to
revoke all global rights from the PMO Group and grant them access only to the
Europe OBS unit and its descendants. Then, grant the new South America PMO
Group access to the South America OBS unit and its descendants. You may also
consider changing the name of the PMO group to Europe PMO to reflect the

association to new access rights.

In this simplified example, to make the changes and manage is not that complex. Now, imagine
you have all of the CA Clarity PPM investment objects and a much larger selection of custom
objects and resources, and you have used the same Global model for everyone —and now divide
it all into two or more groups. It can be very complex and time consuming.

Summary

Actors, Actions, and Data Scope are used to design security rules in CA Clarity PPM.

The possible relationships between Actors, Actions, and Data Scope are represented in the

following diagram:

Individual Resources Individual Instances
Are granted To perform tasks on
<]
fre granteo » To prrfarm tasks on @

Instances related to OBS Unit
Accpss To perform tasks

Rights

Groups HAre granted

OBS Unit Memb i
nit Members Globally
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The OBS unit can have the following relationships:

Summary

m  OBS Unit as the Scope refers to the objects (projects, applications, services, and so on)

related to that OBS Unit.

m  OBS Unit as an Actor refers to the resources who are members of that OBS Unit. For

example, the Resource OBS.

m  The Actor OBS Unit and the Scope OBS Unit in a security configuration may relate to
different structures. For example, Resource members of the Department: IT OBS Unit may

be granted access to view Projects related to the ProductLine: eCommerce OBS Unit.

The following tables summarize the possible options for the Object View relationships:

‘ Actor (Who) ‘ Action (What) ‘ Scope (Which Data)
Resource <Object> View Instance
Resource <Object> View OBS Unit
Resource <Object> View All Global
Group <Object> View Instance
Group <Object> View OBS Unit
Group <Object> View All Global
OBS Unit <Object> View Instance
OBS Unit <Object> View OBS Unit
OBS Unit <Object> View All Global

The following tables provide use case examples of the Object View relationship options. The

Action column identifies the Access Right associated to the use case:

Action Data Scope Outcome
(What) (Which data)
Resource. Specific instance. Resource ClarityUserA
Example: Project Example: Project has Project View access
ClarityUserA | View named ABC to the ABC
Implementation Implementation project
Resource. OBS Unit. Resource ClarityUserA
Example: Project Example: Projects has Project View access
ClarityUserA | View that are members of | to all of the projects in
the Product JLM unit of the Product
Line:JLM OBS Unit Line OBS
Resource. Global access. Resource ClarityUserA
Example: Project Example: All has Project View access
ClarityUserA | View All Projects to all projects in Clarity
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Actor Action
(Who) (What)

Data Scope
(Which data)

Outcome

Group. Specific instance. Members of the Project
Example: Project Example: Project Managers IT group have
Project View named ABC Project View access to the
Managers IT Implementation ABC Implementation
project
Group. OBS Unit. Members of the Project
Example: Project Example: Projects Managers IT group have
Project View that are members of | Project View access to all
Managers IT the Product of the projects in JLM unit
Line:JLM OBS Unit | of the Product Line OBS.
Group. Global access. Members of the Project
Example: Project Example: All Managers IT group have
Project View All Projects Project View access to all
Managers IT projects in CA Clarity PPM
OBS Unit. Specific instance. Members of the IT unit of
Example: Project Example: Project the Departments OBS
Departments: View named ABC have Project View access
IT Implementation to the ABC
Implementation project
OBS Unit. OBS Unit. Members of the IT unit of
Example: Project Example: Projects the Departments OBS
Departments: | View that are members of | have Project View access
IT the Product to all of the projects in
Line:JLM OBS Unit | JLM unit of the Product
Line OBS.
OBS Unit. Global access. Members of the IT unit of
Example: Project Example: All the Departments OBS
Departments: | View All Projects have Project View access
IT to all projects in CA

Clarity PPM.

36 Chapter 2: Security Elements



Chapter 3: Granting Access

Granting Access to Groups

The following use cases demonstrate how to grant Group Members with different types of
Access Rights (actions) for different Scopes (specific instances, OBS-related instances, or Global
Access) when the Actors are Groups.

Important! All the names used in the use cases represent fictitious characters created for the
purpose of illustrating the functionality described in the use cases. Some of the pages, portlets,
sub-pages and attributes used in the use cases represent fictitious elements and may not be
available in your CA Clarity PPM installation.

Granting Instance Rights to Groups
This option is used to grant group members with access to specific instances of an object.

Use Case

The group is named Special Projects. Members of this group should have viewing access to
project named Top Secret Telepathic Scanner. A fictitious resource, Clare Green, is a
member of the Special Projects Group.

Setting Up

1. Determine the Actors.

In this use case, the Actors (Who) are the members of the Special Projects group.

-m_ Clarity™ PPM JRECTEEETR O]

Group: Properiies [ Group Spece Promcls |

hd DiGroup Name [Special Projects
o BOBCpD geen_SpeciPreects

5 D
s}
=]

2. Determine the Action (What).

In this use case, it is Project-View access.
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3. Define the Scope (Which Data).

In this use case, it is one specific instance of a project: The Top Secret Telepathic
Scanner project.

Review the Current Access Rights
1. Use the Group Properties page to define the access rights.

2. Locate the section titled Group Access Rights, and grant the required access rights to the
group Special Projects defined in Group Name field.

3. Click Instance to display the Group: Instance Access Rights page.

The group Special Projects has no Instance Rights assigned as shown in the following graphic:

[+ NolFT il aalt]  Administration Tool

Group: Instance Access Rights  ( Groun Specs Proscts |

Properties
Below are the rights this group has for specific ebject instances,

Fosouces o
Access Fight [ Descrpton |
= Otiect [&1 =
[a] w Files | Show Al | Clean
o There are no instance access nghts to display
Add| Conieue | £t

Selecting and Granting Access Rights
1. Select Add on the Group: Instance Access Rights page to begin selecting access rights.
—  Select the object that you want to set up rights for. In this example, use Project.

—  Click Next.

Select Object: Step 1 0f 3 ( Group Special Projects )

B Object | Project £l

ﬁﬁ]ﬂ
Required

2. Select the Access Right Project — View to view the projects. You can filter the list to display
items with Project — View in the name.

— Select the appropriate line item.

— Click Add and Continue.
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Select Access Rights: Step 2 of 3 ( Grouwn Specisl Projects )
[ ——

| #ocess Right |pro;ec1 - view Description |
| & Fhl%ﬂ Cles |
LEREEE
Praject - View Allaws user to view the general, management, financal and opportunity properties, custom defined fields, roster, tasks,
% processes and sub-projects for the project.

3. Locate the actual Project instance that has View access. In this example, use the wildcard
feature (*Tele) to locate the project Top Secret Telepathic Scanner.

You can select multiple instances to grant access in a single operation using the Add and
Select More feature. Locate the project instances, select and add instances until you are
finished.

Note: Verify that you click Add for a single selection or Add and Select More for multiple
selections. Click Add for the last instance you are granting access to.

Select Object | Step30f3  ( Group Specis Projects )

Proect Name [Telep Manager [[All =
moean [ = [T M@
oesut [T A0 Appeoved [al =]

pogctType [ =] Tempinte [N =

ProfectCategory [ =] acte [es =]

Power Fier [Bulid Powver Filler]

5 Pl | Shom Al Save Faer| Clst|

< Sehedule ]
Project |Risk  Stage Status  Gantt Status Reports Planned Cost Mar1  Apri8  May18  Jundd  Jul10  AugiD
Top Secret Telepathic Seanner © = -3 &l & o
Total o
Tolsl Rezute: 1

rows = Approved Flag  Currency = LUISD

4. Select the Instance function under Group Access Rights to confirm the Project — View access
is enabled. The access right is granted as illustrated in the following graphic:

€A Clarity” PPM

B { Groun Specil Projects |

Balow ars the mghts this group has for specdi abjest nptances.

(o—— e —
| ] £ Shom 8] Cle |
o = Accens ight - Otject Descrption
[~ Project - View Froject Adlows user to wew the general, management, financial and opportundy

properbes, wuriem defined finldy, roster, tasks, processes and
wub-projects for the projact.
Toim Resads |

A Farorn| Cortru | 5]
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Confirmation

Clare Green is the resource in this example. This resource is not a member of the Group with
access to the Top Secret Telepathic Scanner project.

CA. Clarity™ PPM IR R

No projects are listed on Personal view of the Management/Project page for this resource.

CA Clarity” PPM [ [ ey

Project Name T 7 u-wu Hﬂ

Project D Active [Yes =
085 Lnt (e} Company Marme I Yu ]
085 Ut Fiter Mode [Unit only - Power Fiter [Bubd Power Fiter]

s Fiter | Showal | SaveFiter | Clear |
Thers are no items to display

= = Program

Add a resource (For example, Clare Green) to the Access Rights group for Special Projects using
the Resources page in the Organization and Access menu

1. Login asthe Admin.
2. Select Resources from Organization and Access Menu. The Resources page appears.

3. Filter the results for available resources on the Resources page and select the resource Clare
Green.

4. Select Groups from the content menu. The Resource: Groups page appears.

5. Click Add.
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6. Select the check box next to the desired group and click Add.

QA Clarity” PPM [ e R

-
Group~ Deseription Status.
[~ Special Projects Active
Totel Rents: 1

Akd] + Remove | Coninue Est

|ojo}

oo

oo

7. Log off as the Admin and log in as Clare Green to confirm the change.

8. Return to the Management menu for the resource (Clare Green).

9. Select Projects. The following screenshot illustrates how the page should display the project
available to Clare Green as a member of the Special Projects group:

Mansger [ QA

Active |Yes =
Power Filer [Buld Power Fier]
| ] sk Status Indistor
Top Secret Telepathic Scanner EE R E S rs & L3

Tetal Resulls: 1

= =Program

10. The resource (Clare Green) clicks the Project name to see the project attributes in read-only
mode as illustrated in the following screenshot:

€A Clarity” PPM

DiProject Name Top Secret Telepathic Scanner

* Asgnment & Risk BOFroEdt D PRINIS Agproved By
v 2 Projact Type Major Project Approved Date
¥ Budget
Project Category New Development. ATAnkistion
» Financial Stage
Estnstng
Business Algnment > Schedule >
Rek Bttt &>
Otjective Business Need
Project Manager Merin, Paul Project Oftice Oiney, Pam
Business Owner Roberts, Beth Finsnce and Gavermance Granger, Pals
o AL Order

Department CorporatedT
[t o by Projects]
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Granting OBS Unit Rights to Groups

This option is used to grant group members access to all instances of an object which are related
to an OBS Unit, or its ancestors and descendants.

Use Case

Add Group members to an OBS Unit named Administration in an OBS named Organizational
that is associated with Projects and other investments. All members of the group
Administration Stakeholders should have viewing access to the Projects related to the
Administration OBS Unit.

Setting Up

1. Determine the Actors. In this use case, the Actors are the members of the
Administration Stakeholders group. This example assumes that this group is
already defined.

2. On the Organization and Access menu, select Groups. The Group Properties
page appears.

3. Select the name of the group you want to work with. Use Administration
Stakeholders for this example.

4. Determine the Action. For this use case, the access to be granted is Project-
View.

[ WoEU 2] Administration Tool
Group: Properties  ( Group Adminestration Stakeholders )

Organization and

Access Properties L3 B Group Name [administration Stakeholders
Resources 5]
= .
: BOOGou D green_AdminStakeholders
088 [
License Information o .
License Analysis fa]
a
Active [
= ot Yet Avaistiz
Save and Continue | Save and Exit| Cancel |

=Required =EnterOnce B =Unique

5. Determine the Scope. In this use case, the Scope is comprised of all projects
related to the Administration OBS unit in the Organizational OBS.
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Review the Current Access Rights

Click OBS Unit under Group Access Rights to grant this Group members access rights using
that OBS as the Scope delimiter. As shown below, the group members do not have any OBS
Unit-related access rights yet.

[ NOIEUWRlelIV] | Administration Tool
Group: OBS Unit Access Rights  ( Groun Administration Stakenolders )

L] and

A : - 0BS Unit Access Rights Filter

Below are this group's rights ta object instances in specific 0BS units.
Resqurces o

Access Fight oBS Lt AT

0BS
License Information o % Fiter| Show Al Clear |
License Analysis There are no DBS units with aceess rights to display.

Add | Contirwe | Exit

Select and Grant Access Rights
1. Click Add on the Group: OBS Unit Access Rights page to select the Access Rights.

— You canfilter the access rights to narrow down your search. Select multiple access
rights by using the checkboxes to the left.

— The Project — View Access Right in the Access Rights column is the one for this
example.

—  Click Add and Continue.

Select Access Rights: Step 1 0f 2 ( Group: Administration Stakeholders )

Access Right Filter

Object [Project =] Descrigtion [
Access Right [Preject-v
3 Fiter| ShowaAll| Cleat|
v Add and Continue | Cancel|
Access Right - Description Object
@I 2 YW

[ Project - view Allows user to view the general, management, financial and opportunity properties, custom defined fields, roster, Project

tasks, processes and sub-projects for the project.

[ #~8l technologies
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2. Select the Scope - the desired OBS Unit. You select a different OBS using the Show OBS
attribute. You can also select multiple OBS units at a time.

—  For this example, select the Organizational: Administration unit. Use Add and Select
More to keep filtering and adding OBS units if necessary.

—  Click Add.
Select OBS Units: Step 2 of 2 (Grow i | )]
Show OBS | Organizational =1 || Defaull &=sacistion Mode: | Unit and descendants |
Top
| OBS/0BS Unit Level
I~ © AllLoBs Egﬂs
[T% [0 Adrinistration LOB
r @ Application Mgt LoB
r [ G&A and Internal Initiatives LOB
r O Infrastructure LOB
[ m} [ Mew Product Development LOB
r [ OD Service Initiative LoB
r [ Online Order Management LOB
'] [ Professional Services LoB
r O Regulatory LoB
r [ Six Sigma LoB
v Add| v Add and Select More | Cancel|

Define the Access for the OBS Nodes

Defining the access for the OBS nodes determines whether the Administration Stakeholders
group should have access to only the Administration unit, or to its ancestors and/or descendants.

m  Use the OBS Association Mode attribute to define the access to the other nodes. In this
example, use the default value: Unit and descendants.

m  [f sub-units exist under the Administration OBS unit, and projects are related to those lower-
level units, they should also be seen as part of the Administration OBS Unit and the
Administration Stakeholders should be granted access to them.

Administration Tool LN
Group: OBS Unit Access Rights  ( Group Administration Stakeholders |
and e g

CA_Clarity” PPM

o s ! Below are this group’s rights t sbiect instances in specific 085 units

Resources Resources o

,?;;" Groupls Access Rights foiinids, ] Btk [ MA@

License F hstance o 3 Filte] Show Al | Cleat

License Analysis [MI Access Right OBS Unit-+ OBS Association Mode
B o I Project - View Organizstional: Administration Ut and descendents

= = Current Totsl Resuts: 1
O = Avaiiable Add| - Remove | Save snd Cortinue | | Cancel|

[ 78l technologies
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Confirmation

A member of the Administration Stakeholders group logs in to the system. The resource sees

three projects in the Project List pertaining to the Administration OBS Unit as shown below:

wensger [ A0

Project 0 [ Active |Tes =
ceswt [ MA@ CompanyMame [ J4l
OBS Unk Fiter Mode Iunil only -'] Power Fiter [Buid Power Fifler]
¥ Fter | Show Al | SaveFRer [ Clar |
S | L jFak| Stetus ckowng

Financial Process Audit EEGRES a7 @ ©
Global Expense Application Maintenance EERE S rros -3 @
HR Claims Processing Enhancement = B8 S rraozo © -3

Tota Resuts: 3

= =Frogram

The resource has View access to all of them as illustrated in the following screenshot:

QA Clarity PP

B Project Name Financial Process Audt B Status Approved

» Algnment & Risk DD Project b FRINT Approved By
Praject Type Major Project Appeoved Date
Project Calegary Mew Development Stage ATAnRietion
[ poectSonreey |
Business Algrmert > Schedue €
Lok g Bt
Objective Develop an automated financial audd process for Business Need
transaction processing
Froject Manager Martin, Paul Project Office Ciney, Pam
Business Owner Roberts, Betn Finance and Governance Granger, Paula

Organizational Breakdown Structures

Crganizational /&1 LOBs#Administration

[Add to My Projects]
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Granting Global Rights to Groups
Use this option to grant group members with a global access right.

Use Case

Members of the Project Management Office group should be able to create projects and
view all existing projects.

Setting Up
— The Actors - the members of group Project Management Office.

— The Action - grant access to create projects and view existing projects.

— The Scope - all projects.

[N MR Administration Tool

Group: Properties  ( Group Project Management Office )

Organization and
Access B Group Mome [Project Management Office.
o

Resources Resources BEBGonD green PMO
Group's Access Rights -

088 Description
License Information + Instance &)
Licanse Analysis ¥ 085 Unt o
» Giowsl [m)
Part o = = Current.

O = Available: Adive W

2ot Yol A Save and Coniinue | Save and Esd | Cancel

=Required 0O =Enter Once @ = Unigue
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Review the Current Access Rights

By clicking Global under Group Access Rights you see all the Global rights the group has. In this
case, this group has no Global rights yet, as illustrated in the following graphic:

CA_Clarity” PPM I R
Group: Global Access Rights ( Group Project Management Office )

— =

Below are this group’s global rights.
FResources a
Access Fight Description
Group's Access Rights:
e (N ATaR ]  hatance o s Filter| Show All| Clear
License Analysis Y OBS Ut o There are no global access rights to display.
T Add| Ext
el

= = Current
O = Avaable
= Mol et Avalable

Select and Grant Access Rights

1. Click Add on the Group Global Access Rights page to begin selecting the Global access rights
for this group. The Select Access Rights page appears.

2. Onthe Select Access Rights page, use the filter to narrow the search to the access rights you
want to add: Project — Create and Project — Create from Template. Select the access rights
using the checkboxes to the left.

3. Click Add and Select More.

Select Access Rights  ( Group: Project Management Office )

Access Right Filter

Access Right [Project*Create Descrgton [
o e Shom e
v Add| v Add and Select More | Cancel|
Access Right~ Description
@We123 49w '
[V Project - Create Allows user to create a new project or program specifying ggnera\ project properties. A user grar)bed ﬂ'IIS‘ right will

autornatically become the collaboration manager for the project and will be able to create action items, discussion.
Includes Project - Create from Template right.
[ Project - Create from Template Allows user to create a new project or praogram using only templates. A user granted this right will automatically become
the collaboration manager for the project and will be able to create action items, discussion.

4. To grant the group global access to viewing projects, select the Project — View Management
— All access right.

5. Click Add.

Select Access Rights  ( Group: Project Management Otfice )

Access Right Filter

Access Right |Project - Wiew Man*all Description
% Fite| Show 41| Clear|
Access Right + | Deseription
i Project - View Management - all Allows user to view the general and management properties and processes on all Projects which have been enabled for
management.
Total Results: 1
v Add| v Add and Select More Eml
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As illustrated below, the desired Global Access Rights have been granted to the Project
Management Office group.

QA_claiity” PPM I ]

Group: Global Access Rights ( Group Project Management Office )

Global Access Right Filter
= e —
Below are this group's global rights.
Access Right Descrigtion

Fier| Show A1 Clesc
Licenze Iformation J - [
License Analysis t Access Right ~ Description

[ Project - Create Allows user t create a new project or program specifying general project properties. A user

granted this right will automatically become the collaboration manager for the project and will
be able to create action items, discussion. Includes Project - Create from Template right.

[ Project - Create from Template Allows user to create a new project or program using only templates. A user granted this
right will automatically become the collaboration manager for the project and will be able to
create sction items, discussion,

[ Project - View Management - All Allows user to view the general and management properties and processes on all Projects
which have been enabled for management.

Totol Results: 3

[Add] < Removo| Exd]

Confirmation

Paul Ortega, a fictitious resource, is a member of the Project Management Office group. When
Paul accesses the Project list, he can see all of the company projects. He also has access to the
Create actions New and New from Template.
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How to Grant Access to OBS Unit Members

Granting Instance Rights to OBS Unit Members
This option is used to grant OBS Unit members with access to specific instances of an object.

Use Case
This example uses an OBS Unit named Special Projects in the Corporate Departments OBS.
Members of this group should have viewing access to this project: Top Secret Telepathic

Scanner. A fictitious resource, Clare Green, is added as a member of the Special Projects
Group.

Setting up
— The Actors (Who) are the members of the Special Projects OBS Unit.
— The Action (What) is the Access Right to view Projects

— The Scope (Which Data) is one specific instance of a project: the Top Secret
Telepathic Scanner project.

Review the Current Access Rights

1. Navigate to the Organization and Access OBS Units page.

2. Select Special Projects.

@ oo o [

|

ot s (o
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3. The Properties page is displayed for Special Projects. Click Instance under
Access Rights for Unit to view the access rights the Unit members have.

[+ WolET W=l Administration Taol
OBS Unit: Properties  ( 0B85 Corporate Departmant OBS | Unt Spacial Propects )

LRSS + DiName Specisl Projects
Resources o
Groups B SpeciProjects
o8BS Porent
License Information o
License Analysis o . Level Department

o Cancel|

O =Reqired B = LUnigue

o

o

o

(=]

OBS Unit: Instance Access Rights (065 Corporate Departiment OBS | Unt: Special Proscts )

Instance Access Rights Filter

Properies

E Below are rights granted to resources in this OBS unit for specific object instances.
ocggma R Tor Ukt Access Right i [Description
L + Instance + EL Tl =
License Analysis o ' Fiter| Show All| Clear

a There are no instance access rights to display.

_@j Continue | Exit

a

o

(n]

a

Select and Grant Access Rights

1. Click Add on the OBS Unit: Instance Access Rights page to begin the selection process as
illustrated above. This takes you to the Select Object page.

— Select the object. Project is the object in this example.

—  Click Next to continue.

Select Object: Step 1 of 3 ( 08S: Corporate Department 0BS | Und: Special Projects )

Bl Object | Project =
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2. Select the Access Right named Project — View, so that the members can view projects. Click
Add and Continue.

Select Access Rights: Step 2 of 3 (05S Corporate Department OBS | Unit: Special Projects )

Access Right [project - view Descrigon [
% Fiter| Show ll| Clear |
Previous| « Add and Contine | Cancel |
Access Right-~ |
we1 2 W

Egrnjan - View Allows user to view the' general, management, financial and opportunity properties, custom defined fields, roster, tasks,
l'

Description

processes and sub-projects for the project.

roiect - Wiew Access Rights Allows user to view access riahts for a proiect. From within the application, this right implies that the user has Project -

3. Select the Project instance Top Secret Telepathic Scanner.

— Locate the project instance using the filter function or by scrolling.

—  Click Add.

Select Object Step 3 of 3

ProjectNeme [FTelopath venager [an ]
Poecto [ sge [ A0
osumt [ MO approved [l =]

OBS Unt Fiter Mode [[Unit only - scheauer [l =]

PegectTyos [l ] Tenpite [Ho =]

Project Category [l ] active [Yes =]

Power Fitter [Build Power Fiter]

¥ Fiter| Show All| Save Fiter | Clear

4 Schedule B
Projects Risk  Stage Status Gantt Status Reports: Planned Cost Mar 10 Apr 10 May 10 Jun 10 Jul 10 Aug 10
%s. Top Secret Telepathic Scanner & E= & B &
Tdval
Total Resutts: 1

v Add| ~ Add and Select More | Cancel

Highlighted rows = Approved Flag  Currency = USD

The access right is granted as illustrated below:

[z NoEUlIN]  Administration Tool
OBS Unit: Instance Access Rights (085 < CBS | Unt: Spex )

Instance Access Rights Filter
Below are rights granted to resources in this OBS unit for specific object instances,

Object | All -
5 Fiter| Showtll| Oeas| i
Access Right« | object Description
I Project - view Project Allows user to view the general, management, financial and opportunity

properties, custom defined fields, roster, tasks, processes and
sub-prosects for the project.

£dd|  Remove | Contine | Exi |
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Confirmation

m Clare Green is not a member of the OBS Unit Special Projects. (Department field is blank)

CA._ Clarity” PPM

Ofrstveme [Clare

v
FulViow OOResouceD [dareGreen
» Resource
T BEmall Address [co@mail.com
» 08S Ut Organizational Breakdovn Structures
Resource ool | ®o
Depertment. | %o

[Nctes)

B =Requred O = Unique

m  She has no access to the Top Secret Telepathic Scanner project.

CA Clarity" PPMY__ |

Projects

Project Fiter

Active |Yes

085 Lnt ()] Cortpany Mame A
‘OBS Unk Fiter Mode | Unit only .] Power Fiter [Build Po'wer Filter]

3 Fiter | Show Al | SaveFiter | Clear |

= = Program

m  Now, Clare has been added to OBS Unit Special Projects.

CA Clarity” PPM I [sesch

Resource: Praperties: Main - General _ ( fesource-Labor: Clave Green )

N Ne N N N N ONCN

BLast Name [Green
DOFirst Name |Clare

BBResource D |clareGreen
» Resource

DEmail Address |cq@rnail com

b Group
» cesunt
Resaurce Pool [ am
Departmert [/Corporate/Special Projects [Lle ]
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m  As amember of the group, she is given access for viewing the Top Secret Telepathic Scanner

project.

Q Clarty" PP

Projoct Filter

L I—
Propect D active [Yo: =
wsi [ M@ L I— Y

OBS Unt Fiter Mode [ Unit only = Power Fiter [Buld Power Fitter)

Top Secret Telepathic Scanner = =68 B 2 rri03s
Total Resuls: 1

= = Program

m She can view the project.

CA_Clarity” PPM

Ak to My Froects]

DProject Name Top Secret Telepathic Scanner BStatus Unapproved
DIOProject i PRIOIS Approved By
Project Type Major Project Approved Date
Project Calegory New Development Stage ATAntistion
Business Abgrment (> Schedule <2
Risk > Effort >
Objective Business Need
Project Manager Martin, Paul Project Otfice Oiney, Pam
Business Owner Roberts, Beth Fingnce and Gavernance: Granger, Paula

Organizational Brealkdown Structures

Organizational iA1LOBzOnline Crder Managemant

Department iCorporatedT
[Adkd o My Frojects]

B =Requred @ = lniue

L] technologies
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Granting OBS Unit Rights to OBS Unit Members

This option is used to grant OBS Unit members with access to all instances of an object which are
related to an OBS Unit, or its ancestors and descendants.

Important! Security has three key elements: Actors, Actions, and Scope. It is important to
remember the key elements as this example uses one OBS Unit to determine the Actors and
another OBS Unit to determine the Scope. In the real world, the Units could be from different
OBS Structures.

Use Case
The first OBS is mapped to company departments, and named Corporate Departments OBS.
A second OBS is used to separate resource groups for allocation, and named Resource Pool.

All resources from the IT department should have access to viewing resource information
(including Booking information) on the resources that are in the IT — Internal resource pool.

Setting Up

— The Actors are the members of the IT department, represented by the IT Unit in the
Corporate Departments OBS.

— The Action is viewing resource and booking information about the IT-Internal
resource pool.

—  The Scope is comprised of all resources related to the IT - Internal unit in the
Resource Pool OBS.

Review the Current Access Rights

1. Navigate to the OBS Units page to view the list of available department units in the OBS to
view the OBS structure.

CA. Clarity” PPM [EECUTETITR P
OBS Units (085 Coporate Depariment 065 )

Organization and
Access Properties:

Resources Units eannot be created or removed from this OBS as itis linked to entity Corporate.,

g‘;‘;‘“ unit Level
License Information [ Corporate Department 0BS
Licens s o Finanee B oepartment

@ Human Resources Department

a [E] pepartment

o Dev!\npm!nt [l pepartment

a Alluct Development [E] Department

O Sales & Marketing [E] Department

@ Seecial Projects [E] cepartment

[Back to OBS List]

2. Select the IT Department Unit.
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3. Click OBS Unit under Access Rights for Unit of the IT OBS Unit. As illustrated in the following
graphic, the unit members do not have any OBS Unit-related access rights.

[ WPl S V]  Administration Tool
0BS Unit: OBS Units with Access Rights (0B Corporate Depanment O5S |Unt [T )

e 0BS Unit Access Rights Filter
Below are rights granted to resources in this OBS unit for object instances in specific OBS units.
Groups: Access Right 08s Unit Ao
oBs
License % Fiter | Show All| Clear |
License Analysis There are no OBS units with access rights to display.
Add | Continue | Exat

Select and Grant Access Rights

1. Click Add on the OBS Units: OBS Units with Access Rights page to begin selecting the access
rights.

—  Select the Access Rights. Use the filter function to narrow down the search. You can
select multiple access rights by using the checkboxes to the left.

—  Select Resource — View and Resource — View Book access rights. These are the
Actions for this example.

— Click Add and Continue.

Select Access Rights: Step 1 0f 2 ( 0BS: Corporate Departmert OBS | Ut IT )

Access Right Filter

oObject [Resource =] Descrigon [
AccessRgnt [Foew
& Pt Show All| Clear |
Access Right« | Description Object
[ Resource - View allows user to view general information, contact information, financial information, custom fields, skills, project  Resource

list and working calendar for a resource.

[T Resource - View Access Rights Allows user to view access rights for a resource. From within the Application this right is dependent on Resource Resource
- Wiew being granted. From within the Adrinistration section this right is dependent on Resource - Edit
Administration being granted.
[~ Resource - View All - Certification Allows resource to view all Certification subobjects within a specific Resource master object. Resource
¥ Resource - View Book Allows user to view bookings for & resource. Resource
[~ Resource - View Financial Allows user to view financial information for a resource. Resource
[~ Resource - View Ideas Allows user to Wiew Ideas for a specific Resource, Includes the ability to delete Ideas, but does not include the  Resource

Ideas - Navigate right.
Total Results: 6

Ak o Confrue | Cancl|
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2.

Next select the Scope - the desired OBS Unit. In this case, Resource Pool is the OBS related to
the scope, not Corporate Departments OBS. You select a different OBS using the Show OBS
attribute as illustrated in the following graphic:

Select OBS Units: Step 2 of 2 ( 0BS: Comporate Departmert OBS | Unit 1T )

Show OBS | Corporate Department OBS |~ ||| Defauk Association Maode: | Unit and descendants =

Corporate Department OBS |
= e ETears OBS/0BS Unit Level

[ Col Geography

Origin
r ) Resource Pool Department
r s Department
r olT Department
r @ 9D Development Department
r o Product Development Department
| 0 Sales & Marketing Department
r O Seedial Projects Department
v Add| + Add and Select Mare | Cancel |

— Select the Resource Pool: IT - Internal unit.

—  Click Add to grant the IT OBS Unit members access rights using the Resource Pool as
the Scope delimiter.

Note: You can select multiple units at a time. Use Add and Select More to keep
filtering and adding units if necessary.

Select OBS Units: Step 2 0f 2 ( 085 Coporate Depantment OBS | Unt: IT)

Show 0BS | Resource Pool =] | Defaut Mode: | Unit and d dant =

Tap

= OBS/OBS Unit Level
@ All Groups All

B @ IT- Internal Group
rtk @ IT - Offshore Group
r @ New Product Development Group.
r @ 0D Development Group.
r @ Princez Group
[ @ Professional Services Group
@ SixSigma Group
v Add| ~ Add and Select Mare | Cancel |

Use the OBS Association Mode attribute to define whether the IT — department members
should have access to that unit only, or include its ancestors, or its descendants.

— Inthis case, use the default value: unit and descendants.

—  If sub-units exist under the IT - Internal resource pool, and resources are related to
those lower-level units, they should also be considered as part of IT - Internal.

— The IT department members are granted access to the sub-units.
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Confirmation

How to Grant Access to OBS Unit Members

OBS Unit: OBS Units with Access Rights (065 Corporate Cepatment OBS | Uit 1T )

OBS Unit Access Rights Filter
Below are rights granted to resources in this OBS unit for object instances in specific OBS units.

AccessRgnt [ cesut [ WD
3 Fiter| Show All| Clear
Access Right 0BS Unit 085 Association Mode
[ Resource - View Resource Fool:IT - Internal [Unitand descendants =]
[~ Resource - Wiew Book Resource Pool:IT - Internal [Unit and descendants =]

Total Resuts: 2

Add | .+ Remove| Save and Continue | Save and Exk | Cancel|

A fictitious resource, Tom Spark, a member of the IT department logs in to the system. Tom sees
all resources included in the IT - Internal OBS Unit and its lower-level units in the Resource List.

CA_Clarity™ PPM

L] technologies

I | i

mgares

)
PRRRRRRRRRRERERRRLEL

HiHH

CA Clarity™ PPM 57



How to Grant Access to OBS Unit Members

He has View access to all of them, including the allocation information.

€A Clarity” PPM """

Resource: Properties: Main - General  ( fesowrce-Labor Cheryl Amos )

Important! Access to the Resources pages is granted through a Global Access Right Resource —
Navigate. See the topic Granting Global rights to Members of an OBS Unit for information about
how to grant that access.

CA._Clarity” PPM

Resource/Role Allocations  (Resource-Labor | € Amos

FProperies Alluulmub Cabendar

Allocations - Filter [--Actions--] -

Booking
Status

Appr Time

Allocation Finish
[ 1O crM Contact Center Development & B & o Developer Soft 10/6/09 2/15/10 376.00  100.00%
- ranger,
or £ PCi Controls Remediation Rasd H o o Developer Soft 2/4110 5/26/10 640.00  100.00%
Resource Requisitions 1D vacation Time Administrator, System # o Developer Soft 1110 12/31/10 0.00 0.00%

Totsl Resuts: 3
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Grant Global Rights to Members of an OBS Unit

This option is used to grant OBS Unit members with Global Access Rights.

Use Case

Members of the IT department need to be able to navigate to the Resource pages so they
can view resource information.

Setting Up
— The Actors are the members of Unit IT of OBS Corporate Departments OBS.
— The Action is navigating to the Resources pages (Resource - Navigate access right)

— The Scope is the information contained on Resource pages.

Review the Current Access Rights

1. Navigate to the OBS Units page to view the list of available department units in
the OBS.

2. Select the IT department OBS unit.

(o> NoEVRlZET]  Administration Toal

OBS Units _(08S: Corporste Department 05 )

Organization and
Access Properties
E?swwss Units cannot be created or removed from this OBS 5 it is linked to entity Corporate.
roups
08S K Level
License Information (@ Corporate Department OBS
License Analysis. @ Finance [E] epartment

@ Human Resources [E] Department
o [E) oepartment
o Deve\npmem [ Department
o A%uct Development [E] Department
O Sales & Marketing Department
@ Seecial Projects [E] pepartment

[Back to OBS List]

3. Click Global under Access Rights for Unit to view the Global Access Rights that
the unit members have. In this case, there are none.
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Select and Grant Access Rights

1. Click Add to begin the process of adding access rights to the IT OBS unit members. Use the
filter to narrow the search to the access right: Resource — Navigate.

[ NolETT a2 V]  Administration Taol
OBS Unit: Global Access Rights (055 Corporate Departmert 085 | Unt 1T )

Global Access Right Filter

e Below arc glabal rights granted to resources in this OBS unit.

Groups Access Right Descrigtion
License Information [ AT

Licanse Analysis There are no global aceess rights te display.

P ——— £dd| Contirue] Esit|

2. Select this item using the checkbox to the left and click Add.

Select Access Rights ( 0BS: Corporate Department OBS | Unt IT)
AccessRight [resource - nav Descriggon [
3 Fiter| Show Al Cleas |

Access Right Description

[} Resource - Navigate Allows user access to the Resource list, Resource Finder, and Requisitions pages. The user will only be able to view
resource information for resources to which the user has access.

Totsl Resuts: 1

;@J ~ Add and Select More | Cancel

The Global Access Right Resource — Navigate is granted to members of the IT OBS Unit.

CA_Clarity” PPM [
OBS Unit: Glohal Access Rights ( 085: Corporste Denardment O5S | Unt: [T )

e —
Global Access Right Fitter

< Below are global rights granted to resources in this OBS unit.

Resources

Graups Access Right Description

0BS

License Information ) s
License Analysis Access Right«. ‘ Description

[~ Resource - Navigate allows user access to the Resource list, Resource Finder, and Requisitions pages. The user
will only be able to view resource information for resources to which the user has access.

Totel Resulls: 1

_Add| v Remove | Continue | Ext

Confirmation

A fictitious resource, Tom Sparks is a member of the IT OBS Unit. When Tom accesses CA Clarity
PPM, he sees the Resource Pages are available to him.

CA_Clarity™ PPM

Overview: General [Export|[Personalize [Manage My Tabs]

Personal

General
Ovenview -

Organizer
Arcount Settings Site Links [ [=] [s]

CA, Inc.
My Clarity
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How to Grant Access to Resources

Granting Access Rights directly to resources is not considered to be a good practice because it
may result in significant maintenance for replacing a resource that has left the company or
simply changed departments.

Granting access is useful in some specific cases, such as securing projects with sensitive data or
confidential projects.

Many companies do not want resources who are members of a group, department, or
organization unit to automatically Inherit access to specific projects classified as sensitive or
confidential. In this case, granting access rights through Groups or OBS Units is not the best
option. Access to those specific projects may be granted using Resource Access Rights, to provide
a higher level of control of the sensitive or confidential data.

Granting Instance Rights Directly to Resources

Use this option to grant individual resources with access rights to specific object instances.

Use Case
A resource must be granted access to view information from the Top Secret Telepathic

Scanner project. Members of the same groups or units as this particular resource should
NOT be granted the same access.

Setting up
— The Actor (Who) in this example is Clare Green, a fictitious resource.
— The Action (What) is Project —View access.

— The Scope (Which Data) is one specific instance of a project: the Top Secret
Telepathic Scanner project.
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Resource properties for this resource are illustrated in the following graphic:

CA_Clarity” PPM [REELTETTR CT]

Resaurce: Properties [ Resource: Clare Green )

IR R e | &

BlLast Name [Green

BfwstName [Clare

BB User Name [og

BOResource © [clareGreen

Force Password Changs [~
( Select force e password in. )
BEmal address [cg@mail.com

Empioyment Type [Employes =]

Bdernal [

Stetus | Active =

Time Zane [ (GMT-05:00) Eastern Time (US & Canada) =l
Locoe [English(United States) =]
Home Page System Defaut
ResstHome Page | Set to Cunent Timesheel,
Resource Manager [administrator, System Al
Sy | Les

Save and Continue | Save and Ext | Cancel|

O -Requred B = Unique

Review the Current Access Rights

Click Instance under Resource Access Rights to view the Access Rights granted directly to this
resource.

[ WolEUNlT]  Administration Tool
Instance Access Rights  ( Resource Clare Green )

Instance Access Rights Filter
Below are the rights this resource has for specific object instances.

Access Right Description
Object | all -
s Fiter| Show All| Clear
Access Right~. Object Description
[~ Resource - Enter Time Resource Allows user to complete and submit timesheets for a resource.
Resource - Self (Auto) Resource Rights automatically granted to a resource when created, Includes
Resource - Edit Ideas.

Total Resuts: 2

Add| + Remove| Continue | £

Clare Green is granted Resource — Enter Time and Resource — Self (Auto) access rights. These
access rights were granted automatically when the resource record was created.
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Select and Grant Access Rights
1. Click Add to grant the access rights for the Top Secret Telepathic Scanner project.
—  Select the object. For this example, the object is Project.

—  Click Next.

Select Object: Step 1 0f 3 ( Resowce Care Green)

L —
B Object | Project I |

Next| Cancel |
B = Required

2. Select the access right. For this example, select the Access Right named Project — View. Click
Add and Continue.

Select Access Rights: Step 2 0f 3 ( Resowrce Clare Green )

R ——— ———————
AccessRioht [project - view Descrgton [

¥ Fiter| Show Al| Clear |

Previous | » Add and Continue | Cancel|

Access Right~ ‘ Deseription

€ g1 2P

[ Project - View Allows user to view the general, management, financial and opportunity properties, custom defined fields, roster, tasks,
processes and sub-projects for the project.

[ #~8l technologies
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3.

Select the Project instance Top Secret Telepathic Scanner, and click Add.

Select Object | Step 3 0f 3 (Resource Clare Green)

|
Project Nome [*Telepath
oo [
OBS Unt Fiter Mode [Unit only =]
pogcttyee [l =]
Project Category [l =]

Project Filter

wanoger [l ]
sege [ A@

pproved [al =]
scheduer [a =]
Templale | No =
Active |Yes =

Power Fiter (Build Power Fiter]

% Fier| Show All| Save Fiter| Clear

< Schedule k)
Project « Risk Stage Status Gantt Status Reports Planned Cost  Mar10  Apr10  May10  Jun10  Jul10  Aug10
¥) Top Secret Telepathic Scanner = L+ B & o
Total ]
Total Resuts: 1

v& ~ Add and Select More | Cancel
rows = Approved Flag  Currency = USD

The access right is granted to the resource for the specific project.

CA._Clarity” PPM

Administration Tool

Resource: Instance Access Rights  ( Resouce Clare Green )

Instance Access Rights Filter

Below are the rights this resource has for specific object instances.

Total Resuns: 3

Access Right Description
Object [all =l

% Fiter | Show All| Clear

Access Right = Object Description

[~ Project - View Project Allows user to view the general, management, financial and opportunity
properties, custom defined fields, roster, tasks, processes and
sub-projects for the project.

[ Resource - Enter Time Resource Allows user to complete and submit imesheets for a resource.

Resource - Self (Auto) Resource Rights automatically granted to a resource when created. Includes

Resource - Edit Ideas.

Add| - Remove | Conkiwe | Ext|

Confirmation

m Before receiving access, Clare Green could not view the project Top Secret Telepathy

Scanner.

m  Now, Clare is granted access.

QA Clarity" PP

Management
Projects

Top Secret Telepathic Scanner
Tetal Resutts 1

=, = Program

64 Chapter 3: Granting Access

e — i |

Active [ves =

CompenyNeme [T A

Posever Filer [Buld Powes Fiter]

n | Risk. Status Indicator

= =% B S rrioss B I




How to Grant Access to Resources

m Clare can view the project.

CA_Clarity” PPM avanced |

Project: Properties: Main - General  ( Froject Top Secret Telspathic Scanner )

[Addto My Projects]

T
DProject Name Top Secret Telepathic Scarner DiStatus Unseproved
DOPrect D PRIOIS Appraved By
Froject Type Major Froject Approved Date
Project Category New Development Stage. ATAngiation
Business Alignment ¢y Schedule
k. 0 Bttt O
Objective Business Need
T ——
Project Manager Martin, Paul Project Office Oiney, Pam
Business Owner Roberts, Beth Finance and Governance Granger, Paula
148 LOBSOnlne

Department iCorporatedT
(Akito My Procts

Required 01 = Unique
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Granting OBS Unit Rights to Individual Resources

This option is used to grant individual resources with access to all instances of an object which
are related to an OBS Unit, or its ancestors and descendants.

Use Case

A resource must be granted access to view information from all Projects related to the
Special Projects OBS Unit. These are confidential projects and access to them should be
granted on a resource-by-resource, need-to-see basis only.

Setting Up
— The Actor is Clare Green.

— The Action is Clare can access and View information for all instances of the projects
related to the Special Projects OBS unit. Other team members with access to the
Special Projects OBS do not have this level of access unless it is specifically granted

to them.

— The Scope comprises of all projects related to the Special Projects unit in the OBS
Corporate Departments OBS.

[ WelPUlla Y] Administration Toal
Resource: Properties _( fiecouce Clve Green )

and
Properties o Save and Continue | Save and Ext | Cancel
0BS [a] DLast Name [Green
o] =) DFwstNane [Clare

License Information Resource's Access Rights
License Analysis S a
b OBS Unt a
» Gicbal
Access tothis Resource T
b Ful View

BB User Name [cg

B BResource © [clareGreen

a

I
Force Password Change [~
( Select checkbox to force resource to chanpe password on nest log, )

EEmai Address [cg@mail.com
Employment Type [Employee =

External [~

b Resource

ooon

Stetus [Active =
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66 Chapter 3: Granting Access



How to Grant Access to Resources

Review the Current Access Rights

Click OBS Unit under Resource Access Rights to grant Clare access rights using that OBS as the
Scope delimiter. Clare does not have any OBS Unit-related access rights as illustrated in the
following graphic.

QA cClarity” PPM [
OBS Unit Access Rights  ( Resource: Clare Green )

Below are this resource's rights to object instances in specific OBS units.
Resources
Groups Access Right OBS Unt Mo
0835
License Information & Fiten| Show Al | Clear|

License Analysis There are no OBS units with access rights to display.

Add] Contrwe | Ext]

Select and Grant Access Rights
1. Click Add on the Resource: OBS Unit Access Rights page to begin selecting the access rights.

— Use the filter function to narrow down the search. You can select multiple access
rights by using the checkboxes to the left.

—  For this example, select the Project — View access right.

— Click Add and Continue.

Select Access Rights: Step 1 0f2  (Resource: Clare Green )
e —
Object [ Project - Description
Access Right [Project - view

u_Fiter | Show Al | Cleat

W v Add and Select More | Clear | Cancel

| Access Right « | Description Object
WE12 e

¥ Project - view Allows user to view the general, management, financial and opportunity properties, custorn defined fields, roster, Project
tasks, processes and sub-projects for the project.

[~ Project - View Access Rights Allows user to view sccess rights for a project. From within the application, this right implies that the user has Project

[ #~8l technologies
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2. Select the Scope - the desired OBS Unit. You select a different OBS using the Show OBS
attribute.

—  For this example, select the Special Projects unit in the OBS Corporate Departments
OBS.

—  Click Add.

Note: You can select multiple units at a time. Use Add and Select More to keep
filtering and adding units if necessary.

Select OBS Units: Step 2 0f 2 ( Resowce: Clare Green )

R
Shovw 88 | Corporate Department obs ] || Detedt Junit snd desoendants ]|

OBSIOBS Unit Level

() Corporate Department OBS

r 0 Finance Department
- [0 Human Resources Department
- olr Department
- [ 0D Development Department
- [0 Product Development Department
Il 0 Sales & Marketing Department
72 [0 Special Projects Department
% + Add and Select More | Cancs!|

3. Use the OBS Association Mode attribute to define whether Clare Green should have access
to only the unit, its ancestors, or its descendants.

— Inthis case, restrict access to the unit itself: Unit only. If sub-units exist under
Special Projects, such as Administration, and projects are related to those lower-
level units, they are NOT considered as part of Special Projects.

— Clare Green is not granted access to the sub-units.
—  Click Save and Exit.

CA_clarity” Pev I
Resource: OBS Unit Access Rights  ( Resource: Ciare Green )

0BS Unit Access Rights Filter
Bielow are this resource’s rights to object instances in specific OBS units.
accesshint [ osw [ MA@

License Information B )
License Analysis 5] Access Right OBS Unit

I Project - View Carporate Department OBS:Special Projects

v Giobsl Total Resuts: 1
- t and descendants
Access to this Resource _Add| «~ Remove| Save and Continue | Save and Ext| Cancel Unit and ancestors

Unit, descendants snd sncestors

P Ful View

oooo

[ 78l technologies
68 Chapter 3: Granting Access



How to Grant Access to Resources

Confirmation

m Clare Green logs in to the system. She sees three projects in the Project List pertaining to the
Special Projects OBS Unit.

[Advanced ]

CA._ Clarity” PPM

[Cactions1 =]

‘ < Seedule »

Risk  Stage Status Gantt Status Reports Planned Cost Mor18  Apri0  May10  Jun10  Jul10  Aug10
Company restructuring - Confidential el & [
Company X Merger - Top Secret () { | .3 & o
Top Secret Telephatic Scanner S = $ =H & o
Total o

Total Resuts: 3

Highlighted rows = Approved Flag  Currency = LISD
= = Program

m Clare has View access to all of them. She does not have access to the subunit Administration,
and therefore, does not see any projects for that subunit.

GA_Clarity” PPM

Project: Properties: Main - General _( frojct Company restructuring - Contidential |

3 Project Name Company restricturing - Confidentisl DStatus Unapproved
» Algrment & Risk BIDProect D FR10ST Approved By
¥ Stalus Reports Project Type Major Project Appoved Duta
» Budget
— Project Category New Developmert Stage ATntistion
e
Business Aligrment (> Schedue
Risk Etfort
Obiective Business Need
Project Manager Martin, Paul Project Office Olney, Pam
Businass Owner | Roberts, Beth Fimance and Governance Granger, Paula
Customers h
Geography

Department iCorporate/Special Projects.
['Cancal | /add to My Projects]

m When new projects are added to the Special Projects OBS Unit, Clare can see them
automatically.

Project Fitter

]

Risk  Stage Status Gantt  StatusReports Planned Cost  Mar10  Apri0  May10  Jun10  Jul10  Augid
Company restructuring - Confidential O =3 @& @ 0
Company X Merger - Top Secret @ = & @ ]
mmzu&ﬁnm © = ¢ B L4 o
Top Secret Telkphatic Scanner O E3 @& @ o
o
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Granting Global Rights to Individual Resources

This option is used to grant individual resources with Global Access Rights.

Use Case
A resource has been promoted to Master Resource Manager. As part of the new

responsibilities for this job assignment, the resource should be able to create resources in CA
Clarity PPM.

Setting Up
— The Actor - Tom Spark, a fictitious resource
—  The Action - Tom has Global Access Rights to create resources in CA Clarity PPM.

— The Scope - all OBS units that Tom may need to access to perform the create task.

Review the Current Access Rights

1. Navigate to the resource record for Tom Sparks in CA Clarity PPM using the Administration
Tool.

2. Click Global under Resource Access Rights to view all the current Global rights Tom currently

has.

(o NoEUTAlEY]  Administration Tool

Resource: Properties  ( Resouce: Tom Spark )

Organization and
Access

Save and Continue | Save and Exit| Cancel

BiLastName [Spark

Resources
Groups
0BS

BFirstName [Tom

License
License Analysis DBUser Name [t

BOResource ID tomSpark

Force Password Change [~
( Select checkbox to force resource to change password on next login. )

DEmai Address [ts@mail.com
Employment Type | Employee =

External [~

Satus [ Active =

Global Access Rights  (Resource Tom Spark )

Glabal Access Right Filter

Balow are this resourca's global rights.
‘Access Right Description
= =
License Information st ey | sl -
License Analysis ¥ Fiter| Show Al| Clear
Access Right Description Granted Through
Resource - Navigate Allows user access to the Resource list, Resource Finder, and OBS: IT:0BS Unit only

Requisitions pages. The user will only be able to view resource
information for resources to which the user has access.

Totsl Resuts: 1

A1dd|  Remove | Coniinue | x|
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Select and Grant Access Rights

1. Click Add to add more access rights to this resource. Use the filter function to narrow the
search and locate the access right: Resource — Create.

2. Select the item using the checkbox to the left and click Add.

Select Access Rights  ( Resource: Tom Spark )

Access Right |resource - ¢ Description
¥ Fiter | Show All| Clear

Access Right ~ | Description
[¥! Resource - Create Allows user to create a new resource or role specifying general properties only. This right allows user to create both labor
and non-labor resources. This right is dependent on Resource - Navigate being granted.
Totsl Results: 1
 Add and Select More | Cancel

The Resource — Create Global Right has been granted to Tom Spark.

a Clarity'"' [Z=Y] Administration Tool
Resource: Global Access Rights  ( Resource: Tom Spark )

Global Access Right Filter

Below are this resource’s global rights.

Groups . Access Right S O

0BS & Jﬁ

License Information L e | Al -

License Analysis % Fites | Show All| Dless
Access Right - ‘ Deseription Granted Through
[~ Resource - Create Allows user to create a new resource or role specifying general Resource

properties only, This right allows user to create both labor and
non-labor resources, This right is dependent on Resource -
Navigate being granted.
Resource - Navigate Allows user access to the Resource list, Resource Finder, and OBS: IT:085 Unit only
Requisitions pages. The user will only be able to view resource
information for resources to which the user has access.
Totnl Resuts: 2

44| - Rlemove| Continue | Exit|

Confirmation

When Tom Spark accesses the Resource list, he now sees an action button: New. Tom uses the
New button to start the process to create resources.

CA. Clarity” PPM

Resource List

Resource Filter

System Default -]

ResourceRoleName [ O |
ResourceRole [ Enploymert [A1 =]
oeswa [ AW Active [Tes =
085 Uk Fiter Mode [Unit only < Power Fier [Buld Fower Fiter]

tsRote [All =

v rae | s | soerae o |

Y ResourceRoles | ] Email Resource Type Employment
We12 W

Armos, Cheryl 5, cherylamos cherylamos@mailserver.com Labor Employee

Berks, Paul ‘ paulBerks paulBerks@mailserver.com Labar Employee

Berry, Jason l jasonBerry JjasenBerry@mailserver.com Labor Employee
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How to Grant Access from Within a Specific Object Instance

Sometimes the CA Clarity PPM administrator may delegate the function of managing security for
specific objects to certain resources. These resources should be able to grant access to specific
data without needing to contact the administrator and without having overall security
management access. The following use case describes how to do this. The resources, Paul Martin
and Clare Green are fictitious.

Use Case

Paul Martin is the project manager for the Top Secret Telepathic Scanner project. He must
grant viewing access to stakeholders: Clare Green needs Edit Access. Members of the IT OBS
Unit need View Access. Members of the Special Projects Group need View Document access.
Paul Martin does not have access to the Administration tool, but he can grant access from
within the project pages.

Setting Up

The Actors— Paul Martin and the administrator

Actions

—  Access rights management for Paul.

— Edit Access for Clare Green.

—  Project -View access for members of the IT OBS unit.

— View Document access for members of the Special Projects group.
The Scope

Each resource or group is granted access to the Top Secret Telepathic Scanner project as
described in Actions items 1 through 4.
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72 Chapter 3: Granting Access



How to Grant Access from Within a Specific Object Instance

Delegating Access Rights Management

The administrator must grant Paul Martin access to manage his project Access Rights.

m  When Paul Martin accesses the Top Secret Telepathic Scanner project, he does not have the
option to grant access.

(NN N N NN N

|Add to My ProjectsCopy from Tempiate]

DFroject Hame [Top Secret Telepathic Scanner @status [Unapproved =]
» Asgnment & Risk OOt D PRINGS Approved By [[—Select—] =]
2 S Dot Profect Type [Major Project = Appraved Date | B
: :“ e Projsct Category [New Development =] stoge [initiation [ 1u]
SR
Business Algnmert (> Schedule (>
Risk > Eifort >
Objective. = Business Need H
E E
[ Martin, Paul =l Project Office [Olney, Pam -
Business Owner [Roberts, Beth o Finance and Governance [Granger, Paula ~.
Ao line Order [0

Departmert [/Corporate/IT S
I8 to My Projects]|Copy from Template]

m After being granted Project — Edit Access Rights on project instance Top Secret Telepathic

Scanner, a new menu option Access to the Project is available to Paul.
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Now, Paul can select the option to manage Access (security) to the project.

sRooeeEw

QA Clarity"PPM_________ |

[--Plan of Record-] &

1Add to My Project=]Copy from Tempiate]
DfrojectName [Top Secret Telepathic Scanner Bstatus [Unapproved =]
* Algment 8 Risk DOProect D PRIOIS Approved By [[--Select—] =]
P oo Project Type [Wajor project =] Asproved Dot [ [
: m Project Category | New Development - Stoge W PoYe |
Business Algrment (> Schedue
Risk & Ettort &
Objective = Busmess Need =
| =l
ProjectManager [Martin, Paul =] Project Office. [Olney, Pam =]
Business Owner [Roberts, Beth =] Finance and Govesnance [Granger, Paula =
Crganizational [7A[l LOBs/0nline Order Managerment I

Department [[Corporate/IT [

[/aded to My Projects I Copy from Termpéste)
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Granting Access Directly to a Resource
You can grant access directly to a resource.

Setting Up

—  Paul grants the Project — Edit Access Right (What) to Clare Green (Who) on project
Top Secret Telepathic Scanner- from within the Projects page.

— Paul clicks Resource under Access to this Project.

CA_ Clarity” PPM

Project: Properties: Main - General  ( Project Top Secret Telepathic Scanner )

Properties 1 o]

[--Plan of Record—-] &

[Ackd 1o My Projects|Copy from Template|
b Scheduls DiProect Name [Top Secret Telepathic Scanner DOstatus [Unapproved -'I

* Alignment & Risk DOFroect D FRI03S Approved By [[~Select] =]

¥ eux frooie Project Type [Major Project B ApprovedDate [ [

= = Project Category [New Development = | stage [fmwaton M40

T

Risk > Etfort >
Objective = Business Need H
E =
Project Mansger [Martin, Paul =1 Project Office [ Olney, Pam =
Business Onmer [Roberts, Beth = Finance and Govenance [Granger, Paula =
Organizational [/All LOBs/Online Order Management [ 1e]

Department [/Corporate/TT (0]

|Add to My Projects][Copy from Templste|
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Select and Grant Access Rights

1. Paul Martin is the only resource displayed with access to the project. Click Add to begin the
process of granting access to other resources for this project.

QA Clarity” PPM [ Searcn JT] AROBO®E R

Project: Properties - Main - Resource  ( Projct Top Secret Telspatne Seanner |

Below are resources with explicit rights to this object.

Lot 1 Rescurce [
Narme o
Frat Access
e | mae [ =
Last Hame.. | First Hame n Access Right
Martin Paul paulMartin  Project - Manager (Auto)
[ Martin Paul paulMartin  Project - Edit Access Rights

Totsl Resulte 2
Add | v Remave

2. Locate and select Access Right Project - Edit. Click Add and Continue.

Select Access Rights: Step 1 0f 2 ( Project Top Secret Telepathic Scanner )

AccessRight [project - Edit Description [
v Fiter | Show &Il | Clear |
~ Add and Continue | Cancel |

Access Right~ | Description
@12

Project - Edit Allows user to edit all parts of a project except for Document Management, Calendar, Action Items, Discussions and
% Custom Defined Fields.

3. Locate the resource to receive the access. Filtering was used to locate Clare Green for this
example.

4. Select the resource, and click Add.

Tl oy Simp2 ®l] | Foed ta leces Tempate Soave |
Lastate |ore U
L N o |
maa [ 5]
o P e A O
7] [EETE [T n [ i
™ Grem Clars cdarsGreen Intermial Amaw

dwi Fnzalls

o add | e Seecibme | Cancel |
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Clare Green has Project — Edit access to the Top Secret Telepathic Scanner project.

CA Clariy" PPM L |

Project: Properties - Main - Resource  ( Project: Top Secret Telepathic Scarner 1

m— Rasources with Access Rights Filter

Below ara resources with explicit rights to this object.

Last | Resource [

Narme o

First Access

ik Rt [air =

e | s [ |
Last Hame « First Name o Access Right

[ Green Clare clareGreen  Project - Edit
Martin Paul paulMartin Project - Manager (Aute)
[ Martin Paul paulMartin  Project - Edit Access Rights
Total Resute: 3

Confirmation

m Clare Green has Project — Edit access rights.

CA._Clarity” PPM g (Asvancea]

v [ D

Actve [Yes =

Company Name Mam
Power Flter [Buikd Power Fifter]
I 2 ik Seocin kel
Top Secret Telepathic Scanner T E MR E S rrss & <

TotsiRengs 1

= =program

m Clare can view, and edit the project information.

CA Clarity" PPM T

Project: Properties: Main - General  ( Project Top Secret Telepatric Scarnar )

[Acks to My ProjectsECony from Tempate]

BFroject Name [Top Secret Telepathic Scanner Stetus Unapproved.

BB Project © PRIO3S Approved By [[—Select] =]
Project Type [Major Project =] Approved Dats. =]
Froject Category [New Development =] stage [itaion 64O
Business Afgrmert <{f» Schedue
Rk Ettot
L | - |
Project Manager | Martin, Paul -] Project Office: | Olney, Pam =1
Business Owner | Roberts, Beth = Finance and Governance | Granger, Paula =
Orgarizational [/all LOBs/Online Order Management M
Department [/Carporate/IT Ml

{Adkd 10 My Projects Copy from Tempite)

B =Requied O =Unique
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Granting Access Rights to a Group

You can also grant access rights to a group.

Setting Up
— The Actors - members of the Special Projects Group (Who)

— The Action - granting Project — View Documents Access Right (What)

— The Scope - Top Secret Telepathic Scanner project (Which Data)

Review the Current Access Rights

Click Groups under Access to this Project to see which Groups have access to project. No
Groups have access to this project yet.

Select and Grant Access Rights

1. Click Add to grant access to a Group for this project.

QA Clarity v [ [ TIER AReRERSR

Project: Properties - Main - Group  ( Project Top Secret Telepsthic Scanner )

Propertios rm\?m[mm!mjmmgm_m}md

Below are groups with explicit rights to this object.
Group Access
Nare | s A i |

Status [A1 -
Management ¥ Fiter | Show Al | Ciear |

Programs: There are no groups with access rights to display.
Projects. :

Other Work

— Use filtering to locate the Project — View Documents Access Right.
—  Select the access right, click Add and Continue.

Select Access Rights: Step 1 0f 2 ( Project Top Secret Telepathic Scanner )

e ——
IDescription

Access Right [project - Wiew Do

¥ Fiter | Show al | Clear |
Access Right « Description
[ Project - View Documents Allows user to view documents or folders even if user is not a project participant, as long as the documents or folders
are marked open to non-participants. This right includes the Project - View Base right.
Total Results: 1
_ Addpdcortiue | Concel |

2. Use filtering to select the Group to receive the access right. In this case, the access is granted

to the Special Projects group.
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3. Click Add.

Select Groups: Step 2 of 2 ( Project: Top Secret Telepathic Scanner |

Group Filter

oow [Spec Status [Acive =]
vesrigton [
¥ Fiter | Show At | ciea |
Group~ | Description status
Active

[# Special Projects
Total Resuts: 1

-'#\  Addand Selecthiore | Cancel |

Access is now granted to the Special Project group members for viewing documents in the

Top Secret Telepathic Scanner project.

caRenedem
(Manage Project Tabs]

€A Clarity” PPM

Project: Properties - Main - Group  ( Project Top Seceef Telepathic Scanner )

Below are groups with explicit rights to this object.

ol Grum | Azcess [ |
b Schedule Name: Right

» Asgnment & Risk Status | All ¥

b Status Reports e |

» Budget =

(o] Group~ | Retive Access Right
5 [ Special Projects Project- View Documents
Acoess tothis Project Loeraatx )

b Ful View Add | v Remove

* Resource

+ Group

* 0B Unt

Confirmation

m  Tom Spark, a fictitious resource is a member of the Special Projects group. He can access the

project.

Manager (e

Active [Yes =
Company Narte “a
Fower Filer [Buikd Power Fiter|
D | o Risk | Status Indicator
Top Secret Telepathic Scanner EERER rnos & £

Total Resute: 1

= = Program
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Specific Object Instance

m Tom has access to the Project documents folder from the Collaboration Tab. The documents

are kept here for the project.

Properties |[

Main

m Tom has viewing access t

CA_ Clarity™ PPM

BiProject Name: Top Secret Telepathic Scannes

O OProject ID FR1O3S Approved By
Project Type Major Project Approved Date
Project Category New Development Stage ATAndlation
Business Algrment (> Schedide >
Risk Efiot >
Objective Busziness Need
Project Mansger Martin, Paul Project Office Qiney, Pam
Business Owner Roberts, Beth Finance and Governance Granger, Paula

Organizational Breakdown Structures

Organizational /48 LOBsnine Order Management
Department CorporstedT
[Addto My Projects]

Required O = Unique

o the project documents using the Collaboration tab.

7 Top
2 oeliverables
9 project Management
r Architectural_Design.doc
r Project_Charter.doc

Hame: Size Type Stetus  Modified R Actions
[C-actons -] =]
THOHD S 43 AW [T actions -1 =]
IN0N0 943 AM [ Actions -1 =]
B3KE MS Werd 472207 249 PM [T actions -1 =]

BIKB MS Word 472207 24EPM [-- Actions -] =]

v copy |
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Granting Access to OBS Unit Members

You can grant access to OBS unit members also.
Setting Up
— The Actors - members of the IT OBS Unit (Who)
— The Action - grant Project — View Access Right (What)

— The Scope - Top Secret Telepathic Scanner project (Which Data)

Review the Current Access Rights

Click OBS Unit under Access to this Project to see if any OBS units have access to the project.
No OBS Units have access to this project.

CA_Clarity” PPM [ Seeron JL0E]

Project: Properties - Main - OBS Unit  ( Project Top Secrat Telspathic Searner )

LU Team | Tasks | F

Below are OBS units whose resources have rights to this object.
Access Riaht OBS Unt MO
* Fiter | Showal | clear |
There are no OBS units with access rights to display.
o]

Managoment
Programs

Projects.
Other Wark

Select and Grant Access Rights

1. Click Add to begin the process of granting access rights to the OBS Unit for selected project.
—  Use filtering to locate the access right.
—  Select the Access Right Project — View.

— Click Add and Continue.

Select Access Rights: Step 1 0f 2 ( Project Top Secret Telepathic Scanner )

Access Right Filter
AccessRgtt [projedt view Describon [ |
% Fiter | Show Al | Clear
~ Add and Cortinue: Cancel
Access Right« Description
W E1 2P W

Project - View Allows user to view the general, management, financial and opportunity properties, custom defined fields, roster, tasks,
processes and sub-projects for the project.
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2. Select the IT OBS Unit, and click Add.

Select OBS Units: Step 2 of 2 ( Project: Top Secret Telepathic Seanner )

rate Department OBS = | Detaut Associa locle: | Unit and descendants

‘0BS/0BS Unit Level
() Corporate Department OBS
O [ Finance Department
r (@ Human Resources Department
. alr Department
rk [ O Development Department
r @ Product Development Department
r [ Sales & Marketing Department
r 0O Special Projects Department

v Add |« AddandSelectMore | Cancel |

3. If the Access Right is granted only to the OBS Unit itself, or if it includes its ancestors, or its
descendants, then select Unit Only.

‘'Y EXXXEDR
[Manage Project Tabs]

QA Clarty” PP [ [ e

Project: Properties - Main - OBS Unit  ( Proect Tep Secret Telepstnic Scanner |

Properties

085 Unit Access Rights Filter
Below are OBS units whose resources have rights to this object,

Access Right CBS Unt I
 Fiter | Srowal | Cloa | §
Access Right OBS Unit~ 0BS Association Mode:
[~ Project - View Corporate Department OBS:IT Unit and ancestors. !

Unit and dgicendants
Unit and ancestors
“|Linit, descendants and ancestors
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Confirmation

m  Roberta Smith, a fictitious resource, is a member of the IT OBS Unit.

CA_Clarity” PPM

Project Fiter

e
Manager [T M@
projct [ Active [Yes =]
L — Y B —— Y |

'OBS Unt Fiter Mode | Unit only = Power Fiter [Buld Power Filter]

[ Risk Status Indicator

| A
BEGE S rros & ©

Top Secret Telepathic Scanner
Totsl Resutts: 1

= program

m  Roberta has View access to the project.

CA_Clarity” PPM

DlProject ame Top Sacret Telepatric Scanner
¥ Alignment & Risk BOPropctiD PRIOIS Approved By

» Status Reports Project Type Major Project Approved Dake
* Budget
T - Project Category New Development Stage ATinistion
—
Business Alignment (> Schaduls (>
Risk & Etiot (>
Otiective Business Need
Project Mansger Martin, Paul Project Office Oy, Rz
Business Owner [Dutss Suth Finance and Governance Tesiger, fiiy

Organizational Breakdown Structures

Organizational /AN LOBsOnline Order Management

Department (CorporatedT
[Acd to My Projects]

B =Requred O = Unique

| #~8l technologies
: CA Clarity™ PPM 83



How to Grant Access from Within a Specific Object Instance

Verifying Access Rights

Resources with View Access Rights or Edit Access Rights access are able to verify who has access
to data.

Paul Martin verifies which resources have access to the Top Secret Telepathic Scanner project.
This can include people and other resources (computers, servers, system resources, and so on).

To verify the access rights

1. Click Full View under Access to this Project to see the list. In this example. 91 resources have

access to the project.

T T e ey ey — e p—]
A [ S [
i ot s [28 =1
P ) O
(Tl Pl S " L)
LEANENNEE
- e Biven wlram Inarksn
SaCmd WP du—- (a0 ey Ly e
= A freey TPy T - T
B b M RTINS .
e i W a At
= P g Wl By At
= Fest —— -
= ey L e Bimee
B B Farim e ] At
L] Putamy e e -
=L Sk eple vt Bl
=r. [ e B .
= S 1] ] are
B chaers Vihirkn [T [
= . - .
o S e L e
B Crm s rap At
[ ] [Ere) i by
EI‘ (=L [T oL ey
[ D= Fal Baliees Biths
SN EREE
duman
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2. Click the key icon next to the resource name to check what type of access the resource has,
and how it was granted.

Clare Green’s access is displayed.

| 7} Ca Clarity PPM :: Access Rights Profile - Microsoft Internet Explorer provided &

CA_Clarity™ PPM -

Access Rights Profile

Rights Granted To Clare Green
Project Top Secret Telepathic Scanner

Below are all the access rights this resource has to this project,

Access Granted
Right ~ Description Granted Through To
Project - Edit Allows user to edit all parts of & project except Resource Instance

for Document Management, Calendar, Action
Itermns, Discussions and Custorn Defined Fields.

Project - Allows user to view the general, managerment, OBS: Corporate Instance
Wigw financial and opportunity properties, custorn  Department
defined fields, roster, tasks, processes and OBE:IT(OBS Unit
sub-projects for the project. only )
Project - Allows user to view docurments or folders even Group: Special Instance
Wigw if user is not a project participant, as lang &5 Projects

Docurmnents  the docurnents or folders are marked open to
non-participants. This right includes the Project
- Wiew Base right.

Total Resutts: 3

Close |

She has been granted Project — Edit directly to her profile, Project — View was granted through
the IT OBS Unit (of which she is a member) and Project - View Documents was granted through
Special Projects group (of which she is also a member).
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Pages Security

CA Clarity PPM pages are not objects but may be secured just like CA Clarity PPM objects. Access
Grant rights to different Actors (Resources, Groups or OBS Units) using any of the three different
types of Data Scope: by Instance, by OBS Unit, or Global.

Use Case

A PMO team, Corporate PMO, created a PMO Dashboard page. This page should only be
accessible by members of this PMO group.

Setting up

— The Actor - the Corporate PMO group. This access affects the group members for
this specific dashboard page.

—  The Action - Page —View access right

—  The Scope —the PMO Dashboard page

Admintstration Tool

Group: Properies | Groue Copersts P90 )

Properties oi Bieoup N [Corporate PMO
a

BEO s © o CoportePiid

5 Cezcigtion
o
a

Actve [
[Save and Confrue| Save and Eit] Cancel

B =Reqired O =Erter Orce O = Unique

Review the Current Access Rights

Click Instance under Group Access Rights to grant this Group members access rights for the
PMO Dashboard page.

As illustrated the Corporate PMO Group does not have any instance-level access rights yet.

Select and Grant Access Rights

1. Click Add on the Group: Instance Access Rights page.

Lo MoEUTT ANl Administcation Taol

£ g Coaposatn FMC )

car Accass fights Filtar
Bolow are the rights this group has for speche chpect sstances.
Acceis Right | Deserphon
orpect [a0 =1
# Fiber| Show Al| Claa
There are no nstance access rghts to daplay .

,@Jmlﬂ
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2. Forthe Object, select Page from the attribute menu, and click Next.

_Select Object Stwp | 13 o Cormnmn

D [Pags =]
Host | Earenl)
[ ]

3. Select the proper access right. In this case, select Page — View using the checkbox to the left,
and click Add and Continue.

I Select Access Rights: Stap 2 of 3 ( Groun Comerste P00

e ——

i | _ et |

| % Fiter smu!'uiui

| A | Description
[ Page - View Allows viewing of & general page in the applicabion, for instance pages (such as Portfalio pages) this right is nat used.
™ Page Definition Editor Allows user to edit, view and delete the definition of a page. This night is dependent on the Administration - Studio nght,
™ Fage Definition Viewer Allows the user to view the definition of a page. This right is dependent on the Administration - Studio right.
Total Frds 3

4. Define the Scope. For this example, select the PMO Dashboard page. Select it using the
checkbox to the left and click Add. You can select multiple instances at a time. Use Add and
Select More to keep filtering and adding instances if necessary.

Select Object Instances: Step 3 of 3 ( Grou Corporate B0

Prege Name |°Duh Page D |uruan

Powver Flter [Eusld Power Fiter]

T :
5 Hame:

® 0 | Deseription
[ Available Dashboard gresnivailDashFRAME

[~ Executive Dashboard green_ExscutiveDashboard

[~ Paul's Dashboard green_PaulDash

[~ Project Manager Dashboard grean_PMDash

PMO Dashboard green_PHODashboard

[~ Team Member Dashboard green_TMDash

Tolsi Reste &

«le&-ﬂlﬂm -M-E.M" . '

Page - View Access has been granted to the Corporate PMO group.

€A_Clarity” PPM

Group: Instance Accoss Rights | Srou Corperste R0 )

e —
o Balow are the rights this groud has for specific object mitances.

D — incal| :

| o sm;mn!cxu;
o Access Right - Dbt Description

™ Page - View Page Allows wiemng of & general page i the apphcation, for instance pages
{such as Portfolio pages) thas nght is not used,
) Totsi Rezuts: |
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Confirmation

m  Cynthia Smith, a fictitious resource, is a member of the Corporate PMO group.

CA_Clarity” PPM

] Last Hame = | First Hame User Hama 0 Type Statun

m  When Cynthia logs in to the CA Clarity PPM, she has access to the PMO Dashboard.

Important! The group of members also needs access to the portlets on dashboard. Without
access, they see a blank page.

For more information about Portlet security, see Portlet Security (see page 89) and Securing
Dashboard Pages (see page 150).

[+ Mol —

Procoss Buttlonocks filte

Verify &

L]

Flow Durstion and Duration and
Process Diagramm Duration e Duration and Reviewers Reviewens
Requremants are unsiear o Tom Merrs € 36 seconds ( Paul Martn, Resie ) 40 seconds 95 Says, 22 hours, 4 © 37 seconds
Mider b { Pamn: Olfvey ) minutes { Randy Quinn ) { Tom
Marris }
Funding is being reduced o lason Berry 1 day [ 3oy Sutherland, Rosie ) 1day(Pam £ 1day 3 minutes { Beth
© MiBler § ey ) Rabarts ) °
Database Parformance is slow & Jason Berry 3 ::r;( John McCarthy, Rosie g:‘lrs}{ Pam oy 3days ( Beth Roberts ) <
v ey
Resource conflicts Peter Thompson 1 day, 12 houwrs { Paula Granger, 1 day, 12 houwrs 1 day, 12 hours { Beth
4 g Rocsie Miller ) A { Pam Diney ) A4 Raoberts | ©
Systarn Architecture i non-comphsnt B Tom Horms 2 days 20 manutes | Paul Hartn, ) L3 E-3

Rosie Mifar )

Process dudit Hierarchy fer

Process | Step Primary Objoct  Flaw Disgram  Step Typo  Stetus (Rnsponse  Duration Statiss Duaration

) Database Parformance is slow Issus & Dane @ 3 days L minute

B System Architecture is non-complant Issue & Done -3 2 days 29 minutes

) Resource corflicts Issun L Doee L3 1 day, 12 hours, 1 minute
El Funding ks being reduced Tssue = Ciore L3 1 day 11 minutes

B Requremants are unclear tssus & Running & 5 days, 22 hours, 56 minutes
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Portlets Security

Implementing security for portlets allows you to manage which resources can access the portlet
and what data those resources can access in the portlet. Having access to a Dashboard may not

automatically enable access to all portlets available on the dashboard. All resources accessing a

dashboard may not need access to all the portlets if some lead to sensitive or highly confidential
information.

Three important aspects to consider when planning to secure a portlet:
m  Securing the Portlet. Manage access to the portlet.

m  Securing the data displayed in the Portlet. Build secure portlets that only show data
according to the security rules.

m  Portlet configuration Options for the end user.

m technologies
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Securing Portlets

CA Clarity PPM portlets are not objects but may be secured just like CA Clarity PPM objects.
Grant Security by Instance, by OBS Unit and Globally.

Use Case

Restrict the access to portlets. The portlets have been analyzed and separated in to three
different categories: General, Management, and Executive

General Portlets

These portlets should be available to all end users.

Management Portlets

These portlets should be available to Project Managers, Department Managers,

Resource Managers and PMO members.

Executive Portlets

These portlets should be available to all company Executives.
Setting up

The Actors are the teams of resources. Decide how you want to group the resources that have
similar roles:

m By Groups (all Project Managers, all Department Managers, all Executives, and so on.)
m By OBS units
For this example, use Groups.
m  The Action is Portlet — View — the ability to see a portlet in the Application for all the Actors.

m The Data Scope is different for each category of portlet. Not all teams have access to all of
the portlets. For this example, use the following categories to group the portlets: General,
Management and Executive. Create an OBS Unit to categorize the portlets.

a technologies
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m  Anew group named All Resources has been created for this example. You should assign this
group to all resources, regardless of the role.

[ MeEUlal]  Administration Tool

Group: Properties

B
Boroptiane [Ril Resources
BO0GeRD [Green_AlResouress

Sarve and Conlirue | Save and Exd | Canesl |

O «Feqwed O «EnferOnce O = Lrigue

Group . ] o Description Statu
[ &Nl Department Managers BB grean_aliDepartmentiansgers Active
[~ Al Project Mansgers BB green_allProjectManagers Active
[ ANl Resources BB green_allRescurces Active

[~ Corparats PMO BB green_CorporatePMO Active
[ Executives BB green_Executives Active
Totsl Remlts: §

MHew| = Deactvete | + Deleln|

Now, the Data Scope must be delimited.

Delimit the Data Scope

1. Create an OBS that is used to categorize the portlets. The new OBS for this example is named
Pages and Portlets.

QA Clarity” PPV [ ]

Drame |Pages and Portlets
@oo

orean_PagesPortists

Objoet Associstion Moda
[~ Portet Any Unit

A ¢ Remve|

L] technologies
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2. Under the OBS Pages and Portlets, create the OBS units for the portal categories: Executive,
General and Management.

CGA clanty” PP I

Unix Level
121 Pages and Portists.

r 0 Executive B oroue

r 0 General B oreve

r [ Managermnent B oreve

Mew | Quick Cinste | Move | » Dielete iack b0 OBS Lint|

Grant Access to the Resources

1. To grant access to the resources, start at the All Resources Group level for this example.

CA_Clarity” PPM [ R

B oroupName [all Resources

it BEOGeeD [green_AlResources
S Grouats Assess Rights
Etarce D
[LkmsaAnaels. |y cosuw
- ol
»artition Modsl = Cumart
objects: Avadsie ace [

Sve o Certrum| Save and Ext | Corecl|

O «Fequed O =Enie Once O = Lrigue

2. Click OBS Unit under Group Access Rights to grant the All Resources Group members access
rights using the OBS Pages and Portlets as the Scope delimiter. The Group All Resources does
not have any OBS Unit-related access rights yet.

3. Click Add.

4.  The access right to be granted is Portlet — View. Use the filter function to locate the item,
select it using the checkbox to the left.

5. Click Add and Continue as illustrated in the following graphic:

Select Access Rights: Step 1 0f 2 ( Grouws A8 Resouces )

otject [Partiet =1 Description |
Actess Right |
% Fites| Show Al| Cleas |
Access Right « | Description. Object
[#] Portlet - View Allows user ta view a portlet in the application, Portiet
Portlet Definition Editor Allows user to adit and view the definition of & portlet, This right is dependent on the Administration - Studio rght.  Portiet
r

Toted Resulie: 2

x&lﬂ{?ﬁﬂjﬂ'ﬂ

6. Select the Scope - the desired OBS Unit.
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7. Select a different OBS using the Show OBS attribute. For this example, select the Pages and

Portlets: General unit.

You can select multiple units at a time. Use Add and Select More to keep filtering and adding
units if necessary.

8. Click Add as illustrated in the following graphic:

Select OBS Units: Stap 2 of 2 ( Group A0 Resources )

el

DBSAOBS Unit Leved
= Pages and Portlets
m [ Executive Group
w7 [ General Group
r O Management Group
v Wi - Add and Select Mora | Cancel

9. Define whether the All Resources group should have access to that unit only, the ancestors

and or the descendants. Use the OBS Association Mode attribute to select the access. For
this example, use the default value: Unit and descendants.

CA_Clarity™ PPM [GICTEETR O]

Giowp: OBS Unit Access Rights  ( fros 20 Reseces |

i B o 005 et Accrss t Filtwr .

| ® = 5 Below are this group’s rghts 1o object instances @ speciic GBS units,
| Groug's Access Righis ] oesunt | L]
E [y e— (=] v Fibor| Showe Al| Cloar|

[+ ons v - Access Right oS Uit
B =] [ Partiet - View Pages and Portists: General

005 Associstion Mode

Unit and descendants 0|
% u Curert Totd Rezuts: |

= Mot Vel Avalabie

Note: If General unit has sub-units, then portlets related to such lower-level units should

also be considered as part of the General unit. The All Resources group is granted access for
those sub-units.
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Confirmation

The Team Member Organizer portlet has been categorized as a General portlet. All members of
the All Resources group have access to it.

QA clarity” PPV [ ]

Dfortet Mame [Team Member Organcer
OO D cop tosmMambesCrgarizes
Bcwiert Sowce [knkucom

cmegery [Froductvity =]

] Fum Hember Task Summary

s
DDnetance Type Gerersl
DO Dutry Toan boser Cegwize
Parttion System
Mumber of Dimenasons 1
Number of Metrics 12

oS Pathy
Foges [anerat ]
Portiets

B =Roqured B =ErerOnce O =i

Clare Green, a fictitious resource, is a member of the All Resources group. She logs in to the CA
Clarity PPM to personalize her Overview Page.

To personalize an Overview page do the following

1. Click Personalize.

CA_Clarity™ PPM

<4, Inc.
festname  festname~ | resousceid dueture jobtitie st | cey  phone | cell et My Sarity

Graen
Totnd Rasats 1

Subject | Wealls | bdea Priorty Type Category
My First Ides 101052 High Majar Project Complianca/Regulatory
Totet Reme |

2. From the Content sub page, Clare clicks Add to add new portlets.

Page Content [ Pags Crverview | Tan Gensral |
=

Page Properties o THleo | Content Column Category | Deseription Active
= [~ ldes General Dats ldes General Data Center  Business Intelligence g
Poge Fiters a [~ Resource General Data Resource General Data Center  Business Intelligence o
il o [~ Site Links Site Links Right Collabaration Site Links o
E'm Totsl Fesuts: 7
O = DataErteres %l #Romove | Corfue | ResoraOsins [ext]
= ot Yot Avalable

Clare sees a list of portlets that are available to her.

3. Filter the Grid portlets to find and select the Team Member Organizer.
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94 Chapter 3: Granting Access .



Portlets Security

4. Click Add.

|_ CA Clarity PP = Select Content - Microsolt Internet Explorer provided by CA

CaA_ Clarity™ PPM

Select Content
T |
Contert D |
Category |l =i
Description |

Ty Itm'd =]
¥ Filter | Show All Iﬂuﬂ!

I ldea General green_ldeaGeneralCrata Grid Business
Data Intelligence

[ Resourcs grean_ResourceGensralData Grid Business
General Data Intelligence

F Team Member copteamMemberCrganizer Grd  Productvity Tearn Member
Crganizer Task Summary

Todal Resulls 3

%I + Add and Select More | Close |

The portlet has been added.

5. Click Exit to see the results.

Tiie« | Content Calumn Cotegoey Dascription Astrre
[ Idea General Data Idea General Data Center  Business Intellgence o
[ Resource General Cata Resource General Data Center  Business Intellgance L
= Sfe Links Sité Links. Right Colaboratian Sibe Links o+
[~ Team Member Organizer Team Member Organizer Center  Productivity Team Member Task Summary o
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The Team Member Organizer portlet now appears on Clare’s Overview Page.

€A Clarity” PPM S TR

Overviaw: Ganaral [Expori[PerscnaizeManage My Tabs]

I 01 tdea Pricemy e Cetegory
161062 High

Perding

Projest« Priority Siatus | EIC  Acusls  Actusis 4578 41218 418718 42618 5378 SA0AR SNINR G240
Tep Socent Rrik Responas € MNotStarted 2500 00 080

Telephatic and Mitigatian

Scanner Plan

Top Secret tdentify & Norstmed 3200 000 000

Telaphatic Infrastructure

Scanner Reguirements

Task

Do the following for the resource groups All Project Managers and All Department Managers:

1. Select the All Project Managers resource group on the Group page in the Administration
Tool.

2. For this group, select OBS Unit under Group Access Rights.

3. Click Add.

4. Use the filter function to locate the access right and select it using the checkbox to the left.
Note: The access right to be granted is Portlet — View.

5. Click Add and Continue.

6. Select the OBS Unit Management. This is the portlet category for the managers group.

7. Define the level of access using the OBS Association Mode attribute.

8. Use the default Unit and descendants for this example.

9. Repeat this process for the All Department Managers group.

10. When completed, these two groups have the same access for the portlets and pages.

For the Executive group, follow the same instructions except you start with the Executive
group and select the OBS Unit Executive for access to the portlets categorized in the
Executive OBS unit.
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When all the selections are complete, the configuration is:
m  Members of the All Resources group have access to the portlets in the General OBS unit.

m  Members of the All Project Managers and All Department Managers groups have access to
the portlets in the Management OBS unit.

m  Members of the Executive group have access to the Executives OBS Unit.

Building Secure Portlets
When you create a CA Clarity PPM portlet you may use three different types of data sources:

System

These are restricted CA Clarity PPM-provided system data sources; you do not have access to
change what they do and how they behave.

Objects
Use CA Clarity PPM Objects as data source.
Queries

These are queries you may build using NSQL to be used as the data source.

CA Clarity PPM applies security rules automatically when using System and Objects for building
portlets.

Note: Inform CA Clarity PPM how to apply security to a custom NSQL query as it does not happen
automatically for you.

To build a secure portlet, do the following

m  Apply security using NSQL query (see page 98)

m Build and Test the Query (see page 98)

m Create the Query in CA Clarity PPM Studio (see page 99)

m Create a Portlet (see page 100)
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Applying Security Using an NSQL Query

Use an NSQL clause @ WHERE: SECURITY to apply security for a query in CA Clarity PPM using a
specific Object rules.

The syntax of this NSQL Clause is:

@WHERE: SECURITY :<OBJECTNAME>:<INTERNAL ID ATTRIBUTE>@

Example:

The following expression tells CA Clarity PPM to apply resource security to this query, and

specifies that RES. ID is the attribute that corresponds to the Resource Object internal ID for

identifying Resource Instances.

@WHERE : SECURITY :RESOURCE :RES.. ID@

Building and Testing the Query

Build a secure Query. Build a list of resources, including defined contact data that is made

available for a portlet but only lists resources relevant to the user. This should be the same

resources that the end users are allowed to see when selecting Resources in the CA Clarity PPM

menu.

1.

Identify and define the SQL. In this case, this includes some general resource data and

associated contact info. An example of the SQL query for this information:

SELECT

R.UNIQUE_NAME, R.LAST NAME, R.FIRST_NAME,
R.DATE_OF HIRE, R.EMAIL, C.JOB_TITLE,
C.STATE_PROVINCE,  C.CITY, C-PHONE_WORK,

C.PHONE_CELL
FROM SRM_RESOURCES R
LEFT OUTER JOIN SRM_CONTACTS C
ON C.principal_id = R.ID
AND c.principal_type = "RESOURCE"
AND c.is_active = 1
WHERE
R.is_active = 1
AND r.person_type=300

Edit and modify into an NSQL query by inserting NSQL clauses:

SELECT

@SELECT:DIM:USER_DEF: IMPLIED:RES:R.UNIQUE_NAME:Resourcel D@,
@SELECT:DIM_PROP:USER_DEF: IMPLIED:RES:R.LAST_NAME:LastName@,
@SELECT:DIM_PROP:USER_DEF: IMPLIED:RES:R.FIRST_NAME:FirstName@,
@SELECT:DIM_PROP:USER_DEF: IMPLIED:RES:R.DATE_OF_HIRE :DateHire@,
@SELECT:DIM_PROP:USER_DEF: IMPLIED:RES:R_EMAIL:eMail@,
@SELECT:DIM_PROP:USER_DEF: IMPLIED:RES:C.JOB_TITLE:JobTitle@,
@SELECT:DIM_PROP:USER_DEF: IMPLIED:RES:C.STATE_PROVINCE:State@,
@SELECT:DIM_PROP:USER_DEF: IMPLIED:RES:C.CITY:City@,
@SELECT:DIM_PROP:USER_DEF: IMPLIED :RES: C.PHONE_WORK:Phone@,
@SELECT:DIM_PROP:USER_DEF: IMPLIED:RES:C.PHONE_CELL:Cell@

FROM SRM_RESOURCES R

LEFT OUTER JOIN SRM_CONTACTS C
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ON C.principal_id = R.ID
AND c.principal_type = "RESOURCE"
AND c.is_active = 1
WHERE
R.is active = 1
AND r.person_type=300
AND @F ILTER@

Use the NSQL statement to create a portlet.

Creating the Query in CA Clarity PPM Studio

The use case shows how to create a query in two steps. First without the security statement and

then adding the security statement at a later step. This helps demonstrate the effects of having

gueries without security and with security. The best practice is to always create queries using the

appropriate security statements from the beginning.

To create a query

1.

2.

3.

4.

5.

Select Queries from the CA Clarity PPM Studio Menu.

Select the General option. Define the properties for the new query.

Y] Administation Tool

BgueryMame [Resource General Data

Y0 [green_|

Avadatie for Lser Portits [
Bicortert Source [ Customer =]
CA Clarity Studin i catogory [Collaboration =

Faribon Models = Descriton
Dunrmes

Click Save, and Continue.

------

Select NSQL. Insert the NSQL clauses without the security statement.

Click Save and Exit for this example.
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6. Click Save and Continue, if you want to select other options for your query.

Note: For more information, see the CA Clarity PPM Studio Developers Guide.

[ v WolEUTTal ==l Administration Tool

ery Properies: HSOL | Guery Frescuce Gerersl Data |

oreo [Frieer
BSELTCT:DIN: OSTD DRY: THPLIED: BIS: B, UNIOUE_MAmE: sqm.m
|QSELECT:DIM_PROP:IEER_DEF: TMPLIED: DES: B LAST MANI:
{BEELECT:DIN_PROP:USKR_DEF: TNPLIED: BNS: B FIRST_NANE: mmq
{GSELTCT:DIN_PROP:USNR_DEF: INPLIED: BRS: B DATE_OF_WIDE: DateHired.
BTRLECT: DIN_PRUP: USEH_DER: SRPLIED: RES: F, RRALL: allnidl,
BSELECT:DIN_PROP:ISSER_DEF: INPLIED: RES: €. JCB_TITLE: JohTixled,
{BEELECT:DIN_PROP:UENR_DEF: INPLIED: BES: C_STATE_FROVINCE: Sraved,
(B3ELECT:DIN_PROP: USER_DEF: IMPLIED: BES: €. CETY : Cacyd,
BSELTCT:DIN_PROP: USER_DER: INPLIED: BES: C. SHONE_WORK: Fhonell,
|ASELTCT:DIN_PROP:DSER_DEF: TMPLIED: DES: C. PHONE CELL:Calil

PRGN SEH_BESOURCES B

LIFT OUTER JOIN SRH_CONTACTE C

08 C.principal_id = B.ID

M o principal_type = *RISOORCE

O = 1s_sevive = 1

VHERE

B.ap_active = 1
M 1. parsen_type=300
AND QFILTERR

Pravie | Save and Contrnse | S ard | Cancel

8 - Regured

Creating a Portlet

To create a portlet do the following
1. Navigate to the Portlets page in the Administration tool, Select New Portlet, Grid Portlet.

Note: The first step of creating a portlet may differ slightly for different CA Clarity PPM
versions.

2. Define the general portlet properties.
3. Select Finish, and Open when you are done.

The new portlet Resource General Data is created. It is assigned to OBS Portlets: General so
that all resources have access to this portlet.

4. Select the portlet Layout option. Select the attributes you want to display.

CA_Clarity” PPM |[RGIETERIITR (T

Grid Porifet: Lisi Column Layout  ( fortes Brocuce Gererl Dats |

= [firstname =]
lastnams
rosourceid
datahre
ildbﬂ
ity
phene
call
H %om.l A =
Calumn Sorting
Direction
Sort By Coluwnn Ascendng Descending
First Foeld [Fesmare =1 & P
Secand Field [--Select--] =] & [a
Third Field [--select--] =] & o
Fourth Fiald T--setec =] & 0
Availabie Astions for Bution far Soloctod Actians for Bution Bar
= = =
=1 -l [+l
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To confirm do the following
1. Login as Clare Green, and add the portlet to her Home Page.

Note: Clare can see the personal data of 149 people. She does not have Resource — View
access to all of these resources, so she should not be able to see them in this portlet. This is
not correct; changes are required to filter the data in the portlet.

2. Apply security to the NSQL Query to correct this.
3. Add the following statement to the NSQL Query:

AND @WHERE:SECURITY:RESOURCE:R. 1D@

so that it now reads:

SELECT

@SELECT:DIM:USER_DEF: IMPLIED:RES:R.UNIQUE_NAME:ResourcelD@,
@SELECT:DIM_PROP:USER_DEF: IMPLIED:RES:R.LAST_NAME:LastName@,
@SELECT:DIM_PROP:USER_DEF: IMPLIED :RES:R.FIRST_NAME:FirstName@,
@SELECT:DIM_PROP:USER_DEF: IMPLIED:RES:R.DATE_OF HIRE:DateHire@,
@SELECT:DIM_PROP:USER_DEF: IMPLIED:RES:R_EMAIL:eMail@,
@SELECT:DIM_PROP:USER_DEF: IMPLIED:RES:C.JOB_TITLE:JobTitle@,
@SELECT:DIM_PROP:USER_DEF: IMPLIED:RES:C.STATE_PROVINCE:State@,
@SELECT:DIM_PROP:USER_DEF: IMPLIED:RES:C.CITY:City@,
@SELECT:DIM_PROP:USER_DEF: IMPLIED:RES: C.PHONE_WORK:Phone@,
@SELECT:DIM_PROP:USER_DEF: IMPLIED:RES:C.PHONE_CELL:Cell@
FROM SRM_RESOURCES R
LEFT OUTER JOIN SRM_CONTACTS C
ON C.principal_id = R.ID
AND c.principal_type = "RESOURCE"
AND c.is active = 1
WHERE
R.is_active = 1

AND r.person_type=300

AND @FILTER@

AND @WHERE:SECURITY :RESOURCE:R. ID@

The modified results are illustrated in the following graphic. Clare only has access to her own
Resource information, as this is the resource she has Resource — View rights on.

CA_Clarity” PPM | ET [ Advanced ] TYY Yy
| Overview: General [Export[Pexsonaize][Manage My Tabs]

Personal

Overviows  Gonora |

Organizer )

Account Setings Resource General D [—-Actions--] 1[= = 5] ste Links EEE

CA, Inc.
:%;mm— firstname lastname resourceid datehire  jobtitle  state | city  phone  cell email My Clarity

Clare Green clareGreen cg@mail.com
Total Resuts: 1
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Granting End User Permission to Configure Portlets

All portlets have two available attributes in the Options subpage that may be seen as related to
security, as they are used to allow or prohibit users from configuring portlets in their workspaces:

Allow Configuration
This option is set by the administrator to allow end users to configure that specific portlet. If

the option is not set, end users do not have access to the Configure action in the Actions
drop-down list.

Allow Label Configuration
This option is set by the administrator to allow end users to change labels in that specific

portlet. If the option is not set, end users cannot alter Labels, as they are displayed as read-
only.

For this example, use the Resource General Data portlet.

Use Case: Options Enabled

The Administrator has enabled both options. This means end users can configure the portlet
and can change the labels as illustrated in the following graphic:

CA_ Clarity™ PPM [ECLTEETITR AT

Grid Portlet: List Options  ( Portet Resource General Dats )

Save and Exit|| Cancel]
I ——
Secondery Yale Display (7 Mouseover only Rows per Page [20 =]
" Mouseover snd redine texd
. _— Fighgnt Row by Atirite [[--Select--] =]
ﬁtﬁmwﬂmm’m““”m (A st wil be highiighted when this attribute is ot
zero)
CA Clarity Studio [ Show hull Secondary Vaiues: Display Curency Codein [
Partition Models Fiter (& Auormaticaly show resulls Column ¢ Applies when only & single currency is active )
E " Do not show resuts untl | fiter Allow Configuration

Poartlets Abow Label Configurati
Fortlet Pages &
Menu Manager

[Save][ Save ond £ Cancel
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Clare Green can access the configuration action and change labels:

CA._ Clarity” PPM

Overview: General [ExportiPersonakze]Manage My Tabs]

General

Resource General Data Site Links 8 [= [
e

ca, Inc.
 fiustnames | lastname resourceid dutahica Jobtitle 3 My Clarity
. Export to Excel (Data Only) .
Clare Green clareGraen Export to PowerPoint

Total Resuts: 1 Export to Excel

CA. Clarity” PPM

Organizer
Account Setings

[Celiphone B el String Text

e B Eew String Text
[Date ofrirel [ [ datehire Date Date Text
W B & email String Text
[firstname & firstname String Text
fobte [ [ jobtitle String Text
ostname B & lastname String Text
[hone [ [ ehone String Text
[resourceid [ [ resourceid String Text
[tate B Estate String Text
New | Save | Savesnd Exl | Cancel

B =Required

Use Case: Options Disabled

The Administrator has disabled Allow Label Configuration for the portlet as illustrated below:

[ Wl Administration Tool
Grid Portlet: List Options _ ( Fortiet esource Genersl Data )

Secondary Veis Displsy & Mouseover only Rows per Page [20 =]
€ Moussaver and redine text -
Highlight Row by Attribute [ [--Select--] =
o Mt Y R Coulen oW Sipiy b e A row vl be highlghted when this tirut s ol
2e10)
™ Snow Null Secondary Values o Codoln [
Fiter & Automaticaly show resuts (Colamin ( Apgies when only & single currency (s active §
€ Do not show results urf | fiter Al Configuration 7

Allow Label Configuration [~
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The Administrator has to publish the change forcing it over the end user configurations:

CA_ Clarity” PPM [REXLITEETREN

Grid Portlet: General _( Porliet Fesouce General Data )

DPotiet Name [Resource General Dats o
BEOPotet 0 green_ResourceGeneralData
Ocortent Sowce [Customer =]
Category |ausineu Intelligence >
Description [
Objects:
Queries
Portiets
PortletPages
Active [

O Cinstance Type Qeneral
DI Guery Resource General Data
Partion System
Humber of Dimensions 1
Mumber of Metrics 1
08S Path
Portiets [/General [
e o .

O «Requred O = EnterOnce % )= Lnique

Clare Green can still access the portlet configuration options. She cannot change portlet
labels because they are presented to her as read-only.

The Administrator decides to prohibit end users from making changes to the portlet. The
option is disabled by deselecting Allow Configuration.

[ v NoEUlE S Y] Administration Tool
Grid Portlet: List Options _( Fortiet Resource Genersl Data )

Save|[Save snd Exit [ Cancel
General [=] =
=
b Layout (=] Secondary Value Display (7' Mouseover onty Rows per Page | 20 =
b Fiekds 5] € Mouseover and reding led Highight Row by Airioute [[—Select—] =]
 options mmmwmmmnmy ( A row wil be highighted when fhis sftribule is not
era)
CA Clarity Studio * Aggregation T Show Null Secondary Values Display Curency Codan| [~
List Fiter Section
S;M::mw“ Lot = Fiter (3 Auomatically show results: Column ¢ Appkes when only a single currency is active )
e
S i = € Do nat shaw resuts unti | fiter Alow Configuration [~
Portiets
P e ——— Asarw Label Configuration [~
Menu Manager b Full View u] [Save] Save and Ext | Cancel
Ul Themes 50
AddHins esource: =]
e b Group o
] b oBSUnt o

& = Current

O = No Data

O = Data Entered

= ot et Avaisble

Now, Clare does not see the Configure action in the Actions drop-down list for that portlet.
She no longer has access to make configuration or label changes.

CA Clarity” PPM | sewch I

Overview: General [ExportIPersonalize][Manags My Tabs]
Personal
ovrview [ coneru |
Qrganizer _
LT osourco Generao [T R = -
[=actionz ] 1 ca, Inc,

ults
Export to Excel (Data Only) My Clarity
Export to PowerPaint

Expart tn Exesl

lastname: firstname - resourceid

Green Clare clareGreen
Total Resuts: 1
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How to Secure Subpages and Attributes

CA Clarity PPM does not offer field-level security, but it does provide alternatives. It is not
possible to determine who-has-access-to-what-attribute directly; it is possible to do so using

subpages. Subpages are secured using one of two different functionalities, Secure Subpages or
Display Conditions.

Securing Attributes Using the Secure Subpages Function
The following use case explores securing attributes using Secure Subpages functionality.

Use Case

Some attributes in the Project object are reserved for the PMO Assessment. Only members
of the Corporate PMO group should be able to view and edit them. The Project Manager
team should not have access to those attributes.

Setting Up
— The Actors are the members of the Corporate PMO group. These resources should
have access to the PMO attributes.
— The Action: The PMO resources should be able to edit the PMO Assessment
attributes in the project.
= The attributes are grouped in a new Subpage because field-level security is
not implemented in CA Clarity PPM.
=  The members of the Corporate PMO Group are granted access to the
subpage so they are able to edit the attributes.
— The Data Scope: the PMO group should be able to edit the PMO Assessment
attributes for all projects that they have Project — Edit rights on.
— Anew subpage, PMO Assessment, has been created in the Project Object to hold
PMO Attributes. For now, anyone who has access to projects can see this Subpage.
Property Layout  ( Ctject Froject | Parition: System | View: Froject Froperties | Mode: Edit )
and
Access Top « PMO
m:,m Section > Field Level Column Value Required
0BS [© [ Assessment and Recommendation [ Section
m:m;n;'nm r ) PMO Assessment Field Left
r o FMo da Field Left
CA Clarity Studio 1 ova] v Dalta B3]

Partition Models

Queries
Portlets

Portlet Pages
Menu Manager
Ul Themes
Add-Ins
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Thomas Young, a fictitious resource, is a Project Manager. When he accesses CA
Clarity PPM and navigates to one of his projects he can see the PMO Assessment
subpage. This is not correct; the Project Manager resources should not have access
to this new subpage.

To secure and verify properties do the following
m  Use Clarity Studio to edit the Subpage Properties and mark it Secure.

CA._ Clarity” PPM [T P

Subpage Properties ( Obiect Project | Pardtion System | View: Project Properties | Mode: Ede )

Sections [Azsessment and Recommendation  [4]

CA Clarity Studio

Ry Current Location [EdH ProjectPMO Assessment

Objects BSubpage Name [PHO Assessment L1
Querles
Porlats. D project green_PMOAssessment

Porlet Pages i B

To make this subpage visible under certain conditions, create a display condition. Otherwise, it will always be visible,
Display If ...
[Define display canditions]

© =Required

m  When this is done, CA Clarity PPM Studio automatically creates Access Rights, which enable
you to secure the subpage.

Access Right ~ Description License Type
Project - Subpage PMO Assessment (ID: Allows resource to edit specific Project objects using secured subpage PMO Assessment (ID: Manager
project.green_PMOAssessment) - Edit project.green_PMOAssessment).
Project - Subpage PMO Assessment (1D allows resource to edit all Project objects using secured subpage PMO Assessment (ID: Manager
project.green_PMOAssessment) - Edit All project.green_PMOAssessment).
Project - Subpage PMO Assessment (ID: Allows resource to navigate to specific Project objects using secured subpage PMO Assessment (ID: Enterprise Visibility
project.green_PMOAssessment) - View project.green_PMOAssessment). Option
Project - Subpage PMO Assessment (1D: Allows resource to navigate to all Project objects using secured subpage PMO Assessment (1D: Enterprise Visibility
project.green_PMOAssessment) - View All project.green_PMOAssessment). Option

Total Results: 4

m  You can verify that the group already has some OBS Unit access rights for viewing and
editing projects. Navigate to the Group: OBS Unit Access Rights page to view the current
access rights.
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Select and Grant Access Rights to a Secured Subpage

Grant the Corporate PMO members the proper access to the PMO Assessment subpage for the
same scope.

To select and grant access rights do the following
1. From the Administration Tool, Select Groups.

2. Select OBS Unit to navigate to the OBS Unit Rights for the Group Corporate PMO.

5 s

Eobtim 8 Mg (o | Sigiett T b s Feili' sl o ifsbelbs CRL by
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I P - vty Dhptreast OB T (et — 2
ns wply 4
AL Rl bemt aniCarnal See ot el

3. Click Add on the Group: OBS Unit Access Rights page.
4. Use the filter to locate the Project — Subpage PMO Assessment right.
5. Select the access right.

6. Click Add and Continue.
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Now, delimit the Data Scope.

7. Select the same projects that the PMO group has Edit rights to.

For this example, select the IT and Finance OBS Units.
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8. Click Add.

Access has been granted.
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Confirmation

m  Thomas Young, the Project Manager, no longer has access to the PMO Assessment page.

m  Cynthia Smith, a member of the Corporate PMO group, is able to view and edit the
attributes in the PMO Assessment subpage as indicated in the following graphics.
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Securing Attributes Using Subpages Display Conditions

The second approach for securing attributes on subpages uses the Display Conditions
functionality.

Use Case
A new attribute in the Project object has been created, named Project Manager Notes. This

attribute is not intended for all Project viewers — just the members of the All Project
Managers group.

Setting Up

— The Actors are the members of the All Project Managers group. These resources
should have access to the Project Manager Notes attribute (PM Notes).

— The Actions: Members of the All Project Managers groups should be able to edit the
Project Manager Notes attribute for their projects.

=  The attributes are grouped in a new Subpage because field-level security is
not implemented in CA Clarity PPM.

= The members of the All Project Managers Group are granted access to the
subpage so they are able to edit the attributes.

— The Data Scope: the Project Manager group should be able to edit the PM Notes
attributes for all projects that they have Project — Edit right.

— Anew subpage, PM Notes, has been created in the Project Object to hold the
Project Manager notes. Anyone who has access to projects can see this Subpage.

Mary Lamb is a Project Participant. When she accesses CA Clarity PPM and
navigates to one of her projects she can see the PM Notes page. This is not correct.
The PM Notes subpage must be secured.

Secure the subpage

1. Use CA Clarity PPM Studio to edit the Subpage Properties and create a Display
Condition.

2. Configure CA Clarity PPM to check whether the user is a member of a specific
group. Under the Operation attribute, select Check Resource’s Group.

3. Under the Right attribute, select the group named All Project Managers and
click Add.
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Note: An expression has been created: Check Resource's Group = "All Project
Managers'.

4. Click Submit.

Confirmation

m  Mary Lamb no longer has access to the PM Notes subpage. This page does not display under
Properties on the Project: Properties tab.

m  When Thomas Young, the Project Manager accesses the same project he can see the PM
Notes as illustrated below.

Acuny ren [ [l

Securing Lists and Object-Based Portlets

There is an option available only to portlets built having an Object as its data source (object-
based portlets) and the object list view. This option is named Attribute Value Protection, and it
prohibits users from configuring their portlets to see the value of attributes they should not have
access to.

CA Clarity PPM allows the user of both secured Subpages and Display Conditions to define which
attributes of an object a specified group of resources has access to. Subpages are only relevant in
the Properties view, specifically in the Edit Layout of the view. However, users could configure
their List view of an object or object-based portlet to add attributes that should not be accessed
causing a security breach. The Attribute Value Protection functionality resolves this problem.

Attribute Value Protection has three possible options:
m  Use display conditions and secured subpages to protect attribute values on this list
m  Use only secured subpages to protect attribute values on this list

m Display all attribute values on this list
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The first two options are used to verify that when display conditions or secured subpages are
used to protect attributes, these features should also be applied to the List view, thus preserving
the values of attributes the end user should not have access to.

The last option is used to disable the application of Display Conditions and Secured Subpages to
the List View, allowing end users to access attributes they do not have access to in the Properties

view of the object.

The Attribute Value Protection option is available in the Options subpage of an object-based
portlet and in the Options section of an object List View.

Example of an object-based portlet options subpage:
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Personal Dashboarding Security

Personal Dashboarding Queries

Before the launch of the Personal Dashboarding option, queries were only available to the
Administrator. Therefore, queries had no security applied to them. You could not grant or
revoke security access to queries. Access to the CA Clarity PPM Studio was required to access the
Queries functionality.

The new Personal Dashboarding option enables end users to create their own portlets. They are
also able to use queries in their portlets. They are restricted to using queries that the
Administrator has already prepared. End users must be granted access to be able to create
portlets and use the pre-designed queries.

When creating a query, Administrators have the option to mark it as Available for User Portlets.

A Clarry™ FPM

Byt (B puarie Geirn Cain L]
]
e

abegier | Corabe pues =

End users have access to those queries that have been marked as being available for User
Portlets.

Personal Dashboarding End-user Portlets

Personal Dashboarding End user portlets have the exact same characteristics as any other
portlet. Refer to Securing Portlets (see page 90) for information about how to secure end user
Portlets.
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Allowing Users to Use Personal Dashboarding

The following four Access Rights relate to the Personal Dashboard functionality:
m Toview dashboards, users need Dashboard — Navigate.

m To create dashboards, users need Dashboard — Create.

m To view and configure portlets, users need Portlet — Navigate.

m To create portlets, users need Portlet — Create.

Use Case

Members of the Corporate PMO group must be able to create their own dashboards and
portlets. Cynthia Smith is a member of this group and requires such access.

Setting Up
— Actors - members of the Corporate PMO group
— Actions - Create dashboards and portlets and navigate to those objects

— Scope -dashboards and portlets created by the members of the Corporate PMO
group

Review Current Access Rights

Click Global under Group Access Rights to see the global rights the Corporate PMO group has. For
this example, assume that they have global rights to create projects.

CA_Clarity” PPM (LR o}
Group: Global Access Rights  ( Grous Corporate PMO )

1] and
Access T o (Clobal AcewsnTighiFates
Below are this group's global rights

Resources Resources: a R Description

Group's Access Rights

License Information b Instance o s Fiker | Show All| Clear

License Analysis b OBS Unt o Access Right Description

R [ covn > [~ Project - Creste 1o creat rojiect or program specifying general project properties. A user
s right will automatically become the collaboration manager for the project and wil

be able to create action items, discussion. Includes Project - Create from Template right.
[~ Project - Create fram Template Allows user to create a new project or program using only templates. A user granted this
= Mot et Avadable right will sutematically become the collaboration manager for the project and will be able to
create sction items, discussion.
Total Resuts: 2

Agd| v Remove | Ext|

Select and Grant Access Rights
1. Click Add to grant the other rights the group needs.

2. Search for the Dashboard access rights by filtering on “Dash” in the Access Right attribute
box.

3. Select the access rights for Dashboard-Create and Dashboard-Navigate.
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4. Click Add and Select More.

5. Search for the Portlets access rights using the filter “Portlet”.

6. Select the access rights for Portlet-Create and Portlet- Navigate.
7. Click Add.

Access has been granted for creating and navigating portlets and dashboards as shown in
the following graphic:

CA_cClarity” PPM I

Group: Global Access Rights  ( Grous Comorate FMO )

Global Access Right Filtter

Below are this group®s global rights.

Resoutces

Groups AccessRigt [ Description
0Bs
Fies | ShowAl| Cisar
Licans Information JEEaE | st ]
anse Analysis Access Right— | Description
[~ Dashbosrd - Crests Allows user to craats new dsshboards in the application,
[~ Dashboard - Navigate Allows user to navigate to Dashboard pages.
[~ Portlet - Create Allaws user to create new portlsts in the application.
[~ FPortlet - Navigate Allows user to navigate to Portlet configuration pages.
[ Project - Creats Allows user to create & new project or program specifying general project properties. A user

granted this right will automatically become the collaborstion manager for the project and will
be able to create action items, discussion. Includes Project - Create from Template right,

[~ Project - Create from Template Allows user to create a new project or program using enly templates. A user granted thas
right will autamatically become the collaboration manager for the praject and will b abls ta
create action items, discussion.

Total Resias: 6

Add| « Remove| Exi|
Confirmation

Cynthia Smith is a member of the Corporate PMO group. She now has access to Dashboards and
Portlets when she accesses CA Clarity PPM.
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Sharing Dashboards with Other Users

The dashboards created using the Personal Dashboard functionality may be shared with other
users.

To share dashboards, apply the same rule of thumb as for granting access: consider the Actors,
Actions and Scope.

m  Actors: Select the target audience - individual resources, Groups, OBS Units members

m  Actions: Available actions for Dashboards are Manage and View. You can share

management of dashboards or restrict access to viewing only.

m  Scope: The Dashboard being shared
Important! Sharing a dashboard does not automatically share the portlets in it.

Note: You must also share the portlets if you want other users to be able to see them. Sharing
dashboards and portlets does not ensure that users view the same information as you do,
because they may not have the same level of access to the CA Clarity PPM data displayed on
those portlets and dashboards, such as resources, projects, ideas, portfolios and other CA Clarity
PPM objects.
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Sharing a Dashboard with Other Dashboard Managers

Use case

Cynthia is the head of the PMO. She created a Dashboard and wants all PMO members to be
able to manage her dashboard. The dashboard is named “Cynthia’s PMO Dashboard.”

Setting Up
— Actors: all members of PMO group
— Action: granting Manager access to the dashboard Cynthia created.

—  Scope: Dashboard created by Cynthia and used by all PMO members

Review the Current Access Rights
1. Cynthia navigates to her dashboard and clicks Sharing on the top right corner.
2. She clicks Groups.

Currently, no groups have access to the dashboard.

QA Clarity” PPM [ [ e epceeee

Details  ( Dashbosrd Cynithis's PMO Dashboard ) Wmliwu%

Bossrecsatisme [Eynthia's PO Dashboard o Crscaptioy 4
BEODsstboxd D green_CyrehiaPMODash
Personaizable [7
Export [ Fitto Page &

¥ One Portiet per SksfShest
Cantent and Layout
o+ ¥

Crves i Page Fiter

Process Bottienecks

Frocess Auds Herarchy

Content Display Type Persist Default Category Description Mlum Active
Ovarview Page Filtar B Tookar F el BB productivity Ovarview Page Filtsr o -

Select and Grant Access Rights

1. Navigate to the Groups tab on the Dashboard.

2. Click Add to grant the Corporate PMO group the Manager Access Right.

3. Use the filter function to locate the group. For example, filter on “c*pmo”.

4. Select the Corporate PMO group.
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5. Click Add.

6. Change the Access Right to Manager.

7. Click Save to save the change.

Sharing  ( Dastboard Cyrithia's FMO Dashboard )

Rrsources m“sum | Fuaview |

Below are groups with rights to this dashboard.

mml Access Right [ Al _-I
Stabus I.i.ll -I

w Fasr | snowan | coer |

=

Group~ Active Acceas Right

[ Corparats PMO o Manager =

Total = 1

oo N—

8. Click Cancel to go back to the Dashboard.

Confirmation

m  Andrew McArthur, a fictitious resource, is a member of the PMO. When he accesses CA
Clarity PPM, he can see the dashboard as illustrated in the graphic.

m  Andrew has managing rights on this dashboard. He is able to change the layout, add new
portlets, or share the dashboard with other users.

aenDeBEsER

CA_Clarity” PPM

Hy

Tipe
¥ Fiter | Stow s | clowe |
=

Dashboard

Al - Crostor r—..

| n Type Description Date Created Creator
reen_CynthiaPMODast age out Tabs -, 4:57 PM mith, Cynthia
grean_Cynthi h Page without Taty /10710 Smith, Cynthi

m  Andrew moves Process Audit Hierarchy next to Process Bottlenecks as illustrated below:

Category
BB productivity Ovarview Page Filter

O sRegqued 0 sfrterOnce 0 = Uriue
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Sharing a Dashboard with Dashboard Users

Use case
Andrew is a member of the PMO and manages a dashboard created by Cynthia. He wants all

project managers to be able to see this dashboard. Thomas Young is a project manager who
will be granted access to the dashboard.

Setting up
— Actors - all Project Managers
— Action - View access to dashboard created by Cynthia

—  Scope — Dashboard created by Cynthia

Review the Current Access Rights

Andrew navigates to the dashboard. Andrew wants to share this dashboard with another
group He clicks Sharing in the top right corner to see who is sharing to the dashboard now.

Select and Grant Access Rights

Andrew clicks the Groups tab. Currently, the Corporate PMO group has Manager access to
this PMO dashboard.

Dashboard: Sharing  ( Dastibosrd Cyrihia's PMO Dastiboard |

Resources | OBS Unts | Full View
Below are groups with rights to this dashbaoard.
Growpbame [ Accesshight [A =]
Status [all =]
% Fiter | Showal | Clear |
Group Active Access Right

[~ Corporate PMO o Manager -I

2dd | v Remove | Save | Cancel |

To share the dashboard, do the following
1. Click Add to share the dashboard.

2. Search for the All Project Managers group and select it using the checkbox to the left. For
this example, use the filter “all pr” to find the group.

3. Click Add.

4. The All Project Managers group should have View access.
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5. Click Save. Click Cancel to return to the Dashboard.

QA Clarity™ PPM = [Avanced |

l: Sharing  ( Dashiboard Cyninia's PR Dastboard )

_wwsunimm

| Below are groups with rights to this dashboard,

Growpheme [ Access Right [l -
status [l
% Fiter | Show AR | Clewr |
Group - Active Access Right
[ Al Broject Managers + View =
[~ Corporate PMO o [Manager =]

Totnl Reslls 2

Confirmation

Thomas Young is a Project Manager. He now has access to view Cynthia’s PMO Dashboard that
Andrew shared with the members of the All Project Managers group.

Q. clarity” PPM I (e

welar & L ——

% Fler | Show A1 | Clear |

Dashboard (] Type Description Date Crested Creator

(i mmmw B3 green_CynthiaPMODash Page without Tabs 4/10/10 4:57 PM Srith, Cynthia [=]
Totel fiesuts: 1

New |« Delete

Verifying Access

Sometimes you may need to find out what resources have access to an object instance, portlet,
or page. The system administrator or anyone with Project — View Access Rights is able to see this
information. Use Full View functionality to do this.

Use Case 1

Determine who has access to the Top Secret Telepathic Scanner project.

To verify access do the following
1. Navigate to the project. Select the Properties tab.
2. Click Full View under Access to this Project.

All the resources that have access to the Top Secret Telepathic Scanner project are listed.
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Project: Prop - Main - Full View  (Projsct: Top Secred Telephstic Scannsr ) [Marage Project Taks]

Resource Filter
Piopertiet Below are all resources with rights to this abject. Click the key to see their rights and how they were obtained,
i e — Resowcen [
s N
gy T——— First Name: Status [l =]
b Staus Reports s Fiter| Show All| Cleat|
b Budget Last Name - | First Hame 0 Status
+ Financial ®We12 345
 PMO Assessment [&=] Administrator System admin Active
Estmating & Amos Cheryl cherylamos Active
Access o this Project E Andrews Jasen Jasonfndrews Active
b Full View &) angelo Michael michaelangelo Active
b Resource E Baker Jesse JesseBaker Active
b Group E Benning Adarm adamBenning Active
¥ 0BS Uni [es] Berks Paul paulBerks Active

3. Toview the Access Rights Profile for a resource, click the key icon to the left of the resource
name.

A window opens displaying the Access Rights Profile of the resource.

4. Paul Martin has been granted Project — Manager (Auto) access right because he is the
Project Manager.

Resource Filter

Properties
S aea LEEIEIEREN] Ca Clarity PPM = Access Rights Profile
b Schedde | € | httpiffocahostjnkufappPaction=projngr projAccessRightsProfiedid=5000001 ttem_id=5017320 7

b Algnment & Risk S
— e, €. Cirty” PP [

% Access Rights Profile
» Financial e 2
- Rights Granted To Paul Martin
b PMO Assessment fe=] Administ
Estimating E Berks Project Top Secret Telephatic Scanner
secess ot e B erok
b Full View Q Carmen Below are all the access rights this resource has to this project.
b Resource fes] Davis ‘ Granted ~ Granted
> G E Granger Access Right .« Ilaurbﬁm Through To
- Project - The user who enables a project for management is Resource Instance
b OBS Unt fes] Green Manager (Auto) automatically granted this right, In other words, the
E Lewis (Autornatic) user becomnes the Project Manager for the project, It
allows user to view and edit the general and
E Madden rmanagement properties of the project,
E Malone | Total Resuts: 1
Martin ,Q.P‘;;';.l
Mason
E MeCarth: Copyright @ 2000 CA_ All rights reserved, 4
fes] miller | Done
Use Case 2

Determine who has access to the PMO Dashboard page. Thomas Young is the resource in
this example.

The system administrator or anyone with access to CA Clarity PPM Studio has access to view
this information.
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To verify access do the following

1. Access the Administration Tool. Under Clarity Studio, select Portlet Pages. Navigate to the
PMO Dashboard page

2. Click Full View under Access to this Page to navigate to the page.
3. Theresources that have access to the page are displayed.
4. By filtering on the resource name and clicking Key icon, the Access Rights Profile appears.

The resource Thomas Young has access to that page as a member of the All Project
Managers group, which has been granted an Instance right — meaning it is specifically for this

page.

[ v MolEl T Adminisration Tool

Page: Full Access View  (Psge P40 Dashboard )

Resource Filter

Below are all resources with rights to this page. Click the key to see their nights and how they were obtained
Lastbiame [ Resowce® [
Frstbaee [ Status [ al ]
s Fiter| ShowAd| Clear|
abonvande | rape ] = frsthne 0 st
Partition Models: oo
Objects L1
[e=] Administrator System admin Active
Barke Paul paulBerks Active
[l Brook Pevton peytonBrook Active
[e=] carmen Ed edCarman Active
[e=s] Dawis Paul peulDavis Active
[ Granger Paula paulaGranger Active
Madden Paul paulMadden Active

Page: Full Access View [ Page: PMO Dashboard )

CA Clarity PPM :: Access Rights Profile

] Resource Filter
Froperties ] Below are all resaur IG | http:f{localhost fnikufapp?action=npt. pageAccessRightsProfile®pageld=green_PMODashboardgid=C Sﬁ?

Link Parameters o
Cotet O “ CaA. Clarity™ PPM

Fi Access Rights Profile

Page Fiters O
LaryoLt O % Filter | Show Al T

Access to this Page Rights Granted Ta Thomas Young

b Full View = Young Page PMO Dashbaard
I Resource =] Total Resutts: 1
il Access Rights I
st ez

* Group ] % Below are all the access rights this resource has to this page. o

b OBS Unit [m} Access Granted
= = Current Right .« Description Granted Through To
[ = Mo Data Page - AIIU_ws viewing of a general page in the applica_tiulj, Group: all Instance
[ = Deta Entered View for instance pages (such as Portfolio pages) this right Project

is not used, Managers
= Mot et Avalablz Total Resutts: 1
Close

Done

[ #~8l technologies
CA Clarity™ PPM 121



Introduction to Use Cases

Chapter 4: Use Case Examples

Introduction to Use Cases

We have discussed key concepts that are important to understand when considering how CA
Clarity PPM handles application and data security, and many of the available options for granting
access rights.

The use cases presented in this chapter address common use and configuration scenarios,
illustrating the importance and value of implementing security in the CA Clarity PPM
environment. These use cases build on the knowledge provided in the previous chapters,
demonstrating the flexibility of CA Clarity PPM security configuration options.

Having the ability to restrict access or globally assign access to the application elements and
objects (pages, lists, project object, portlets and so on) at varying levels (Resource, Instance, OBS
Unit, or Global) allows the enterprise to configure and secure the CA Clarity PPM application.

Important! All the names used in the use cases represent fictitious characters created for the
purpose of illustrating the functionality described in the use cases. Some of the pages, portlets,
sub-pages and attributes used in the use cases represent fictitious elements and may not be
available in your CA Clarity PPM installation.
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Use Case: Implementing Department Security

One of the most common requests is to segregate projects and resources by Department. The

following use case addresses this scenario.

Use Case

Use CA Clarity PPM to manage projects for two different departments: IT and Finance. The
Corporate PMO department oversees the project management processes for both
departments. Five different roles have been identified for both departments: Requestors,
Project Participants, Project Managers, Department Managers and PMO members. The
access requirements for these roles in this use case are as follows:

Requestors

Requestors should be able to enter new project requests (ideas); they can only view
the ideas they create. They can also view the Projects of their departments.

Project Participants

Project Participants can view all projects and resources in their departments,
including Resource Allocation information; they can enter time against project tasks
they are assigned to; they can publish and view documents for the projects they

participate on.

Project Managers

Project Managers can view all projects in their department but; they can edit
information for the projects they manage. They can view resource information and
also soft-book resources from their departments.

Department Managers

Department Managers are able to view all project information; they can edit
information for resources in their department and hard-book them. They can also

create resources.

PMO members

PMO members can view and edit any information for both the IT and Finance

Departments in this use case.
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Defining the Security Configuration

Use the information in the Use Case to identify the security requirements and plan how to
implement security in CA Clarity PPM.

The following table contains the list of requirements gathered from the use case categorized by
the ACTOR-ACTIONS-SCOPE relationship model.

Information from the Use Case

Actor Actions Data Scope

Requestors Create Ideas -
View ldeas Ideas created by them
View Projects Their department projects
Project Participants | View Projects Their department projects
View Resources Their department resources
View Resource Allocation | Their department resources
Enter Time Their Assignments
Publish Documents Projects they are assigned
to
Project Managers Create Projects --
View Projects Their department projects
Edit Projects Projects managed by them
View Resources Their department resources
Soft-book resources Their department resources
PMO Create Projects --
View Projects All department projects
Edit Projects All department projects
Department Create Resources --
Managers
Edit Resource Their department resources
information
Hard-book resources Their department resources
View Projects Their department projects
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The security requirements in the following table, Security Elements in CA Clarity PPM represent

the information derived from the use case expressed in the terminology used in CA Clarity PPM:

Security Elements in CA Clarity PPM

CA Clarity PPM Actor CA Clarity PPM Access Right CA Clarity PPM Scope

Group: All Department |Resource - Create Global

Managers

Group: All Department | Resource - Navigate Global

Managers

Group: All Participants | Resource - Navigate Global

Group: All Participants | Timesheets - Navigate |Global

Group: All Project Project - Create Global

Managers

Group: All Project Project - Create from Global

Managers Template

Group: All Requestors Idea - Create Global

Group: Corporate PMO | Project - Create Global

Group: Corporate PMO | Project - Create from Global
Template

Group: Corporate PMO | Project - Edit OBS Unit: Finance
Management

Group: Corporate PMO | Project - Edit OBS Unit: IT
Management

Group: Corporate PMO | Project - View OBS Unit: Finance

Group: Corporate PMO | Project - View OBS Unit: IT

Group: Dept Manager Project - View OBS Unit: Finance

Finance

Group: Dept Manager Resource - Edit OBS Unit: Finance

Finance

Group: Dept Manager Resource - Hard Book | OBS Unit: Finance

Finance

Group: Dept Manager Project - View OBS Unit: IT

IT

Group: Dept Manager Resource - Edit OBS Unit: IT

IT

Group: Dept Manager Resource - Hard Book |OBS Unit: IT

IT

Group: Participants Project - View OBS Unit: Finance

Finance

technologies

CA Clarity™ PPM 125



Use Case: Implementing Department Security

Security Elements in CA Clarity PPM

CA Clarity PPM Actor

Group: Participants
Finance

H CA Clarity PPM Access Right CA Clarity PPM Scope

Resource - View

OBS Unit: Finance

Group: Participants Resource - View Book |OBS Unit: Finance
Finance

Group: Participants IT |Project - View OBS Unit: IT
Group: Participants IT | Resource - View OBS Unit: IT
Group: Participants IT | Resource - View Book |OBS Unit: IT
Group: Project Manager | Project - View OBS Unit: Finance
Finance

Group: Project Manager | Resource - View OBS Unit: Finance
Finance

Group: Project Manager Resource - Soft Book OBS Unit: Finance
Finance

Group: Project Manager | Project - View OBS Unit: IT

IT

Group: Project Manager | Resource - View OBS Unit: IT

IT

Group: Project Manager Resource - Soft Book OBS Unit: IT

IT

Group: Requestor Project - View OBS Unit: Finance
Finance

Group: Requestor IT Project - View OBS Unit: IT

Resource: All Resources

Idea - Initiator (Auto)

Instance auto-assigned
access right

Resource: All Resources

Project - Edit

Instance auto-assigned
access right

Resource: All Resources

Project - Participant
(Auto)

Instance auto-assigned
access right

Resource: All Resources

Resource - Enter Time

Instance auto-assigned
access right
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Implementing Security Requirements

To implement the security requirements do the following:

1. Create the OBS Units that categorize Projects and Resources
2. Create the Groups that are to be granted Access Rights

3. Grant groups with the appropriate Global rights

4. Grant groups with the appropriate OBS Unit rights

5. Create the resources (users)

6. Assign the resources to the correct group

The following graphics illustrate the results after the steps are completed:

Create the OBS Units

OBS Units [ 0BS Depariments )

|

Unit Level
[ Departments
r O Finance Department
r olr [ Department
r o PMO [E) Department
Mew | Quick Create | v Move | v Delete [Back to OBS List)
Create the Groups
Groups
I EEEEE——
o [ Descripton [
GowD [green Status [active =]
3 Flet] ShowAl| Cleat|
Mew | v Activate | « Deactivale | + Delste
Group ~ in Description Status.
[ All Department Managers = BB green_alDepartmentianagers Active
[~ Al Project Managers BB green_AllProjectManagers Active
I &l Requestors BR green_allRequestors Active
[ Corporate PMO BB green_CorporatePMo Active
[ Dept Manager - Finance BB green_DeptManagerfinance Active
[ Dept Manager - IT nl_! green_DeptManagerIT Active
[~ Participants - Finance ||_! green_ParticipantsFinance Active
™ Participants - IT Dl_! green_ParticipantsIT Active
I~ Froject Manager - Finance “_! green_ProjectManagerfinance Active
[ Project Manager - IT BO green_ProjectManageriT Active
[~ Requestor - Finance BB green_RequestorFinance Active
I~ Requestor - IT BB green_RequestorlT Active

Total Results: 12
Mew | v Activate | « tivate | » Delste|
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Grant Global Access Rights

The appropriate access rights for each group are illustrated in the graphics following each group
title. The assignments are based on the requirements defined in the use case.

All Department Managers

Group: Global Access Rights

{ Grougr: All Depariment Managers |

A ——
Global Access Filter
Propertes o .
i:l Below are this graup's global rights.

Resources

o o ¥ Fibor | Show All| Clowe |

» ces e o i Access Right+ | Doscription
[~ Resource - Create Allows wser to create a new resource or rale spcuﬁ'mu general properties only. ‘I'th right

allows user to create both labor and This right is
= = Current Regource - Navigate baing granted.
O = Avedabie [~ Resource - Navigate Allaws user access to the Resource Iist. Resource Finder, and Requisitions pages. The user
= ot et Avalabis will only be able to view for to which the user has access.

All Participants

Totsl Resulls: 2
Add| ~ Remaove| Extl

Group: Global Access Rights

( Group: All Participants )

——
B = o Global »\l:c: Right Filter .
Below are this group's global rights.
Resources o
Access Right | Description

Group's Access Rights

. 5 o ¥ Fiter | Show All| Clear

b 0BS Unt &) [ Access Right« | Description

¥ Global > [~ Resource - Navigate Allows user access to the Resource list, Resource Finder, and Requisitions pages. The user

will only be able to view resource information for resources to which the user has access.

< = Current [T Timesheets - Navigate Allows user to access the timesheets list page. The user will only be able to see imesheets
O = Available the user has edit or approve timesheets rights over.

= ot Vet Available Total Results: 2

Add| v Remove | Exit

All Project Managers

Group: Glohal Access Rights

( Group: All Project Managers )

Global Access Right Filter

Properties [m]
Below are this group’s global rights.
Resources o
Access Right Description

Group's Access Rights
b metance. O ¥ _Filter | Show Al | Clear

b OBS Unit [m] Access Right « | Description

+ Global > [~ Project - Create Allows user to create a new project or program specifying general project properties. & user

granted this right will automatically become the collaboration manager for the project and will

= = Current be able to create action items, discussion. Includes Project - Create from Template right.
0O = Available [~ Project - Create from Template Allows user to create a new project or program using only templates. & user granted this

= Not Vet Avaliable right will automatically become the collabaration manager for the project and will be able to

All Requestors

create action items, discussion,

Group: Global Access Rights  ( Group Al Requestors )
 —— Globai Access Right Filter:
W 0 Below are this up‘s global rights.
Group's Access Rights

3 o ¥ Fiker| Show All| Cleas |

» OBS Unit o Access Right - | Description
m [ ldeas - Create Allows user to create Ideas. Includes the Ideas - Navigate right.
=L Total Results: 1
O = Available ﬂJM,_E]

kAol Vol R dalalie
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Corporate PMO

Group: Global Access Rights  { Group: Corporate PO )

Global Access Right Filter
Properties 5] o
[m]

Below are this group's global rights.

Resources Right l— o e I—
Group's Access Rights
v nstace O 5 Fiter | Show Al | Clear

b OBS Ut =] Avcess Right- | Description

[~ Project - Create &llows user to create a new project or program specifying general project properties. & user

granted this right will automatically become the collaboration manager for the project and will

= = Current be able to create action items, discussion, Includes Project - Create from Template right.
0O = Availsbie [~ Project - Create from Template &llows user to create a new project or program using only templates. A user granted this
Mot Yet Available right will automatically become the collaboration manager for the project and will be able to

create action items, discussion.
Totsl Results: 2

Grant OBS Unit Access Rights

Corporate PMO

Group: 0BS Unit Access Rights  ( Group: Corporate PO )

re——
B " o ‘0BS Unit Access Rights Filter
O

Belove are this group’s rights to object instances in specific OBS units,
Resources
Access Right OBS Unit [
Group's Access Rights
> Instance o % Filter| Show Al | Clear |

& Access Right 0BS Uit~ 0BS Assaciation Made
¥ Giobal o [~ Project - Edit Corporate Department OBS:Finance [[Unit and descendants =
= = Current [~ Project - View Corporate Department OBS:Finance |Unit and descendants -
O = available ; i = ]
Project - Edit Corpaorate Department OBS:IT -
T e [~ Proj rp P | unit and descendants =
[~ Project - View Corporate Department OBS:IT [Unit and descendants =

Total Results: 4

Add| » Remove | Save and Continue | S ave and Euit| Cancel |

Dept Manager — Finance

Group: 0BS Unit Access Rights  ( Groug: Dept Manager - Finance )

= o OBS Unit Access Rights Filter

Below are this group's rights to object instances in specific OBS units.

Resources o " Right I— OBS Unit I
Group's Access Rights Ll
» hstance [u] % Fiker | Show All| Clear
» OBS Unit & Access Right 0BS Unit~ | 0BS Association Mode
» Global [u] [T Project - View Corporate Department OBS:Finance |Unit and descendants =
= = Current [~ Resource - Edit Corporate Department OBS:Finance |Unil and descendants -
O = avaiable -
Resource - Hard Book Caorporste Department OBS:Finance
et r P P | Urit and descendants =
Tolal Results: 3
Add| «~ Remove | Save and Continue | Save and Exit | Cancel
Dept Manager —IT
Group: OBS Unit Access Rights  ( Group: Dept Manager - 1T )
— e
= 0BS Unit Access Rights
Siﬂ Below are this group's rights to object instances in specific OBS units.
Resources o
Access Right OBS Unit I Yu |
Group's Access Rights
b Instance o ¥_Fier | Show Al| Clear |
Access Right OBS Unit~ | 0BS Association Mode
+ Global O [~ Project - View Corporate Department OBS:1T [ Unit and descendants =
& = Current [~ Resource - Edit Corporate Department OBS:IT I Unit and descendants I}
0O = available
Resource - Hard Book Corporate Department OBS:IT i
= Nol Yet Avaiabk r [ Unit and descendants =
Total Resutts: 3
Add| « Remove | Save and Continue | Save and Exit | Cancel
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Participants — Finance

Group: OBS Unit Access Rights  ( Groug: Participarts - Finance )

] - =
0BS Unit Access Rights Filter
Properties [m] - "
Below are this group's rights to object instances in specific OBS units.
Resources o

Group's Access Rights | [ oasunt [ )

» instance u] 5 Fitet | Show All| Clear|

pr——" ovs Ut T ovs Assciion Mode

b Global [a] [ Project - View Corporate Department OBS:Finance [Unit and descendants =
= = Current [ Resource - Wiew Corporate Department OBS:Finance [ Unit and descendants -
O = available N

fesource - View Book Corporate Department OBS:Finance P =
TR r [ Unit and descendants =
Totsl Resuts: 3
Add| -+ Remove | Save and Continue | Save and Exit| Cancel

Participants —IT

Group: 0BS Unit Access Rights  ( Groun Participants - IT)

(R
s o 0BS Unit Access Rights Filter

Below are this group's rights to object instances in specific OBS units.
Access Right 0B8S Unit |
Group's Access Rights Lt}
b nstancs ] ¥ Filter| Show All| Clear|

& Access Right 0BS Unit. | 0BS Association Mode
b Global O [ Project - View Corporate Department OBS: 1T [Unit and descendants =l
= = Current [~ Resource - View Corporate Department OBS:!IT [Unit and descendants =l
O = avadable i =
Resource - View Book Corporate Department OBSIT
o ot Yol A r P P | Unit and descendants =1
Total Results: 3
Add| « Remave| Save and Continue | Save andExd| Cancel |
Project Manager — Finance
Group: OBS Unit Access Rights  ( Groug: Project Manager - Finance )
P = OBS Unit Access Rights T
37:‘ Below are this group's rights to object instances in specific OBS units.
Resources [m]
Access Right 0BS Unit L]
Group's Access Rights
S s o 3 Filler| Show Al | Clear
r Access Right 'OBS Unit \ OBS Association Mode
b Global [m] [T Project - View Corporate Department OBS Finance |Un'|t and descendants =l
= = Currert [T Resource - View Corporate Department OBS Finance |Unit and descendants =
O = Available
Resource - Soft Book Corporate Department OBS Finance i
= Mol et Avsilsbie 0 |Resou i i i [Unit and descendants |

Total Resuts: 3

_Add| » Remove | Save and Continue | Save and Exit| Cancel |

Project Manager — IT

Group: OBS Unit Access Rights _( Groun Project Manager - IT)
c— -

Below are this group's rights to object instances in specific OBS units.

Resources [u]
Access Right | oBsunt [ Mo

Group's Access Rights

> instance o v Filer| Show All| Clear
Access Right 0BS Unit+ | 0BS Association Mode

b Global [m] [ Project - View Corporate Departrient OBS:IT |Unit and descendants ;I
= Current [~ Resource - View Corporats Departrient OBS:IT [Unit and descendants =l
O = Available

Resource - Soft Book Corporate Department OBS:IT i
= Not Yet Available r P P [ Unit and descendants =l
Totsl Results: 3

Add| + Remove | Save and Continue | Save and Exit| Cancel |
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Requestor — Finance

Group: OBS Unit Access Rights  ( Grous: Requestor - Finance )

Below are this group's rights to object instances in specific OBS units.

Resources u] - Right l— 0BS Unit Ml
Group's Access Rights I

Sre o v Fiker| Show Al Cleat |
Access Right 0BS Unit.- | 0BS Association Mode

b Global (] [~ Project - View Corporate Department OBS:Finance | Unit and descendants B
= = Currert Total Resutts: 1
0 = Available Add| v Remove | Save and Continue | Save and Exit | Cancel

= Not Vet Available

Requestor —IT

Group: OBS Unit Access Rights  ( Groug: Requestor -1T)

— & =
. OBS Unit Access Rights Filter
Properties 0 : - r—y - - p
Below are this group's rights to object instances in specific OBS units.
Resources a Right l— 0BS Unit
Group's Access Rights Ll
¥ instance m] 3 Fles| Show Al Clea|
Access Right 0BS Unit 0BS Association Mode
P Global (m] I~ Project - Wiew Corporate Department OBS:IT | Unit and descendants -
& = Curent Total Resuts: 1
0 = avasiabie Add| « Remove | Save and Confinue | Save and Exit| Cancel

Create Resources

The following fictitious resources have been defined for this use case and are available to select
in the Resources pool as illustrated:

a. Joe Manager — member of the Department Manager group

b. Joe Participant — an individual resource, member of a project team
c. Joe Pmo—amember of the Corporate PMO group

d. Joe ProjectManager —a member of the Project Manager Group

e. Joe Requestor —an individual resource

Resources
Last Name | Comparry
Frst Name | Tyee [AlL =]

User Name | Stalus | Active =

Resouwrce D [green CrestedDate [ [mto|

] Last Hame - | First Hame User Hame n Company Type
r Manager  Joe im - green_joeManager ] a Internal
[~ Participant Joe P green_joeParticipant Internal
I~ Pmo Joe ipmo green_joePmo Internal
[~ ProjectManager Joe ipm green_joeProjectManager Internal
[~ Requestor Joe ir green_joeRequestor Internal

m_technulogies
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Assigning Groups to Users

Each of the users has been assigned the correct groups, as indicated in the following graphics:

Joe Manager is the manager for the IT Department

Resource: Groups  ( Resource: Joe Manager )

Froperties m] Group | Lescrindion
OBS and Paritions ] [~ All Department Managers
[~ Dept Manager - IT
Resource's Access Rights Total Resuts: 2
b Instance [m] Add| + Remove | Continue | Exit|
» 0BS Unit m]
b Global a

Joe Participant is a project participant from the IT department

Resource: Groups  (Resource: Jos Padicipant )

Properies (u] Group~ Description
OBS snd Paritions s Al Particinants o
Groups d [~ Participants - IT
Resowrce's Access Rights Totsl Results: 2
¥ Instance o Add| v Remove | Conlinue EI
¥ OBS Unit o
» Global o

Joe Pmo is a member of the Corporate PMO department

Resource: Groups  ( Resource Jos Prro )

Properties =] Group Description Sy
0BS and Parttions 5] [~ Corporate PMO fetive
Total Results: 1
Resource's Access Rights Add| v Removs | Continus | Exit|

P Instance =]

» OBSUnt u]

¥ Global m]

Joe ProjectManager is a project manager from the IT department

R e: Groups (R - Joe Projecthanager )
(R
Properies ] Group .~ Description
OBS and Partitions (m} [~ All Project Managers
Resource’s Access Rights Total Results: 2
b instance o Add|  Remove | Conlinue | Ext
b OBS Unit [m]
b Global [m]

Joe Requestor is a requestor from the IT department

Resource: Groups  (Resource: Joe Requestor )

-1 e _________________________________________________________________________________ ]
Froperties O Group~ Description
OBS and Partitions O I~ All Requestors
I~ Requestor - IT
Resource's Access Rights Totsl Results: 2
b Instance O Add| » Remave | Conlinue | Exit |
b OB Linit =]
b Global O

Arrmes bothis Resnrcs

[ 78l technologies
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Confirmation

The following section illustrates the access that each resource has been granted based on
the requirements defined in the use case and the implementation of security for those
requirements. Each resource will have access to the Overview General page in Clarity PPM.
The Clarity PPM navigation panel will display the links to the other areas such as Ideas,
Projects or Resources that the individual resources have been granted access to.

1. Joe Requestor has access to Ideas and Projects
— He can create Ideas but can only view the Ideas he creates.

CA Clarity” PPMJ | sewcn [IEU]

Subject. D Status. Idea Priority Approved By Estimated Cost Estimated Benefit Active

[~ Joe's firstidea 101053 Unapproved High 4 2
Total Resutts: 1

Mew | Mark for Deleon |

Currency = USD

— He can view all projects from his department but only has read-only access to the
Projects information.

[Advanced |

CA_Clarity” PPM

Manager [ i

Project ID. Active |Yes =
i N L — "\ {
OBS Unt Fiter Made [Unit only - Power Fiter [Buik! Power Fiter]

_s Fer | Srowas | Sve Fter | clew |

Project ~ | n Risk Status Indicator
e 2w
Application Change Temnplate = EIE8 @ Processr004 & &
Application COTS Template = E 08 E B Process1003 & -3
Automated Security Enhancements B EIRE S rraos L3 £-3
Change Mgt for Internal Portal EE R E S rrioza @ o

CA_Clarity” PPM

[--Actions--] =

|Add to My Projects]
Properties
+ Generat E ——
» Schedus DProject Name Client Services Datamart DStatus Agproved
* Algnment & Risk BB Project 0 PRI00S Approved By
rShos REtE Profect Type: Major Foject Appoved Date
+ Buget
Project Calegory New i
- cject Calegary Mew Development Stage Mtanning
Estnating
Business Asgnment (> Schedue €

| #~8l technologies
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2. Joe ProjectManager has access to Projects
— He can create projects and see projects from his department.

Q Cariy*ppm T

Tl I —|
¢ e | Srow AN || Sove Pt | e |

Profacta ! i n Loabn L
a1 2w
Application Change Template = u ] % Process1004 @ k-3
Application COTS Template = EE8 E S rrocessi003 & E-3

— He has full access to projects for which he is the manager. He can soft-book
resources from the IT Department on his project.

[Add o My Projects][Copy from Tempiate]

+ General General

¥ Schedule [EIProject Name: Eoe'sﬁrst project Risk ()

v [Tnfrastructare Improvement =]

: Risk DOProject D PRIDSS Goal [Infrastructure Improvement =

B Description = Asgpenent [
¥ Financial @
+ Status Report List Stetus Unapproved
Estimoling = prase [initiation L]
Menager [projectitanager, Joe Mo Actve [7 (To deactvats project, frst cisable Financisl)
DPage Layout [Project Status Dashboard =]

Program [~ (Projec must it have tasks, staft members or
be financialy ensbled 1o be converied o a
program )

CA._ Clarity” PPM Search | d)

Project: Team: Staff Project Joe's frst project )

| e

Resource~ ProjectRole  Time  Status Status Start Finish “ Allacation Allocation  Actusls  ETC
B 0 amos, Cheryl {8, Developer o Soft New w2900 329710 100.0% 5.00 0.00 .00
r p Berry, Jason ‘Devefﬂper o Soft New 3/29/10 329/10 100.0% 8.00 0.00 8.00
Total Resuts: 2

Add | Addupdate by OBS  Remove | More>>

Work Effort = Hours
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— He has read-only access to projects for which he is not the manager.

A 1o My Projects]

b Schedule BIFroject Name  Change Mat for Internal Portal Distatus Approved
b Algnment & Risk B OFroject © PR1024 Approved By
DR Prject Type Appication Change Appraved Date
: . < Project Category Enhancemert Stage ATinilation
canag
Business Algnment < Schedue
Risk <y Ettort €y
Objective Requests for Change from Service Desk for Busness Need
enhancements/suppor iS3USS Concerming the Corparate
Irternad Portsl,
k Project Manager McCarthy, John Project Office. Ciney, Pam
Business Cwner Roberts, Beth Finance and Governance Granger, Pauia

3. Joe Participant has access to Timesheets, Projects and Resources.

— Joe Participant can view Projects for his department but he has read-only access to
the project information.

eReoenedEm

[Add to My Projects]

EPropct Mame Clert Services Datamar Dstatus Angroved
DOProject D PRIS Approved By

Project Type. Major Project Approved Date
Project Category New Deveiopment Stage AT tanring
Business algrment (B> Schedue €
Rk ot @
Otjective A datarmant developed for aogragation of business dats. Business Need The Chent Sarvices business group heeds this
BR inthe Clent Services LOB. Statistical information on inina i
leneing il be. marner, Expected benefts are in the are 01 consumer
captured for anslytical reporing trending, s prediclive capabiities thet slowr the

busness to pian for future growth

Project Manager Martin, Paul Project Otfice Oiney, Pam

Puitinaes Fravtr Fhinn Randy Financa and Arsrranes Giransss. Bu da

— Joe Participant can publish documents for projects where he is a participant.

CA_Clarity” PPM
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— He can view resources for his department and has read-only access to resource
information.

LA N NN NN

CA_ Clarity” PPM

Resource List

Resource Filter

Resource:Ross Name:

Resourcefolem [ Employment [al =]
ossu [ MO active [es =]
OBS Unit Fiter Mode | Unit only i [Power Fiter [Build Power Fitter]
IsRole A =

% Fiter | Show Al | SaveFiter | Clear |

| D Email Resource Type Employment
“We1 2129 k
Administrator, System &, admin usemname@mailserver.com Labor Employee
amos, Cheryl &, cherylamos cherylamos@mailserver.com Labor Employee
Barke Baul [ andBio e silcaruar cam | ahr Ernnlnan

CA. Clarity” PPM

BResource I cherylimos
I Emad Address cherylAmosgimailserver com

Resource Finder Primary Role Developer Resource Manager Miler, Rosie
Resource Requisitions

Category IT Booking Manager Miller, Rosie
Date of Hire 1412001 B Employment Type Employes
Date of Termination Exernal [T
0 Availabity 800 Adive [F
Input Type Code Regular Open for Time Enry |7
Track Mode: Clasity Include in Datamart |7

4. Joe Manager is the manager for the IT department. He has access to Projects and Resources.

— Joe Manager can view projects in his department and has read-only access to the
projects.

CA_Clarity” PPM

Proctbeme [

Project D Active [Yes =
OBS Ut M [ Company Nsms AT
OB Unit Fiter Mode. [Linit only = Power Fiter [Buid Power Fiter]

¢ Fter | stowar | SaveFier | ciar |

Project ~ | n Risk Status Indicator
AL12W
Application Change Template B EI6R B S rrocessi004 & £-3
Application COTS Template = E 08 B D Process1003 & <
Automated Security Enhancerments. EERE @ rrio1s L3 L3
Change Mat for Internal Portal = E 08 E S rrioza L3 -3
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— Joe Manager can create resources and view resources from his department.

Project: Properties: Main - General  ( Froject. Chent Services Datarmart )

LETEL TN Team | Tasks | Processes | Dashboard
Main

Ry -, = L - =

[kt to My Projects]
EIProject Name Clent Services Datamart DStatus Approved
B8Froject D PRIDOS Approved By
Project Type Major Project Approved Date
Project Category New Development Stage ATPlanning
Business Algnment Schede €
Risk € Etfort €
Qbjective A datemart developed for aggragation of busi The Client Services business group needs this
inthe Client Services LOB. Statistical information on information delvered i in a simpler, more performant
lencing trends and ofier finoncial metrics wil be manner  Expected benefts are in the are of consumer
captured for anaiytical reporting trending, and predictive capabilies that allow the
business 1o plan for fulure growth.
Project Manager Martin, Paul Project Office Olney, Parn

Type |Labor -

Resowce®ole® [ Employment [a <]
oesunt [ g4l Active [Yes ~
OBS Und Fiter Mode [Unitonly =] Power Fiter [Buid Porwer Fiter]
ks Role [All =

Resource Finder
Resource Requisifions | ¥ Fiter | Show Al | SaveFiter | Ciear |

il

ResourceMole -~ | n Email Resource Type Employment
WE1 3w
Administrator, System ‘ admin username@mailserver.com Labor Employee
Arnos, Cheryl &, cherylamos cherylamos@mailserver.com Labor Employee
Berks, Paul B, paulBerks paulBerks@mailserver.com Labor Employee

— He can also view Allocation information for his resources and hard book resources.

Resource/Role Allocations  ( Resource Labor Cheryt Amos |

ime
Resot  [El [ crM Contact Center Development Granger, Paula o Developer Soft 10/6/09 2/19/10 376.00  100.00%
mm“, & [ O 0e's first project ProjectManager, Joe o Developer Soft 3/29/10 3/29/10 8.00  100.00%
Resource Requisitions B £ pc1 Controls Remediation Reed, Henry & o Developer Soft 24410 5/26/10 £40.00  100.00%
- El O vacation Time Administrator, System o o Developer Soft 1/1/10 12/31/10 0.00 0.00%

Total Results: &
Add |~ Remove + Shift Alocation

+ Accept Hard Alocation

CA._ Clarity” PPM

Resource/Role Allocations  ( Resource-Labor. Cheryl Amas )

Froperties | Stits [IEYEERTRN Calendar
Summary
Booking
Inestment ..  Investment Manager | Appr Time Investment Role  Status | Allocation Start  Allocation Finish Allocation % Allacation
r [ PO crm Contact Center Development Granger, Pauls o o Developer Seft 10/6/09 2/19/10 376.00  100.00%
Resource Finder B 0 oe's first project Projectianager, Joe « Developer Hard 3/29/10 3/29/10 500 100.00%
Resource Requisitions .
r E p PCI Controls Remediation Reed, Henry o o Developer Soft 2/af10 5/26/10 640.00 100.00%
B O vacation Time Administrator, System o 7 Developer Soft 11/10 12/31/10 0.00 0.00%

Total Resuts: 4
Adt| vRemove | v stinamcation | v AcceptHerd Mlocaon | v CommhPlamned Alocaton |
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5. Joe Pmo is a member of the Corporate PMO group. He has access to Projects.

— Joe Pmo can see all projects from IT and Finance. He has Edit rights for the projects;
even though he may not be the project manager assigned the project.

CA Clarity" PPm

Project Filter [--Actions -]

Manager Mo

Project D Active [Yos =
0B unit [ [ Company Name &I
OBS Unit Fiter Mode | Unit only 'I Power Fiter [Build Power Filter]

¥ Fier | Show AN | Save Fier | Clear

New | New from Template

Project = | n Risk Status Indicator

we1 23

Application Change Template = E 68 B 2 rrocessi004 & <
Application COTS Template B E (R E S Processions & k-3
Automated Security Enhancements BERE S rr0e L3 L3
Call Center Upgrade E u m % P2-1005 Q Q
Change Mgt for Internal Partal RE R E S rri0e @ E-3
Change Mgt for Online Order Entry EBERBE e @ <
Client Services Datamart EE R B S rraoos o P
Client Services Datamart EEEE S 0 <& &
Compliance Audit - Security EERE S rrms E-3 @

CA._ Clarity” PPM

[—Actions—] =

(5wve | st [ coc | it et copy o g
Y coner

Projects

P Schechde [BProject Name [Client Services Datamart Status Approved
» Aignment 3 Risk E0Froject D PR100S Appeoved By |[--Select--] v]
DL Project Type [Major Project | Appeovedbate [ [@
* Budget
BT Project Category | New Development -1 Stage [Planning g
Ceining
Business Algnmert <f Scheduis p
Objective 4 datamart developed for aggragation of =] Business Need [The Client Services business group = |
business data in the Client Services Ineeds this information delivered in in a
LOB. Statistical information on lending simpler, more performant manner.
3 ends and other financisl metrics will be Expectsd benefits are in the are of
captured for analytical reporting lcansumer trending, and predictive
capabilities that allow the business to
= [plan for futurs growth. =l
Project Manager | Martin, Paul = Project Office | Olney, Pam -I
Business Gwner [Quinn, Randy - Finance and Govemance [Granger. Paula =1
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Alternative Solutions to Implement Security Requirements

Alternate solutions can be applied to the use case to secure the CA Clarity PPM elements. Some
of the options, advantages and disadvantages are described in the following section.

Use Global Rights for the Corporate PMO. Instead of granting Project — View to OBS Units IT
and Finance, grant them the Project — View — All Global Right.

— Advantage of using Global access rights:

= |f new departments start using CA Clarity PPM and the Corporate PMO is
not monitoring their projects, the new projects are automatically included
in the Global rule.

— Advantages of using OBS Unit access rights:

= |f new departments start using CA Clarity PPM and the Corporate PMO is
not monitoring their projects, using the OBS Unit approach helps ensure
that they do not get unwanted access to these projects of new
department.

= Using the OBS Unit approach requires new OBS units to be set up when
new departments start using CA Clarity PPM.

Use OBS Units as Actors instead of Groups.

— Advantage: Centralize all security-related options in a single structure. An OBS may
be easier to maintain depending on the number of departments involved.

— Disadvantage: An OBS structure is more complex and more difficult to maintain in
situations requiring radical changes.

0BS Units ([ 085 Security Group )

Properties

r
r
r

New| Quick Create | ~ Move| « Delets |

Unit Level
) Security Group

@ Finance ] Department
@17 [ Department
@ PMO ] Department

[Back 1o OBS List]

0BS Units (085 Securty Group )

Properties m

Top

r
=
-
-

Unit Level
alr [E] Department
[0 Department Managers E Role
[0 Project Managers @ Role
[0 Project Participants Role

New | Quick Create| v Move | « Delete

m technologies

[Back to OBS List]
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How to Implement Attribute Security Using Subpades

Itis a common request to segregate groups of attributes by role. Each resource should only have
access to the attributes that are open to their role.

Use Case
Implement Demand Management using the Idea object. The idea object is being categorized
using an OBS named Organizational. The top-level of that OBS structure refers to All Lines of
Business and is named All LOBs. In this example, all requestors have access to the Idea forms

to enter basic and extended information about the demand. Basic information must be
available in the Create and Edit layouts, in the General properties.

Extended information is comprised of additional subpages that display based on the type of
demand the requestor is creating. The Type attribute defines the type of demand in this
implementation example:

m  Major Project
m  Application Change
m Infrastructure Deployment

m  Other

Advanced information such as Schedule and Budget should not be available to all requestors, but
only to the Business Relationship Manager (BRM) evaluating the demands. The BRMs are
members of the BRM Group.

The BRMs also must be allowed to enter opinions regarding the ideas in new attributes created
for that purpose:

BRM Assessment

Refers to a free-text attribute.

BRM Recommendation

Uses to record the recommendation of BRM. Options are go, hold, or kill.

G technologies
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Defining the Security Configuration for Attribute Security

Review the use case to identify the security requirements and plan how to implement them in CA

Clarity PPM. The following table provides a list of requirements gathered from the use case.

Information from the Use Case

Actors Actions Scope

Requestor Edit Idea Attributes in the General subpage
Properties
Edit Idea Attributes in the Major Project subpage
Properties
Edit Idea Attributes in the Application Change subpage
Properties
Edit Idea Attributes in the Infrastructure subpage
Properties
Edit Idea Attributes in the Other subpage
Properties

BRM Edit Idea Attributes in the General subpage
Properties
Edit Idea Attributes in the Major Project subpage
Properties
Edit Idea Attributes in the Application Change subpage
Properties
Edit Idea Attributes in the Infrastructure subpage
Properties
Edit Idea Attributes in the Other subpage
Properties
Edit Idea Attributes in the Schedule subpage
Properties
Edit Idea Attributes in the Budget subpage
Properties
Edit Idea BRM Assessment attribute
Properties
Edit Idea BRM Recommendation attribute
Properties

[ 1l technologies
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Note: CA Clarity PPM uses Subpages to implement attribute-level security. You create a subpage
to segregate the two new BRM attributes. The following information identifies how the subpages
are organized in the CA Clarity PPM:

Organizing the Subpages

Subpage New Secure Display Condition Attributes

General No No No Existing Attributes
Schedule No Yes No Existing Attributes
Budget No Yes No Existing Attributes
Major Project |No No Type =Major Existing Attributes
Project
Application No No Type =Application | Existing Attributes
Change Change
Infrastructure No No Type Existing Attributes
=Infrastructure
Deployment
BRM Yes Yes No BRM Assessment
Assessment BRM
Recommendation

Using the Organizing the Subpages table you can now identify the security requirements which
are represented in the following table:

Security Elements in CA Clarity PPM

CA Clarity PPM Actor | CA Clarity PPM Access Right CA Clarity PPM Scope

Group: All Idea — Initiator (Auto) The ideas of requestor
Requestors
Group: BRM Idea — Edit OBS: All LOBs
Idea — Subpage Schedule OBS: All LOBs
Idea — Subpage Budget OBS: All LOBs
Idea — Subpage BRM OBS: All LOBs
Assessment

[ 78l technologies
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How to Implement Security Requirements for Attribute Security

Use the information gathered to implement the security requirements:
1. Create Subpages. Mark as Secure when necessary.

2. Edit existing Subpages. Mark as Secure when necessary.

3. Create the Groups that are to be granted Access Rights.

4. Grant groups with the appropriate rights.

5. Secure the List.

6. Create the Resources.

7. Assign the Resources to the correct groups.

m technologies
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Use Case for Implementing Attribute Security

To implement Attribute Security do the following:
1. Create the Subpages

In this example, out of eight subpages, 7 subpages exist. A subpage is created to segregate
the new BRM Attributes to verify that they are secured.

The new BRM Attributes subpage must be marked as Secure as illustrated below. The
subpage properties and layout are shown in the following graphics:

Subpage Properties  ( Object: kdea| Parfiion: System | View:. dea Properties | Mode: Edt )
[Subek | Carcel

Sections [Assessment (4]
]

Current Location /Edt ldea/BRM Assessment

B Subpage Name [BRM Assessment P_’

D idea BRMAssessment

Linkabe [v

Display Conditions D

To make this subpage visible under certain conditions, create a display condition. Otherwise, it will always be visible,

Display If ...
[Define display conditions]
Property La_ynut { Object: Idea | Partition: System | View: ldea Propedies | Mode: Edit )
Top « BRM Assessment
Section > Field Level Column Value Required
I [ Assessment [ section
[l [ BRM Assessment Field Left &
[l [0 BRM Recommendation Field Left &

v Move| v Delete | Back |

2. Edit the Subpages

Two of the existing subpages, Schedule and Budget need to be secured. Edit the subpage
properties to mark them as Secure.

w Ot aled | P s | e Gd Nt | s Tl

naghay | s
T A8 Tk B RRE vl WA (PR Cosdban | PRI 8 Badlay (OAERER CMarweid, 8 mdl Wemaed 8 e S
Dy ¥

[Dwfee Suaginy condtons |

I
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3. Create the Groups

The groups for this use case All Requestors and BRM have been created as shown in the
following graphic:

Groups
oo [ Descripton —

Grop 0 [green st [Active =]
w Fiter| Show il | Clear
Group -~ L Deseription Status
T All Reguestors BR green_aliRequestors Active
™ BRM BB green_BRAM Active
Totsl Resly 2

Mew | v Acivale |« Deactivate| « Delete
4. Grant access rights

Use OBS security for the Ideas in this example. Use the Organizational OBS and grant access
to the unit All LOBs and its descendants.

—  For the BRM group OBS Unit access rights: Idea — Edit access right to allow the BRM
group to edit ideas, Idea — Subpage <subpage> access rights for the appropriate
subpages.

Group: OBS Unit Access Rights  ( Group BRM)

—
Properties [m] -
Below are this group's rights to object instances in specific OBS units.
Resources [m] e Right 085 Uit
cess
Group's Access Rights ]
» Instance 5] s Fiter| Show Al Clear|
® Access Right OBS Unit.+. | 0BS Association Mode
» Global o [~ Idea - Edit Organizational:All LOBs |Unit and descendants ;l
= = Current [~ Idea - Subpage Schedule (ID: Organizational:All LOBs [Unit and descendants =
[0 = Avsilsble basicSchedule ideaCreate) - Edit
= Mot ‘et Available [~ Idea - Subpage Budget (ID: simpleBudget.ideaCreate) Organizational:All LOBs |Unit "and descendants 3
- Edit
[~ I1dea - Subpage BRM Assessment (ID: Organizational:all LOBs IUmt and descendants ;l

idea.BRMAssessment) - Edit
Total Resuts: 4

Add| v Remove | Save and Confirue | Save and Exit| Cancel

—  For the BRM Global access right: Ideas — Navigate to allow the group to navigate the
Idea pages.

Group: Global Access Rights _( Group BRM)

(I Global Access Right Filter
Properties a
Below are this group’s global rights.
Resources o
Access Right | DDescription
Group's Access Rights |
» Instance o = Fiter| Show All| Clear | i
» 0BS Unt ] Access Right - Description
+ Global Y [~ Ideas - Navigate .[hllnws user to navigate to Ideas pages. User will need additional rights to view individual
eas.
= = Current Total Resuls: 1
O = Available
Add| v Remave | Exit
= Mot Yet Available _J;J

[ #~8l technologies
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For the All Requestors group: Requestors have Automatic access rights to their
ideas. No additional rights are granted other than the global rights they have.

Group: Global Access Rights [ Group: A8 Requestors )

——

Properties "
Below are this group's global rights,
Resources O )
Access Right Description |

Group's Access Rights

b Instance o % Filler| Show Al Cleas|

b 0BS Unit [w} & Access Right~ Description
[~ Ideas - Creste Allows user to create Ideas. Includes the Ideas - Navigate right.
o Total Results: 1
0 = Available Add| v Remove | Exit

= Mot Vet Available

5. Secure the List

This is an optional step. It is implemented for the example as all requestors should not have

access to the BRM fields.

In the Options for the List view, the Attribute Value Protection option is set to Use display
conditions and secured subpages to protect attribute values on this list.

Configure: List Options  ( Object: ldea | Partiton: System | View: kiea List )

Display Options
Secondary Value Display (% Moussover only Rows per Page [ 20 =
© Mouseover and redline text Highight Row by Attribute. [ [--Select—] =
(Used when any list colunn fiekd displays a secondary value ) (& row wil bs hghbghted when this atrlouts s not zero )
[~ Show Null Secondary Values Display Cu Codein [

Fiter (& Automatically show resuts Column ( spplies when anly & single currency is active )
€ Do not show results until| fiter Alow Configurstion 7

[

Attrioute Value Protection % Use display conditions and secured subpages to protect attribute values
on this st

£ Uskinly secured subpages to protect aifribute values on this list
€ Display sl sttribute values on this list

6. Create Resources
The following fictitious resources are created for this example:
— Joe Requestor
— JoeBrm

The resources are displayed in the following graphic:

Resources

Last Name | Company | o4

First Name [joe Type | Al ]

User Name | status [Active =]

Resource D | CrestedDate [ @[ @
5 Fiter| Show All| Clear |
 LastNames | First Hame User Hame 0 Company Type Status Created
r Brm Joe ib joeBrm Internal Active 4/3/10 3:13 Pl
[T Requestor Joe a green_joeRequestor Internal Active 3/29/10 9:07 |
Total Results; 2
New| v Activate| v Deactivate| v Lock|
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7. Assign resources to Groups
Each of the resources is assigned to a group.
— Joe Requestor is a member of the All Requestors group
— Joe Brmis a member of the BRM group

Each resource should log in to confirm the appropriate access has been granted.

Confirmation

Joe Requestor

Joe Requestor can create ideas. He has access to the General subpage. He cannot view the
Schedule, Budget, and BRM Assessment subpages because he is not a member of the BRM

group.

CA._ Clarity™ PPM

Idea: Properties: Main - General  (kies Joe's fustidea)

Pmpemu Cost Beneft Analysis | _

[Save | submk || Submit for Approval ][ Cancel |

D Sutject [loe's first idea wmer [ [0

DOkealD D1053 Active [

Descrigtion [This is Joe Requestor's first - General Notes =
idea
4 =

Dstatus |unapproved - Priority | High -
Type [[--Select--] =

Category [[--Select-] 5

Demand
Ideas

When he classifies an Idea as a Major Project Joe Requestor sees an option for a new
subpage, named Major Project.

I 7 | Advanced]

Idea: Properties: Main - General  (Jden Joe's frst iden )

CA_Clarity” PPM

suject [Joe’s first idea Owner [0e)

DBk D 01053 "

Active

Description [This is Joe Requestor's first - General Notes
idea

Priorty

Bstatus |Unapproved =
Type |Major Project -
Category [Compliance/Regulatory =]

/|
[righ =]
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If Joe Requestor changes the Idea type to Application Change, he sees an option for a new
subpage, named Application Change.

CA_ Clarity” PPM

Idea: Properties: Main - General  (idex Joe's first iden )

NS Cost Benefit Analysis
Main

[Save | Submt || Submi for Approvel || Cancel |

BSusject [oe's first ides Owner e
DOKes D 01053 active 7
Description 'Ll\is is Joe Requestor's first = General Notes g
dea
= E
OStatus [Unapproved - Priorty [Figh -1

Tree [Application Change s

Category |[--Select--] -

If Joe Requestor tries to add the BRM attributes to his list, he does not see values of those
the attributes.

CA Clarity” PPM [ Tsewcr et

Subject s n Status idea Priority  Approved By  Estimated Cost  Estimated Benefit | Active  Date Creaf

I Joe's first idea 101053 Unapproved  High 3/29/10

[~ Joe's fourth ides 101063 Unapproved 445710

[ Joe's second ides 101056 Unapproved  High 4/3/10
Joe's third idea 101062 Unapproved 4/5710

r

Totl Resuts: 4

Mew | v Mark for Deletion

Currency = USD

Joe Brm

Joe Brm can see the ideas created by Joe Requestor. He has access to the General Schedule,
Budget, and BRM Assessment subpages, and to the additional subpages.

CA_ Clarity” PPM

Idea: Properties: Main - General  (ies Joe's frstidea)

Bsubect [oe’s firstidea @iry Lt}
BOkeaD 01053 Torgethonoger [ A0
Description o is is Joe Requestor's first I Active |7

idea
General Noles -
=

Osaus [Unapproved =] z

Tyne [Application Change -1 priorty [Figh =]

Category |[--Select--] =
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Joe Brm can enter values in the BRM Assessment page.

BBRM Assessment [Not worth doing this!

B BRM Recommendation mo
[Save | Subma Subrit for Approval || Cencel |

Joe Brm can add the BRM attributes to the list. He can see the values of those attributes in
the list.

CA. Clarity” PPM

Subjects 1 Status  Idea Priority BRI
[ Joe's first idea 101053 Unappraved High Mot worth doing thist  Kill

Joe's fourth idea  ID1063 Unapproved Waiting for BRI
r
Joe's second idea 101056 Unapproved  High Analyzing Hold
r
Joe's third idea 101062 Unapproved Analyzing Hold
r
Total Resutts: 4

~ Mark for Deletion

Currency = USD

Alternative Solutions

Alternate solutions can apply to the above use case (see page 144). A few of the options are
provided here:

Implement security using Display Condition instead of using a secure subpage

m Advantage: You can see all of the rules in one place, both the business rules and security
rules. In this case, someone who defines the business rules manages security.

m Disadvantages: More informal approach; the groups are hardcoded into the subpage display
conditions, and not managed by security specialists.
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m  When using Display Conditions you can either show or hide the subpage, you cannot
differentiate between Edit and View access.

Note: You can differentiate between Edit and View using Secure Subpages.

S ¥ i { Object: kiea | Partition: System | View: Idea Properties | Mode: Edit )

Sections | Assessment IE
®

Currert Location /Edit dea/BRM Assessment
B Subpage Name [BRM Assessment ap
ID idea BRMAssessment

CoE

Display Conditions
To make this subpage visible under certain conditions, create a display condition, Otherwise, it will always be visible.

Display If ...
Check Resource's Group = 'BRM'
Delete: g

| Submit | Cancel

How to Secure Dashboard Pages

Another common request is to segregate dashboards between different levels of access.
Use Case
Create four different dashboards.

The first dashboard is intended to give project participants an overall situation of their currently
assigned tasks and performance indicators.

The second dashboard is intended to give project managers an overview of their projects alerts
and performance indicators.

The third dashboard is intended for the PMO team. The PMO team can monitor and audit all the
projects of the company from this dashboard.

The last dashboard is a Top-level executive dashboard with special portlets that provide the users
with important information to help them in the daily decision-making processes.
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Additional requirements:

The Executive Dashboard should be visible only to the Executives group.

The PMO and Project Managers Dashboards should be visible to both PMO and Project
Managers.

The Participants dashboard should be visible to all project participants.

Defining the Security Configuration for Dashboard Pages

Use the information in the use case to identify the security requirements and plan how to
implement them in CA Clarity PPM.

In this example, assume that resources must also be granted access rights for the portlets in the
dashboards. If access rights are not granted to the portlets in the dashboards, the users do not
see the portlets or access the information available in the portlets.

The following table provides a list of requirements gathered from the use case for the
dashboards:

Information from the Use Case

Actors Actions Scope

Executives View Dashboard Executive Dashboard
PMO members View Dashboard PMO Dashboard

Project Managers View Dashboard PM Dashboard

Project Participants View Dashboard Team Member Dashboard

The security requirements are represented in the following table:

Security Elements in CA Clarity PPM

CA Clarity PPM Actor CA Clarity PPM Access CA Clarity PPM Scope
Right

Group: Executives Page - View Executive Dashboard
Portlet - View Customer Satisfaction
Portlet - View Employee/Outsourcing

Comparison

Portlet - View Funding Status
Portlet - View YTD Spend By Initiative
Portlet - View Flash Alerts

[ #~8l technologies
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Security Elements in CA Clarity PPM

CA Clarity PPM Actor

CA Clarity PPM Access
Right

CA Clarity PPM Scope

Group: Corporate PMO

Page - View

PMO Dashboard

Group: Corporate PMO

Portlet - View

Process Audit Hierarchy

Portlet - View

Process Bottlenecks

Portlet - View

Project Lifecycle Review

Group: All Project
Managers

Page - View

Project Manager Dashboard

Portlet - View

Cost and Effort Dashboard

Portlet - View

Schedule Dashboard

Group: All Participants

Page - View

Team Member Dashboard

Portlet - View

Team Member Organizer

Managing this instance by instance could become complex and time consuming in the future. It

may be better to implement an OBS for grouping the Pages and Portlets.

The following table reflects the alternative of using an OBS Unit for grouping:

Security Elements in CA Clarity PPM

CA Clarity PPM Actor

CA Clarity PPM

Access Right

CA Clarity PPM Scope

Group: Executives

Page - View

OBS Unit: Pages and Portlets:
Executive

Portlet - View

OBS Unit: Pages and Portlets:
Executive

Group: Corporate
PMO

Page - View

OBS Unit: Pages and Portlets:
Management

Portlet - View

OBS Unit: Pages and Portlets:
Management

Group: All Project

Page - View

OBS Unit: Pages and Portlets:

Participants

Managers Management
Portlet - View | OBS Unit: Pages and Portlets:

Management
Group: All Page - View OBS Unit: Pages and Portlets:

General

Portlet - View

OBS Unit: Pages and Portlets:
General
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Implementing Security Requirements for Dashboard Pages

To implement security requirements for dashboard pages do the following

1. Create the OBS that will be used to categorize the Pages and Portlets.

2. Categorize the Pages and Portlets using the new OBS.

3. Create the Groups that are to be granted Access Rights.

4. Grant groups with the appropriate OBS Unit rights.

5. Create the Resources.

6. Assign the Resources to the correct groups.

Create the OBS

A new OBS named Pages and Portlets is created. It is used to group Pages and Portlets for

security purposes. Three units have been created in the OBS: Executive, Management, and
General.

CA_Clarity” PPM IR
0OBS Properties  ( O5S Pages and Porists )

Organization and |
Access Properties |1} T8

[Save| Subm | Cancel]
I ——

Bitlame [Pages and Partlets] Description
00D [green_Pagesportiets
BLevel Object Association Mode
-] 1|¢,mup— [~ Page Any Unit
ju__] [ Portlet Any Unit
Add| v Remove

B =Fequied @ =Lrigue

[ WolELTWRlllIVE  Administration Tool

OBS Units (065 Pages and Portiets )

Organization and
ozess iy o |

Resources

oo Unit Level
0BS ) Pages and Portlets
License Information Executive E Grouw
License Analysis O e
r o General 1 [ srove
r @ Management | srove
Mew | Quick Create| |~ Move| « Delete| [Back to OBS List]
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Categorize Pages and Portlets

You can categorize the Pages and Portlets using the OBS. Instead of navigating to each of the
pages or portlets, you can do it all from within the OBS unit.

1. Click the Properties icon for the Executive unit.

2. Click Attached Instances. This page displays the object instances (in this example, pages and
portlets) that are attached to that OBS Unit.

— Select Pages in the Object attribute menu and click Add to add more pages to the
OBS unit.

0BS Unit: Properties  ( 08S: Pages and Portiets | Unit Executive )

BIName |Executive|

ap |
Parent | fru)
Level Group
Save and Continue | Save and Esit| Cancel

Access to this 0BS Unit O =Required O = Unique

b Full Wiew [m]

b Resource [m]

b Group [m]

b OBS Unit 0o

= = Current

0O = available

= Not Yot Availahle

'0BS Unit: Instances Attached to Unit (085 Pages and Portlets | Linit: Executive )

Properties u] Otject [Page =]
Page Fitter
Access Rights for Unit :
+ stance o iter | [--Select--] 7-
» 0BS Unt =] There are no itemns to display
e m | Canecel]
b Global o
Access tothis 0BS Unit
¥ Full View ]
b Resource a

3. Filter the Executive Dashboard and click Add.

Select Instances to Attach (085 Pages and Porflets | Untt Execative )

Page Name |ex*Dash Page D |gr

Power Fier [Buid Power Fiter]

5 Fier| ShowAll| Save Fites | Clear

W Executive Dashboard green_ExecutiveDashboard
c2]

Total Resutts: 1

v % + Add and Select More | Cancel
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4. Change the Object to Portlet, and click Add.

0BS Unit: Instances Attached to Unit  { OBS: Pages and Portiets | Unit Executive )

Properties [m]
Access Rights for Uint
b Instance
* OBS Unt
+ Global
Accesstothis OBSUnt Total Resuts: 1
¥ Full View Add| v Remove| v Move| Cancel|
¥ Resource
» mp
¥ OBS Lnk
= = Current
O = available
= Not Vet Avaiable

Page Filter

oja

[~ Executive Dashboard green_ExecutiveDashboard

[m]

oooo

5. Search for the appropriate portlets.

6. Select the portlets using the checkbox on the left, and click Add and Select More to continue
adding portlets.

Select Instances to Attach  ( 0BS: Pages and Portlets | Unit: Executive )

Neme [custom*Sat D jeus

Powwer Fiter [Build Power Fiter]

[8 Hame L1 Description
¥ Customer Satisfaction cust.execCustomerSatisfaction Pie Graph - Executive Static Portlet
Total Results: 1

When you have completed selecting portlets, click Add.

7. After all the required portlets are related to the OBS unit, click Cancel.

[+ NoETTlE Y] Administration Tool

0BS Unit: Attached to Unit (085 Pages and Portiets | Und Executive )

Objec! [Portlet =]
Portlet Filter
Hame D Description
[~ Customer Satisfaction cust.execCustomerSatisfaction Pie Graph - Executive Static Portlet
- I ing C i cust. yeeContractor Column Graph - Executive Static Portlet
[ Flash Alerts cust.execFlashalerts Flash Alerts
[~ Funding Status cust.execFundingStatus Column Graph - Executive Static Portlet
[~ ¥TD Spend By Initiative cust.execSpendBylnitiative Pie Graph - Executive Static Portlet

Total Resuls: 5
Add| v Remove| v Mave| Cancel|

Use the same procedure to add pages and portlets as required to the other OBS Units.

Important! No access has been granted yet, only categorizing of the pages and portlets using the
OBS Unit. Add Groups (or Resources) to the OBS Units and assign the desired access rights.
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Create the Groups

For this example, navigate to the Team Member Dashboard page, then to the Team Member
Organizer portlet, and enter the OBS Unit from there.

1. Use the OBS search field and navigate to the Team Member Dashboard page.

CA_ Clarity” PPM [REELITETIR AT

Page: Properties  ( Page: Toam Mamber Dsstibosrd )

TPage Name [Team Member Dashboard Ll
B OOPage D green_TMDash
Bontert Sowrce [Customer -

Description =
ERUCIatShale
Partition Models
= BTergiste [Application Page Template =
Personakzable [~
Linkable [~
o8BS Path
Pages
Pages [fGeneral 'E
Portists =
Save and Continue | Save and Exit | Pubksh | Cancel]|

O =Required B =EnterOnce O =LUnique

2. Next, browse using the OBS search field, and navigate to the Team Member Organizer
portlet.

[ WelEVRlEY]  Administration Tool

Grid Portlet: General _ ( Portiet Team Mermber Orpanizer )

EPortist Name [Team Member Organizer an
DEOPortit D coplssnbemberOrganizer
Bcotent Sowce [cskonkocom

Description '{eam Member Task Summary

Aceassto ths Portiet
b Full View Active

b Resource

DD instance Type General
BB Guery Team Member Organizer
Partiions System
Nurber of Dimensions 1
Numbser of Melrics 12

0BS5S Path

Pages [Gonoral o
o #
o s

3. Select Groups from the Organization and Access menu option to review the existing Groups.
Add new groups as required.

Groups
G [ pescripten [

T s [rae H
(s Pt Show Clea|
Group~ | n Description Status
™ All Participants BB green_allParticipants Active
[ All Project Managers BB green_allProjecttanagers Active
I~ Corporate PMO n__! green_CorporatePMO Active
[ Executives BB green_Executives Active
Total Resuls: 4

MNew| v Activate | v Deactivate | v Delete
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Note: For more information about adding Groups in CA Clarity PPM, see the CA Clarity PPM
Administration Guide.

Grant Groups OBS Unit rights

This task is performed either from the Groups pages or from the OBS Units. Examples of each
option are provided:

1. From within a group: All Participants group

Group: OBS Unit Access Rlﬂis ( Group: Al Participants )

-0 [ obS Unk Access Rigntsbiter |
Properties OBS Unit Access Rights Filter

u] " -
Below are this group’s rights to object instances in specific OBS units.
Resources o

Group's Access Rights b st sl
P Instance m] L% Fier| Show ANl Clear|
[} Access Right 0BS Unit « 0BS Association Mode

» Global [u] [~ Portlet - View Pages and Portlets:General [unit and descendants =1
& = Current [~ Page - View Pages and Portlets:General [unit and descendants =]
0O = available Total Results: 2

= Mot Vet Available 5
— Add| v Remove | Save and Continus | Save and st | Cancel

2. From within the OBS Unit: Pages and Portlets: Management

0BS Unit: Groups with Access (055 Pages and Portiets | Unit. Wanagement )

B W e e
Properties a a

Below are groups with rights to object instances in this 0BS unit.

Atlached Instances a P
Group cess
Access Rights for Unit pebnal | Rt | A1 = |
¥ instonce B staus a0 -
>
OBt g % _Filter | Show Al | Clear
b Global
RS G GRS e [} : Group~ Active Access Right
b Bk O [ AllProject Managers e Partlet - View
D O [ All Project Managers & Page - View
[ Corporate PMO & Partlet - View
» OBS Unit a [~ Corporate PMO & Page - View
= = Current Total Results: 4
D = Availabie Add| v Remove | Continue | Exit

= Not Vet Available

Create Resources

The following fictitious users have been created for this example: Joe Executive, Joe Participant,
Joe Pmo, and Joe ProjectManager.

Resources
Lasthame [ Company [~ &
First Name |joe Type | All -
Gername [ stous [cve =]
Resowcew [
2 Fier| Show Al Cleat | i
___I:M Hame « ] First Name User Hame n Company Type Status i c:mpnue
[ Executive Joe je joeExecutive Internal Active 4/3/10 11:57 AM
™ Participant Joe P green_joeParticipant Internal Active 3/29/10 9:08 PM
r Pmo Joe Jprmo green_joePrmo Internal Active 3/29/10 9:14 FM
[T ProjectManager Joe Jpm green_joeProjectManager Internal Active 3/29/10 9:13 PM
Tolal Results: 4
|New| v Activate | + Deactivale | v Lock.
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Assign Resources to Groups

Each of the users has been assigned the correct groups, as indicated:

Joe Executive is a member of the Executives group
Joe Participant is a member of the All Participants group

Joe Pmo is a member of the Corporate PMO group

Joe ProjectManager is a member of the All Project Managers group

Confirmation

Log in to CA Clarity PPM to view the access the resources have to the dashboards.

Joe Executive has access to the Executive Dashboard

Joe Participant has access to the Team Member dashboard

Joe ProjectManager has access to the Project Manager and PMO dashboards

Joe Pmo has access to the Project Manager and PMO dashboards

Important! The information displayed in a dashboard varies with the access level of the resource

accessing the dashboard. One resource may have View access only while another may have View

and Edit. The displayed information may be limited to the individual resource’s own information

while another resource may have access to information for an entire group.
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Executive Dashboard — Accessed by Joe Executive

€A Clarity” PPM

[--Actions--]
| Project Assigned To Due Da
Marketing irector Laptop replacement is 3 days over due Todd Hayes 04/06/201
Project Costs have axcesdad budgst HR Claims Processing Enhancament Joy Sutherland 04/04/201
Project has not been approved Financial Process Audit Jason Berry o4/07/200
Project is behind scheduls Client Services Datamart Joyce Colernan 04/03/201

Customer Satisfaction V70 Spend By Initistive [--Actions—]

g
B
i
B

M Deiighted M Cost Avoidance

W satistied M Cost Reduction

I Not Satisfied I Grow the Business
B infrastruciure Improvement
I Maintain the Business.

EmployenOutsowrcing Comparison [mj [--Actions--]

HTEY P

Team Member Dashboard — Accessed by Joe Participant

W # Funded
I # Unfunded

CaA_Clarity” PPM

Team Member Dashhoard [Export

Team Member Organizer Filter [--Actions--]

&
Projects Task (Priority  Stetus | ETC  Pending Actuals  Actuals Gantt Documents Discussions 32840 4540 4420 44940 42640 S5HD SHOMG SHTHD

Joe's first project Joe's firstproject  €p  NotStarted  8.00 000 0.00 [ @

Aggregation 8.00 0.00  0.00

Project Manager Dashboard — Accessed by Joe Pmo and Joe ProjectManager

Note: Joe ProjectManager can only access his own projects as illustrated; Joe Pmo has access to
all projects.

oA viaiy  rem

Project Manager Dashboard [Export]
x| Fiter | More >

Schedule Dashboard Fifter Te=Actons=]

[System Defoutt =],

4 Schedule #

Project /WBS / Resource | Storyboard StartDate  FinishDate | Dayslate  Feb1D  Mar10  Apr10  Mayid  Junid  Jul10  Aug10  Sepid
B Joe’s first project & 3/29/10 /29/10 0 1
Highlighted raws = investment_level

Cost and Effort Dashboard Filter T--Actions—]

Project /WBS / Resource Cost Baseline Cost Actual Cost EAC Cost Variance Effort Baseline Hours Actual Hours. Total Effort Hours Variance
Bl Joe's first project B ¢ 0 o 3520 3520 @ o o 2 28
Tatals o 0 3,520 -3,520 o o 24 -24
Highlighted rows = investment_level
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Project Manager Dashboard — as accessed by Joe Pmo

4 Schedule »
 Storyboard | StartDle | FinishDete  Dayslste  Feb10 Mar10  Apri0  Mayd0  Junid Jul1d  Augid  Sepid
[ Automated Security Enhancements. & 4/5/10 7/23/10 0 _--
) Call Center Upgrade 3 2110 7/9/10
[E Change Mgt for Internal Portal B -3 144110 4/23/10 ) —
[E Change Mgt for Online Order Entry & 1/4/10 /2210 0
@ Cliert Services Datamart & 2/4/10 5/26/10 0 —
B Client Services Datamart & 14710 6/11/10 0
Comphiance Audit - Security B e 1/4/10 526010 ]
[ Credit Card Processing Enhancement # r-3 1/4/10 2/5/10 om
[E) Cradit Card Security Improvernants E & 4/5/10 7/23/10 0 —
[ CRM Contact Center Development & 10/6/0% 2/1910 a5 —
[ CRM Enhancements & 11/3/09 /410 26—
[ Data Warehouse Performance Tuming B @ 1/4/10 5/14/10 0
[ ecommerce Partal & 11/3/0% &/18/10 37
[ ecommerce Partal 7 & 1/4/10 &/11/10
[ Email SAN Storage Implementation & 1/a/10 a/23/10 | E——
Financial Pracess Audit & 274410 5/26/10 | EE——
Financial Process Audit B & 110 8/6/10 0
Financial Workfiow Development @& 274410 4/30/10 0 —
[ Global Expanss Application Maintenance B & 1/4/10 1/25/10 0 k
[ HR Claims Processing Enhancement & 2/a/10 s/26/10 0

| BaselineCost  ActusiCost  EAC | CostVariance Effort| Baseline Hours ActustMours | TotalEffort  Mours Verisnce |

) Autornated Security Enhancements B ¢ 258,400 o 258400 (- 1,600 0 1,600 o

PMO Dashboard - Accessed by Joe Pmo and Joe ProjectManager. This graphic illustrates the
dashboard as accessed by Joe Pmo.

CA_ Clarity” PPM

PMO Dashhoard

Type | Issue Review and Escalation -
IT Development Template (Workbench) = || Fiter | More=> |

Process Bottlenecks Filter

Verify & Business Owner Signaff Resubmit Issue

MO
Project Manager

Flow Duration and Duration and
Process Diagram Duration and Reviewers Reviewers
Requirements are unclear & Tom Morris £ 36 seconds ( Paul Martin, Rosie € 40 seconds € 90days, 21 hours, 12 © 37 seconds
Miller ) ( Pam Qlney ) minutes { Randy Quinn ) ( Tom
Morris )
Funding is being reduced & Jason Berry € 1doy (Joy Sutherland, Rosie € 1day(Pam € 1day 9 minutes ( Beth <
Miller ) Slney ) Roberts )
Datsbase Performance is slow & asnBery 3 ﬁsys) (John McCarthy, Rosie @ Jldays)( Pam @y 3 days ( Beth Roberts ) £-3
Hiller Olney
Resource conflicts @ Peter Thompson ) 1day, 12 hours { Paula Granger, p 1day,12hours & 1day, 12 hours { Beth -3
Rosie Miller ) ¢ Pam Glney ) Roberts )
System Architecture is non-compliant  ¢&  Tom Morris & 2days 29 minutes ( Paul Martin, ) & F-3

Rosie Miller )

Project Lifecycle Res

Phases

Initistion  Planning  Design  Construction  Deployment and Quality  Closing

Project+ Manager  Stage  StartDate Finish Date Phase  Phase  Phase Phase Phase Phase
CRM Contact Center Devalopment Paula Granger === 10/6/09 2/15/10 o < L3 -3 < <
CRM Enhancements Paula Granger /309 34/10 o o o o o O
eCommerce Portal Paul Martin = 11/3/09  6/18/10 9 -3 @ & & [
Online Order Performance Impravements Paul Martin L= A0 42310 o @ & & & &

Process Audit Hi i [--Actions -]

| Primary Objeet FlowDiagram  Step Type  Status Response

B Database Performancs is slow Issue e Done @ 3 days 1 minute

Bl System Architecture is non-compliant Tssue E Cone -3 2 days 29 minutes

B Resource conflicts Issue & Done E-3 1 day, 12 hours, 1 minute
Funding is being reduced Issue & Cone < 1 day 11 minutes
Requirements are unclear Tssue & Running O 90 days, 21 hours, 13 minutes
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Alternative Solutions for Dashboard Pages

Alternate solutions are available for this use case. Some of the options are described here:

m  Use Instance rights instead of using OBS Unit Rights. You can use Instance rights and grant
access directly to each dashboard and portlet.

— Advantages

One less OBS in CA Clarity PPM, no need to categorize each Page or Portlet using an
OBS Unit.

Access cannot be granted by accident. This can happen if the wrong OBS unit is
selected to categorize the data instance when using OBS Unit rights.

— Disadvantages: Depending on the number of Portlets and Pages, it can be complex
and time consuming to maintain.

m Do not secure Portlets. Instead of securing Pages and Portlets, secure pages and do not allow
them to be personalized.

If the data is secured (Projects, Resources, ldeas, Portfolios, and so on) and if you do not
have access to the data, the portlet does not display anything you should not have access to
view.

In this case, you can grant All Resources with Portlet Viewer - All access right.

— Advantage: Decreased maintenance. Build secure portlets that take in to account
security for Projects, Resources, Portfolios and all CA Clarity PPM objects. Unless
there is a specific business reason to deny access to a portlet, you do not have to
secure the portlet.

— Disadvantage: Decreased access control. There may come a time when a single
portlet must be restricted and cannot be viewed by everyone. If you do not have
Portlet Security implemented, implement that before releasing the new restricted
portlet.
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How to Secure Dashboard Pages

m  Use asingle Dashboard with multiple TABs. In the previous use case, four different
dashboards were created without tabs. You can create one dashboard with multiple tabs,
one for each role. Using this model, security is managed at the tab level, rather than at the
dashboard level. The default dashboard is open to all users as it is the common object in this
model.

— Advantage: The default dashboard and its tabs would be accessed using one menu
link, instead of having several menu links for navigation.

— Disadvantage: Users must use at least two mouse clicks to navigate to a dashboard
tab: one click the menu link and the second click to select a tab.

An example of using one menu link (named Available Dashboards) is illustrated in the
following graphics.

Note: The Team Member dashboard is available for all roles and the other dashboards are
secured.

The Executive Group sees the Team Member and Executive dashboards:

CA_ Clarity™ PPM IEZEN [Advanced ]

Awvailable Dashhoard: Executive

Team Member ﬂLﬂfﬁ_ﬂ

Flash Alerts Filter [--Actions--]

Schedule  Priority | Project Assigned To Due
O € Marketing Dircctor Loptop replacement is 3 days over due Todd Hayes 04/06/2
Q 0 Project Costs have exceaded budget HR Claims Processing Enhancement Joy Sutherland 04/04/2
L3 ©  Project has not been approved Financial Process Audit Jason Berry 04/07/2
Q 0 Project is behind schedule Client Services Datamart Joyce Coleman 04/09/2

Totsl Resuts: 4

oo Sioion T —

The PMO Group sees the Team Member, Project Manager and PMO tabs as illustrated in the
following graphic:

CA Clarity” PPM T [ seon JLRNED

Available Dashboard: PMO

IT Development Template (Workbench) = || Fiter | More >

Dashhoards

PMQ
Project Manager

T-—-Actions—1

Verify & Determine Roat Cause PMO lzsue Escalation Business Owner Signofl Resubmit Issue

Flow Duration and Duration and
Process Diagram Duration Duration and Reviewers Reviewers

Requirements are unclear & Tom Morris € 36 seconds ( Paul Martin, Rosie @ 40 seconds & 90days, 23 hours, 54 & 37 seconds
Miller } { Pam Olney ) minutes ( Randy Guinn } ( Tom
Morris )
Funding is being reduced & Jason Berry 0 1 day ( Joy Sutherland, Rosie 0 1 day ( Pam 6 1 day 9 minutes ( Beth 0
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How to Secure Dashboard Pages

m  Control Portlet access rights. In the previous example, no control is defined to indicate
which Portlets each of the roles has access to. You can implement portlet-level control either
by Instance or by using an OBS Unit to categorize portlets.

— Advantages: Using the same mechanism, you can implement a security solution
that segregates Dashboards by role and also segregates the portlets each role has
available to personalize.

— Disadvantages: Implementing portlet control increases maintenance.

— Consider the business unit structure. Portlets roles could be slightly different; a
portlet could be used for two or more roles. It may be necessary to think of a multi-
level structure for the OBS. In this situation, grant Page — View rights and Portlet —
View rights as illustrated in the following graphic:

Group: OBS Unit Access Rights  ( Group &1l Participants )

e O
Below are this group’s rights to object instances in specific OBS units.

Resources [m} accessrom [ oesunt [ B[
Group's Access Rights

b Instance [u] 3 Fiter] Show Al Ciear|
@ Access Right 0BS Unit ~ 0BS Association Mode

¥ owotal o] [ Portlet - view Pages and Portlets: General [Unit and descendants =
P - Current [ Page - View Pages and Portlets:General [Unit and descendants =l
0 = Availabie Total Resuts: 2

= Not Yet Available 4dd| ~ Remove| Save and Continue | Save and Exit| Cancal |

Categorize the portlets using an OBS Unit as illustrated in the following graphic:

Grid Portlet: General  ( Portlet Customer Satisfaction Rating )

oo ]
Portlet Narme j: i i =
List Colamn Section ICustomer Satisfaction Rating e
b Y Axis o B & BPorlet I dash.svcCusiSatisfactionLink
b Layout ] D content Source [ Customer =
=
fekiy N Category [ Productivity =l
b Options (m] , _ _ .
» Agregation o Descrigtion |Custormer Satisfaction Rating
Ligt Fiter Section
b Layout (=]
b Fields (=]
Access fo this Porflet Active [
D ko o D Binstance Type General
b Resource (m]
DB Query Customer Salistaction Rating
b Group O
b OBS Unit m] Partition System
= = Current MNumber of Dimensions 2
L = No Deta Number of Metrics 4
O = Data Entered
2t vel Avalosle
0BS
Pages xecutive
and l’E
Portlets
Save Az | Save | Save and Exit | Publish Ca’u:el'

El = Renired =Fnter Onee B = |indoue
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Appendix A: Licensing

Security and License Compliance

Access Rights are tightly linked to license compliance. Each specific Access Right in CA Clarity
PPM is related to a License Type. By granting users Access Rights, you are granting them CA
Clarity PPM licenses.

The Licensing model for CA Clarity PPM changed in 2008. Customers licensing the CA Clarity PPM
since October of 2008 are most likely in the current license model. Customers that licensed the
CA Clarity PPM before October 2008 may be in the previous license model.

If you are not sure of which license model applies to your company, contact your CA Clarity PPM
Solution Strategist or CA Technologies Account Director.

User License Types in the Current Licensing Model

Following three possible user license types specific to CA Clarity PPM are available in the current
license model:

Managers

Refers to the power users in CA Clarity PPM, who are allowed to use all the available
functionalities.

Team Members

Refers to the average users in CA Clarity PPM, who are allowed a subset of functionalities
such as entering time and publishing documents.

Enterprise Visibility Option (EVO) users (Optional package)

Refers to the users in CA Clarity PPM, who are allowed a smaller subset of functionalities
that include viewing information and entering ideas and incidents for Demand Management.

Note: Not all contracts include this optional package. If you are not sure whether you have
the EVO option licensed, contact your CA Clarity PPM Solution Strategist or CA Technologies
Account Director.
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Security and License Compliance

Examples of the relationship between access rights and license types:

m  You create a user and grant Ideas - Create access right. When you verify the License being
used by that user, you see the Enterprise Visibility Option listed.

m If you grant this user Knowledge Store - Access, the Team Member License is used, as this
access right is related to the Team Member license type.

m If you grant this user Project — Create access right, the Manager License is used, as this

access right is related to the Manager License type.

User License Types in the Previous Licensing Model

In the previous license model, the following four user types were available:

Studio Developers

Refers to the power users in CA Clarity PPM, who are allowed to use all the available
functionalities.

Creators

Refers to the second level in the hierarchy of users. These users manage projects, portfolios,
resources, financials, and so on. They are named “Creators” because the Create access rights
are linked to them. These users can create projects, new resources, new services, new
portfolios, and so on. These users can also do whatever Participants can do.

Participants
Refers to the third level in the hierarchy of users. Participants can perform activities

common to Project Participants such as entering time, participating in workflows, publishing
documents. These users can also do whatever Viewers can do.

Viewers
Refers to the lowest level in the hierarchy of users. Viewers can view any information in the

system but cannot change or create anything. The only exception is demand management
functionality such as creating ideas or incidents.
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Security and License Compliance

How CA Clarity PPM ldentifies Licenses Being Used

You do not assign a specific license type to a user, you assign access rights. The license type that
is being used by that user is derived from the Access Rights granted to the user. To be in
compliance with the CA Clarity PPM License Agreement, be careful when assigning Access Rights
to CA Clarity PPM users.

CA Clarity PPM provides a set of portlets to allow you to manage your licenses and access rights.
You can see these portlets in the License Information page, in the Organization and Access
section of the Administration Tool.

——————————————————————
Organization and
Access

Resources

Groups

0BS

License Information
_License Analysis

Configure the License model used in your installation in the CA Clarity System Administration
(NSA) service.

Note: For more information about how to use NSA, see the CA Clarity PPM Installation Guide.
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Security and License Compliance

License Information Portlets

The License Information Portlets can help you understand the relationship between the licenses,
security and assist you with management of the user licenses. The portlets currently available
and accessible in the Administration Tool are:

m  User Count by License Type

m  Rights by License Type

Other portlets are available by drilling down from the User Count by License Type portlet:
m  User List by License Type

m  Rights by User

Descriptions of the License Information Portlets and examples are provided below:

User Count by License Type

This portlet shows you how many licenses you are using for each license type. Click the
name of the License Type to drill down in to the User List by License Type page.

User Count by License Type [--Actions--] -
License Type~ User Count

Manager 90

Team Member |5 69

Total Licenses 159

User List by License Type

This portlet shows you which users are consuming a specific license type, and the last login
date for each user. This allows you to verify which users are actively being used and which
are not.

Click the name of a user to drill down in to the Rights by User page. This is especially useful if
you want to know why a specific user is consuming a license other than what is expected.
For example, why is the user a Manager instead of a Team Member?

User List by License Type [--Actions--] -
Fiter [[-Select—] - [ Collapse Fitter |

First Name: I— Resource kd ’—

Last Name User Name:
¥ Fiter | Show Al | SaveFiter | Clear |

Last Hame First Name Resource Id User Name License Type Last Logged In

WE1234352W
Adrministrator System admin admin Manager 3/9/10
Amos Cheryl cherylamos camos Manager
Andrews Jason jasonAndrews jasonAndrews Manager
Angelo Michael michselAngelo michaelangelo Manager
Baker Jesse jesseBaker jesseBaker Manager
Benning Adam adamBenning adamBenning Manager
Berks Paul paulBerks pmbok Manager 1/6/10
Berry Jason jasonBerry iberry Manager 1/8/10

m technologies
168 Appendix A: Licensing



Security and License Compliance

Rights by User

This portlet shows you the access rights that have been granted to a user, and the associated
license type. If you see an access right that is not supposed to be there you can later remove
the access right to correct the type of license that the user consumes.

Rights by User Action

Filter | [--Se|ect--] = [Collapse Fitter |
Access Right [ UcenseType [al =]
Description [
¥ Fiter | Show Al | SaveFiter | Clear |
Access Right Description License Type +
W@e1 23 '
Project - Create Allows user to create a new project or program specifying general project properties. A user granted this right will automatically become the Creator

collaboration manager for the project and will be able to create action itemns, discussion. Includes Project - Create from Template right.
Project - Edit Management Allows user to edit the general and management properties, staff and tasks for the selected project if it has been enabled for management. This  Creator
includes the ability to add sub-projects to it as well as edit it in Microsoft Project and Open Workbench.
Praoject - Edit Allows user to edit all parts of a preject except for Document Management, Calendar, Action Items, Discussions and Custom Defined Fields. Creatar
Project - Enable Financial Enable financial properties for Projects. This right is dependent on the user having either Project - View, Project - View Management, Project - Creator
View Opportunity or Project - Manager (Auto) rights for the project. Users will also see financial properties for Projects where the user is a
participant or collaboration manager.

Other Work - Create Allows resource to create Other Work, Creator
Process - Start - All Allows resaurce to start a new process instance from any of the process definitions in the system. Creator
Project - XOG Access Allows user to import and export Project instances using the %ML Open Gateway interface. Creatar
Charge Code - XOG Allows user to import and export Charge Code instances using the XML Open Gateway interface, Creator
Access

Offline Timeshests Time  Allows user to import and export Offline Timesheets Time Period instances using the XML Open Gateway interface. Creator
Period - XOG Access

Project - Edit All - Status  Allows resourcs to edit all Status Report subobjects within a specific Project master object. Creator
Report

Project - Create - Status  Allows resource to create Status Report subobjects within & specific Project master object. Creator
Report

Status Report - Edit All Allows resource to edit all Status Report objects. This includes the page navigation right. Creator

Rights by License Type

This portlet shows what is the License Type associated to an Access Right. Use this portlet to
verify that the Access Rights granted to a user are not violating the license type intended for
that user.

Rights by License Actions=-]

Fiter [[--Select--] =] [Collapse Fiter |
AccessRight [Project License Type | all -

Descrigtion |
¥ Fiter | Showal | SaveFiter | Clear |
Access Right« | Description License Type

“E12345678910P¥H

Project - Administer Charge  Allows creation and editing of project-specific charge codes from within a project. Manager

Codes

Project - Approve Allows user to approve a specific Project. Includes the Project - Edit right. Manager

Project - Approve - All Allows user to approve all Projects. Includes the Project - Edit - All right. Manager

Project - Attach Requisition Allows user to attach resources to requisition entries. This right includes the right to navigate to the requisition pages. Manager

Entry Resources

Project - Attach Requisitions Allows user to attach resources to all requisition entries. This right includes the right to navigate to the requisition pages, but does not Manager

Entry Resources - All include the right to create new requisitions or entries.

Project - Benefit Plan - Edit All Allows resource to edit all the Project benefit plans. Manager

Project - Benefit Plan - Wiew All Allows resource to view all the Project benefit plans. Enterprise Visibility
Option

Project - Billing Access allows a resource to access a specific billing project. Enterprise Visibility
Option

Project - Billing Approval Allows a resource to approve a specific billing project. Manager

Project - Budget Plan - Allows resource to approve all the Project budget plans. Manager

Approve All

Project - Budget Plan - Edit All  Allows resource to edit all the Project budget plans, Manager

Project - Budget Plan - wiew All allows resource to view all the Project budget plans. gnttgrprise Wisibility

ption
Project - Cost Plan - Edit All  Allows resource to edit all the project cost plans. Manager
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