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1 OVERVIEW

This document has been created to provide a reference based on my experience, challenges faced
during configuration. It is still recommended that this document compliment the official product

documentation.

ENVIRONMENT DETAILS

Policy Server = SSO 12.6 running on RHEL 7
Policy & User Store = CA Directory 12.0.18

KDC = Win2012 / AD2012

Web Server = Apache 2.4 64bit on Win2012 (same host as KDC)

Agent = 12.52 QMRO1l, Update HF-05,

3 GENERALINFO

Server

Active Directory Domain
Kerberos Realm

KDC (Active Directory Controller)
Policy Server

Policy Server service principal
name

Web server hosting HTTP service

Web Agent service principal
name

Account Description

Label 2112

Name

DEMO (This is an AD domain, not a web domain)

DEMO.COM

win2012.demo.com

sso.demo.com

smps/sso.demo.com@DEMO.COM

win2012.demo.com

HTTP/win2012.demo.com@DEMO.COM

AD Account Names

Created by Jack Saunders
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User Test Account

Policy Server Service Account

Web Agent Service Account

smadmin

krbsvc-smps

krbsvc-smwa

4 PERFORM ON WINDOWS AD KDC SERVER

Created 2 service account krbsvc-smwa & krbsve-smps in AD.

Set Accounts to never expire passwords.
SSO Policy Server Service Account Properties ?

Organization | Member Of I Dialin I Environment I Sessions
Remote control I Remate Desltop Services Profile I COM+
General I Address | Account | Profile I Telephones I Delegation

User logon name:

ksmps/sso.demo.com | |@demn.com ¥ ‘

User logon name (pre-Windows 2000):
|DEMO". | |krbsvc€mps ‘

| Logon Hours... || Log On To... |

[] Unlock account

Account options:

[[] User must change password at nest logon -
[[] User cannot change password
Password never expires

[[] Store password using reversible encryption w
Account expires
() End of |'.“.-'ednesda}-. January 4, 2017 B |

Enabled Delegation on krbsvc-smwa
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Action  View Help

e 2@ 8 XEEE HeE 3

Active Directory U

.ﬁl)_, )

: Active Directory Users and Com

B | Saved Queries

4 F3 demo.com
|| Builtin

[ ] Computers

12| Domain Controllers

I [ | ForeignSecurityPrincipal:
| Managed Service Accour

b o] Users

Mame
‘lJ, 550 Web Agent Service Accg
_z_, 550 Policy Server Service Ac

SSO 12.6
550 Web Agent Service Account Properties L? [
Organization I Member Of I Dial4in I Environment I Sessions
Remote control I Remote Desktop Services Profile COM+
General I Address I Account I Profile I Telephones Delegation

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.

() Do net trust this user for delegation

(®) Trust this user for delegation to any service (Kerberos only)

(O Trust this user for delegation to specified services onfy
Use Kerberos only

Use any authentication protocol

Service Type  User or Computer Port Service Mi

[] Expanded Add Eemove

| oK || cCamcel || My | Heb

Generated keytab file for Apache web server hosting protected resource by running below

command.
ktpass

-out c:\krbsvc-smwa.keytab -princ  HTTP/win2012.demo.com@DEMO.COM

-ptype

KRB5_NT_PRINCIPAL -mapuser DEMO\krbsvc-smwa -pass *
Enter password at prompt and confirm.

Output generated:

C:\Users\Administrator>ktpass -out c:\krbsvc-smwa.keytab -princ HTTP/win2012.dem
0.com@DEMO.COM -ptype KRB5_NT_PRINCIPAL -mapuser DEMO\krbsvc-smwa -pass *

Targeting domain controller: Win2012.demo.com

Using legacy password setting method

Successfully mapped HTTP/win2012.demo.com to krbsvc-smwa.

Type the password for HTTP/win2012.demo.com:

Type the password again to confirm:

Key created.

Output keytab to c:\krbsvc-smwa.keytab:

Keytab version: 0x502

keysize 65 HTTP/win2012.demo.com@DEMO.COM ptype 1 (KRB5_NT_PRINCIPAL) vno 3
etyp

e 0x17 (RC4-HMAC) keylength 16 (0x87dcb3ed87d5bha8ccd051a630e39863d)
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SSO Web Agent Service Account Properties _

Organization I Member Of I Dialin | Environment I Sessions
Remote control I Remote Desktop Services Profile I COM+
General I Address | Account | Profile I Telephones I Delegation

User logon name:

| | @demo.com v |

User logon name {pre-Windows 2000):
|DEMO"-. | |krbsvc:5mwa |

| Logon Hours... || Log On Ta... |

[] Unlock account

Account options:

[ User must change password at next logon -~
[ User cannet change password
Password never expires

[[] Store password wsing reversible encryption w
Account expires

(®) Never

) End of: ‘ Friday , December 30, 2016 B |

Generate keytab file for policy server host by running the below command.

ktpass -out c:\krbsvc-smps.keytab  -princ  smps/sso.demo.com@DEMO.COM
KRB5_NT_PRINCIPAL -mapuser DEMO\krbsvc-smps -pass *

Enter password at prompt and confirm.

Output generated

-ptype

C:\Users\Administrator>ktpass -out c:\krbsvc-smps.keytab -princ smps/sso.demo.co
M@DEMO.COM -ptype KRB5_NT_PRINCIPAL -mapuser DEMO\krbsvc-smps -pass *
Targeting domain controller: Win2012.demo.com

Using legacy password setting method

Successfully mapped smps/sso.demo.com to krbsvc-smps.

Type the password for smps/sso.demo.com:

Type the password again to confirm:

Key created.

Output keytab to c:\krbsvc-smps.keytab:

Keytab version: 0x502

keysize 61 smps/sso.demo.com@DEMO.COM ptype 1 (KRB5_NT_PRINCIPAL) vno 4 etype 0x

17 (RC4-HMAC) keylength 16 (0x87dch3ed87d5ba8ccd051a630e39863d)
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550 Policy Server Service Account Properties _

Organization I Member Of I Dialin I Environment I Sessions
Remote control I Remote Desktop Services Profile | COM+
General I Address | Account | Profile I Telephones I Delegation

User logon name:

kmps/sso.demo.com | | @demo.com v |

User logon name (pre-Windows 2000):
[DEMON | [lrbsve-smps |

| Logon Hours... || LogOn To... |

[[] Unlock accourt

Account options:

[] User must change password at next logon -~
[[] User cannot change password
Password never expires
[ 5tore password using reversible encryption w
Account expires
(®) Never
O End of: | Friday . December 30, 2016 B |
[ ok ][ cance | Help

Copy krbsvc-smps.keytab to the linux policy server host (sso.demo.com) to /home/smsuser

Copy krbsvc-smwa.keytab to the local windows host running Apache (win2012.demo.com) in
C:\WINDOWS

Create c:\windows\krb5.ini using the following:

[libdefaults]

default_realm = DEMO.COM

default_keytab_name = C:\WINDOW S\krbsvc-smwa.keytab
default_tkt enctypes = rc4-hmac

default_tgs_enctypes = rc4-hmac

[realms]

DEMO.COM ={

kdc = win2012.demo.com:88
}

5 APACHE WEBSERVER — RUNS ON WINDOWS
KDC SERVER

WebAgent changes
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Filter |kcc Active Parameters
! Inactive Parameters
Go | Reset I
~ Name Value
# KCCExt kec =
Add .kcc to IgnoreExt ACO parameter. .
| IgnoreExt | .class,.gif,.jpg,.jpeg..png..fcc,.scc,.sfec,.coc,.nte, . kee

Modify Agent Confipuration: Apache_Win2012_ACO

nt Confimiration Objects »
* = Required
Used for testing Mative Kerberos Auth - hosted onw

Apache_Win2012_ACO Description

* Name

Parameters

() all

Filter  principal (=) Active Parameters
\_! Inactive Parameters
Gol Resetl
“ Name Walue
#  |HttpServicePrincipal HTTP/win2012.demo.com@DEMO.COM
# |SmpsServicePrincipal smps@sso.demo.com

6 PERFORM ON POLICY SERVER LINUX HOST

Added Environment variable to smuser’s profile (.bash_profile)

export KRB5_CONFIG="${HOME}/krb5.conf"

Source it by running command “. /home/smuser/.bash_profile”

Create /home/smuser/krb5.conf file like shown below.

[libdefaults]
default_keytab_name = /home/smuser/krbsvc-smps.keytab

default_tkt enctypes = rc4-hmac
default tgs enctypes = rc4-hmac

Create Kerberos Auth Scheme

Page 8 of 20
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v Use Relative Target

* Server Mame:

FPort:
Use SSL Connection

* Target: /siteminderagent/Kerberos/creds koo
* Principal Mame | smps/sso.demo.com@DEMO.COM

* User DM Lookup (uid=%{UID})

Kerberos Realms to Windows Domain Mappings

Realm Name Domain Mame
Add Mew Mapping |

Advanced

Library smauthkerberos

Parameter

Enable this scheme for CA Single Sign-On Administrators

7  WEB BROWSER — RUNNING ON KDC

Note: During testing IE11 and FireFox would timeout and abort connection during Kerberos ticket
negotiation. It was found that there seems to be an issue with running the web browser on the
same machine as the Windows KDC. | performed my web client testing using “curl” as shown
further below. Based on experience | also recommend not using a web server running on the KDC
for a LAB/POC environment as performing packet traces is almost impossible.
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Security Settings - Local Intranet Zone

Settings

) Disable
®) Enable

= | Enable XS5 filter
® Disable
) Enable

= | Scripting of Java applets
) Disable
® Enable
o Prompt

33‘ User Authentication

H2, Logon
) anonymous logon
® Automatic logon only in Intranet zone
) Automatic logon with current user name and password
() Prompt for user name and password

< ]

*Takes effect after you restart your computer

Reset custom settings

Reset to: Medium-ow (default)

Added entire DNS domain as trusted
Local intranet

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Local intranet
@

Add this website to the zone:
[l
Websites:

http: f/*.demo.com

[IRequire server verification (https:) for all sites in this zone

T T e T
Reset all zones to default level
oK | | Cancel Apply

CLIENT TESTING — CURL

Running curl before requesting / storing the

Kerberos

This verifies resource is protected and proper .kcc url redirection occurs.

authorization

ticket.

[smuser@sso log]$ curl --verbose --silent --location http://win2012.demo.com
* Rebuilt URL to: http://win2012.demo.com/

Created by Jack Saunders
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* Trying 192.168.98.132...

* Connected to win2012.demo.com (192.168.98.132) port 80 (#0)

> GET/HTTP/1.1

> Host: win2012.demo.com

> User-Agent: curl/7.29.0

> Accept: */*

>

< HTTP/1.1 302 Found

< Date: Wed, 30 Nov 2016 22:34:24 GMT

< Server: Apache/2.4.23 (Win64)

< Cache-Control: no-store

< Location:
/siteminderagent/Kerberos/creds.kcc?&SMAGENTNAME=jXRsG5|BP8zVSww5bsd3Ntr4tMiJRFcRovOW643BdeZu61s
KkKMGjS2kp4HMKY OP&TARGET=-SM-http%3a%2{%2fwin2012%2edemo%2ecom%2f

< Content-Length: 353

< Content-Type: text/html; charset=is0-8859-1

<

* |gnoring the response-body

* Connection #0 to host win2012.demo.com left intact

* Issue another request to this URL:
‘http://win2012.demo.com/siteminderagent/Kerberos/creds.kcc?&SMAGENTNAME=jXRsG5IBP8zVSww5bsd3Ntr4tMiJ
RFcRovOW643BdeZu61sKkKMGjS2kp4AHMKY OP&TARGET=-SM-http%3a%2f%2fwin2012%2edemo%2ecom%2f'

* Found bundle for host win2012.demo.com: 0x6946d0 [can pipeline]

* Re-using existing connection! (#0) with host win2012.demo.com

* Connected to win2012.demo.com (192.168.98.132) port 80 (#0)

> GET
/siteminderagent/Kerberos/creds.kcc?&SMAGENTNAME=jXRsG5IBP8zVSww5bsd3Ntr4tMiJRFcRovOW643BdeZu61s
KkKMGjS2kp4HMKYOP&TARGET=-SM-http%3a%2f%2fwin2012%2edemo%2ecom%2f HTTP/1.1

> Host: win2012.demo.com

> User-Agent: curl/7.29.0

> Accept: */*

>

< HTTP/1.1 401 Unauthorized

< Date: Wed, 30 Nov 2016 22:34:24 GMT

< Server: Apache/2.4.23 (Win64)

< WWW-authenticate: Negotiate

< Content-Length: 31

< Content-Type: text/html; charset=iso-8859-1

<

* Connection #0 to host win2012.demo.com left intact

Negotiated Credentials Required[smuser@sso log]$

Install Kerberos client tools on linux host by running the following command.

yum install krb5-workstation.x86_64 |

Run the below command to clear any previous authorization tickets cached.

kdestroy |

Run command to retrieve initial ticket-granting ticket for user principal. In the example “smadmin”
is a user stored in Active Directory.

kinit -f smadmin |

Run command to list the Kerberos principal and Kerberos tickets held in a credentials cache.

Klist |

Run curl command below to validate Kerberos authentication is successful, store the SMSESSION and
successfully access protected resource.
curl --verbose --silent --location --user
http://win2012.demo.com

--negotiate --cookie-jar cookies.txt --delegation always

* About to connect() to win2012.demo.com port 80 (#0)

* Trying 192.168.98.132...

* Connected to win2012.demo.com (192.168.98.132) port 80 (#0)
> GET /HTTP/1.1

> User-Agent: curl/7.29.0

> Host: win2012.demo.com

> Accept: #/*
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>

< HTTP/1.1 302 Found

< Date: Thu, 01 Dec 2016 21:27:14 GMT

< Server: Apache/2.4.23 (Win64)

< Cache-Control: no—store

< Location:
/siteminderagent/Kerberos/creds.kcc?&SMAGENTNAME=;XRsG5IBP8zVSwwbbsd3Ntr4tMiJRFcRovOW643B
deZub1sKkKMG]jS2kp4dHMKYOP& TARGET=-SM-http%3a%2{%2fwin2012%2edemo%2ecom%2f

< Content-Length: 353

< Content-Type: text/html; charset=iso-8859-1

<

* [gnoring the response-body

* Connection #0 to host win2012.demo.com left intact

* Issue another request to this URL:
'http://win2012.demo.com/siteminderagent/Kerberos/creds.kcc?&SMAGENTNAME=jXRsG51BP8zVSww5bsd3
Ntr4tMiJRFcRovOW643BdeZu61sKKkKMGjS2kp4 HMKYOP& TARGET=-SM-
http%3a%2{%2fwin2012%2edemo%2ecom%2f'

* Found bundle for host win2012.demo.com: 0x1d62e70

* Re-using existing connection! (#0) with host win2012.demo.com

* Connected to win2012.demo.com (192.168.98.132) port 80 (#0)

> GET
/siteminderagent/Kerberos/creds.kcc? & SMAGENTNAME=;XRsG5IBP82zVSwwbbsd3Ntr4tMiJRFcRovOW643B
deZub61sKkKMG]jS2kp4HMKYOP& TARGET=-SM-http%3a%2{%2fwin2012%2edemo%2ecom%2f HTTP/1.1

> User—-Agent: curl/7.29.0

> Host: win2012.demo.com

> Accept: */*

>

< HTTP/1.1 401 Unauthorized

< Date: Thu, 01 Dec 2016 21:27:14 GMT

< Server: Apache/2.4.23 (Win64)

< WWW-authenticate: Negotiate

< Content-Length: 31

< Content-Type: text/html; charset=iso-8859-1

<

* [gnoring the response—body

* Connection #0 to host win2012.demo.com left intact

® Issue another request to this URL:
'http://win2012.demo.com/siteminderagent/Kerberos/creds.kcc? & SMAGENTNAME=jXRsG5IBP8zVSwwbbsd3
Ntr4tMiJRFcRovOW643BdeZu61sKkKMGjS2kp4HMKYOP& TARGET=-SM-
http%3a%2{%2fwin2012%2edemo%2ecom%2f'

* Found bundle for host win2012.demo.com: Ox1d62e70

* Re—using existing connection! (#0) with host win2012.demo.com

#* Connected to win2012.demo.com (192.168.98.132) port 80 (#0)

* Server auth using GSS-Negotiate with user "

> GET
/siteminderagent/Kerberos/creds.kcc?&SMAGENTNAME=jXRsG51BP8zVSwwbbsd3Ntr4tMiJRFcRovOW64 3B
deZub1sKkKMGjS2kp4HMKYOP& TARGET=-SM~http%3a%2{%2fwin2012%2edemo%2ecom%2f HTTP/1.1

> Authorization: Negotiate
YIIKgwYJKoZIhveSAQICAQBuggpyMIIKbgADAgEFoQMCAQ6iBWMFACAAAACjggRAYYIEPDCCBDigAwIBBa
EKGwhERU1PLkNPTaljMCGgAwIBA6EaMBgbBEhUVFAbEHdpbjIwMTIuZGVtby5jb22jggP+ MIID+ gADAgEXo
QMCAQOiggPsBID6GjvvWISCSIUwWXQckANHEYu7uiEMaOGKpGMmL1x1H9zopLvMacX6FiEom3jbZxRXOrE/
QsUWJ4M;jXJusSHO/InF76bxvoZWVuDF+ 0QqvKb2QIRfuWyHDcErxJg/M9CNjJ47dYUOu/nINm6rVjleflCLsVj9y
B7aFDo5HEsQ/OxCZHNxVpi/HFoiwMmRpLE4PW3NFMBC+ jRNt50GROYRvt/870KMsCXZjj59q+ KKAD;fKkIMOI
UDqIXuorAcDztMmUwL/dnlEhsmfdC2vU9Xo07x8KtqrraRGoSJsOWaFecwOpy/IhlY+ G4P/9KI+ EZ1GmnjMKRVr
WTRPi6NfkQBQGTmaWXyDQMIkD5NXOmThZc6q0e YT2N3N9irOtUaBPXEZtWixtzDC4FWI6yQZKromSweVo
sqIXd39tQI4NiHoZ+ vTzsAsSuF5F7gF7RC21UqTNHpy VIIImOZhT6MzgGl8rmSMHUI; 25bPBJky 2umw8tBIBsA
mcqYsoFOpHiX8SLy6GFQSVINQbI4166VIvInCsip2YStOgv/qCsQlykcak60b9X5Bq2YMMI+ k4r1EX8qUru/MZi
83TSV7AWunjNRJVpoMCtHr+ QG6xiYmXdSnDQsrl1ZSJfzszEM507BXuA5at8pF8d2U6EtyntfG4pUWBOrdhAUA
NGI8BcO4H3mNHZwPvhicTQ2HXSIVN7MW/hPNyZNwSpzTzZdAc/Vom6n21WpD8DBWz5zYH7hvJekNV758/
wkyi42uJYwAIIBsOcEKUxjIB4tIA3mX5E/eebn6kbiVZFFWpuYRZj+ D4J7Yi9fkUHINQJi7rkInWzovcJXVgVpBLj
epakucBILWCZ/ulZFhBR/gOpFFcJsMy61TCbh+ 5GelkZBtl+ wVukeKqqM2xzeHLIBscqsGP+ NDKYq66uMAkaWX
8u+ olEukkavZXrx+ TVtjH6I1VcB5ehTPzyy7IROW8mMAEOsHIab6e6wa8pQFjx00whwZWZ9PrmATspCBFLRphW

Created by Jack Saunders Page 12 of 20



ca Kerberos Authentication
w Using Linux Policy Server — CA

technologies SS0O 12.6

UzM10oHBIdT8hybuSnByzKpVFJwFinrL9+ XPgaXq9+ kIARubZToNaAj/36mv3xe8a3mfAhvul qZX0flmg/91N2A
TEXE3m7LR20Cv+ vWSOTMWgyF6MYHs6CD1ST{8vIBEzhLcxzKhPJHSDbX4cVEdiubrgF2U+ ¢/BEo/at5BKO+
XLyoMhgXeld2ljsdxLyToeuTInE/hIBa90nhREoYxDt+ qCilSfgbMITA3bOGR)/HEuZ3uJRMEhP{jxFOVPwSPqU2
noEbjJCeFcL2pp41315nPdGdAN{2myMtZSdhil1XF9xkBIpPdVKwtbobC02ge9rr4JzPWrRhW64PakggYTMIIGD6A
DAgEXo00IGBgSCBgIAOECJRE0504jGHEOhNsqtYUBcljfP+ uW98ntNwbFHRZOJ7VAI6 Zxd3rUfYX8qma3if6keji2
7+ oWJrcy8ryTTKAAInKa9TILokATPqrgU2SCEo0//d05aR6+ TGhv4P1UDyRU2cChPPITa7A0KQB2zHj3bBzqv
q9Ln3+ zZB7cnMalowyJ+ w7UHQTnrNxUL2qoAAWUvogM7AXPo+ ajfgKYzIWm/tVeBC2mliagsyl37RqAadQK
Eqg3J5kjFxJtzz8/BAiIICwICgFXekVb5yNU/fz6ES3uu2VLZFikOG1+ TYWvVKkHvIw3KRtZ5uf2R1h51GoE9rxoiWn
WQLKQAUHB97N7K4iLMj+ ahs2P6Y06FsTs5CbFK7FtKYR4vif9L8POWhBuliflr51C/uEsP5h/bOSs24w9jzdjrIH
4ogdhnpztYr/rzzyRpm4sol0U2AVUSZvCeEmeZzevdluLQNa4gS2eD38Rdt4D+ 27sezUx2bYOfIT3MnOpDOshRI
701i90siR1WKOLYPyRekOwEOG34zvrlJ5SwaD1b+ J3hZSyJMIeWDgBI1SOuvE500nXhbsZ6y3FhiQyXM+ sQV5
g6AkTcesW2DweOCuLvY4GkTzyKtfw8ZWLntZsyolU5Krtk9XeU27zc56JbGnexYE+ xzpbe3mezBt+ auJBC/d11
0Y9llgr8iJyw7APXU5S5Vm+ wAt10OM6jMHNEH5IT50RiY9xLcs6y666q7B8E1LxZjd55gaVTL3SiPE1taOoAKo8xj+
yl1aa6u3dXYMGbDIi27B5KMVnvEbzXJIXx VPHNxvOlhvK8DGQNFbVedUIRB+ Pb58P2NTzKxeXi6k3Z9mX1{2r
vxtv3/N/RFInuLxLjyVdeMxdSwI7fXU4roT6;0PVhzwmsdnkcOf7DjZV7MhxluMXUyI6NIZ48HQNGUqNw/ns90
EleOjv1HZMsZ9c¢B0/S5g8MEvWxHOpX+ th8IPISKV6L1n27KuxmerT6FRUcPKZEY{MsokOw1FQ/8cxpA2PJIQh
InZfbOSmfOBMbVI3i43+ pQWBJIL+ TeVPwvtR+ bCksPpVdIAOf2TKOIQIDRSCXGAggJrKPxGDIDGiISqXBbmBFs
10eXKE4QUCEyxZSiJloVH3809Ks84r771+ VG5WWTYg6BtUsVEsWxYvk8+ 1ioz/21hjWEYzcNiTg5PJ5e VrGXJ
hEP7P8SiAKrjjOXTCNTI9kRmtOR200JvwkQBmms1B1CX9y4Ve3keTulwWsrzVIOvRor14pwhbml4 XIhrWRLozPp
qwU8JqintxkVqeQKjZMEuslnujNCgK/gqmwePhvk9WgJHywDH+ uJfqxYxCsP5GI30YEaAc81jklq68KEVVBB7Wv
GrgUXIdRIwcEA4Y6NPpFp4rHrwxdR3SLYjs4kBzz6xT033YuNK131aW0/zgIntGiOvu/3hgpJL+ y/qvvWO0Di3qBZ
PpgMg4NHgBgzZREMgimHXplg2hfRAuQSIpEasLv2CHFFRsd1ct2LMLej4m119vhmNIBYNLqYdX50uUntCdYvek
rOa6D7ikXUynjN3nKVjGIYN28IV5/xNaw/0flaKf5Nmbsc45TvyXc8dolBmZz92zKzsKSpb9203eLV9/4aRv9iGwY
o8ttmN+ OR1pKbipxCzJHCIi8LW/k8xaOALwWfPG44eXz5g Th{NYoujmeLhThYzldDO3ipVO+ KOxAgiS40XPhEJM
XyO5pJVcfHP751iHgH7 VuLctM13/X2wHMIPTpM3SdndgPmJkrFl+ G75dbzmpGMtttLvWu9nsfyCM8EgxBSCkC
6wABissJtbvhkbMzdOCuP4NzRZvZqVpgdxcFusL5P40SdrihA4yLzWCLh5y00D9QX1kq7nOtWCWMFUICC2micl
TKf+ YLK9uQ4 YIpNBLu3AcRsDDg8AHIvy/2RqJu6SZEU32xQ/XWjM6pupo TxbeomG4J6hMck7SA6sSYovin19E
CPt8jcAod6/dWkKb3IINYHKISILmnSlgpls8+ s+ 0C3tqNj4VOzliVwTMuuKDw4IXxUn9tSbssGiIKSRMEUvnpNDs
wXjwQ==

> User—-Agent: curl/7.29.0

> Host: win2012.demo.com

> Accept: #/*

>

< HTTP/1.1 302 Found

< Date: Thu, 01 Dec 2016 21:27:14 GMT

< Server: Apache/2.4.23 (Win64)

* Added cookie SMCHALLENGE="NTC_CHALLENGE_DONE" for domain demo.com, path /, expire O

< Set-Cookie: SMCHALLENGE=NTC_CHALLENGE_DONE; path=/; domain=.demo.com

* Added cookie
SMSESSION="Q9i/WP{jBceAq3vF8Ks42JKkG4DyBQWxuREOPYKBbBOwxPhLxsOnzHZbEE+ MIVrzJsyJIbKWb
fJOoqhVP3Vj3ArNOnViubmJO+ nvJvAIMOH&fxdzszPP8YEGe OKsDogM40vWx80h2kB8ty 1yk/g6AC+ H2RdiZ4u
QHF6PWZEKNP5GukIVGzR7DpI0YQUQ971dntT11PJoNeLntX6zPkLuGrEscrdzVOyE1UOaMAIbDCw/UstY9oRn
0B1003iU5dtxmCIJKvGDRjLZdA3vAZwragcoNXUiSos0zviKtfAO/PgvoPnburPNJnOw+ 64 WFAJLKFUnRI9t2iFS5
QEjxY8EczT2jWuDDidczF95EE0Idd8CfOKtXy2MYWsY2kU69CYwWH4xQ/70ZbjMuUIKI2i02p04j3gCHFOzZap

aNbtclTWslodeMVPIJXbTHL61dXfavUXQ6YDAXJvCHAbG13LmgMIQnRWXUOPdIrMwUR1srOb/Z8RxDpKjBm9
BKaB/KOQCYEsTWBYnB4pbgUZB7umfXcWAXMBKKmdS8Rx7phMN{YD+ 6p02J63Nc6z606PvwSC4RSpKoHd
PoG4Aq8xZYP+ ylI50w6FkmsIBc4FvuUTDEK9IWPUXV64imTNgbjhdXmhelvY5j12RN1EAZzxJ51Q6eEVkiuMuT
Mb+ ReSbQwdr/WiK4SwK82YxthBJDLDbt3X1kV7Z6Wdpjso09Rm31/NVxxGIxkehQDGRD7Td7es3kRPVc9GuD
D5DpqlCGkhiklPPTjsT3b3A8P6bthNgZP+ YV6GDtkVOGkxOnCbJzIKT3wJXxkhixAya+ RwpbU3Fsq0o5TkxZQx
1IrWkwgZjdEdeYSNTAOG1WlhynR0133YGRPCOLrulwShjpdtRiR4Luz1kRMIPKWR9ZOm5I13TvjHk7MiZHprFfa
vLMOA3sIAseukzmqWZ75RtTxaeQYMqTfve AGGUMHsY6hiudSSMxsKpsMNDyPMrWO0OAzvHu21H5pq3YtljvTD
6WORSS72LuVDf4nQvh+ qjrKCLCptSQsrx4 1yiRIBAOUuHWL1g98MQfeWY3" for domain demo.com, path /,
expire O

< Set-Cookie:
SMSESSION=Q9i/WPfjBceAq3vF8Ks42JKkG4DyBQWxuREOPYKBbBOwxPhLxsOnzHZbEE+ MIVrzJsyJIbKWbf
JOoqhVP3Vj3ArNOnViu6mJO+ nvJvAIMOH&fxdzszPP8YEGe OKsDogM40vWx80h2kB&ty1lyk/g6 AC+ H2RdiZ4u
QHF6PWZEKNP5GuUKIVGzR7DpI0YQUQ971dntT11PJoNeLntX6zPkLuGrEscrdzVOyE1UOaMAIbDCw/UstY9oRn
0B1003iU5dtxmCJIKvGDS8jLZdA3vAZwragcoNXUiSos0zviKtfAO/PgvoPnburPNJnOw+ 64 WFAJLKFUnRIOt2iFS5
QEjxY8EczT2jWuDDidczF95EE0Idd8CIOKtXy2MYWsY2kU69CYwWH4xQ/70ZbjMuUIKI2i02p04j3gCHFOzZqp

aNbtclTWslodcMVPJXbTHL61dX{avUXQ6YDAXJvCHAbG13LmgMJQnRWXUOPdIrMwUR1srOb/Z8RxDpKjBm9
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BKaB/KOQCYEsTWBYnB4pbgUZB7umfXcWAXMBKKmdS8Rx7phMN{YD+ 6p02J63Nc6z606PvwSC4RSpKoHd
PoG4Aq8xZYP+ yl50w6FkmsIBc4FvuUTD6KIIWPUXV64imTNgbjhdXmhelvY5j12RN1EAzxJ5iQ6eEVkiuMuT
Mb+ ReSbQwdr/WiK4SwK82YxthBJDLDbt3X1kV7Z6Wdpjso09Rm31/NVxxGIxkehQDGRD7Td7es3kRPVcIGuD
D5DpqlCGkhiklPPTjsT3b3A8P6bthNgZP+ YV6GDtkVOGkxOnCbJzIKT3wJXxkhixAya+ RwpbU3Fsq0o5TkxZQx
1rWkwgZjdEdeYSNTAOG1WlhynR0133YGRPCOLrulwShjpdtRiR4Luz 1kRMIPKWR9ZOmb5I3TvjHk7MiZHprFfa
vLMOA3sIAseukzmqWZ75Rt TxaeQYMqTive ABGUMHsY6hiudSSMxsKpsMNDyPMrWOAzvHu21H5pq3YtljvTD
6WOR5S72LuVDf4nQvh+ qjrKCLCptSQsrx41yiRIBAOUUHWL1g98MQfeWY3; path=/; domain=.demo.com

< Cache-Control: no—store

< Location: http://win2012.demo.com/

< Content-Length: 208

< Content-Type: text/html; charset=iso-8859-1

<

* Jgnoring the response—body

* Closing connection O

* [ssue another request to this URL: 'http://win2012.demo.com/'

* About to connect() to win2012.demo.com port 80 (#1)

* Trying 192.168.98.132...

* Connected to win2012.demo.com (192.168.98.132) port 80 (#1)

> GET /HTTP/1.1

> User-Agent: curl/7.29.0

> Host: win2012.demo.com

> Accept: */*

> Cookie:
SMSESSION=Q9i/WPfjBceAq3vF8Ks42JKkG4DyBQWxuREOPYKBbBOwXPhLxsOnzHZbEE+ MIVrzJsyJIbKWbf
JOoqhVP3Vj3ArNOnViu6mJO+ nvJvAIMOHSfxdzszPP8YEGe OKsDogM40vWx80h2kB8ty1yk/g6AC+ H2RdiZ4u
QHF6PWZEKNP5GukIVGzR7DpI0YQUQ971dntT11PJoNeLntX6zPkLuGrEscrdzVOyE1UOaMAIbDCw/UstY9oRn
0B1003iU5dtxmCIKvGDS&jLZdA3vAZwragcoNXUiSos0zviKtfAO/PgvoPnburPNJnOw+ 64 WFAJLKFUnRIOt2iFS5
QEjxY8EczT2jWuDDidczF95EEOIdd8 CfOKtXy2MYWsY2kU69CYwWH4xQ/70ZbjMuUIKI2i02p04j3gCHFOzZqgp

aNbtclTWslodceMVPIXbTHL61dXfavUXQ6YDAXIJvCHdbG13LmgMJQnRWXUOPdIrMwUR1srOb/Z8RxDpKjBm9
BKaB/KOQCYEsTWBYnB4pbgUZB7umfXcWAXMBKKmdS8Rx7phMN{YD+ 6p02J63Nc6z606PvwSC4RSpKoHd
PoG4Aq8xZYP+ yl50w6FkmsIBc4FvuUTD6KIIWPUXV64imTNgbjhdXmhelvY5j12RN1EAzxJ5iQ6eEVkiuMuT
Mb+ ReSbQwdr/WiK4SwK82YxthBJDLDbt3X1kV7Z6Wdpjso09Rm31/NVxxGIxkehQDGRD7Td7es3kRPVc9GuD
D5DpqlCGkhiklIPPTjsT3b3A8P6bthNgZP+ YV6GDtkVOGkxOnCbJzIKT3wJXxkhixAya+ RwpbU3Fsq005TkxZQx
1IrWkwgZjdEdeYSNTAOG1WlhynR0133YGRPCOLrulwShjpdtRiR4Luz 1kRMIPKWR9ZOmb5I3TvjHk7MiZHprFfa
vLMOA3sIAseukzmqWZ75RtTxaeQYMqTfve AGGUMHSsY6hiudSSMxsKpsMNDyPMrWOAzvHu21H5pq3YtljvTD
6WORSS72LuVDf4nQvh+ qjrKCLCptSQsrx41yiRIBAOUuHWL1g98MQfe WY 3;
SMCHALLENGE=NTC_CHALLENGE_DONE

>

< HTTP/1.1 200 OK

< Date: Thu, 01 Dec 2016 21:27:14 GMT

< Server: Apache/2.4.23 (Win64)

* Replaced cookie SMCHALLENGE="NTC_CHALLENGE_DONE" for domain demo.com, path /, expire 0

< Set-Cookie: SMCHALLENGE=NTC_CHALLENGE_DONE; path=/; domain=.demo.com

* Replaced cookie SMCHALLENGE="" for domain demo.com, path /, expire 1465075634

< Set-Cookie: SMCHALLENGE=; expires=Sat, 04 Jun 2016 21:27:14 GMT; path=/; domain=.demo.com

< Last-Modified: Tue, 12 Jun 2007 01:53:14 GMT

< ETag: "2e-432abc2b0b680"

< Accept—-Ranges: bytes

< Content-Length: 46

< Content-Type: text/html

<

<html><body><h1>It works!</h1></body></html>

* Connection #1 to host win2012.demo.com left intact
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9 POLICY SERVER TRACE LOG

You can see the Kerberos Realm name is stripped off and user is added to the %{UID} variable
defined in previous authentication scheme configuration step.

[12/01/2016][19:54:39.128][19:54:39][52780][139952905795328][SmMessage.cpp:553][CSmMessage::ParseAgentMessage][s83
/r3][Apache_Win2012_agent][I1[101110010000000000[1[smadmin@DEMO.COM][Receive request attribute 210, data size is
1e][lannnonnnnnanonnonnanonaoooonoanoannnn
[12/01/2016][19:54:39.128][19:54:39][52780][139952905795328][Sm_Auth_Message.cpp:781][CSm_Auth_Message::Authentica
teUser][00000000000000000000000001000000-1768-5840c64a-14b4-
018562b5][apache_win2012_agent][/][smadmin@DEMO.COM][][docroot][Apache_Win2012_TestApp](1[1000ONON0N0[[Auth
enticating user.]J[1[10{1[1[5][0][Kerberos Auth][1[1[11[1[][smadmin@DEMO.COM][][06-000bea37-69f5-1834-a275-
6283c0a8207f](111I010000O00O00O00O000
[12/01/2016][19:54:39.129][19:54:39][52780][139952905795328][smauthkerberos.cpp:328][SmAuthenticate] [1[1[11[100100000L
00000[1User DN Lookup: (uid=smadmin)1NONNNNO0O0O00O000000O0000000000000000
[12/01/2016][19:54:39.129][19:54:39][52780][139952905795328][smauthkerberos.cpp:359][SmAuthenticate][][][][(uid=smadmi
n)I000000000000000[User Message itself is the search filter][1[1NINNNNNNONO0OONO0O0O0OO0OO0O000000000
[12/01/2016][19:54:39.129][19:54:39][52780][139952905795328][SmDsDir.cpp:272][CSmDsDir::IsValidUsername] [1[1[1[10 110 1L
100000010 User ='(uid=smadmin)'1{][Start of call IsValidUsername.I[IIININONO0OONO0O00000000000000000000010
[12/01/2016][19:54:39.129][19:54:39][52780][139952905795328][SmDsDir.cpp:425][CSmDsDir::Search][1[110011001000000000[
1[1{Advanced search, Root="'ou=policystore,o=siteminder',Filter='(uid=smadmin)'][][Start of call
Search.J{1II00O0OO00OOO0OO0OOOOOOOOO0OO0O00000000
[12/01/2016][19:54:39.129][19:54:39][52780][139952905795328][SmDsLdapProvider.cpp:1821][CSmDsLdapProvider::Searchimp
nanonononononononoonoiisearch  fiker is 2 (uid=smadmin)IONOO00000O000000000000000000000000000
[12/01/2016][19:54:39.129][19:54:39][52780][139952905795328][SmDsLdapConnMgr.cpp:1218][CSmDsLdapConn::SearchExts][]
aanooonnoooanononianmniLbAap search of (uid=smadmin) took 0 seconds and 163
microseconds](1[1I100O0O0OON0O0O00O0O0O00000000000000
[12/01/2016][19:54:39.254][19:54:39][52780][139952905795328][SmDsLdapConnMgr.cpp:1218][CSmDsLdapConn::SearchExts][]
annnoonooooanononaamnLbAap search of (uid=smadmin) took 0 seconds and 368
microseconds](1[10I0NO0O0OON0O0O00O0O0O0000O000000000
[12/01/2016][19:54:39.254][19:54:39][52780][139952905795328][SmDsLdapProvider.cpp:2378][CSmDsLdapProvider::Search][][]
aooonooooonnononnisearch) Base: fou=policystore,o=siteminder', Filter: '(uid=smadmin)'. Status: 1 entries.][][Ldap Search
callout succeeds. 1(1[10I00ONO0NONNONONONNOONO0NOONONONONNO0NO00
[12/01/2016][19:54:39.254][19:54:39][52780][139952905795328][SmDsUser.cpp:95][CSmDsUser::CSmDsUser] (1111110100000
[10000[1[About to initialize User 'uid=smadmin,ou=Admins,ou=policystore,o=SiteMinder' in dir 'CA Directory'][][Start of call
InitUser. J[INI00ONO0OO00OO0O0O0OO0O0O0000O0000000000
[12/01/2016][19:54:39.254][19:54:39][52780][139952905795328][SmAuthUser.cpp:5423][CSmAuthUser::Authenticate][][][][sma
dmin@DEMO.COMI[][][][CA

Directory][10[1000MN 0[] [LDAP://sso.demo.com:10389/uid=smadmin,ou=Admins,ou=policystore,o=SiteMinder][Authenticating
user by the auth scheme][][1[1(1[][1[][Kerberos
Auth][1[1[][1[nc8BMAUEadUIn60/Zu70+jD7YAs=][][uid=smadmin,ou=Admins,ou=policystore,o=SiteMinder] [1[11[101000 00100101
annaoonmnan
[12/01/2016][19:54:39.254][19:54:39][52780][139952905795328][smauthkerberos.cpp:381][SmAuthenticate][][][][smadmin@D
EMO.COMIINNNNNNNa00a0M00Processing Kerberos security
context][1[I00OO0OOOOOO0OOO0OOOOOO0OOO0OOO0O00000
[12/01/2016][19:54:39.257][19:54:39][52780][139952905795328][SmDsUser.cpp:272][CSmDsUser::GetDisabled][][1[1[1011110(
1a0amnamaaiuser ='uid=smadmin,ou=Admins,ou=policystore,o=SiteMinder'][][Start of call
GetDisabledUserstate. ][1[1IONO000O00O0000000000000000000000100
[12/01/2016][19:54:39.257][19:54:39][52780][139952905795328][SmDsUser.cpp:578][GetCachedAttr][J 1111000 000NNONNNN0L
J[1{][Property  'passwordError' for user ‘'uid=smadmin,ou=Admins,ou=policystore,o=SiteMinder' @ NOT found in
cache](lIlI00O0O0O0O0OOOOOOOOOO0OOO0OOO0000000000010
[12/01/2016][19:54:39.257][19:54:39][52780][139952905795328][Sm_Auth_Message.cpp:4186][CSm_Auth_Message::SetAuthC
ontext][00000000000000000000000001000000-1768-5840c64a-14b4-
018562b5][apache_win2012_agent][/][smadmin@DEMO.COM][][docroot][Apache_Win2012_TestApp][CA

Directory] (1111100100000 0OM[Evaluating 'OnAuthAccept' policy...][1110[M0[Kerberos
Auth][1[1[{1[1{][uid=smadmin,ou=Admins,ou=policystore,o=SiteMinder][][06-000bea37-69f5-1834-a275-
6283c0a8207f](111I00000O00O0OO000000
[12/01/2016][19:54:39.257][19:54:39][52780][139952905795328][SmAuthorization.cpp:1453][CSmAz::I1sOK][][][][smadmin@DE
MO.COM][][docroot][Apache_Win2012_TestApp] (1111010000000 [Start of user policy analysis for
realm.][10010000000000[1[uid=smadmin,ou=Admins,ou=policystore,o=SiteMinder][][06-000bea37-69f5-1834-a275-
6283c0a8207f](111110000OO0O0OO000000
[12/01/2016][19:54:39.257][19:54:39][52780][139952905795328][SmAuthorization.cpp:2325][CSmAz::IsOkGlobal][][][][smadmin
@DEMO.COM][][docroot][Apache_Win2012_TestApp][I[110ONNN0OM0[1[1[Evaluating  OnAuthAccept global policies in the
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realm. J[I0I00000000000 uid=smadmin,ou=Admins,ou=policystore,o=SiteMinder] [OnAuthAccept] [1[II1NNONNOONOO00O0L
1n1aa
[12/01/2016][19:54:39.257][19:54:39][52780][139952905795328][SmAuthorization.cpp:1453] [CSmAz::IsOK][][][][smadmin @DE
MO.COM][][docroot][Apache_Win2012_TestApp] (1111000000000 [Start of user policy analysis for
realm. ][1000000000000[1[uid=smadmin,ou=Admins,ou=policystore,o=SiteMinder][][06-000bea37-69f5-1834-a275-
6283c0a8207f](1[11110000000O0000000010
[12/01/2016][19:54:39.258][19:54:39][52780][139952905795328][Sm_Auth_Message.cpp:5262][CSm_Auth_Message::FormatAt
tribute][s83/r3][Apache_Win2012_agent][][smadmin@DEMO.COM][][docroot][Apache_Win2012_TestApp][CA
Directory][1[100010000[[X@.0....][Send response attribute 153, data size is 810011 [Kerberos
Auth][1[1[1{][1{][uid=smadmin,ou=Admins,ou=policystore,o=SiteMinder][][06-000bea37-69f5-1834-a275-
6283c0a8207f][1[1[I11[11[][Login][58 40 c6 4f 00 00 00 00 I[N
[12/01/2016][19:54:39.258][19:54:39][52780][139952905795328][Sm_Auth_Message.cpp:5262][CSm_Auth_Message::FormatAt
tribute][s83/r3][Apache_Win2012_agent][][smadmin@DEMO.COM][][docroot][Apache_Win2012_TestApp][CA
Directory][1[1000000OMX@.0....][Send response attribute 154, data size is 8100101 [Kerberos
Auth][1[1[1[[1[][uid=smadmin,ou=Admins,ou=policystore,o=SiteMinder][][06-000bea37-69f5-1834-a275-
6283c0a8207f][1[111[101[101[1[1[1[Login][58 40 c6 4f 00 00 00 00 1IN
[12/01/2016][19:54:39.258][19:54:39][52780][139952905795328][Sm_Auth_Message.cpp:5262][CSm_Auth_Message::FormatAt
tribute][s83/r3][Apache_Win2012_agent][][smadmin@DEMO.COM][][docroot][Apache_Win2012_TestApp][CA
Directory][1010010000M00[X@.0....][Send response attribute 155, data size is 81100000 [Kerberos
Auth][111011([][uid=smadmin,ou=Admins,ou=policystore,o=SiteMinder][][06-000bea37-69f5-1834-a275-
6283c0a8207f][1[1[I1[1[][Login][58 40 c6 4f 00 00 00 00 I[N
[12/01/2016][19:54:39.258][19:54:39][52780][139952905795328][Sm_Auth_Message.cpp:5262][CSm_Auth_Message::FormatAt
tribute][s83/r3][Apache_Win2012_agent][][smadmin@DEMO.COM][][docroot][Apache_Win2012_TestApp][CA
Directory][1[1001010001000100L. - .- 1[Send response attribute 225, data size is 810 [Kerberos
Auth][1[]1[1[[1[][uid=smadmin,ou=Admins,ou=policystore,o=SiteMinder][][06-000bea37-69f5-1834-a275-
6283c0a8207f][I[11[1(1[111[1[1{1[Login][00 00 Oe 10 00 00 00 00 J[11[1LI(ICI(I(1(]
[12/01/2016][19:54:39.258][19:54:39][52780][139952905795328][Sm_Auth_Message.cpp:5262][CSm_Auth_Message::FormatAt
tribute][s83/r3][Apache_Win2012_agent][][smadmin@DEMO.COM][][docroot][Apache_Win2012_TestApp][CA
Directory][100010101000101001001. .- ....][Send response attribute 226, data size is 8I[0MM10[ [Kerberos
Auth][1[]1[1[][1[][uid=smadmin,ou=Admins,ou=policystore,o=SiteMinder][][06-000bea37-69f5-1834-a275-
6283c0a8207f][1[1[1[11[1[1[1[1[][Login][00 00 1c 20 00 00 00 00 J(1LI[IILIIICII]
[12/01/2016][19:54:39.258][19:54:39][52780][139952905795328][Sm_Auth_Message.cpp:5262][CSm_Auth_Message::FormatAt
tribute][s83/r3][Apache_Win2012_agent][][smadmin@DEMO.COM][][docroot][Apache_Win2012_TestApp][CA
Directory][1[100010010000L.--..- 1[Send response attribute 167, data size is 810 [Kerberos
Auth][111011[][1[uid=smadmin,ou=Admins,ou=policystore,o=SiteMinder][][06-000bea37-69f5-1834-a275-

6283c0a8207f] (1[I0 [1[Login][ff ff ff ff 00 00 00 00 111NN
[12/01/2016][19:54:39.258][19:54:39][52780][139952905795328][Sm_Auth_Message.cpp:5262][CSm_Auth_Message::FormatAt
tribute][s83/r3][Apache_Win2012_agent][][smadmin@DEMO.COM][][docroot][Apache_Win2012_TestApp][CA
Directory][10100110001 ([ [nc8BMAUEadUIn60/Zu70+jD7YAs=][Send response attribute 205, data size is 28][1[][J[]{1[][][Kerberos
Auth][1[1[1[][1[][uid=smadmin,ou=Admins,ou=policystore,o=SiteMinder][][06-000bea37-69f5-1834-a275-
6283c0a8207f][1[11[111 011 1M1[][Login][6e 63 38 42 4d 41 55 45 61 64 55 6¢ 6e 36 6f 2f 5a 75 37 30 2b 6a 44 37 59 41 73 3d
manannoonan
[12/01/2016][19:54:39.258][19:54:39][52780][139952905795328][Sm_Auth_Message.cpp:5262][CSm_Auth_Message::FormatAt
tribute][s83/r3][Apache_Win2012_agent][][smadmin@DEMO.COM][][docroot][Apache_Win2012_TestApp][CA
Directory][1[1000101101[1[][uid=smadmin,ou=Admins,ou=policystore,o=SiteMinder][Send response attribute 218, data size is
A9][111010010[1[Kerberos  Auth][1[1{1[][1[][uid=smadmin,ou=Admins,ou=policystore,o=SiteMinder][][06-000bea37-69f5-1834-a275-
6283c0a8207f][1[111I0MI0MI[][Login][75 69 64 3d 73 6d 61 64 6d 69 6e 2c 6f 75 3d 41 64 6d 69 6e 73 2c 6f 75 3d 70 6f 6¢ 69 63 79
73 74 6f 72 65 2c 6f 3d 53 69 74 65 4d 69 6e 64 65 72 J[1[11[10[1001[]
[12/01/2016][19:54:39.258][19:54:39][52780][139952905795328][Sm_Auth_Message.cpp:5262][CSm_Auth_Message::FormatAt
tribute][s83/r3][Apache_Win2012_agent][][smadmin@DEMO.COM][][docroot][Apache_Win2012_TestApp][CA
Directory][1[100M0M10[1[1[][0e-000a3f76-0335-1365-bee6-01030a4090cc][Send  response  attribute 151, data size is
391100100011 [Kerberos - Auth][1[1[][1[(][][uid=smadmin,ou=Admins,ou=policystore,o=SiteMinder][][06-000bea37-69f5-1834-a275-
6283c0a8207f][1[11[I110M10M1[][Login][30 65 2d 30 30 30 61 33 66 37 36 2d 30 33 33 35 2d 31 33 36 35 2d 62 65 65 36 2d 30 31 30
333061 3430393063 63 {11001
[12/01/2016][19:54:39.258][19:54:39][52780][139952905795328][Sm_Auth_Message.cpp:5262][CSm_Auth_Message::FormatAt
tribute][s83/r3][Apache_Win2012_agent][][smadmin@DEMO.COM][][docroot][Apache_Win2012_TestApp][CA
Directory][J[TOMNMNMNMNIIIICA  Directory][Send  response  attribute 213, data size is  12][I[J[I[[][I[][Kerberos
Auth][1[1[{1[1{][uid=smadmin,ou=Admins,ou=policystore,o=SiteMinder][][06-000bea37-69f5-1834-a275-
6283c0a8207f](1[1[[MMM[[Login][43 41 20 44 69 72 65 63 74 6f 72 79 1[1[I[I11I1I1101[1
[12/01/2016][19:54:39.258][19:54:39][52780][139952905795328][Sm_Auth_Message.cpp:5262][CSm_Auth_Message::FormatAt
tribute][s83/r3][Apache_Win2012_agent][][smadmin@DEMO.COM][][docroot][Apache_Win2012_TestApp][CA
Directory][J[100M0M100(1[[sso.demo.com:10389][Send response attribute 214, data size is 18][I[1[I{[][I[][Kerberos
Auth][1[]1[1{][1[][uid=smadmin,ou=Admins,ou=policystore,o=SiteMinder][][06-000bea37-69f5-1834-a275-
6283c0a8207f](1[11[11101111[1(])[Login][73 73 6f 2e 64 65 6d 6f 2e 63 6f 6d 3a 31 30 33 38 39 J(I[11[1110I01(0M]
[12/01/2016][19:54:39.258][19:54:39][52780][139952905795328][Sm_Auth_Message.cpp:5262][CSm_Auth_Message::FormatAt
tribute][s83/r3][Apache_Win2012_agent][][smadmin@DEMO.COM][][docroot][Apache_Win2012_TestApp][CA
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Directory][J[T00MNO00M0I[LDAP:][Send response attribute 215, data size is s1a0mna00Kerberos
Auth][1[1[1{][1[][uid=smadmin,ou=Admins,ou=policystore,o=SiteMinder][][06-000bea37-69f5-1834-a275-
6283c0a8207f](1[1[1(11101[1(1[1[][Login][4c 44 41 50 3a J[I(][I010110I00D
[12/01/2016][19:54:39.258][19:54:39][52780][139952905795328][Sm_Auth_Message.cpp:4759][CSm_Auth_Message::SendRepl
yl[s83/r3][apache_win2012_agent][][smadmin@DEMO.COM][][docroot][Apache_Win2012_TestApp][CA

Directory] (1010010100000 0700000 * Status: Authenticated. 100000101 [Kerberos
Auth][1[1[1{][1{][uid=smadmin,ou=Admins,ou=policystore,o=SiteMinder][][06-000bea37-69f5-1834-a275-
6283c0a8207f](11101010000O00ONOO00O000
[12/01/2016][19:54:39.260][19:54:39][52780][139952880617216][IsAuthorized.cpp:174][CSm_Az_Message::IsAuthorized][1[][1[s
madmin@DEMO.COM][][][][CA Directory][1000100100010[1[2][Validate session and session type for the
user JIO00O0OM000(11[YzeREG6ANypa2keOsTFXN7fpcKNiF4xRclgsbQuAsfHclpt4vX+qe8hPJ9y2 uyZHbWj7NGX2122yL3tNsSyW8y9g
FgqlokLG5eaeYJgxbN29eSfuV8KhAmXUnxVcd/f1XQ3Arllxfy6aX3leEvOxP+M8epWhbJOpab4DTVWhWNvoNWYvmWBkHadROrXCAA
crZzSzW4PTNciB/749AgnpbrCNp+Y7vWrKOPUpG/a0TPBzw4YjaMm9p40inv153TZgBoKwJMk8pMqQ651RyJVHOVUS5gD8afVkiQn0z
0SPTMNGXEhiuAUS5p+WHxkPGXarHT7Bx9XabYh+wXSsdgx2In4Jy1kTc8/JJHWX4BeOOtOHHNtTkVUSqVKaiVY+r8pitPIRkSLx52lbXcse
IWJHf73vcjCk8jzjRUMYcbkKUNnSDwkOZnunvtOhDs87tw4il3xgLaV8eGsRDjB/x8RJ7aziKfA==][nc8BMAUEadUIn60/Zu70+jD7YAs=][][u
id=smadmin,ou=Admins,ou=policystore,o=SiteMinder](1[1[1[111L100 0000000000000
[12/01/2016][19:54:39.261][19:54:39][52780][139952880617216][SmDsUser.cpp:95][CSmDsUser::CSmDsUser][1[1[111 01000010
[10010[1[About to initialize User 'uid=smadmin,ou=Admins,ou=policystore,o=SiteMinder' in dir 'CA Directory'][][Start of call
InitUser. J[ININ0ONO0OO0OO0O0O0OO0O000000O0000000000
[12/01/2016][19:54:39.261][19:54:39][52780][139952880617216][IsAuthorized.cpp:682][CSm_Az_Message::IsAuthorized][0000
0000000000000000000001000000-1768-5840c64a-14b4-
02127477][Apache_Win2012_agent][][smadmin@DEMO.COM][][docroot][Apache_Win2012_TestAppl[1001000ON000OM][Auth
orizing
user..J10000000000HWrITFM/RP9b6SA905KMGKCUjGd6wir9agOaG3NatoVuzwmKJPANRib342Z1GvVNb69iiswIXeFobrPZ5XZ
/+uMmCJ3102WSFfLshgA3UXXnVdzQEPTxXIJ7rjwFp9SbVjZYhiHild6kGqEZjGmjT6xMRkafZIVII1SmDSyHW/8Zja/pplsVz/q/RU+gPT
0+t+D72Zw365xx0WdPRG4IRFSTXRU1rEnUvduY/WNmMXItyEQDiJdZXxQodDMQEc6wKeM2t0gULve4/yJVmWm8KDCiZvOcz)ut/90
aht81MKVQC3RrROgWeZxgbCdNGCcN5rvtF7Tzp+0U3FIMXH58dTkBOaD2HHgM3zgKSdvXwSHH/Ohwbh3TrgujYywerQmPCAh7trin
Wse3juyg+r3eALbJKHHO+05xZc7ouPmfCzithvtORSyONSsWZRt6+njISxc4BICYO7yXJc8NOBWUBbFg==][][][uid=smadmin,ou=Admins
,ou=policystore,o=SiteMinder] (1[I0 00NNONO0O00O00O000
[12/01/2016][19:54:39.261][19:54:39][52780][139952880617216][SmAuthorization.cpp:1453][CSmAz::I1sOK][][][][smadmin@DE
MO.COM][][docroot][Apache_Win2012_TestApp] 1110000000 [Start of user policy analysis for
realm.][1000000000000[1[uid=smadmin,ou=Admins,ou=policystore,o=SiteMinder][][06-000bea37-69f5-1834-a275-
6283c0a8207f][1[10N0000NONO0O0000000
[12/01/2016][19:54:39.261][19:54:39][52780][139952880617216][IsAuthorized.cpp:811][CSm_Az_Message::IsAuthorized][s83/r
4][Apache_Win2012_agent][][smadmin@DEMO.COM][][docroot][Apache_Win2012_TestApp][11100000M1[][Evaluating
OnAccessAccept policy in the realm
nnonanannonHweITEFM/RPIb6SA905KMGKCUjGdewir9agOaG3NatoVuzwmKIPANRib34ZZ1GvVNb69iiSwiXeFobrPZ5XZ/+uM
mMCJ3102WSFfLshqA3UXXnVdzQEPTxXI7rjwFp9SbVjzYhiHild6kGqEZjGmT6XxMRKafZIVI1SmDSyHW/8Zja/pplsVz/q/RU+gPTo+t+D
72Zw365xx0WdPRG4IRFSTXRU1rEnUvduY/WNmMXItyEQDiJdZXxQodDMQEc6wKeM2t0qULved/yJVmWm8KDCiZvOczlut/90aht81
MKVQC3RrROgWeZxgbCdNGCcN5rvtF7Tzp+0U3FImXH58dTkBOaD2HHgM3zgKSdvXwSHH/Ohwbh3TrgujYywerQmPCAh7trinWse3ju
yq+r3eALbJKHHO+05xZc70uPmfCzithvtOR5yONSsWZRt6+njISxc4BICYO7yXJcBNOBWUBbFg==][][][uid=smadmin,ou=Admins,ou=pol
icystore,o=SiteMinder][1[1[I11110[1{1[OnAccessAccept] 1IN
[12/01/2016][19:54:39.261][19:54:39][52780][139952880617216][SmAuthorization.cpp:1453][CSmAz::I1sOK][][][][smadmin@DE
MO.COM][][docroot][Apache_Win2012_TestApp] 111000000 [Start of user policy analysis for
realm.][1000000000000[1[uid=smadmin,ou=Admins,ou=policystore,o=SiteMinder][][06-000bea37-69f5-1834-a275-
6283c0a8207f1[1[10MN0000NONO0NNNO0000
[12/01/2016][19:54:39.261][19:54:39][52780][139952880617216][SmAuthorization.cpp:2325][CSmAz::IsOkGlobal][1[][][smadmin
@DEMO.COM][][docroot][Apache_Win2012_TestApp] (111000000001 [Evaluating OnAccessAccept global policies in the
realm.J(100000000000[uid=smadmin,ou=Admins,ou=policystore,o=SiteMinder][OnAccessAccept][1[1[1[0INN00000000L
10aam
[12/01/2016][19:54:39.261][19:54:39][52780][139952880617216][SmAuthorization.cpp:1453][CSmAz::IsOK][][][][smadmin@DE
MO.COM][][docroot][Apache_Win2012_TestApp] (1110000000001 [Start of user policy analysis for
realm.][1000000000000[1[uid=smadmin,ou=Admins,ou=policystore,o=SiteMinder][][06-000bea37-69f5-1834-a275-
6283c0a8207f](111I00000O00O0OO000000
[12/01/2016][19:54:39.261][19:54:39][52780][139952880617216][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribut
e][s83/r4][Apache_Win2012_agent][][smadmin@DEMO.COM][][docroot][Apache_Win2012_TestAppl[1[10000NONN[IX@.O....
][Send response attribute 153, data size is
SIN0000000000HWrITFM/RP9b6SA905KMGKCUjGd6wir9agOaG3NatoVuzwmKIPANRib342Z1GvVNb69iiSwiXeFobrPZ5XZ/+uM
mCJ3102WSFfLshgA3UXXnVdzQEPTxXIJ7rjwFp9SbVjZYhiHild6kGgEZjGmjT6xMRkafZIVII1SmDSyHW/8Zja/pplsVz/q/RU+gPTo+t+D
72Zw365xx0WdPRG4IRFSTXRU1rEnUvduY/WNmMXItyEQDiJdZXxQodDMQEc6wKeM2t0qULved/yJVmWm8KDCiZvOczJut/90aht81
MKVQC3RrROgWeZxghCdNGCcN5rvtF7Tzp+0U3F9mXH58dTkBOaD2HHgM3zqKSdvXwSHH/Ohwbh3TrgujYw6rQmPCAh7trinWse3ju
yq+r3eALbJKHHO+05xZc70uPmfCzithvtOR5yONSsWZRt6+njISxc4BICYO7yXJcBNOBWUBbFg==][][][uid=smadmin,ou=Admins,ou=pol
icystore,o=SiteMinder][1[1[1[1[1[11][1(1(](1[][AuthorizeEx][58 40 c6 4f 00 00 00 00 J[I(1(1(](1(1101M]
[12/01/2016][19:54:39.261][19:54:39][52780][139952880617216][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribut
e][s83/r4][Apache_Win2012_agent][][smadmin@DEMO.COM][][docroot][Apache_Win2012_TestApp] (1111000000000 X@.O....
][Send response attribute 154, data size is
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SIN0000000000HWrITFM/RP9b6SA905KMGKCUjGd6wir9agOaG3NatoVuzwmKIPANRib34Z2Z1GvVNb69iiSwiXeFobrPZ5XZ/+uM
mCJ3102WSFfLshgA3UXXnVdzQEPTxXIJ7rjwFp9SbVjZYhiHild6kGqEZjGmjT6xMRkafZIVJI1SmDSyHW/8Zja/pplsVz/q/RU+gPTo+t+D
72Z2w365xx0WdPRG4IRFSTXRU1rEnUvduY/WNmMXItyEQDiJdZXxQodDMQEc6wKeM2t0qULved/yJVmWm8KDCiZvOczlut/90aht81
MKVQC3RrROgWeZxghCdNGCcN5rvtF7Tzp+0U3F9MXH58dTkBOaD2HHgM3zqKSdvXwSHH/Ohwbh3TrgujYwerQmPCAh7trinWse3ju
yq+r3eALbJKHHO+05xZc70uPmfCzithvtOR5yONSsWZRt6+njISxc4BICYO7yXJc8NOBWUBbFg==][][][uid=smadmin,ou=Admins,ou=pol
icystore,o=SiteMinder][1[1[1[1[1[11][1{1(](1[][AuthorizeEx][58 40 c6 4f 00 00 00 00 J[I(1(1[I(1(1(I1(]
[12/01/2016][19:54:39.261][19:54:39][52780][139952880617216][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribut
e][s83/r4][Apache_Win2012_agent][][smadmin@DEMO.COM][][docroot][Apache_Win2012_TestAppl[1(100000O0N[IX@.O....
][Send response attribute 155, data size is
S100000000NDIHWATEM/RP9b6SA905KMGKCUjGd6wir9ag0aG3NatoVuzwmKIPdNRib342Z1GvVNb69iiswIXeFobrPZ5XzZ/+uM
mCJ3102WSFfLshgA3UXXnVdzQEPTxXIJ7rjwFp9SbVjZYhiHild6kGqEZjGmjT6xMRkafZIV)I1SmDSyHW/8Zja/pplsVz/q/RU+gPTo+t+D
72Zw36SxxOWdPRG4IRF8TXRU1rEnUvduY/WNmMXItyEQDiJdZXxQodDMQEc6wKeM2t0qULved/yJVmWm8KDCiZvOczlut/90aht81
MKVQC3RrROgWeZxghCdNGCcN5rvtF7Tzp+0U3F9mXH58dTkBOaD2HHgM3zqKSdvXwSHH/Ohwbh3TrgujYwerQmPCAh7trinWse3ju
yq+r3eALbJKHHO+05xZc70uPmfCzithvtOR5yONSsWZRt6+njISxc4BICYO7yXJcBNOBWUBbFg==][][][uid=smadmin,ou=Admins,ou=pol
icystore,o=SiteMinder][1[1[1[1[1111[1(1(] (1[1[AuthorizeEx][58 40 c6 4f 00 00 00 00 I[I(1LI[ICILIMICM]
[12/01/2016][19:54:39.261][19:54:39][52780][139952880617216][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribut
e][s83/r4][Apache_Win2012_agent][][smadmin@DEMO.COM][][docroot][Apache_Win2012_TestAppl[10[100000000L........ 1[S
end response attribute 225, data size is
810000000000 IHWATEM/RP9b6SA905KMGKCUjGd6wWir9ag0aG3NatoVuzwmKIPdNRib342Z1GvVNb69iiswIXeFobrPZ5XZ/+uM
mMCJ3102WSFfLshqA3UXXnVdzQEPTxXI7rjwFp9SbVjzYhiHild6kGqEZjGmjT6xMRKafZIVII1SmDSyHW/8Zja/pplsVz/q/RU+gPTo+t+D
72Zw365xx0WdPRG4IRFSTXRU1rEnUvduY/WNmMXItyEQDiJdZXxQodDMQEc6wKeM2t0qULved/yJVmWm8KDCiZvOczJut/90aht81
MKVQC3RrROgWeZxghCdNGCcN5rvtF7Tzp+0U3F9mMXH58dTkBOaD2HHgM3zqKSdvXwSHH/Ohwbh3TrgujYw6rQmPCAh7trinWse3ju
yq+r3eALbJKHHO+05xZc70uPmfCzithvtOR5yONSsWZRt6+njISxc4BICYO7yXJcBNOBWUBbFg==][][][uid=smadmin,ou=Admins,ou=pol
icystore,o=SiteMinder][1[1[1[1(111(1[1(1(1[1[1[AuthorizeEx][00 00 Oe 10 00 00 00 0O ]1TIMITICICICICI(N
[12/01/2016][19:54:39.261][19:54:39][52780][139952880617216][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribut
e][s83/r4][Apache_Win2012_agent][][smadmin@DEMO.COM][][docroot][Apache_Win2012_TestApp][101000000001L...
....][Send response attribute 226, data size is
s110000000000[HWrITFM/RP9b6SA905KMGKCUjGd6wir9agOaG3NatoVuzwmKIPdNRib34ZZ1GvVNb69iiSwiXeFobrPZ5XZ/+uM
mMCJ3102WSFfLshqA3UXXnVdzQEPTxXI7rjwFp9SbVjzYhiHild6kGqEZjGmT6xMRKafZIVII1SmDSyHW/8Zja/pplsVz/q/RU+gPTo+t+D
72Zw365xx0WdPRG4IRFSTXRU1rEnUvduY/WNmMXItyEQDiJdZXxQodDMQEc6wKeM2t0qULved/yJVmWm8KDCiZvOczJut/90aht81
MKVQC3RrROgWeZxgbhCdNGCcN5rvtF7Tzp+0U3F9mXH58dTkBOaD2HHgM3zqKSdvXwSHH/Ohwbh3TrgujYwerQmPCAh7trinWse3ju
ya+r3eALbJKHHO+05xZc70uPmfCzithvtOR5yONSsWZRt6+njISxc4BICYO7yXJc8NOBWUBbFg==][][][uid=smadmin,ou=Admins,ou=pol
icystore,o=SiteMinder][1[1{1[11I[I1] (1[I [1{1[AuthorizeEx][00 00 1c 20 00 00 00 00 J[1(I[I(1ICIINM]
[12/01/2016][19:54:39.261][19:54:39][52780][139952880617216][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribut
e][s83/r4][Apache_Win2012_agent][][smadmin@DEMO.COM][][docroot][Apache_Win2012_TestApp] (1110110000000 [nc8BM
AUEadUIn60/Zu70+jD7YAs=][Send response attribute 205, data size is
281001000000000HWITFM/RP9b6SA905KMGKCUjGdewir9agOaG3NatoVuzwmKIPdNRib34ZZ1GvVNb69iiSwIXeFobrPZ5XZ/+u
MmCJ3102WSFfLshgA3UXXnVdzQEPTxXII7rjwFp9SbVjzYhiHild6kGqEZjGmjT6xMRKafZIVII1SmDSyHW/8Zja/pplsVz/a/RU+gPTo+t
+D72Zw36Sxx0OWdPRG4IRFSTXRU1rEnUvduY/WNmMXItyEQDiJdZXxQodDMQEc6wKeM2t0qULved/yIVmWm8KDCizZvOczJut/90aht
81MKVQC3RrROgWeZxgbCdNGCcN5rvtF7Tzp+0U3F9mXH58dTkBOaD2HHgM3zgKSdvXwSHH/Ohwbh3TrgujYwerQmPCAh7trinWse
3juyg+r3eALbJKHHO+05xZc70uPmfCzithvtOR5yONSsWZRt6+njISxc4BICYO7yXJc8NOBWUBbFg==][][][uid=smadmin,ou=Admins,ou=
policystore,o=SiteMinder][1[1[][1[10M001[1[][AuthorizeEx][6e 63 38 42 4d 41 55 45 61 64 55 6¢ 6e 36 6f 2f 5a 75 37 30 2b 6a 44 37
594173 3d 000000010
[12/01/2016][19:54:39.261][19:54:39][52780][139952880617216][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribut
e][s83/r4][Apache_Win2012_agent][][smadmin@DEMO.COM][][docroot][Apache_Win2012_TestApp][1011000000000[Send
response attribute 146, data size is
oInnnnnononNHWIITFM/RP9b6SA905KMGKCUjGd6wir9agOaG3NatoVuzwmKIPdNRib34ZZ1GvVNb69iiSwIXeFobrPZ5XZ/+uM
mCJ3102WSFfLshgA3UXXnVdzQEPTxXIJ7rjwFp9SbVjZYhiHild6kGqEZjGmjT6xMRkafZIV)I1SmDSyHW/8Zja/pplsVz/q/RU+gPTo+t+D
72Zw365xx0WdPRG4IRFSTXRU1rEnUvduY/WNmMXItyEQDiJdZXxQodDMQEc6wKeM2t0qULved/yJVmWm8KDCiZvOczlut/90aht81
MKVQC3RrROgWeZxgbhCdNGCcN5rvtF7Tzp+0U3F9MXH58dTkBOaD2HHgM3zgKSdvXwSHH/Ohwbh3TrgujYwerQmPCAh7trinWse3ju
ya+r3eALbJKHHO+05xZc70uPmfCzithvtOR5yONSsWZRt6+njISxc4BICYO7yXJc8NOBWUBbFg==][][][uid=smadmin,ou=Admins,ou=pol
icystore,o=SiteMinder][1[1[1110MNNNNNN0[AuthorizeEXI [N
[12/01/2016][19:54:39.261][19:54:39][52780][139952880617216][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribut
e][s83/r4][Apache_Win2012_agent][][smadmin@DEMO.COM][][docroot][Apache_Win2012_TestAppl[101000ON0N0OM[Send
response attribute 147, data size is
oInnnnnnnoNNHWIITFM/RP9b6SA905KMGKCUjGd6wir9agOaG3NatoVuzwmKIPdNRib34ZZ1GvVNb69ii5wiXeFobrPZ5XZ/+uM
mCJ3102WSFfLshgA3UXXnVdzQEPTxXIJ7rjwFp9SbVjZYhiHild6kGgEZjGmjT6xMRkafZIVII1SmDSyHW/8Zja/pplsVz/q/RU+gPTo+t+D
72Zw365xx0WdPRG4IRFSTXRU1rEnUvduY/WNmMXItyEQDiJdZXxQodDMQEc6wKeM2t0qULved/yJVmWm8KDCiZvOczlut/90aht81
MKVQC3RrROgWeZxgbhCdNGCcN5rvtF7Tzp+0U3F9mMXH58dTkBOaD2HHgM3zqKSdvXwSHH/Ohwbh3TrgujYwerQmPCAh7trinWse3ju
yq+r3eALbJKHHO+05xZc70uPmfCzithvtOR5yONSsWZRt6+njISxc4BICYO7yXJcBNOBWUBbFg==][][][uid=smadmin,ou=Admins,ou=pol
icystore,o=SiteMinder][1[1[I111NINNN0[AuthorizeEXI [N
[12/01/2016][19:54:39.261][19:54:39][52780][139952880617216][Sm_Az_Message.cpp:598][CSm_Az_Message::SendReply][s83
/r4][Apache_Win2012_agent][][smadmin@DEMO.COM][][docroot][Apache_Win2012_TestApp](I[100ONNO0NOON0OM**  Status:
Authorized.
100000000000HWrITEM/RP9b6SA905KMGKCUjGd6wir9agOaG3NatoVuzwmKIPANRib34ZZ1GvVNb69ii5wIXeFobrPZ5XZ/+uM
mCJ3102WSFfLshgA3UXXnVdzQEPTxXIJ7rjwFp9SbVjZYhiHild6kGqEZjGmjT6xMRkafZIVII1SmDSyHW/8Zja/pplsVz/q/RU+gPTo+t+D
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72Zw36SxxOWdPRG4IRF8TXRU1rEnUvduY/WNmMXItyEQDiJdZXxQodDMQEc6wKeM2t0qULve4/yJVmWm8KDCiZvOczlut/90aht81
MKVQC3RrROgWeZxghCdANGcN5rvtF7Tzp+0U3F9ImMXH58dTkBOaD2HHgM3zgKSdvXwSHH/Ohwbh3TrgujYw6rQmPCAh7trinWse3ju
yq+r3eALbJKHHO+05xZc70uPmfCzithvtOR5yONSsWZRt6+njISxc4BICYO7yXJcBNOBWUBbFg==][][][uid=smadmin,ou=Admins,ou=pol
icystore,o=SiteMinder][1[111100O0O0000O0000000000

10

TIP#1 — AUTHENTICATION FAILURE

[12/01/2016][13:01:27.274][13:01:27][33871][140346939909888][smauthkerberos.cpp:207][SmAuthQuery] 100000000
10000000000[Establishing Kerberos Principal
smps/sso.demo.com@DEMO.COMI[I0N000000000000000000000000000000a00n
[12/01/2016][13:01:27.275][13:01:27][33871][140346939909888][smauthkerberos.cpp: 234][SmAuthQuery]|]|]|]|]|]|]|]|][][
10000000000[Kerberos Login Failed: Keytab contains no suitable keys for
smps/sso.demo.com@DEMO.COMINNIN00000000000000000000000N00000n00an
[12/01/2016][13:01:27.275][13:01:27][33871][140346939909888][smauthkerberos.cpp:243][SmAuthinit] (0000000000
[110o0nonarLeave function SmAuthinitINONONN000000000000000000000000000000[00:00:00.002600](]
[12/01/2016][13:01:27.276][13:01:27][33871][140346939909888][SmAuthServer.cpp: 377][][][][][][][][][][][][][][][][][][][][][][L
ogMessage:ERROR:[sm-Server-02960] Failed to initialize authentication scheme '‘Kerberos
AuthlI000000000000000000000000000000000000
[12/01/2016][13:01:27.276][13:01:27][33871][140346939909888][SmAuthUser.cpp:4080][CSmAuthUser::Authenticate
UserDir][J[l[J[smadmin@DEMO.COMI[[000000OFalsel0000000[Cannot init Auth scheme. leave function.][J[00000[0d-
00011f71-7c95-1834-a275-
6283c0a8207f][]][J[RumH4gvXA45NCecl5x0vkHgo9ul=][][smadmin@DEMO.COM]NI000000000000000000000

Solution - Run klist to verify there is no typo in the keytab file. In this example keytab is stored in
/home/smuser.

[smuser@sso ~]$ klist -k ./krbsvc-smps.keytab
Keytab name: FILE:./krbsvc-smps.keytab
KVNO Principal

5 smps/sso.demo.com@DEMO.COM

11

TIP#2 — WEB SERVER / AGENT 500 SERVER
ERROR

Agent Trace log

[Apache_Win2012_agent][/][[[SM_WAF_HTTP_PLUGIN->ProcessAdvancedAuthCredentials
returned SmFailure.]

Agent log

[CSmHighLevelAgent.cpp:1134][ERROR][sm-AgentFramework-00420] HLA:  Component
reported fatal error: 'Credential Manager'.

Solution — downloaded Windows Sysinternals and ran procman.exe (Process Monitor) and found
krb5.ini could not be found by LLAWP.exe process. The filename was krb5.ini.txt due to windows
explorer hiding the file extensions!
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https://technet.microsoft.com/library/cc731241(WS.10).aspx
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