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Pressing Problems in Data Security v/ symantec.
Changing usage models will mandate a platform architecture

Data Breaches @
Targeted threats aim to steal sensitive
data from critical devices @

Regulations Compliance m 6
Increased scrutiny demands data visibility,
access controls and leakage risk
(lim ‘ﬂ- ‘-ﬁ-,.o. .-H- .-'é

Copyright © 2018 Symantec Corporation SYMANTEC PROPRIETARY- LIMITED USE ONLY




From DLP to An Integrated Data Security Platform  «/symantec.
Key products

Data Loss Prevention
Endpoint, Storage, Network, Cloud

Cloud Access Security Broker (CASB)

Web
Gateways

Digital Rights Management (ICE)

Data Classification (ICT)

User and Entity Behavior Analytics (ICA)

Identity and Access Management (VIP)

Web Gateways (ProxySG, WSS, Mobile)
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Key Release Drivers for Data Loss Prevention 15.5  «/symantec.
Issues in Data Protection

Data Regulations &

Breaches Compliance
How do | protect my sensitive data How do | ensure my sensitive data is
from malicious applications? protected on every channel?
Data is accessed by myriads of processes * Data residing and flowing everywhere
Critical data require threat awareness * Discovery of sensitive data is difficult
Not all sensitive data is protected e Breach risk by insiders and 3" parties
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User Story v Symantec.

“How do | protect my sensitive data
from malicious applications?”
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SEP and DLP Together - The Ultimate Protection v/ symantec.

Protecting sensitive data against cyber threats

107510
rlf 13 Data Loss Prevention g @ Endpoint Protection @

The Gold Standard in DLP Leading-Edge Endpoint Protection

Data Protection Based on Cyber Reputation

DLP leverages SEP application reputation to monitor applications running on
endpoints that are suspicious or have unknown reputation.
DLP automatically prevents data exfiltration through those applications

Note: compatible with SEP 14.1 and newer versions
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The Risk from User Installed Applications v/ Symantec.

Cyber-threats lurk around the corner when untrusted apps touch sensitive data

Examples of non-corporate productivity What do you trust?
application types that users install The risk of data exfiltration is significant
* PDF mergers and splitting with , MALICIOUS or SUSPICIOUS apps

* Image correction/enhancer
* Media downloading apps

e Media pIayers [Application A
e Calculators

* Video capturing/editing tools
* Calendar [Application C 0 [Application D Q

Video/audio chatting apps
 Todolists
* File transfer apps
* Faxing

[Application B
J

J

Malware Zero Day?
pe™?
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How DLP-SEP Integration Works v/ Symantec.

SEP Intensive Protection delivers data exfiltration protection
DLP SEP

r 101510 SERLEE 4

Application A IJC @ :
k O o210 <l"".--
-

Application B
\ J

User Cancel (~ '
"EEREmag,, Application C

Sensitive Files :

‘oo, 1 A new user-installed application 4 DLP maps an intensity level:
. (~ (UIA) is launched -MALICIOUS-SUSPICIOUS
Application D
\ 2 DLP detects the app and sends 5 DLP detects when these apps
an app info request to SEP touch sensitive data
SEP returns a numeric risk score DLP applies a policy response
based on reputation based on reputation level
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DLP Monitors Apps Using SEP Reputation v/ Symantec.

SEP Intensive Protection in DLP console

Incident 00000035 @ Matches (matches found in 1 component)

Status: New v

System > Agents > Agent Configuration
Save Cancel

v ) C\kedar_data\Customer_Info.docx (30 Matches)

489-36-8350 4525-3813-1266-4295 Ashley Borden 514-14-8905 5370-46.
§00-05-5315 4916-4811-5814-8111 Susan Davis 421-37-1396 4916403452
458-02-6124 5299-1561-5689- 1938 Rick Edwards 612-20-6832 5293-8502-0f
300-62-3266 5548-0246-6336-5654 Lisa Garrison 660-03-8360 4535-5385-7
213-46-8915 4916-9766-5240-5147 Mark Hal 449-48-3135 4556-0072-129+
559-81-1301 4532-4220-6922-9909 Albert lorio 322-84-2281 4916-6734-751]
646-44-9061 5218-0144-2703-9266 Teresa Kamunski 465-73-5022 5395-0704
044-34-6954 5144-8691-2776-1108 Monte Mcoschem 477-36-0282 5527-12:
Matches Morrison 421-90-3440 4535-0031-3703-0728 Jerome Munsch 524-02-7657 5

: @ Nelson 205-52-0027 5413-4428-0145-0036 Lynette Oyols 587-03-2682 4532

Severty:  High v

Notes | Correlations

Name * Agent 101 Configuration

Description

.. 687-05-8365 5495-8602-4508-6804 Jube Renfro 751-01-2327 5325-3256-
624-84-9181 4532-0065-1968-5602 Jack Russell 514-30-2668 34539969820
icati i i ; i . 451-80-3526 4716-6964-4983-6160 Mirelie Townsend 404-12-2154 4539-82
Channels Channel Filters Application Monitoring Device Control Settings Advanced Settings Incident Details 505-88-5714 30204861594838 Gad Watson 461-97-5660 4532-1753-6071-1]
172-32-1176 5270-4267-6450-5516 Rebecca Zwick 151-32-2558 5252-5971

Enable different monitoring settings for endpoints located on and off the corporate network.

Action Blocked @
S/4/18 1:35 PM
9/4/18 1:35 PM
No [ Do Not Hide |

Enable Monitoring

Select the channels to monitor = AUTOMATIONPUNE el
Destinations Clipboard Email
@ Removable Storage OO Copy © Outlook ©O

CD/DVD @ Paste @) (configured applications only) Lotus Notes ()

Local drive ©

forex_calculator.exe

@ Printer/Fax ©

Malcous

I SSIcciebST2AN

2
5695 2IBIODAS4A00e!
Sd4de [ Open in SEP Console ]

D:\SEP_Integration\Sampie\test.txt
Configured Applications Network Shares SEP Integration

Application File Access OO Copy to Local Drive © SEP Intensive Protection © 4 D:\SEP_lintegration\Sample'test tet
Cloud Storage OO Copy to Share 1O

Easily enabled through Enforce console
DLP automatically prevents data exfiltration from applications with
UNKNOWN’ MALIC'OUS' SUSPIC'OUS reputaticmright20185ymantecCorporation SYMANTEC PROPRIETARY- LIMITED USE ONLY 9




User Story v Symantec.

“How do | ensure my sensitive data is
discovered and protected on every
channel?”
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Most Comprehensive Data Detection v/Symantec.

Gives you the highest accuracy and minimizes false positives

DESCRIBED CONTENT EXACT DATA EXACT MATCH INDEXED DOCUMENT VECTOR MACHINE SENSITIVE IMAGE
MATCHING MATCHING DATA IDENTIFIER MATCHING LEARNING RECOGNITION

Non-indexable data Pll, Credit Cards, Pll, Credit Cards, Financial Reports, Source Code, Form Images, Scanned

Government IDs Government IDs Marketing Plans Product Designs Documents, Screenshots

DESCRIBED DATA STRUCTURED DATA STRUCTURED DATA UNSTRUCTURED DATA UNSTRUCTURED TEXT IMAGES

"Symantec offers the most comprehensive sensitive data detection techniques in the market,
with advanced functionality that can cover a wide breadth of data loss scenarios.” !

"Source: Magic Quadrant for Data Loss Prevention, Gartner, January 2016

11
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Exact Match Data Identifier (EMDI) v/ Symantec.

Fast, accurate detection of false positive-prone structured data

What is it? _|

9 Digit SSN I 9 Digit Invoice, Not SSN I
* A new data fingerprinting technology

Elefaﬂo Trading Company

i Designed tO Work aS an additional Data Direct Deposit Authorization Form o_
|dentifier check against an indexed data store mm P wveron
City, State, Zip: Redondo Beach, CA 90277 R $0-00
—e Social Security # 476.93.3862 i

Benefits

* Works on all DLP channels: detection servers, o °
appliances, the cloud and agents

* Uses strict security to deploy profiles safely on ot i _
endpoints Tpcetcom I Seen (oo . mm

Doorknob Depot LLC is heseby authorized o directly deposit my pay 1o the account listed
above. This authorization will remain in effect until [ modify or cancel it in writing

* Uses a much smaller memory footprint than
EDM
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Exact Match Data Identifier (EMDI) v/ Symantec.

Fast, accurate detection of false positive-prone structured data

V) Symantec Data Prevent Home idents »  Manage v tem - v

antec Dat Prevent jome = Incidents =  Manage v tom =
srage » Polce ey Lt Conbgure Poley - Edt Rule
General
[] e bagnnng charsctens
SN wth D1
Seventy Add severtty
Hgh
[ Recure baginning charactens
Conditions

et Mchan Dot Toarstfae
Yots jcertders S Social Sacurky Number (SSH)

Parsoral dartécaton number imuad by the Social Sacurty Admnstration of the Unted States o
Socul Securky program. 1 s widely used w8 panonal dentficaton number

y vnnd for mdmesterng e

¢ erthout separston
r o1 the seme digt

spaces. or parcds. Must be i vaid s

- related kayword.

_e  pGptional valdators

ack for wxisence (dont count mubipe matcha

» matches

@ o1 e matchas
vy raport incidents with ot laast ratcher
(&) Enveiops

) submet

) sody

) Atscheents

Match

Enable EMDI in DLP Policy s
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Enhanced DLP Classification & Tagging

DLP Agent Reads Tags

v Symantec.

DLP Agent Writes Tags

General

Severity

Conditions

Centent ' cassfied between Interna and Confidenta|

Content is classfied

() Cortent s nct ciambed
‘é Content matches
1s Greater Than ACME ENG
OR | 15 Less Thanor E ACME ENG
[ enveiope
Subject
Body
A Atachments
Incident 00000016
Status: New o
~ = Severity: High -
£J File System
Key Info History Notes Correlations
Policy Matches
Matches
Content is classified [ view polic 1
'Q Content is dassified (ICT) 1

Add Severity

(2 Internal v

(4) Confidentl ~ B R

Matches (matches found in 1 component)

v acme_restricted.docx (1 Match):
Restricted(3), ENG, Symc

V) Symantec Data Loss Prevention | Home Incidents ~ | Manage ~ = System ~
Manage > FPolices > Response Rules > Configure Response Rule

Save Cancel

General

Rule Name
Description

Used in no active policies.

Conditions Add Condtion

Actions| <choose action type> Add Action

Response

Endpoint
Discover: Quarantine File (Supported on Windows endpoints)
FlexResponse (Supported on Windows endpoints)

ICT Classification And Tagging e

Information Centric Defence

Prevent: Block

Prevent: Encrypt

Prevent: Notify

Prevent: User Cancel (Supported on Windows endpoints)
Network Prevent

Copyright © 2018 Symantec Corporation SYMANTEC PROPRIETARY- LIMITED USE ONLY
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DLP Policy Drives Classification on Endpoints v/ Symantec.

- V'symantec. RESTRICTED

Symantec
Data Loss Prevention

| CONFIDENTIAL

Login Administrator

DLP Endpoint Discover Scans and Classifies Existing Data on Endpoints

Copyright © 2018 Symantec Corporation SYMANTEC PROPRIETARY- LIMITED USE ONLY 15




DLP Policy Suggests Classification to User v/ symantec.

. = [ = titled - Messace (HTM 7 - O
G) Symantec Information Centric Tagging H SO ot age (H *
i MESSAGE INSERT PTIONS FORMAT TEXT REVIEW SYMANTE

Paste oty : &= Ipload
¥ formatPainter © T ¥ 4 4 Low Importance and Attach
information Centric Tagging Administration Consoles A
CREDENTIALS CLASSIFICATIONS ROLES
Matrices o
e e + Customize resuting Classifications
+Add40d cemove Uaers roe formation
Conrc Tagaing
RULES LICENSES SYSTEM SETUP
Encerotion
«Track Licemses Usage R L = T—=
evel Personal Q internal O Conidentiai @ Top Sewet
Al files that are to be restricted for use by Acme employees are to be classified as Internal  More
- ‘/smm‘ e
Here is some of our latest M&A in| k
Symantec
Data Loss Prevention
| Login Administrator
Password o
Login
Classified as: Acme / Acme Scope / Intemal  What does this mesn? + Syrmamtec CT

Extend DLP Policy Framework to All Control Points — ICT Leverages Advanced DLP Detection

Copyright © 2018 Symantec Corporation SYMANTEC PROPRIETARY- LIMITED USE ONLY 16




Centralized Risk Management with ICA v/ Symantec.

New Integration with Symantec Email Security

Other Data Compromised User
S L o [
(Authenticaton Kill Chain Risk Model

and more)

Endpoint Cloud Data Data

Protection Security Encryption Tagging
(Symantec (Symantec (Symantec ICE) (Symantec ICT)
SEP) CASB and

ProxySG)

* Identify Early Stages
o Email phishing & emerging threats
* Map Vulnerable Assets and Entities
o Rank exposed endpoints and data
Information Centric Ana|ytics * Correlate Exfiltration Attempts
(User and Entity Behavior Analytics) o Leverage DLP for data incidents
* Stop Potential Compromises
o Visibility into risks and outcomes

1. Breach Identification 2. Cross-Platform Response

Copyright © 2018 Symantec Corporation SYMANTEC PROPRIETARY- LIMITED USE ONLY




D & e

o o

nd-to-End View of Compromised User Kill Chain

Risk Fabric

Risk

Threat Matrix

CyrerAtiack o) 80% i e

Malicious Insider

Top Users by Risk

Compliance Breach

(&) 30% Eimiamrrsmeese

B[ B[ oo ey

Top Computers by Risk

Computer Endpoint

O CETCLINT

[ ) CETCLINZ

(2)100%

(&) 40%

Top Risks by Model

Uikl of Data L
Highestof 4405 Risks.

& o

Data Lo:

Lielihood of Data Loss Within 3 Week
Hgestof 3951 Rinks.

Risk Fabric
Risk Model Instance Details

Data Loss Certain Due to Cyber Attack Within a Day

& FocusEntty:  Adelina Carroll Wodel:
Compromised User Kl Chain
Timeltame:
DT2018 - Tday

o

L

a Recommended Action

2 + Investigata user and DLP Incidents ta pravent further e

i €0 Mins/ Cost Estimate; $100
=
°

Malnet activity de

by proxy
THZ018 31 340 P and
20PM

Recommended Action Recommanded Action
L —— Revion PIOySO avisancs and satemming
spious actty

e acassary

Estimate: 15 Mins /525 Estimale: 15 Mins / 525

Ad4 to Action Plan Add to Action Plan

Potentially
activity detected by proxy
12,380 Everts betwesn

and 102272018 ot 133 PM

018 o1 1219 AM

Recommended Action
Revies ProxySG evidenca and determing
hther

ot

Estimale: 15 Mins /525

Add to Action Plan

e

Theeat:
Cyber Attack
Risk:

Dot Loss Certain

Very Unusual Au eatien
28 Evers between 7232018 at 11.08 AM an
82018 a1 758 PH

Recommended Action
e — T
sat was conprormeisd

imate: 30 Mins / S50

Addto Action Plan

v Symantec.

BORFWEB0S

Action Plan Summary
00f374.078 ilems on Action Plans.
There

0 foms in st acton planis)

‘Gommand and Gontrol

Botne

mmmmum)

Incidents to Compromised IPs

ivity detected by proxy
11,698 Everts between 7142018 at .47 Al
and 102172018 o1 30 PM

e e e
i ovtets an SoNeITINS I £ sieates the Ay

user was compromssd Recommended Action

O ) EeSCTE—

Add to Action Plan

_num Breach Possible (25%)

Web Baaconing De

Estimato. 60 Mins /100

Add to Action Plan

ction
20181 127 PMang

125 Events betasen 927
9202018 0 1:27 PM
Recommendad Actior
e @vents an sesermine I £ cates the
user was compromass

Estimate. 30 Mins/ S50

A to Action Plan
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What’s New in Data Loss Prevention 15.5

DLP - SEP Integration
SEP Intensive Protection

Protection based on reputation

Automatic Classification

DLP classifies existing files

Added Securlets

Support for Amazon S3, Spark, and Slack
via CASB

DLP 15.5

v Symantec.

EMDI
New fingerprinting technology

Accuracy, performance and security for
indexed data

DLP for Skype for Business
REST API Detection

Larger Inspection File
Support for larger file sizes

DLP Suggests Classification

DLP policy assists user for data
classification

ICE for Browser Channel
Apply DRM encryption to files uploaded
using HTTPS

Copyright © 2018 Symantec Corporation SYMANTEC PROPRIETARY- LIMITED USE ONLY




Legal Disclaimer v/ Symantec.

Any information regarding pre-release Symantec offerings, future updates or
other planned modifications is subject to ongoing evaluation by Symantec and
therefore subject to change.

This information is provided without warranty of any kind, express or implied.

Customers who purchase Symantec offerings should make their purchase decision
based upon features that are currently available.
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STRATEGY: 2019 and Beyond
Better Data Protection for More People

Product
Outcome

Info
Protection
Focus

Simplify DLP deployment
Simpler install & upgrade
Console UX improvements

Automatic policy/classification
No policy required
Template, index and ML
Supervised learning

Simplify DLP remediation
End use remediation
Self Service
Integrated with ServiceNow

Increased DLP speed & scale
Larger Files
Faster detection

DLP Cloud Service Availability
99.99% uptime SLA
Multi-region support

DLP Cloud for WSS
Policy improvements

DLP Cloud for CASB
New Gatelets and Securlets
Cisco Spark, S3, Splunk

DIGITAL
RIGHTS
MANAGEMENT

Integrate DLP, Tagging, ICE
Agent: Single installer
Console: Auto Tagging in DLP Console

Integrate ICE with ESS, Fireglass
Simple protection for cloud email
Isolation based document protection

v Symantec.

DLP-SEP Integration
Agent: Single installer
Console: DLP in SEP evergreen
DLP monitors suspicious process
SEP protects PC with sensitive data

Activity Monitoring (DLP Agent)
Record activities
Discover anomalous behavior
Investigate users
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v Symantec.

Thank you!

Copyright © 2019 Symantec Corporation. All rights reserved. Symantec and the Symantec Logo are trademarks or registered trademarks of Symantec Corporation or its affiliates in the U.S. and other countries. Other names may be
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This document is provided for informational purposes only and is not intended as advertising. All warranties relating to the information in this document, either express or implied, are disclaimed to the maximum extent allowed by
law. The information in this document is subject to change without notice.
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