1.1 3Com

1.1.1 Steps for 802.1x configuration
Note: The following configuration is based on model “3COM 4400 3C17206 24 ports”, OSI version 5.00.

(1) Use “CONSOLE” or “TELNET” to connect to the swich, then log in as “admin”.

(2) The diagram below shows the CLI interface:
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Aggregated Links none none

Select menu option (bridge/vlan): Session closed by automatic logout.

Login: admin
Password:

~3Com SuperStack 3 SRtch 4400 SE--—--————-——

Henu options:

bridge - Administer bridge-wide parameters
feature - Administer system features
gettingStarted - Basic device configuration

logout - Logout of the Command Line Interface
physicallnterface - Administer physical interfaces
protocol - Administer protocols

security - Administer security

system - Administer system-level functions
trafficManagement - Administer traffic management

Select menu option: _
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(3) Choose“gettingStarted”from the main menu to setup IP address for the switch:

[image: image2.jpg]Select menu option: get

IMPORTANT NOTES
Changes made will only be applied at the end of this dialogue

Hitting return without entering a new value when prompted will
select the value displayed within the brackets '[1°.

IP_ADDRESS_DETAILS

Select an IP address assignment method [current method shownl.
auto - automatically allocate IP address using DHCP/BootP
manual - manually enter IP address

none - IP address not required

Enter your selection (auto,manual, none)[manual]

Enter IP address 1192.168.0.33
Enter subnet mask [255.255.255.0
Enter default gateway [192.168.0.1 1
SYSTEM DETAILS

Enter system name [3com]:

Enter system location [1: R

To return to the top level menu or abort an action, press the [Escl key
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(4) RADIUS configuration:

a. Choose “security” from the main menu:
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Menu options: 3Conm SuperStack 3 Switch 4400 SE-------—----—

bridge - Administer bridge-wide parameters
feature - Administer system features
gettingStarted - Basic device configuration

Togout - Logout of the Command Line Interface
physicallnterface - Administer physical interfacks
protocol - Administer protocols

security - Administer security

system - fAdminister system-level functions
trafficManagement - Administer traffic management

Type ? for help

Select menu option: security

3Com SuperStack 3 Switch 4400 SE--—-—-—--—-———-
Administer device security

Henu options:
device

network - Administer network security
radius - Adninister RADIUS security
Type "quit” to return to the previous menu or 7 for help

——————— 3eom (1)
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b. Enter “radius”:
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Select menu option: security

Menu options: —-—-=3Con SuperStack 3 Switch 4400 SE----—------——-
device - Adninister device security

network - Administer network security

radius - Administer RADIUS security

uit" to return to the previous menu or 7 for help
—————— 3eom (1)
radius

Select menu option (security)

3Com SuperStack 3 Switch 4400 SE--—-—-—-—-—-——

Henu options:

accounting ~ Rdminister RADIUS accounting
authentication - Rdminister RADIUS authentication

pollTime - Set the RADIUS failure poll time

retries ~ Modify RADIUS retry parameters

setup - RADIUS configuration wizard

sharedSecret ~ Modify RADIUS security key

summary ~ Display summary information

Type “auit” to return to the previous menu or ? for help
———————————————————————————————— N D
Select menu option (security/radius): auth_
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c. Enter “authentication”:
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Select menu option (security): radius

3Conm SuperStack 3 Switch 4400 SE

Henu options:

accounting - Administer RADIUS accounting
authentication - Administer RADIUS authentication
pollTime - Set the RADIUS failure poll time
retries - Modify RADIUS retry parameters
setup - RADIUS configuration wizard
sharedSecret - Modify RADIUS security key

summary - Display summary information

Type "quit™ to return to the previous menu or ? for help

= com (1) 7
Select menu option (security/radius): auth

Menu options: 3Con SuperS$tack 3 Switch 4400 SE-------—----—
display - Display authentication statistics
modify - Modify authentication configuration

Type “quit” to return to the previous menu or ? for help

=—=5com (1) =mmmmmmmm e
Select menu option (security/radius/authentication): modify

Enter primary authentication server IP address [192.168.0,1301:

Enter primary authentication server UDP port number (?)i18121:
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i. Enter LAN Enforcer IP address in “Primary authentication server IP address”

ii. Enter “1812” in the “Primary authentication server UDP port number”. This should match with the enforcer settings in SEPM.

d. Enter“SharedSecret” to input the shared secret between the switch and RADIUS；
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Enter secondary authentication server UDP port number (?)[18121:
Select menu option (security/radius/authentication):
Menu options: 3Conm SuperS$tack 3 Switch 4400 SE-------—----—

display - Display authentication statistics
modify - Modify authentication configuration

Menu options: 3Com SuperStack 3 Switch 4400 SE-------—----—

accounting - Administer RADIUS accounting
authentication - Administer RADIUS authentication
pollTime - Set the RADIUS failure poll time
retries - Modify RADIUS retry parameters
setup - RADIUS configuration wizard
sharedSecret - Modify RADIUS security key
summary - Display summary information

Ts

Select menu option (security/radius): sharedsecret
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e. Enter “quit” to go back to the main menu

(5) EAP configuration on ports:

a. Enter“network”，then“access”, as shown on the diagram below:

[image: image7.jpg]D@ %3 DB &

——-3Com SuperStack 3 Sw

Henu options: -
access - Administer network access

Type "quit” to return to the previous menu or
—=3com (1)
Select menu option (security/network): access

——=3Com SuperStack 3 Sw

Henu options:

detail - Display port users
portSecurity - Configure port security
securefddresses - Administer MAC addresses
summary - Display port security set
systemMode - Enable/disable network se
systemSummary - Display summary informati.
Type "quit™ to return to the previous menu or

——————————————————————— 3com (1)
Select menu option (security/network/access): _

N
radius ~ Rdminister RADIUS security’
Type “auit” to return to the previous menu or ? for help

3eom (1)

itch 4400 SE——-——-———-——
security

? for help

itch 4400 SE-——-——-——————

tings
curity
on

? for help
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b. Enter“portsecurity”for 802.1X settings. To set the 2nd port on the first row, enter “1：2”，see diagram below:

[image: image8.jpg]D@ &3 =NH &

Select menu option (security/network/access):

—3Conm SuperStack 3 Switch 4400 SE-
Display port users

Henu options:
detail

portSecurity - Configure port security
securefddresses - Administer MAC addresses

summary - Display port security settings k
systemMode - Enable/disable network security
systemSummary - Display summary information

Type “quit” to return to the previous menu or ? for help

eom (1) =-mmmmmm oo
Select menu option (security/network/access): portsecurity

Select user ports (unitiport...,?): 1:2

Enter mode of operation (?)[secireNetworklogin]: securenctuworklogin
Enter _action on RADIUS server failure (?)[maintainSecurityl: ?

One of the following items may be selected at this prompt:
maintainSecurity,allonDefaul thccess

Enter action on RADIUS server failure (?)[maintainSecurityl:

sable
Source of port VLAN membership (switch,RADIUS,?) [RADIUS]:

Select menu option (security/network/access): _

Enter Disconnect Unauthorized Device mode (?)[permanentlyDisablel: permanentlydi
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c. Enter “quit” to go back to the main menu.

(6) VLAN configuration

a. Enter “bridge”, then “vlan”, as shown as the diagram below：
[image: image9.jpg]D 8 DB &

physicalIlnterface - Administer physical interfaces
protocol - Administer protocols

security - Administer security

system - Administer system-level functions
trafficManagement - Administer traffic management

Type ? for help

Select menu option: bridge

Menu options: 3Conm SuperStack 3 Switch 4400 SE-------—----—

addressDatabase - Administer bridge addresses
broadcastStornCtrl - Enable/disable broadcast storm control
linkRAggregation - Administer aggregated links
multicastFilter - Administer multicast filtering

port - Administer bridge ports
resilientlinks - Adninister resilient links
spanningTree - Administer spanning tree

summary - Display summary information

vlan - Adninister VLANs
Type "quit” to return to the previous menu or ? for help

Select menu option

3com (1)-
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b. Default Vlan is the default vlan on the switch, and its VLAN ID is 1. To create a new vlan, enter  “create”, diagram below create vlan3, with VLAN ID 3

[image: image10.jpg]IHE wEE SFO HHIO FEO SHe
D& 3 DB F

port - Administer bridge ports
resilientlinks - Adninister resilient links
spanningTree - Administer spanning tree

summary - Display summary information

vlan - Adninister VLANs

Type "quit” to return to the previous menu or ? for help

3eom (1)

3Com SuperStack 3 Switch 4400 SE--—-—-—-—-—-———
Create a VLAN

Henu options:
create

delete - Delete a VLAN

detail - Display detailed information
modi fy - Hodify a YLAN &
summary - Display summary information

Select menu option (bridge/vlan): create
Select VLAN 1D (2-4094)[31: 3
Enter VLAN Name [VLAN 31: vlan3

Select menu option (bridge/vlan): _
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c. Enter“summary” gives a list of vlan created

[image: image11.jpg]-—3com (1)
Select menu option (bridge/vlan/modify): quit

detail - Display detailed informat

modify Hodify a VLAN

summary Display summary informati

Type "quit” to return to the previous menu or
-——3com (1)

Select menu option (bridge/vlan)
Select VLAN ID (1-3,all)lalll: all

VLAN ID  Name

summary

1= Default VLAN
2 vlan2
3 vlan3

= indicates management VLAN

Select menu option (bridge/vlan):

Menu options: —--—--—------ 3Con SupeﬁSlack 3 Switch 4400 SE-—------—---—-
create Create a YLAN
delete Delete a VLAN

ion
on

? for help
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d.
Enter ”modify”, then “addport”to add a specific port into a specific vlan. For example, add port“1：5” to vlan 3:

[image: image12.jpg]D =3 08 & &

3Com SuperStack 3 Switch 4400 SE--—-—-—---—-——
Create a VLAN

Henu options:
create

delete - Delete a VLAN
detail - Display detailed information
modify - Modify a VLAN
summary - Display summary information

it" to return to the previous menu or 7 for help
3eom (1)
Select menu option (bridge/vlan): modify

3Com SuperStack 3 Switch 4400 SE--—-—-—-——-———

Henu options:

addPort - Add a port to a VLAN

name = Name a VLAN

removePort - Remove a port from a VLAN

Type "quit™ to return to the previous menu or ? for help

on (e e e e
Select menu option (bridge/vlan/modify): addport

Select VLAN ID (1-3)[1]: 3

Select bridge ports (AL1-AL&,unit:port...,7): 1:5

Enter tag type (untagged, tagged): untagged

Select menu option (bridge/vlan/modify): _
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e. 
Enter “detail”will give you a list of vlans with their associated ports

[image: image13.jpg]delete — Uelete a VLHNm

Select VLAN ID (1-3,all)lalll: all

VLAN ID: 1 Name: Default VLAN

Unit Untagged Member Ports Tagged Member Ports
1 1468102 none
Aggregated Links AL1-AL4 none

VLAN ID: 2 Name: vlan2

Unit Untagged Member Ports Tagged Member Ports
1 o T 2 T
Aggregated Links none none

VLAN ID: 3 Name: vlan3

Unit Untagged Member Ports Tagged Member Ports
1T s T none
Aggregated Links none none

Select menu option (bridge/vlan): _

|

SIERE 1018016 BAbtall 9800 8-N-1




1.2 Foundry

1.2.1 Sample configuration

Current configuration:

ver 03.3.01cTc1

no global-stp

no spanning-tree

dot1x-enable

 re-authentication

 timeout quiet-period 30

 timeout re-authperiod 30

 mac-session-aging no-aging permitted-mac-only

 enable ethe 8 to 24 

aaa authentication dot1x default radius

ip address 192.168.100.253 255.255.255.0

ip default-gateway 192.168.100.1

radius-server host 192.168.100.90 auth-port 1812 acct-port 1813 default key 1 $RZ+|n8U3 dot1x

radius-server timeout 30

interface ethernet 8

 dot1x port-control auto

interface ethernet 9

 dot1x port-control auto

interface ethernet 10

 dot1x port-control auto

interface ethernet 11

 dot1x port-control auto

interface ethernet 12

 dot1x port-control auto

interface ethernet 13

 dot1x port-control auto

interface ethernet 14

 dot1x port-control auto

interface ethernet 15

 dot1x port-control auto

interface ethernet 16

 dot1x port-control auto

interface ethernet 17

 dot1x port-control auto

interface ethernet 18

 dot1x port-control auto

interface ethernet 19

 dot1x port-control auto

interface ethernet 20

 dot1x port-control auto

interface ethernet 21

 dot1x port-control auto

interface ethernet 22

 dot1x port-control auto

interface ethernet 24

 dot1x port-control auto

end
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