




[image: ]
[bookmark: _GoBack]November 15th, 2016

To:          CA Privileged Access Manager Customers
From:     The CA Privileged Access Manager Product Team
Subject:  General Availability Announcement for CA Privileged Access Manager v2.8

On behalf of CA Technologies, we appreciate your business and the opportunity to provide you with high-quality, innovative software and services.  As part of our ongoing commitment to customer success, today we are pleased to announce that CA Privileged Access Manager 2.8 is now available. 

New features for CA Privileged Access Manager 2.8 include: 

· CA Threat Analytics for PAM
CA Threat Analytics for PAM extends CA Privileged Access Manager’s capabilities with advanced analytics that model user behavior and evaluate risk based on factors such as a privileged user’s location, time and duration of activity, the system connections being made and the user’s track record for security and integrity. 
The clarity and insight into privileged user activity and risk helps detect and mitigate threats resulting from suspicious or malicious activity from a privileged user account. By persistently monitoring activity, CA Threat Analytics for PAM identifies anomalies and threats and in turn the system triggers automatic controls to mitigate risks, such as starting session recording or prompting the user to reauthenticate before proceeding with the session. 

CA Threat Analytics for PAM is available as an add-on module.  Please contact your account manager for more details.

· New Target connector for Palo Alto devices
CA Privileged Access Manager now has support for Palo Alto devices. This connector provides customers with the ability to manage credentials of Palo Alto devices and auto-connect to these devices from CA Privileged Access Manager.

· New API for validating PIV/CAC authentication for Mainframe
For mainframe customers using CA Top Secret or CA ACF2 this new api can be used to validate if a user authenticated using their PIV/CAC smartcards prior to granting access to mainframe systems.  
· Brazilian Portugese Keyboard support for RDP connections
CA Privileged Access Manager now supports Brazilian Portuguese keyboards for users connecting to target systems via Remote Desktop Protocol (RDP). 
You can download the full OVA for CA Privileged Access Manager v2.8 and upgrade patch from CA Support Online https://support.ca.com/. If you have any questions or require assistance contact CA Customer Care online at http://www.ca.com/us/customer-care.aspx where you can submit an online request using the Customer Care web form: https://communities.ca.com/web/guest/customercare. You can also call CA Customer Care at +1-800-225-5224 in North America or see http://www.ca.com/phone for the local number in your country. 

Should you need any assistance in understanding these new features, or implementing this latest release, our CA Services experts can help.  For more information on CA Services and how you can leverage our expertise, please visit www.ca.com/services.   To connect, learn and share with other customers, join and participate in our CA Privileged Access Manager v2.8  CA Community at https://communities.ca.com/.

For a list of courses recommended by role, please visit the CA Learning Paths and select desired product. Note: Courses are updated based on functional impact as well as high-demand, therefore, courses created from previous releases may apply to current release. 

To review CA Support lifecycle policies, please review the CA Support Policy and Terms located at: https://support.ca.com/.  

Thank you again for your business.
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