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Chapter 1: Overview

IT departments are responsible for managing increasingly complex desktop environments
during this time of unprecedented change. Multiple hardware platforms and disparate
operating system versions, software license management, patch management, migration
and refresh, and evolving security threats place an enormous management burden on IT.
The result is an inconsistent desktop environment that is difficult to maintain and is
unaligned with business goals.

This Green Book for CA IT Client Management (CA ITCM) focuses on the product solutions
formerly known as CA Unicenter Desktop & Server Management (CA DSM) and IT Resource
Management. This book has been created to address a number of topics that are relevant
to managing the challenges involved in maintaining the compliance and availability of client
and server computing using CA’s solution. It provides an explanation of capabilities that you
can deploy today to manage your client and server computing environment, and it provides
implementation insight and best practice recommendations based upon our experience with
numerous customer implementations around the world.

The book focuses on the three core components that make up CA IT Client Management:

CA Unicenter Asset Management proactively manages desktops, laptops, servers,
and PDA (personal digital assistant) assets. It provides full-featured asset tracking
capabilities through automated discovery, hardware inventory, network inventory,
software inventory, configuration management, software usage monitoring, license
management, and extensive cross-platform reporting.

CA Unicenter Software Delivery automates the deployment and migration of
operating systems, application software, and patches across laptops, desktops, servers,
and PDA systems in heterogeneous business environments. From distribution of
software to management of system configuration and rollback across multiple platforms
and locations, this scalable and secure management solution helps ensure the
consistency and reliability of deployment and management of software.

CA Unicenter Remote Control better enables IT administrators to reliably and
securely access, control, view, manage, and modify remote systems. It offers
exceptional features to facilitate Windows, Linux, and Macintosh administration, help
desk support, virtual training, and telecommuting, enhancing the quality of services
provided.

The CA IT Client Management/Desktop & Server Management Green Book includes
guidance and recommended best practices for the following topics:

Challenges in discovering and managing computers and the need for automation

Securing your desktop and server management infrastructure against rogue agents or
managers

Collecting asset data from non-agented systems

Best practices for deploying and configuring the components of the solution

c E l Overview 11



m  Ensuring the high availability of the CA Unicenter Desktop & Server Management (CA
DSM) managers

m  Architecting for a successful implementation

Who Should Read This Book?

This book provides the consultant, architect, or manager with some best practices for
implementing and using the CA IT Client Management products to support your
environment for desktops, servers, laptops, and so forth.

Implementation success is based on a combination of people, process, and technology, and
this wide-ranging book provides process, technical, and architectural advice. Information on
key topics includes Discovery and Management, Securing the Solution, and Architecture.

CA Unicenter Software Delivery, CA Unicenter Asset Management, and CA Unicenter
Remote Control are the primary products addressed in this book.

Readers of the more technical areas in this book will benefit strongly from some prior
familiarity with the primary products. Therefore, readers are encouraged to make use of the
standard product documentation and to attend the relevant CA Education courses.

Although this book is not designed primarily for executives, some parts of it, especially
some of the higher-level best practices, may be of interest to senior management.
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Chapter 2: Architecture Planning
and Implementation Best
Practices

Architecture Sizing and Component Placement Considerations

Although the CA Unicenter Desktop & Server Management (CA DSM) solution architecture is
designed to be highly scalable and flexible, designing the right architecture for your
business needs requires more than just counting the number of desktops and servers to be
managed. You need to understand:

m  How your current environment is structured. For example, what firewalls are in
place? What network speeds are available between primary and smaller, remote
offices? Will the MDB be shared with an existing CA Unicenter solution? Are there
existing machines available to serve as scalability servers and domain managers or will
new hardware need to be purchased?

m  What software will be managed and how. For example, how many software
packages will be delivered and how often? How many assets will be managed and how
frequently will asset queries be executed? Are there resource compliance mandates
that must be considered? What service level agreements have been provided to end
users and CA DSM administrators?

m  What administrative resources are available and where. For example, if a
scalability server will be installed in one location to manage several remote offices will
there be a resource available to maintain that server?

The Unicenter Desktop and Server Management Solution Planning Guide discusses these
and other considerations. It provides sizing guidelines based on the results of extensive
product performance and scalability testing. Topics include:

m Local versus remote MDB

m  Ingres versus SQL MDB

m  Network latency

m  Clustering considerations

m Multiple applications versus shared databases
m  Domain server capacity planning

m  Scalability server capacity planning

m Architecture Planning and Implementation Best Practices 13



These guidelines and principles can help you develop an initial logical solution or
architecture based on an understanding of business requirements, processes, policies, and
network topology.

The Unicenter Desktop and Server Management Solution Planning Guide is available
through the following CA Support Online link:

https://support.ca.com/phpdocs/0/common/impcd/rll/scalability/doc/DSMDoc/Unicenter%
20DSM%20-%20Solution%20Planning.pdf

This document is part of the Implementation Best Practices pages which can be used in
conjunction with this Green Book and the standard product documentation set to make the
most of your product deployment.

To access the Implementation Best Practices pages directly, go to the following link:

CA Support Online: https://support.ca.com/phpdocs/0/common/impcd/r11/StartHere.htm

14 Architecture Planning and Implementation Best Practices m
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Chapter 3: Scenarios

Introduction

There are many situations that are common to many of our customers. In this chapter we
will present some examples of common situations, the questions that are often associated
with them, and recommended steps to address the related challenges.

Slow Bandwidth

A common scenario is a company that has branch offices or remote locations. Often times
these locations are connected by slow links. These slow links can cause some special
challenges when attempting to deliver software.

Some of the challenges are as follows:

m  The bandwidth of the link is low — under 512 kb

m  The bandwidth is needed for ongoing business operations throughout the day
m  The bandwidth is needed for backup operations

m  Additional bandwidth is needed for software delivery

The challenge when there is limited bandwidth is being able to manage the available
bandwidth while ensuring that all needed operations can occur. In this scenario, the first
step you must take is to limit the amount of data that gets sent over the link. One way to
do this is to ensure that duplicate data is not sent over the link. The recommendation here
is to install a scalability server at each remote location. Then the contents of software
packages only need to be sent once.

In most cases, the scalability server should be a dedicated machine because it can get very
busy. If the remote location only has a few machines (generally up to ten) the scalability
server could be an existing machine. In most cases, the scalability server software should
be installed on a server operating system, but it can be installed on a Windows XP
operating system. Also make sure the machine has enough disk space to house all the
software packages.

The scalability server also acts as a collection point for asset management, so some disk
space will be needed for that as well. It is important to regulate the amount of data asset
management generates. One way to do this is to regulate how often the asset management
agent runs and what it collects. In most cases, a weekly collection is suggested. Scheduling
the collection to occur on a day when there is not much other network traffic would be a
good solution. See the Configuration Policy chapter later in this Green Book for more details
regarding agent configuration.
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Careful scheduling of bandwidth usage is also important. Things to consider are what else is
using the network and when. For instance, it is best to stage software packages to the
scalability servers when the network is not busy. The Data Transport Service (DTS) is used
to stage packages to the scalability servers. DTS allows for associating a scalability server
or a group of scalability servers with a calendar. The calendar allows for setting a time
window of when it is OK to send data over the network. DTS will suspend and resume the
data transfer based on the calendar. The calendar is associated with the machine in the 2D
Map, and the calendar itself is configured in the event management component of common
services.

In addition to configuring when DTS will transfer data, CA Unicenter Asset Management can
also be configured to schedule when asset management data should be transferred over the
link. The asset management engine job that collects data from the remote scalability server
can be configured to occur only on certain days and/or at certain times. Additionally, the
amount of data that is sent each time is also configurable (in the form of a maximum
number of collected files)—but one must be careful with this setting. If the amount of data
collected per session is too small and the time between collections is too far apart, the
amount of data that needs to be transferred will continue to grow. This will cause the disk
space requirement to grow and will compromise the reliability of the data being collected.
To configure this schedule, look at the engine task section under the control panel. To
configure the maximum number of collected files, right-click on the specific engine under
Control Panel>Engines>All Engines, select ‘Properties,’ then select the ‘Advanced’ tab.

Limiting the amount of data and scheduling the time data is transferred is often not
enough. Another factor to consider is how much bandwidth is used at any one time. DTS
allows this to be configured as well. There are two values that help in this area: parcel size
and throttle factor. These are configured in the DTS section of the 2D Map. See the Data
Transport Service chapter later in this Green Book for more details.

CA Unicenter Remote Control can also use a large amount of bandwidth. Limiting the
number of colors sent and not sending the background bitmap helps in this area.

To recap, it is important to control the amount of bandwidth needed, when the bandwidth is
used, and how much bandwidth is used at any given time. Optimizing these parameters is
key to ensuring that the CA IT Client Management product suite is transparent to users
connected by a slow link.

Maintenance Window for Servers

Server uptime is very critical in most environments. But keeping servers current with
patches is just as important. Many patches require certain services to be stopped or reset,
and often times a reboot is also required. Given this, it is very important to be able to test
that a patch will not cause any problems with the applications or with any other related
components. Change management is a critical part of server maintenance. In addition to
validating which patch should be applied, when it should be applied is just as important.

Many companies have a scheduled maintenance window, during which it is acceptable for
services or servers to be brought down for maintenance. This time frame must be carefully
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controlled so that it does not affect the business. At the same time, administrators do not
want to have to remember what needs to be applied and when.

It is much easier to submit software patch jobs as they are approved but not have them
execute until a certain time. It is best practice to dedicate a maintenance window for this
process. The CA IT Client Management product suite (CA ITCM) allows for this function. A
server or group of servers can be associated with a calendar. The calendar is then
configured to match the maintenance window. In this way a job can be created, but it will
not be launched until the calendar matches the approved time.

Configuring the calendar is a two-step process. The first step is to enter the event
management section of Common Services and choose Calendaring. Here is where the
calendar is created and configured. After the calendar is created, use the DSM Explorer to
associate the machine(s) with the calendar.

In addition to using the calendar to schedule the upgrades, the patch approval process can
also be automated. If CA Unicenter Patch Management is used, the process can easily be
configured to automate the change management process. Out-of-the-box integration is
available between CA Unicenter Patch Management and CA Unicenter Service Desk. See the
Integrating with CA Unicenter Patch Management chapter in the CA Unicenter Service Desk
Integrations Green Book for details. An approval process can be configured to manage the
patch acceptance and approval process. Once the patch is approved, it is automatically
submitted to CA Unicenter Software Delivery. CA Unicenter Software Delivery will deliver
the package in the next maintenance window.

Scheduling is critical for wise server management. CA IT Client Management allows one to
manage the upgrade process very efficiently.

Periodic Reporting of Changes to the Environment

A very important component of CA DSM is scheduled reporting. People in different roles
require different types of reports. Accounting and auditing, for example, may need a report
on software installed by manufacturer and by department. Other reports needed may be
hardware by manufacturer or by other criteria. These types of reports are needed to ensure
software license compliance or to be able to negotiate more favorable rates with the
hardware vendor.

Another use of reports is to meet the needs of the desktop technicians. Some examples of
these reports are machines with low disk space or machines that do not have enough
memory to support the new application that is going to be rolled out.

Reporting can either be a report by item and by number, or a report by exception. Since an
enterprise environment is very dynamic, often management only wants to know about
devices that have changed or that have fallen out of spec. For example, management may
not want a report showing all machines and how much memory they have. Instead, they
need an alert only when a machine does not have a certain amount of memory available or
when the hardware configuration has changed. Alerts can be raise to notify of these
conditions using query-based and event-based policy. Those details reside in the policy
section of the DSM Explorer.

CEI Scenarios 17



Other times, actual reports are needed. This is handled with the DSM Reporter. In this case,
it is suggested to schedule the reports to run on a periodic basis. These reports can
sometimes take time to run, so it is best to schedule them to run on a weekly or monthly
basis. Another recommendation is to publish the reports to a file or even to a web site. In
order to optimize the reporting, it is best to use the same queries to collect the data
whenever possible; using the same queries to generate multiple reports is the most
efficient method.

By running the reports on a scheduled basis, the report will be current and available for
anyone to access. Not doing this will cause delays in providing information to the decision
makers. By running reports on a scheduled basis, the data is available in raw form. Then,
by applying filters, the data can easily be filtered to supply just the information that is
being requested without having to run the report again. Reporting is configured in the
reporting module.

Another example of the need for current status is in the case of an upgrade. For example,
upgrading Windows XP from SP1 to SP2 requires periodic reporting. One would need to
generate a list of machines that are the initial targets. One option is to build a software
policy that says install the SP2 package to any Windows XP machine that is not yet SP2.
The advantage of this method is that any machine that has a software delivery agent and is
running Windows XP will have the package installed. This method will do the upgrade
automatically, but it is difficult to control when it will occur and how many machines will get
the upgrade at one time.

Another option is to provide greater control over the number of machines to which the
upgrade will be applied at one time. In this case, additional criteria will be employed to
narrow the initial target list. It is best to build dynamic groups based on all Windows XP
machines and some other criteria such as host name A* or B*. Another method may be by
IP range.

It is important to be careful how many machines the upgrade is applied to. A major change
such as this may generate support issues because of a new look and feel the upgrade may
cause. Therefore, it is important to monitor how many support issues are being opened
versus the number of machines already updated. The rollout should progress at a rate that
can be handled by the service desk. After most of the machines are upgraded, then the
software policy can be used to upgrade any new machines that may join the network.
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Chapter 4: Remote Management
Database

Architectural

One of the first decisions to make in architecting a CA IT Client Management solution is
whether the Management Database (MDB) should be installed locally (on the same host as
the application) or remotely (on another host accessible through the network). Technical
arguments can be made for both designs but, based on performance testing and reduced
cost, implementing a single CA application and MDB on the same host is considered the
best practice—unless compelling business or technical justification exists for remote
placement.

If the enterprise manager is to be integrated with other components of the CA solution then
it is recommended that the MDB be implemented on its own host. It would also be our
recommendation that the server hosting the Enterprise MDB be highly available (clustered).

To determine if deviation from the best practice is justified requires an understanding of all
requirements (technical, operational, and business). With these in mind, you can then apply
the following set of simple guidelines and principles to drive the decision-making process.

Network Latency

Network latency introduced when the Database Management Solution (DBMS) server is
remote from the application server would negatively impact overall performance.
Implementing an application server and remote database server also adds cost to the
solution in the form of additional hardware and operating system licenses. In the course of
reviewing the other guidelines and principles, factors that outweigh the negative impact of
network latency may surface. However, if there is no compelling justification (political or
technical) for implementing the MDB on a server remote from the application server, the
recommendation is to install the MDB locally on the application server.

Dedicated Database Servers

Policy may dictate that all databases be hosted on dedicated servers for administrative and
security reasons and that no applications may be installed on these servers. While installing
the MDB remote from CA applications may not be optimum because of the network latency
introduced, nevertheless, the reduction in administrative cost and security exposure may
more than offset the performance impact. Compliance with such policy would be considered
a compelling justification for implementing the CA application(s) with a remote MDB.
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Multiple Applications/Shared Database

Additional considerations are required when multiple CA applications will be sharing the
same MDB— either now or in future—particularly at the enterprise (top) tier of the
architecture. For example, CA Unicenter Asset Portfolio Management (CA Unicenter APM)
and CA Unicenter Desktop & Server Management (CA DSM) integration currently requires
that the applications share the same MDB.

Installing multiple applications on separate hosts reduces potential administrative conflicts
(such as access control and maintenance schedules). For example, if the MDB requires a
reboot, any other application installed on that server will be brought down. On the other
hand, separating the applications from the MDB (and each other) provides the ability to
perform administrative tasks independently.

In general, when multiple applications will share the MDB in a medium to large
implementation, the recommendation is to host the MDB on a separate server, remote from
the application server(s).

Conclusion

When designing an architecture for a single CA application, it is clear that co-locating the
application and MDB on the same server (or cluster) would provide the best
performance/least cost best practice. Alternatively, installing the MDB remotely should only
be considered after a careful review of all factors to determine if there are other compelling
justifications that outweigh the performance and cost benefits. Bear in mind that, while the
term ‘remote’ implies separate hosts, it should be understood that the hosts should be
electronically close with reliable network connectivity.

In the end, the decision must be driven by the overall impact to the business.

Installation

There are three methods for installing a remote MDB from the CA IT Client Management
(CA ITCM) media. If the MDB does not already exist, it should be installed prior to installing
any CA ITCM application servers.

1. CA ITCM without CCS (Common Services) — When installing only CA ITCM, no
special action is required. Step one is to use the Install MDB option from the CA ITCM
media and complete the MDB installation on the database server.

2. CA ITCM with CCS — When installing both CA ITCM and CCS, you must include the
WorldView (WV) manager component on the MDB database server. Even though you
will be running the CCS application components from the application server, the WV
component needs the WV Manager installed on the MDB server for communication
purposes. There are two ways to accomplish this:

m If available in your environment, you may use the CA Unicenter Network and
Systems Management (CA Unicenter NSM) media to select and install only the WV
Manager. This is the preferred method. By using this method, only that one
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component will be installed. You would accomplish this by first installing the MDB
using the CA ITCM media. After that installation has completed, insert the CA
Unicenter NSM media and install only the WV component on the MDB server. Next,
using the CA ITCM media select the Install Unicenter DSM choice from the
installation menu and make certain that the list of components to install includes
CCS. During the installation, point to the remote MDB. This will install full CCS
including Enterprise Management, WV, and Continuous Discovery on the application
server.

If you do not have access to CA Unicenter NSM media, you can use the CA ITCM
media. You will have to install full CCS on the MDB database server. Very likely,
however, you will not want to run most of those components on that server.
Therefore, immediately after the installation of full CCS and before the services are
started on the MDB server, you will want to disable certain services including:

> CA — Continuous Discovery Agent

> CA - Continuous Discovery Manager
> CADIA 1.2 DNA

> CADIA 1.2 Knowledge Base

> CA-Unicenter

> CA-Unicenter (NR Server)

> CA-Unicenter (Remote)

> CA-Unicenter (Transport)

MDB Currently Exists — If the MDB has been installed on the remote server by
another CA application, you will need to run the Install MDB on that server from the CA
ITCM media. The installation will recognize that an MDB currently exists and will install
only the necessary updates. You must remember to shut down any other applications
that are accessing the MDB prior to running the MDB update. The above two scenarios
involving CCS remain the same after the MDB has been updated.

Trusted Relationship

From the Unicenter Desktop & Server Management Implementation Guide: Note that if the
MDB is installed on a machine that is remote from the domain manager, a trusted
connection must be established between the two machines. One way to accomplish this is
to have them reside in the same Windows domain.

A workaround to the above scenario has been identified. You must create identical Windows
user accounts on each system. The account must be a local administrator where the CA
DSM Manager is to be installed, and also a SQL login with permissions to the MDB on the
MDB server.
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Chapter 5: Implementing for
High Availability

Deciding to Cluster

The risk of an application failing is usually the driving factor in deciding whether or not to
use a clustered-server approach to service resiliency. For instance, there may be a patch
that is needed in the environment, but without the CA IT Client Management (CA ITCM)
asset management capability, it would be difficult to assess the degree of risk to an
enterprise or business. Without the CA ITCM software delivery functionality, remediation of
the application or OS at risk becomes tedious, burdensome, dangerously slow, or virtually
impossible. The amount of time needed to fully replace a server and working application
depends on several factors which have a direct consequence in determining if you need a
cluster. Unless there are ready reserves of equipment, getting replacement hardware can
take quite a while—usually longer than a critical-need application would require. On top of
that, the reloading of the operating system, installing the backup software, locating the
needed backups, and retrieving information from those backups could create quite a
lengthy delay in service.

Determining the need for a cluster boils down to a classic assessment of cost versus risk.
Historically, the more readily available an application is, the more expensive the supporting
recovery solution is. Effectively, you pay for speed of recovery. CA Unicenter Desktop &
Server Management (CA DSM) 11.2 has better support for business continuity with the
support of clustered Microsoft servers.

What Is Needed and Supported

CA DSM 11.2 supports two clustered 32-bit servers running Microsoft Windows and
Microsoft SQL Server. Implementations running on the Ingres database are not supported
in a clustered environment. At this time, 64-bit operating systems are not supported.
Windows 2003 Enterprise or Windows 2003 Data Center are the operating systems that
support clustering. Although there is a menu selection in Windows 2003 for Cluster
Administration, you cannot create a cluster on that OS.

Generally, two servers running Windows 2003 and sharing disks are requirements for a
Microsoft cluster. There is usually a quorum drive used in managing the control of the
cluster, and a shared drive for data that needs to be visible to each node in the cluster. In
addition to the OS, both servers must be members of an Active Directory Domain, since the
account is used to create and manage services across both machines. Although a cluster
can contain a domain controller, CA DSM cannot run in this environment. Local accounts
are created during installation of CA DSM and domain controllers do not have a local
security database, or SAM, so the installation will fail.

A total of six static IP addresses are required in total, five for the creation of the cluster and
one for the Microsoft SQL cluster when it is installed. The two public Network Interface
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Cards (NICs) (one on each server) and the two heartbeat NICs (one on each server) are
checked as part of the cluster creation and will cause a failure if they are not set for static
addresses. The last IP address is needed as the address for the cluster itself.

Cluster Considerations

There are a few things to consider in the deployment of CA DSM in a clustered
environment. We will see later, as we step through the installation, that the two servers
share one HostUUID, and only one server is actively running CAF (the Common Application
Framework) at any one point. As a result, CA DSM cannot manage the two machines that
are supporting the cluster. Any time the application switches from one node to the other,
CA DSM will detect a change in the MAC address, although the name would still be the
name of the cluster. Subtle changes in the configuration of the machines and perhaps the
applications installed would begin to cause odd results and certainly call into question the
accuracy of the data from the two servers.

The Boot Server is not supported in a clustered configuration as part of the manager
installation. Usually, a Boot Server is deployed as part of a scalability server, and it is
preferred that devices in the environment report to a scalability server instead of directly to
a domain manager.

The Discovery Manager is also not installed in a clustered configuration, so continuous
discovery and the automated agent deployment will not be running in this environment.

How to Begin

Build the Cluster

The first step is, quite simply, building the cluster. There is ample documentation from
Microsoft on how to do this, so we will not go into great detail here. You can reference
Microsoft’s site for the following:

“Quick Start Guide for Server Clusters”,

http://support.microsoft.com/?id=258750 (heartbeat configuration), and

http://support.microsoft.com/kb/817064/ (enabling network DTC access).

To set up the cluster, log in using a Domain Account to do the installation. This is a
requirement because the installation will require an ID with rights on the other node. Even
though a Local Account has the same password and privileges on both nodes, the
installation will fail, citing credentials.
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According to the Microsoft document for clustering, there are some changes to make to the
heartbeat connection. Make sure that the heartbeat connection is static, and click the
Advanced button in the Internet Protocol Properties dialog shown next:

Internet Protocol {TCP/IP) Propetties ed

General

You can get IP settings assigned automatically if wour network supports

this capability, Otherwise, vou need ko ask yaur network. adminiskrakor
for the appropriate IP settings,

" Obtain an IP address automatically

¥ Use the Following IP address:

IP address: I 192 . 168 . 132 . 20
Subnet mask: | 255 . 255 .255 . 0
Default gateway: I

" Obbain DNS server address automatically

¥ Use the Following DMNS server addresses:

Preferred DRS server: I

alternate DS server; I

Ik Zancel
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On the DNS tab of the Advanced TCP/IP Settings dialog, make sure that the check boxes
are cleared for “Append parent suffixes of the primary DNS suffix” and “Register this
connection’s addresses in DNS”, as shown here:

Advanced TCP/IP Settings el 4

IF Settings DMS |w1m5 | options |

CMS server addresses, in order of use:

| 5]
| ]

add... Edit... Remowe |

The Following three settings are applied to all connections with TCPYTP
enabled. For resolution of unqualified names:

¥ append primary and connection specific DNS suffixes
[T append parent suffixes of the primary DMS suffix
" append these DNS suffixes (in order):

"5
|2

add... | Edit, .. Remoyve

DS suffi Far Ehis conneckion: I |

[ Register this connection's addresses in DNS
I | se this conneckions GRS suffi: in BHS registration

Ik I Cancel
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On the WINS tab, select the option “Disable NetBIOS over TCP/IP”:

Advanced TCP/IP Settings el

IP Settings | DMS  WINS |O|:|ti|:|ns|

—WINS addresses, in order of use:

| 5]
| ]

Add. .. Edit. .. Remave |

IF LMHOSTS lookup is enabled, it applies to all connections for which
TCR/IF is enabled.

™ Enable LMHOSTS lockup Import LMHDETS. .. |

—MetBIDS setbing

" Default:

Ilse MetBI0S setting from the DHCP server, I static IP address
is used ar the DHCP server does nok provide MetBIOS sekting,
enable MetBIOS over TCPYIP,

" Enable NetBIOS aver TCPIP
{* Disable NetBIOS over TCRIIP

Ik I Cancel

Additionally, make sure the bind order for the network cards is correct, making the public
connection the first in the list. This is illustrated in the next two screens:

* Network Connections
Fil=  Edit Wiew Favorites Tools | advanced  Help

() Back =~ £ - ? | ,):" Search | Operator-fssisted Dialing
Remote Access Preferences.. .

Address | Network Connections

metwork Identification. ..
Bridge Connections

LAM or High-Speed Internet

" § Advanced Settings. ..
cl Public Metwar : :
\ g Conmected Optional Metworking Components. ..

' m  WMware Accelerated AMDPCH... T M WMware Accelerated AMD PCH, ..
oo ]

YWizard

m ﬂjl . | Ei"-JEI.-w Conneckion leardg
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Advanced Settings il |

Adapterz and Bindings | Provider Order I

Connectionz are lizted in the order in which they are accessed by
network services.

Connections:

b Mot R
< Heartheat —
E,, [Femote Access connections) a1

Bindingsz far Public Metwork:
g File and Frinter Sharing for Microsaft Metworks 1
%= Intermet Protocal [TCPAR) —
g Clignt for Microzaft Mebwork z = 1

%= Intermet Protocal [TCPAR)

s I Canzel

To enable network DTC Access, launch “Component Services” from the Control Panel. Drill
down to My Computer and right-click. Check the Network DTC Access box. Other options to
select are Allow Inbound, Allow Outbound, and No Authentication Required.
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Component Services

Ele Action Yiew indow  Help My Computer Properties ﬂ
o = | | x Fﬁ] | @ | i Security Configuration X

— Security Settings
onsole Root Component Services| v

(L] Console Root ’,

EI@ Component Services
=[] Computers
EQ My Cormputer Tranzaction Manager Communication
7] COM+ Applications v Allow Inbound v Allow Dutbound
<[ DEOM Config

[Z7] Distributed Transactic . . .
Transackion List " Incaoming Caller Authentication Flequired
+

W Transaction Stati: % No Authentication Required
[:I Running Processes
[]--@ Active Directory Users and Comp
[]"% Event Yiewer (Local) ™ Enable %4 Transactions
H- Services (Local)

Client and Administration
™ Allow Remote Clients ™ Allow Remate Administration ‘

€ Mutual Authentication Fequired

[~ Enable Transaction Intemet Frotocal [TIF] Transactions

—DTC Lagon Account

q | _’I Account: INT AUTHORITY \MetwarkServi Browse |

FPazzmord: I

Canfirm passwond: I

o]

Cancel |

T T AT T P 2, T

In the Cluster Administrator, there are some selections to be made for networking. For the
heartbeat connection, enable the connection for internal cluster communications. For the
public connection, Microsoft suggests that “All communications (mixed network)” be
selected, allowing for a duplicate path for internal cluster communications.

Heartbeat Properties

General I

m
g Heartbeat

Hame:

Dezcription:

—Iv Enable thiz netwark for cluster use

Thiz netwark, perfarms the following rale in the cluster:

{” Client access only [public network]

¥ |ntemal cluster communications only [private network]
Al communications [mized netwark]
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Once the cluster is built, one thing to check before moving forward is that the resources can
“fail over” between nodes. In checking the shared disk resource (in the following examples,
the S: drive), open Windows Explorer on the active node and create a file in the root
directory.

- 1o/ x|
Elle Edit ‘“iew Favorites Tools  Help | -:*l
D Back - ) - T | search |rl-= Folders | [& G X ) | (-
Address Ix.p o j &
Folders X || Mame =~ | Size | i
@ Dieskbop [0 Documents and Settings I
() vy Documents I Inetpub :
Bl i My Compuker I3 Program Files |
S 345 Floppy (A2 2 WINDOWS |
e Local Disk (C2) E‘Iwmpu_b I
[l soLsrvRs (D) [Z] dmmsi.log 433 KE
S Quorum (Q:) [EkFile From OKE
% Shared (S5:)
G‘ Control Panel
‘3 Iy Metwork Places
2 Recycle Bin
" | 2

Open the Cluster Administration application, right-click the resource, and select Move Group
from the drop-down list.

& Cluster Administrator - [DSMCLUSTER {DSMCLUSTER)]

Eile Wiew Window Help

o e s [ e 5

[=I-g5y DSMCLUSTER Marne | State
-0 Groups ([ pisk 5 Onling
%ﬁfmuﬁ (5oL 1P Address 2(... Orline
{23 Resaurc Brima| @iline: Chr|+E
-0 Cluster ¢ Take Offline Chrl+T
El-gg) CLUSTEF  Maye Graup
8 ictf‘ Delete ChriD
o th“ Rename Ckrl+
(=
= CLUSTEFR Mew 3
{1 Activ Configure Application

‘7] Metw  Properties

Once the group has been transferred to the passive node, log in to the passive node. Open
Windows Explorer on that server and check the existence of the test file. Create another
test file from the passive node as well. Using the Cluster Administrator, move the group
back to the primary node and make sure both files exist on that side as well.
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File Edit Yiew Favorites Tools  Help
i) Back ~ ) - gl | ) search [ Folders | & (3 X E)
Address [
Folders X || Mame = |
@ Deskbop |ChDocuments and Settings
B My Docurments (D Inetpub
=] d My Computer |C3Program Files
_ﬁ 315 Floppy (A1 CDWINDOWS
“e Local Disk (C:) [ﬁwmpu.b
[t scLsrves (oo ) dmmsi.log
e Quorum (Q:) Eul File From Clusker1,kxt
& Shared (5:) [Z] File fram Clusterz kxt ;
@ b rankedd Damal

Once the resources fail over and back, installing SQL Server is the next step.

Install SQL Server

The installation of SQL Server 2005 on a cluster is remarkably simple. The nice surprise is
that installing from the active node will install on both nodes, including necessary services
and cluster configuration. Again, there is plenty of Microsoft documentation available for
this procedure so we will not repeat it here. Like the cluster before it, the SQL installation
across the nodes requires a domain account. Not all the components of the SQL installation
are cluster aware. In the following screenshot, SQL Server and Analysis Services are cluster
aware, but the Reporting Services are NOT cluster aware.

i Microsoft SOL Server 2005 Setup x|

Components to Install
Select the components to install or upgrade.

[¥ EOL Server Database Services
[V Create a SQU Server Faillover cluster
I finalysis Services
[¥ Create an Analysis Server failover cluster
[¥ Reporting Services
[~ Notification Services

[ Intearation Services
[v ‘Workstation components, Books Online and development tools

For more options, chick Advanced. Advanced

Help | < Back | Mext > Cancel |

G
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Make sure that you specify the shared drive as the location for SQL files.

i'..w_;!—I- Microsoft SQL Server 2005 Setup EI

Cluster Group Selection

Select the cluster group where the virtual server resources will be
installed.

Available cluskter groups:
gcluster Group
'Group I

Unavailable cluster groups:

Data Files:

-
G SiiMicrosoft SOL Server) ) j
Help | < Back

Cancel |

In the creation of the SQL Cluster, make sure that MSDTC is in a different resource group
from the SQL Server itself. MSDTC is usually in the Cluster Group. Later in the CA DSM
installation, CA Common Services (CCS) will automatically find the name of the SQL server
as long as the resource group doesn’t contain MSDTC. Otherwise, the CCS installation will
identify MSDTC as the name of the SQL database.

Test the Failover

As we did with the base cluster installation, test the failover of the SQL Server. Query the
database from both nodes, move the SQL resources to the other node, and rerun the query.
Once the database successfully fails over AND back, then proceed with the installation of CA
DSM.
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CA DSM Installation

Active Node Setup

The installation at this point looks the same as a normal installation with an important
difference: the Management Database Server is the name of the SQL cluster, not the OS
cluster.

x
CA. Unicenter:Desktop and Server Management

Configure Manager

i n Stal |er Erter the configuration details that will ke used for this manager .
Management Database Provider: IMicroSDﬂ SOl Server j
hanagement Database Server: IDSMSQLCIUSTer.ca £om
Instance: I default:1433

Fleasze provide a fully gualified name (including domain suffix) for the Database Server so that
systems in other network domains can be reached.

Setup will automsticaly creste & user for accessing the MODB., You may use an sternstive
passward if desired.

The instance name haz to contain the port number. Syntac: =instance names:=part number=

Uzt name: | CE_jtem

Password: I EELRREERARERER

Confirm Pazswoard: I AERARRERARRARE

Advanced Manager Configurstion e

[Domain Manager] [Eackage Import] [ Deployment ] [ Recovery ] '

Cancel
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When we click on Recovery, the Cluster Name is the name given the OS cluster, not the
SQL cluster, and not the node on which we are installing. We will click Enable Recovery
Support and designate this as the active node.

x
CA. Unicenter: Desktop and Server Management

Configure Manager
i n Stal |er Erter the configuration details that will be used for this manaoer .

" System Replacement

% Active
This manager will be the active manager and the C& Common Framework services can
be started at the end of the installation process.

Cluster Marme: ['SM Cluster ca.com

 Paszive
Thiz manager will be the passive manager and the CA Common Framework services
can only be started after running the script ActivateManagerMode bat its cortent within
the kin directory of the product instalistion folder.

To synchronize the installer settings hetvween the active and the passive manager you
must specity the configuration data location of the active manager containing the file
'DEMRECovery ini'.

[5:Program FlesiCAIDSM

It is important that configuration data be stored on a shared drive. In this example, the
database, DSM executables, and library are all on the J: drive. A specific architecture for a
busy enterprise may indicate the need to put the database on its own shared drive,
separate from the executables and library directories on a third shared drive. From the
documentation: “For a cluster installation the installation path for the configuration data
must point to the shared disk of the cluster. The Shared Components should be placed on a
local disk.” From the “Choose Destination Location” screen, you have to click on the
“Advanced” button to make this distinction. You will see the effect of this choice during the
CCS portion of the installation.
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x4
CA. Unicenter: Desktop and Server Management

Choose Destination Location

i n Stal |er Select folder where setup will install files.

Setup will install CA Unicerter Desktop and Server Management in the following folder .

Toinstall to this folder, click Mext.
Toinstall to a different folder, click Browse and select another folder.

To customize the folders for different festures, click Advanced and specity the folders inthe
regarding dizlog.

—Destination Foldsat-

—&dvanced Destingtion Location Configurstion

Cancel

zl
CA. Unicenter®Desktop and Server Management

Choose Destination Location

i n Sta | | e r Select folders where setup will install files.
onfiguration Data
I—ICJ:DSMI [ Browse l
Shared Component
B

Cancel
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CA Unicenter Desktop and Server Management - InstallShield Wizard |

CA. Unicenter®Desktop and Server Management

Choose Destination Location

i n Sta | | er Select folders where setup will instal files.
—calabilty Server Databas

I JIDSMIS erverDE Browse

—Deployment Packao

| oSt Browse

—Leployment Manager Key Fil
I JADEMDMDeploy Browse ]

—softweare Delivery Library

| FDSMISTAASMY Browse

—softweare Delivery Boot Server

| JIDEMIServer Browse

Cancel

In a standalone, non-clustered, configured CA DSM installation, the CCS portion is silent. In
this situation, the installation will then invoke a manual installation of CCS. CCS will install
the High Availability Service as part of the installation. This is needed for cluster support.

EZ.cA Common Services Installation Wizard i

Welcome to the CA Common Services install
Select the type of install to perfom

Setup options
o existing installation is on the system,

 Bnstal any or all CA Common Services components|

" Build CA Commaon Services response file for unattended install

Copyright 2006 Computer Associates Intermational, Inc,

36 Implementing for High Availability m



The screen that comes up shows the default installation options for CCS. High Availability
Services (HAS) will automatically configure the cluster resources during the CCS
installation. Not all the CCS components are supported by HAS, but the default selections
are correct and should remain as they are. The one mentioned earlier in this chapter that is
not supported by HAS is the Continuous Discovery Manager.

A Common Services Installation Wizard x|

Component 5election @
Select an installation type or specify individual components to install

— Configuration choices

ICustDm j

EE@ & Comman Services Components
g@ Management Database

00 worldview

[IE0 Agent Technologies

#/00 Enterprise Management

ST eTrust Antivirus

“[]E0 Software Development Kit {SDK)

™ Express Instalk

A Common Services manages the health and performance of wour organization's ;I
entire eBusiness infrastructure, including servers, netwark devices, business
applications, databases, and mare, These products are part of CaA's camprehensive
eBusiness Infrastructure Management area,

I

< Back I Meat » I Cancel | Help |
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The SQL server, when not in a cluster resource group that includes MSDTC, will be
automatically identified by the CCS installation. In the following graphic, the Database
Server field was filled in by the installer. Check both the Enterprise Management Database
and the Worldview Repository logon information to make sure that the instance name is
blank, meaning it is the default instance.

@:EA Common Services Installation Wizard x|

Databasze Selection and Configuration @
Select and configure each database listed

—Database Configuration - Enterprise Management Database
MNarmne Server | Skatus

o AL A= C'SMSQLCLUSTER.  MDE ko be installed,
% i'orldWiew Repository D3M3IQLCLUSTER.  MDE to be installed.

Logon Infarmation
~Logon Information - Enterprise Management Datahase
Database Type IMS S0l Server j

Database Server I DSMSOLCLUSTER

Instance Mame I

Databaze Administrator 1D | rAsmadmin
Databaze Administrator PW I rr—
Browse, .. Walidate Logon

Highlight a database above to change its credentials.

< Back I Hewt » I Cancel Help
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[@]cn Common Services Installation Wizard |

Install Directories @
Click, Mext to confirm the ingtall directories or select the directory and press F2 to
change.

—Install Directories and Drive Ukilization Summary:

Drector | Camponent | Required Space |
J:'l,SC Clusker Share Directory 253KE
Bcsc A Common Services 585MB

Zi\Program Files\CAVCA_APPSW  CA Classic Services S7ME

Drectnry | Cornponent | Required Space |
ok C:iDocuments and Settingstad,..  Temporary work space S00ME

[™ shiov &l Install Paths

Marne | Type | Tokal Size | Free Space | Required Space |
= () Laocal 20,465ME 16,238ME 1,142ME
B DSM (2:0) Local 20,473ME 20,408ME 253KE
=l S0L (S Lacal 20,473ME 20,259MB are

[ Show Removable/Metwork Drives

< Back I Mewt » I Cancel Help

The CAF service is set to manual during the installation, which will require an
administrator’s intervention for startup. This is due to CA DSM being cluster tolerant as
opposed to being cluster aware. There are no resource DLLs that can be used by the cluster
to interrogate the status of the application.

Another change in the clustered configuration is in the registry settings for the HostUUID,
with the addition of three keys: ClusterHostName, ClusterlPAddress, and
ClusterModeEnabled. The comparative screens are shown in the graphics below with a
standalone configuration shown first and a clustered configuration second:
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After installation, you will be prompted for a reboot. Make sure the resources won't fail over
to the secondary node and reboot.

Passive Node Setup

Setting up the passive node is pretty straightforward, but first, some housekeeping. First,
stop CAF and, via the cluster administrators, the CCS services. The HAS (High Availability
Service), installed during the CCS install, will control CAM and tell it which node is in
control.

Second, move the groups that contain SQL and the shared disk to the passive node. Before
you do this, set the Unicenter services to “Do not restart” or take them offline. If the
services are set to restart, they will try to start upon failing over to the passive node. Since
CCS has not been installed on the passive node, the ‘move group’ command will fail and the
whole group will move back to the primary node. Don’t forget to restore them to the
original settings after the installation.
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When proceeding with the installation, we make the same selection of Enable Recovery
Support, but this time we choose Passive. The configuration data location should be entered
into the field at the bottom. The installer will find DSMRecovery.ini and process the same
settings that were selected during the active node installation.

xl
CA. Unicenter:Desktop and Server Management
|

Configure Manager
i n Sta | |e r Eriter the configuration details that will be used for this manager

{* Enable Recovery Support
{ System Replacement

i Active

Thiz manager will be the active manager and the CA& Common Framewwork services can
be started at the end of the installstion process

Cluster Mame: DSMCluster &3 com

i+ Passive
Thiz manager wil be the passive manager and the CA Common Framework services
can only be started after running the script ActivateManagerhode bat its content within
the bin directory of the product instalistion folder.

To synchronize the installer settings between the active and the passive manager you
muzt specify the configuration dsta location of the active manager containing the: file
‘DEMRECOvEryY.ini'.

t IS:tPrograanes\CA\DSM )

Cancel

The default for “Package Import” is for multi-language packages. If you selected “English
Only” during the installation on the primary node, you will have to make that selection on
the passive node.

Username: ca_jtrm
Pazsward: I ELTEEETTEEEEEE]
Confirm Passward: I ARRARRARARRARE

Aclvanced Manager @hnfiguration

[DomainManager Eackagelmpor‘t] l Deploymernt ]

= Back

G
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Some Manual Activities

Shares

If you chose to implement shares as the way to access the library, the creation of the share
resources for the cluster configuration will be a manual process. From the cluster
administrator, create the resource of a ‘file share’ type, determine which cluster nodes can
own it, and what the dependencies may be. In this instance, the SDMSILIB share/resource
is dependent on the Shared Disk, the S: drive.

New Resource

SOMSILIE

Mame:

Diescription: I

Resource type: IFiIe Share

=
Group: I.-’-‘«pplication Group j

[~ Bun this resource in a separate Resource Monitor

=
—
=—
==
—

To continue, click Mest.

|l SOMSILIE

Dependencies are resources which must be brought online by the: cluster service first.
Specify the dependencies for this rezource.

Axailable resources: Resource dependencies:
Resouice | R~ Resource | Resc
18] G Scdd > ([0 Disk 5 Phys
':ﬂl Cavwioldview Sev... G ;I
Eﬂl Ca-Unicenter G - Bemove |
50U IP Addess 1. IF

l:ﬂl S0L Network Mam.. N
I:QSQL Server 5

Eﬂl SOL Server Agent 5.
- —

< Back I Mest » I Cancel |

Permissions may be set to NULL, to an AD group, or to the user credentials defined to the
agent. The agent credentials can be set in Configuration Policy and encrypted using
SD_SETCNF.exe.

Web Console

On both nodes, there needs to be a change to the WACConfig.properties file. The two lines
to change are the AMS_URL and the WEBSERVICE_URL variables; they should point to the
DSM virtual server, as follows:
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AMS_URL=http:// DSM virtual servername /AMS/login.do
WEBSERVICE_URL=http://DSM virtual
servername/UDSM_R11 WebService/mod_gsoap.dll

Before making the change, stop the Tomcat service with CAF STOP TOMCAT. After making
the changes, restart I1S.

Failing Over

If there is a system failure (meaning the primary server is down), the database, drives, and
database will fail over to the secondary server by themselves. They are usually defined to
behave that way in a cluster. The only thing left to do is:

m  Run ActivateManagerNode.bat.

If you are trying to fail the application to another server manually:
m  Stop CAF on the primary node.
m  Using the cluster administrator, move the drives and SQL Server to the Passive Node.

m  Run ActivateManagerNode.bat on the passive node, which will start CAF.

The ActivateManagerNode batch file basically makes a configuration change using
CCNFCMDA, which makes registry changes by writing them to a file and executing the .reg
file, and, if there are no errors, will start CAF.

If you start CAF before running ActivateManagerNode.bat, an error will pop up saying that
you are trying to start CAF on the non-primary node in a cluster.

ActivateManagerNode.bat:

@echo off
set LASTERR=0

REM set activenode to an empty string

echo ccnfemda -cmd SetParameterValue -ps /itrm/common/failover -pn activenode -v "'
cenfemda -cmd SetParameterValue -ps /itrm/common/failover -pn activenode -v ""

if ERRORLEVEL 1 GOTO error0l

REM set failover state to 1

echo REGEDIT4 > "$TEMP%\DSMFailover.reg"

echo [HKEY LOCAL MACHINE\SOFTWARE\ComputerAssociates\Unicenter ITRM\failover] >>
"$TEMP%\DSMFailover.reg"

echo "state"=dword:00000001 >> "$TEMP%\DSMFailover.reg"

regedit /S "$TEMP%\DSMFailover.reg"

if ERRORLEVEL 1 GOTO error02

REM launch caf start
caf start

if ERRORLEVEL 1 GOTO error03

GOTO end
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:error0l

echo ccnfemda.exe failing - batch file terminated
set LASTERR=1

GOTO end

:error02

echo regedit failing - batch file terminated
set LASTERR=1

GOTO end

:error03

echo caf start failing - batch file terminated
set LASTERR=1

GOTO end

:end
del "$TEMP%\DSMFailover.reg"
exit /B $LASTERRS
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Chapter 6: Firewalls and
Network Considerations

Introduction

In large distributed environments you will often find many network restrictions and
limitations. These restrictions are typically seen in networks where internal network
resources need access to the outside world, or where agents on the outside need access to
resources in the internal network.

In this chapter, the outside network is referred to as the Demilitarized Zone or DMZ, and
the internal network is referred to as the intranet.

Typically these restrictions are caused by two things that will be described in the following
sections:

m  Port usage/availability

m  Network Address Translation (NAT) usage

Port Usage

One important thing to understand before discussing the architecture is how the different
CA IT Client Management (CA ITCM) components communicate. In general, CA ITCM uses
just two ports:

m  CAM: 4104 (UDP) or 4105 (TCP). CA Message Queuing (CAM) is used for the session
messaging. You will have to choose one port or the other.

The UDP port 4104 is the default port. UDP (User Datagram Protocol) is a lighter weight
protocol than TCP (Transmission Control Protocol). UDP is a minimal message-oriented
connectionless protocol. With UDP, messages (packets) cross the network in
independent units so it does not handle Network Address Translation (NAT)
environments well. Although the total amount of UDP traffic found on a typical network
may be only a small percentage, a number of key applications including the simple
network management protocol (SNMP), the Domain Name System (DNS), and the
Dynamic Host Configuration Protocol (DHCP), use UDP. It is also used by streaming
media and Voice over IP (VolP).

In contrast, TCP is a connection-oriented protocol. A connection can be made from
client to server, and from then on any data can be sent along that connection. In NAT
environments, the TCP port (4105) is more suitable.

m  Port Multiplexer: 4728 (TCP). This is the port where the entire data stream is
transported.
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These two port numbers can be changed, but in this book it is assumed that you will use

the default ports.

The following table contains the most relevant ports used by CA Unicenter Desktop &
Server Management (CA DSM) with the corresponding type of communication, and the
description of their usage:

Communication

Port Number

Description

This is the default port for Microsoft SQL. You can

Database (Microsoft | 1433
SQL) choose to have another port, but then you need to
set up both the database server and the manager.
Database (Ingres) Ingres/Net
19016 & 19017,
JDBC: 19023

All CA ITCM internal
communication

CAM/Multiplex
(See above)

All internal communication.

WEB Console

80

When connecting from a workstation to a manager
use the Web Admin Console (WAC) port 80. Port 80
is also used in connection with Web Services.

CA Unicenter Software Delivery Agent-Related (the standard CA ITCM ports also

apply)

Shares (NetBIOS)

nbname 137
nbdatagram 138
nbsession 139

Shares are used in CA Unicenter Software Delivery
for two things: NOS deliveries and MSI packages.
You can choose not to use shares. This is typically
the case if the agent is in the DMZ, as you do not
want to open Shares to the outside world. If you
choose not to use shares you might lose some MSI
features like Repair.

Also, by using non-NOS connections (NOS-Less or
DTS download) you get the benefit of network-
tolerant download, but you also temporarily need
three times the space of the package on the local
drive (zipped version, unzipped version, and
installed).

Echo/Ping 7 Used in deployment.

TFTP 69 Used by deployment and Operating System
Installation Management (OSIM).

DHCP 67, 68 Used by OSIM.

Note: This is not a complete list and is only meant as an introduction to the ports used. For
a full list of ports and their description and usage, see the Unicenter Desktop & Server
Management Implementation Guide.

In general, infrastructure deployment and OSIM should not be used through slow lines. So
the last few table entries shown above are normally not an issue when architecting
enterprise type infrastructures. However, we have seen service providers that use firewalls

46 Firewalls and Network Considerations

G




to separate client machines needed to deploy operating system and CA ITCM agents, which
will introduce a challenge to that environment.

Now that we have established the port usage, it is important to understand who initiated
the communication. The communication scenarios are illustrated in the following diagram:

Database and CA ITCM
standard Communications
All communication is initiated
from the Explorer

Explorer

Enterprise Manager

Database and CA ITCM
/

standard Communications
Both ways

Explorer Domain Manager

| "] CA ITCM standard
Communications

Both Ways
Remote Control T e
Initiated from the
Explorer i Scalability Servar Agent communications
(see table).

All Communication
initiated from the Agent
except Agent Trigger and

Common Configuration*
Agent

* The Agent can be changed to pull this on a scheduled basis if, for example, you are
running in a NAT environment. This is discussed in the next section.

Network Address Translation

NAT allows you to share network connections on other networks by translating the address
from an internal address to an external address.

PC1 P .| Router | .| Server1
PC1 Known as: PC1 Known as:
IP: 192.168.1.102 IP: 10.0.0.14
Subnet: 255.255.255.0 Subnet: 255.255.0.0
Gateway: 192.168.1.1 Gateway: 10.0.0.1

Please note that the following sections include a conceptual description of NAT. However
there is much more to this great and widely used technology.
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You can split NAT into three general categories:

m Static: In a static environment, you define a translation table on both sides of the
network. In that way two machines on opposite sides of the router can see (ping) each
other by name and the addresses will be resolved. In an environment like this, most of
the CA ITCM system will work seamlessly because the normal method of addressing a
node in CA ITCM is by name.

m  Dynamic: In a dynamic NAT environment the outside network address is assigned
when you try to access the network. This means that the connection only stays open
and the address is only assigned during the session. The technology that ensures that
you can communicate in this environment is the TCP socket—it stays open and acts as
a tunnel during the connection. But once disconnected, no machines on the other
network can contact you. In a CA ITCM environment this means that the initiation can
only be done from one side of the firewall. This normally means that the agent can
connect, but the DSM Manager/DSM Explorer can not reach the agent.

m  Overload/PAT (Port Address Translation): This is very similar to the dynamic NAT.
The only difference is that typically only one address is shared by multiple connections.
This is what you experience with your home broadband connection, where one address
is assigned to the house but multiple computers can connect to the Internet and use it
simultaneously.

Typically, NAT routers are used for security and IP address re-use. In the former case, end
systems are hidden behind a NAT router using either static or dynamic NAT; an end
system’s internal, configured IP address is never exposed to systems beyond the router. In
the latter case, Port Address Translation (PAT) or NAT Overloading is used in response to
the decreasing number of available registered IP addresses.

Note: PAT presents the biggest challenges for CA DSM, and is what you should be most
aware of when architecting the CA DSM infrastructure. PAT essentially stops any direct
connections from beyond the router from reaching systems connected to the local LAN.

CA DSM uses the following two proprietary communications technologies:
m CA Message Queuing (CAM)

m  TCP Streams through Port Multiplexer (used by Data Transport Service (DTS), the NOS-
less file transfer component, and the CA Unicenter Remote Control video stream)

Since CAM uses the message’s source IP address to identify an end system, this may cause
a problem in an overloaded NAT network where the source IP address will always be that of
the router. When CAM receives a second connection from the same IP address it discards
the first, potentially causing problems because response messages would not be able to get
back to the system that made the request.

Fortunately, CAM will work when communicating out from a PAT configured network (agent
initiated traffic), but only if something else from the same PAT configured network does not
come along in the middle of a message exchange. The effect of this may be minimal in a
normally quiescent network and even in a CA DSM network with moderate activity where
application code may experience connection failures or timeouts—though the code should
retry and recover. A very active CAM network, however, may be significantly affected.
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As a rule of thumb: All manager components need bi-directional communications—
meaning that you can ping from both components to the other using a short name or fully
qualified DNS name. The agent only needs ‘agent to scalability server’ connectivity. This
means that a Dynamic NAT should only be between the agent and the scalability server.

Configuring All Components for a NAT Environment

If you are running in a NAT’d environment, there are some configurations you will need to
do on all the CA ITCM components in the network. The settings involved are mainly the

CAM configu

rations.

If you need to configure CAM for routing or for any other action, you need to do it in the
CAM.CFG file. It is important that you set it in the right place. You will find the CAM
installation folder in the Environment variable CAl_MSQ. The default installation location is
C:\program files\CA\SharedComponents\CAM. Once you have located the CAM installation,
you need to find the cam.cfg file. The configuration file does not exist by default. To create

it, use this command:

bin\camsave config

This will save the current configuration to a file called save.cfg. Rename the save.cfg to
CAM.CFG. After building the file, you can add the configurations from the following example
in order to match the environment you have.

The example CAM config file:

# CAM confi

*CONFIG
fixed paths
close_time
client_hold
connect_ret
udp port =
tcp_port =
spx_port =
cas_port =
dg log file
dg log size
dg log = *
au_log file
au_log size
au _log = *
tr log file
tr log size
tr_log = *

g saved:

= no
= 60

= 60
ry = 60
4104
4105
4905
3104
s = 8

= 64

s = 8
= 256

s =8
= 1024

trace = none

*PATHS

*ROUTING

*AUDIT
off

Fri Dec 07 14:21:05 2007
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How to Configure TCP in CAM

By default, CAM is using UDP as the initial communication protocol. Since UDP is not a
protocol that normally is routed, you will need to change the CAM layer on all components
that are communicating through a NAT—regardless of what type of NAT—to be using TCP
as the default communication protocol.

You can force TCP in two ways:

1. Disable the other protocols including UDP by setting the port number to O in the
*CONFIG section. For example:

0
4105
0
0

udp_port
tcp_port
spx_port
cas_port

2. If you only need TCP for one or two nodes you can define a *PATHS section in the file,
and specify the server and the protocol. For example:

*PATHS
SS1l.ca.com protocol=tcp
192.168.1.123 protocol=tcp

How to Configure Routing in CAM

If you have a NAT environment that requires routing (see below) then you will need to
define forward and routing information in the *ROUTING section. For example:

*ROUTING

forward localhost 150.100.1.100
agentl 192.168.1.129

agent2 192.168.1.130

Configuring a CA ITCM Agent for NAT Environments

If you choose to have the agent and the scalability server separated with a NAT'd network
you will lose some functions:

m  Job Check: This feature allows you to send a manual job check from the DSM
Explorer, or the automatic job check from that scalability server. It will not work, as the
agent can not be contacted. To overcome this you will need to set up CA Unicenter
Software Delivery to job check on a scheduled basis from the agent. See the Agent
Best Practices chapter later in this book for more details.

m  Common Configuration: Normally the changes in the configuration are sent 'down’
through the infrastructure. If the agent is in a NAT environment, the scalability server
will not be able to reach the agent and the changes will not be applied. To change this
behavior you can set the agent to poll the server for changes. This is done in the
common configuration with the locally managed attribute:
ITRM/agent/cc/CsmPollinterval
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Tree View

=x | CA_ Unicenter® Desktop and Server Management

=80 Configuration Palicy

=) Default Camputer Policy common configuration
= Dsm DSM Explorer = gbl - Domain » Control Panel » Configuration » Configuration Policy > Default Computer Policy = DSM » Agent > commo. ..
G adminconsole Information Mame / Tnternal Name Value Description
E géenctnmm st o f;;’riﬁ; K ~ (M el interval CsmHellalnterval | dlocally manageds The time in seconds between heartb
& ETETT Managed ComPollnterval  <locally managed The time in seconds between server |
-8 Jos i (8 Delta-report interval DeltaReport 60 Amount of time in minutes to pass be
Details (5| Cl8Delka-report retry interval  DeltaReportRetry &0 Amount of time in minutss to pass be

) Asset Maintenance System

To set this locally managed parameter to one hour, you can use the following command
on the domain manager:

ccnfemda -cmd SetParameterValue -ps"ITRM/agent/cc" -pnCsmPollInterval -v3600

Or you can run a CA DSM script like this:

cenfSetParameterStr ("ITRM/agent/cc/CsmPollInterval ",”3600")

Note: You should not set this parameter if you are not using NAT as it does introduce
unnecessary network traffic in a normal LAN environment. To disable the Poll
parameter, set the interval to 0.

m  Remote Control: Based on the Connection initiated from the DSM Explorer to the
Agent, so if you need remote control you need to have Static NAT, or use another
solution like CA SupportBridge.

Architecting the Solution in a NAT Environment

There are many ways to architect a CA DSM solution in a distributed environment. The
following sections describe some of the most common CA-recommended ways.

Agent and Scalability Server in the NAT'd Network

The most typical way of using NAT is to have a scalability server in the NAT'd network; this
can be an internal network or the Internet (DMZ), together with all the agents. The benefit
of this is that all connections from the agent are through the scalability server, with the
exception of remote controlling an agent. This gives great flexibility in adding agents and
connection methods.

Here is an example of that setup:
m A CA DSM domain manager was connected to the example corporate network

m A CA DSM scalability server was connected to the NAT router with a static NAT address
appearing as 150.100.1.100 to connections through the WAN, and 192.168.2.10 locally

m  Two (2) DSM agents were connected to the DHCP-based, NAT'd (or PAT'd) LAN

This is illustrated in the following diagram:
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DSM Domain

Example Manager
Corporate
Network 150.100.100.100

150.100.100.1

ROUTER - CORPORATE

150.100.1.6

Known externally

150.100.1.5 DMZ / as
150.100.1.100

Static
ROUTER - NAT
DSM Scalability
192.168.1.1 Server
(serverl)
192.168.2.10

Local
Network
192.168.1.129 192.168.1.130
(agentl) (agent2)
CA DSM Agent CA DSM Agent

In this scenario the scalability server is essentially in a separate network. So both the WAN
and NAT'd LAN can see it, but with different IP addresses. The DSM Agents are hidden from
the WAN.

In this scenario the scalability server successfully registered with the domain manager, and
agents successfully connected to the scalability server for registration and inventory upload.
However, this information was not collected by the engine.

The challenge with this setup is that the CA DSM domain manager engine is unable to
connect to the ‘outside’ scalability server and ‘Unable to Open...” messages were written to
the engine event log.

From the manager’s perspective, the scalability server is known by its external address
(150.100.1.100) and, therefore, CAM messages are directed to this address. The scalability
server, however, actually knows itself by its NAT address (192.168.2.100). So attempts to

52 Firewalls and Network Considerations m



forward the messages sent from the manager to an address that is unreachable are not
successful.

To solve this you will have to configure CAM on the scalability server to route messages
through its NAT address through a simple cam.cfg rule. Add a ROUTING rule to the cam.cfg
file that directs messages destined for 150.100.1.100 to localhost. For example:

*ROUTING

forward localhost 150.100.1.100

Agent as CAM Proxy

In this scenario all CAM communications are routed through one of the agents in CA DSM.
This requires that agent to be 'up’, and therefore requires the appropriate CAM ROUTING
rules on the agents and scalability server. This scenario is illustrated in the following
diagram:

DSM Domain DSM Scalability
Example Manager Server
Corporate (serverl)
Network 150.100.100.100 150.100.100.101

150.100.100.1

ROUTER - CORPORATE

150.100.1.6
WAN
Known externally
150.100.1.5 DMZ / as
Static 150.100.1.100
ROUTER - NAT DSM Agent
CAM Proxy
192.168.1.1 (agentl)
192.168.2.10

Local Network

192.168.1.130
(agent2)
DSM Agent
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Similar to the previous topology, the agentl machine is placed in the segregated network.
And, since it is known by a different IP address externally, a CAM ROUTING rule is required
to ensure all traffic sent to its external address is processed locally.

To do this, add a ROUTING rule to the cam.cfg file that directs messages destined for
150.100.1.100 to localhost. For example:

*ROUTING

forward localhost 150.100.1.100

In addition, now that agentl is acting as a CAM proxy, CAM traffic from the scalability
server destined for agent2 must be forwarded to agentl. So a routing rule must be added
to the scalability server. For example:

*ROUTING

forward 150.100.1.100 192.168.1.%

Disadvantages When Using NAT

Having the agents separated from the domain manager and from the DSM Explorer poses
some other issues. One can argue that with the other settings you will not need them in a
day-to-day operation. But here are some of the common functions, potential issues, and
configuration options.

m  Infrastructure Deployment: Infrastructure Deployment fails to discover the end
systems during the scan phase and, even if it could, file share and telnet access is not
possible because the end systems are hidden from the manager.

m  Ad-hoc Job Checks from DSM Explorer: As the DSM Explorer does not have direct
access to the agents, you will not be able to do an ad-hoc job check. You can set up a
lookup the other way using the local host file and CMA (see below).

m  Remote Control: You will be able to take over (viewer — host) within the same
network, but you can not take over across the NAT'd network. If you require remote
control across NAT’d networks, you could use a product like CA SupportBridge.
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Architecting CA DSM in a Firewall Environment

Scalability Server Domain

In this setup you will have the agent in the DMZ or in another segregated network, and the
rest of the solution in the intranet. This is the typical setup for small offices and home
workplaces. In this environment you will typically:

m  Open ports 4104 and 4728 for bi-directional traffic for all users

Agent and Scalability Server Outside the Firewall

Domain

You typically use this scenario when you want to shield the DMZ/external network even
more, or when you have a larger number of agents in one remote site. The difference from
the first scenario is that you can limit the open ports only for the two CA ITCM ports to a
specific machine (the scalability server), leaving all the agents unable to get to the intranet.

The advantage of this solution is that you can limit the port opening to only the traffic
between the scalability server and the domain manager.
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The Whole Domain Behind a Firewall

Enterprise

-~ -

This scenario is typically used by a service provider, when they place a management
domain in the client’s network and then connect this to a central enterprise for common
management and reporting.

For this scenario you need to open up the firewall to the CA ITCM port and the database
port(s), but ONLY for the specific manager nodes in question (scalability server, domain
manager (engine) and, if remote, the database server) in both directions.

In this setup you will get full functionality within the domains. So things like MSI and file
share will work, but you can still control software delivery and report on inventory from a
central point.

Note: In this scenario it is important to set up the right security profiles to ensure that the
users on the enterprise have access in the two domains but no access between the domains
are needed. See the Security chapter later in this book for more details.
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Chapter 7: Data Transport
Service

Many of the features mentioned in this chapter require CA Unicenter Desktop & Server
Management (CA DSM) 11.2 or higher, and require the installation and configuration of CA
Common Services (CCS). Without CCS, only default settings are available.

What Is DTS?

Data Transport Service (DTS) is a file transfer mechanism that ensures safe, reliable data
transfers across a wide variety of transport media. DTS optimizes the available bandwidth
by giving better control as to when and how to use the network.

DTS provides features such as:

m  Parcel size configuration

m  Bandwidth throttling

m  Checkpoint restart

m  Automatic route and protocol determination, such as broadcast, multicast, and fan-out
m  Encryption

m  Compression

m  Transfer scheduling

m  Multiple route utilization

m  Polite Agent mode (real-time adjustment of bandwidth throttling based on platform
performance)

DTS is a service included as part of CA DSM, and is used by CA Unicenter Software Delivery
as well as other CA products. DTS has been included with CA Unicenter Software Delivery
since version 1.7.

DTS can ALSO be used by CA Unicenter Software Delivery at the agent level. Care should
be taken, however. DTS is not designed to be installed on all agents. DTS is designed to be
used on agents that have connectivity issues such as dial-up or poor quality connections.
Out of the box DTS is installed on all enterprise, domain, and scalability servers. On UNIX
and Linux the DTS agent is installed to all agents but is not configured to run. It must be
enabled if DTS is going to be used. For Windows platforms, a DTS agent plug-in is provided
as a software delivery package that can be installed on any agent machine.
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DTS Components

Note: For additional details, see the Unicenter Desktop & Server Management
Implementation Guide.

DTS consists of four components, described in more detail in the following paragraphs:

m  NOS
m TOS

m SOS
m  Agent
NOS

The Network Object Server (NOS) responds to requests from the Transfer Object Server
(TOS). The NOS is responsible for keeping track of variables about the network objects
themselves. This data is accessed by the NOS through the WorldView component. The
variables used by the NOS are actually configured in the 2D Map. Examples of these
variables are:

m Parcel Size

Throttle Factor

m  Protocol

m  Transfer Schedule (Calendar)

The NOS values are semi-permanent. They are kept indefinitely and are reused each time a
transfer is made to the specific device(s). These configurations may be modified as the
network changes or different transfer criteria are needed.

TOS

The Transfer Object Server handles requests to initiate and manage data transfers. In the
case of CA DSM, software delivery communicates with the TOS to create and manage file
transfers. The TOS will communicate with the DTS Agent to initiate a transfer and monitor
the transfer status.

The TOS will maintain data about the transfer. The TOS keeps its data in a table in the
MDB. The types of information maintained by the TOS include:

m Sending Machine Name (initiator)
m  Receiving Machine Name (responder)

m File Name
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m  Number of Retries that should be tried in the event of a network issue

m Interval between retries (in seconds)

In the case of CA DSM, the host and file name is designated by CA DSM. Settings such as
the number of retries and the retry interval are configured by the software delivery section
of configuration policy. In this area, items such as compression and encryption are also
configured.

The TOS also stores status information about the transfer. The agent will periodically report
the current status of the delivery back to the TOS. CA Unicenter Software Delivery will
periodically check in with the TOS to update the status of the transfer.

The data about a specific transfer is kept in the TOS until the TOS is directed to delete that
information. If CA Unicenter Software Delivery creates the transfer, then it maintains the
TOS record for that transfer. CA Unicenter Software Delivery will ask the TOS to delete the
data about a transfer either when the transfer is successful or when the software delivery
job timeout has expired.

The TOS is also responsible for transfer groupings. In other words, CA Unicenter Software
Delivery sends a list of targets to the TOS. The TOS in turn collects information about those
targets (from the NOS), or applies default settings if the NOS has no data about a specific
target. After collecting the data, the TOS separates the transfer into specific transfer groups
based on specific like properties. A transfer group must have identical parameters such as
parcel size, throttle factor, protocol, etc. Once the TOS groups the transfers with like
properties, it sends separate tasks to the agent based on these groups. The default
maximum number of machines per transfer group is 30. This is a configurable parameter.

SOS

The Schedule Object Server (SOS) handles scheduling of DTS transfers. The SOS
interfaces with CCS WorldView and CCS Calendaring. In the CCS Calendaring module you
create calendars to map to production requirements, for example, only transfer files
between 11 p.m. and 7 a.m. In WorldView one would associate a machine or group of
machines with a calendar. The SOS evaluates these relationships and triggers suspension or
resumption of the transfer as they meet the configured parameters.

DTA

The Data Transport Agent (DTA) handles the actual file transfer. DTS uses agent-to-agent
communication. There is a DTS agent required on both ends of the transfer. In the case of
CA DSM, the TOS communicates with the agent on the sending side (the domain manager)
when the target is a scalability server. The sending machine (the initiator) spawns a slave
process to manage the specific transfer. The slave communicates with the receiving
machine (the responder) to begin negotiating the transfer. The responder also spawns a
slave process. Once communication is established, the initiator begins sending the file. The
number of slaves is a configurable parameter; the default is 10. This policy is set in
Configuration Policy DTS>Agent>Concurrency.
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The initiator reads the file to be sent and copies it to a working area on the disk. The first
step in the process is running any type of filter that was requested. There is a mandatory
read filter that is run and, also at this point, file level encryption or compression is run.

The initiator proceeds to break the file into parcels. At this point any parcel-level encryption
or compression is also done. The initiator then sends the first parcel of data. The responder
gets the data and verifies it for integrity. If the parcel is undamaged, it sends a response to
the initiator and performs any parcel write filters, such as compression or encryption, and
places the data into the staging area.

This process continues until all the parcels have been sent. The responder then performs
any file-level filters and places the file into its permanent location.

If the responder does not send an acknowledgement to the initiator, that specific agent is
put into failure mode. The initiator agent will then wait for the timeout interval to try to
resend the parcel. It will continue to do this until it reaches its retry limit, at which point it
will mark the job as failed.

The above paragraph refers to a point-to-point transfer (one initiator, one responder).
However, in most cases DTS will send to more than one machine at once, such as a fan-out
or multicast/broadcast transfer. In this case the initiator will send the parcel to multiple
targets and wait for responses from all the targets. If one or more targets do not respond
with an acknowledgement, they will be dropped out of the target list temporarily. The agent
will continue to send parcels, in order, to all the machines that are still responding. When
all the machines fall into retry status, the agent will then go back to the point of the first
failure and add all the agents back into the list of targets. It then will start sending to all
those machines from the point of the last successful transfer. The initiator will continue this
cycle until all targets have received the file successfully or the retry limit has been reached.

The initiator then marks the status as complete. CA Unicenter Software Delivery gets that
status and then orders the agent on the destination to proceed with the installation.

The agents on both sides keep a status file. So when an agent restarts after an interruption
like a system crash or power outage, it knows where it left off. When the transfer is
complete or the job is deleted from the TOS, the status and staging files are deleted. These
files are also deleted by the agent if they have been inactive for seven days. This value is
configurable.

DTS Configuration

DTS is primarily configured in two CA DSM locations, Configuration Policy in the DSM
Explorer and the 2D Map.

In order to be able to configure features in the 2D Map, CCS integration must be enabled.
This is a configuration setting is located in configuration policy at DTS\Network Object
Server\Enable CCS Worldview Integration and ensure it is set to True.
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The first item to consider is where all the components are installed. Following is a table of
the out-of-box component locations:

Component Locations

Enterprise MDB, WorldView, CCS Event Manager, Event Agent
Manager NOS, TOS, SOS, DTA

Domain MDB, WorldView, CCS Event Manager, Event Agent
Manager NOS, TOS, SOS, DTA

Scalability CCS Event Agent, DTA

Server

Agent Machine | None by default. the DTA can be installed as needed

The architecture of where these components need to reside in a specific installation is
critical to the efficient administration of the product.

NOS

The NOS is configured to get its data from a specific WorldView repository. Out of the box,
the NOS assumes this to be local. If the MDB is remote, then one must configure the NOS
to point to the WorldView repository on the MDB machine. If the WorldView manager is not
local, the WorldView client must be installed on the machine where the NOS is running. It is
strongly suggested that the NOS be physically close to the MDB. It should not be located
where access is across a WAN connection. This linkage is configured in the configuration
policy under Data Transport Service\NOS. The property name is CCS WorldView
Repository Name. Out of the box it is configured to Local Host. Change this value to
reflect the host name or IP address where the WorldView repository is housed.

There are a few other NOS configuration settings to consider as well:

Security Mode: By default, this value is configured to fail. With the value set to fail you
will be prompted to enter a valid username and password in the 2D Map GUI or when using
the command line to access the NOS. You may want to consider setting this value to quiet
when you are first configuring the system. Once you have most of your configurations set,
then you should set it back to fail. By doing this it will make configuration setting in the 2D
Map a little faster because you do not need to authenticate each time.

Self Discovery: Create DTS Objects in WorldView: By default, the value is set to true.
This means the DTS Objects will automatically be created in WorldView when the agent is
detected.

SelfDiscovery: Create machines: By default, this value is set to false. If CA Unicenter
Network and Systems Management (CA Unicenter NSM) is installed, it is suggested you
leave this value alone and let the policy designated by the CA Unicenter NSM administrator
add the machines to WorldView. But if WorldView is only being used to administer DTS or a
separate WorldView repository is being used to administer DTS, there will be benefits to
changing this value. By setting the value to true the machine will automatically be
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populated into the WorldView repository when the DTS agent is detected. This eliminates
the need to discover the object by other means.

There is a disadvantage to allowing the system to add machines automatically. If an
unauthorized machine is added to the network, it will automatically be discovered by the
system and added to the 2D Map.

Update Machine’s IP Addresses: By default, this value is set to false. If the value is set
to true, anytime the IP address of a device changes, the NOS will update this value in
WorldView. If the machines in the environment have addresses assigned by DHCP and tend
to change, it is best to change this value to true. But if the hosts are assigned static IP
addresses, it may be best to leave this value as false. If the IP address of a device does
change, a typical change control process will include editing the object in WorldView. If
WorldView has the wrong IP address, the transfer will fail. This will enable one to know the
IP address did change and investigate why.

Another item to consider when contemplating how to configure the above settings is
network traffic. If these values are set to true, more network traffic will be generated
between the TOS, NOS, and WorldView Repository. Each time an agent reports in to the
TOS, the TOS will communicate with the NOS and in turn the NOS will contact WorldView to
check on the status of that agent—does it exist and what is its IP address. If these
functions are disabled, that traffic will not occur.

TOS

Network Location of the NOS: This value is the host name or IP address of the machine
where the NOS this TOS is supposed to use is located. Again this is an architecture
question. By default the value is local host. There is a fair amount of network traffic that is
generated between these two services, especially if the auto-create/update features are
enabled. A TOS is associated with one NOS. One NOS can be associated with multiple TOSs.
In most cases the NOS/TOS communication should be on the same subnet and should not
cross a WAN link.

The downside of multiple NOSs is added administration of the WorldView repository. If
there are multiple repositories, it is important to keep track of which machines are parts of
which TOS and, therefore, ensure the proper machines are populated to the proper
WorldView repository.

In an environment where there is a CA DSM Enterprise Server and a number of Domain
Servers, each with their own NOS, TOS and SOS, the WorldView repository population
should be as follows:

m  The Enterprise NOS should have entries for all the Domain Servers.

m  The Domain NOS will have entries for all its scalability servers and any agent machines
that have DTS installed and enabled and associated with that Domain Server.

In the case of the one NOS to TOS relationship mentioned above, it is suggested you use
the WorldView agent located on each individual CA DSM server to administer its WorldView
repository. This minimizes the risk of populating machines to a repository in error.
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Transfer Group Size: This is the maximum number of transfers an individual transfer
group will manage. The default is 30. The importance of this value and its interaction with
other settings will be discussed later in this document.

DTA
The settings in the DTA configuration to be concerned about are as follows:

Concurrency: This is the number of concurrent data transport processes allowed to occur
at one time. The default is 10. Each time a transfer is requested, a slave process is
spawned. The interaction of this setting and others will be discussed later in this chapter.

Concurrency to reserve for responders: This setting dictates how many slave processes
are held for incoming transfers. This setting is critical on installations where domains are a
member of an enterprise and when agents are configured to use DTS. The default is 1.
Take the domain manager, for example, with the default setting of 1. This guarantees that
one slave process on the domain is reserved for incoming transfers from the enterprise
manager. On the scalability server, one is reserved for stage jobs from the domain
manager. If the configuration does not have agents configured to use DTS, then the setting
is not critical. Incoming transfers will use as many slave processes as are available.
Outgoing transfers will use as many as they need, but will never take the ones reserved for
incoming transfers.

Be careful if you adjust these settings upward. These processes do consume memory and
processor resources, and increasing these limits can cause adverse effects on your system.

CA Unicenter Software Delivery Configuration

These settings are located under the Configuration Policy\Default Computer Policy\CA
DSM\software delivery\file transfer tree node. The items of concern here are:

DTS: Session Retry Interval: This setting is used to specify how often DTS should retry
after a connection failure due to a network problem. The default is 60 seconds.

DTS: Session Retry Limit: This setting specifies how many times DTS should retry to
establish a connection to continue the transfer. The default is 10 and there is no maximum
retry limit.

Configuration Considerations

There are a number of values that are configured in WorldView that affect how transfers are
done. They are explained very well in the product documentation. This document will touch
on just a few as they will affect the overall performance of DTS.

When configuring DTS parameters in WorldView, be consistent. Try to group like objects as
much as possible. The more objects you have with the same parameters, the more efficient
DTS will be. For example, create DT Containers as either static or dynamic to reflect the
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properties of your network. Create a container for your 56 KB links, another for your 128
KB links, etc. Then populate those containers with the machines associated with those
network links. Then configure the container accordingly.

As mentioned earlier, the TOS creates transfer groups. The maximum number of machines
in a group is configurable (default 30), but that number will vary based on other factors. In
order for a transfer to be part of a group it must have identical parameter values. For
example, the file name must be the same, and the parcel size and throttle factor must be
the same. The type of transfer must be the same, that is, point-to-point, fan-out, multicast,
etc. This being said, it is critical to group like objects with the same values. In other words,
develop standards and enforce them. Do not have five machines with a 56 KB parcel size
and one with a 52 KB parcel size. That would require two transfer groups, one for the five
machines and one for the single machine. The values are close enough that they all can be
56 or 52.

So why is this so important? If you remember, there is a limit to the number of slave
processes (10 by default). If you have parameters that are not consistent, you can end up
with one member per transfer group. You can only have ten transfer groups active at one
time. So in this scenario you would only be able to transfer data to ten machines at a time.
This is not very efficient.

Other values to keep in mind are the retry interval and retry count. Oftentimes customers
will set these values very high to compensate for poor quality network segments. The
problem here is that a transfer may be trying and trying for days to complete a transfer to
the one machine with a downed network link. Remember the max concurrency setting
again. If a slave process is open for days continuing to retry 900 times with 30 minutes in
between, that job will not fail for 45 hours—tying up that slave. If you have one or two bad
links per job, it means all 10 slave processes will be tied up for two days. It is best to keep
the retry count lower and let the jobs that are going to completely finish in a reasonable
time run. Then address the bad links on an ad hoc basis.

When working with slow links, limiting the parcel size is crucial. Ensure that the parcel size
is set to a size such that a complete parcel can be sent in no more than 50 seconds. The
initiator will be waiting for a response from the responder acknowledging receipt of the
parcel. If it does not get that response, the initiator will assume the parcel did not get sent
and resend it.

Lastly, one other item of note... If machines are populated in WorldView, make sure that
both the initiator and responder are in the map and configured with values. The TOS will
take the most restrictive value. For example, if the initiator has a parcel size of 256 KB and
the responder has a parcel size of 56 KB, the data will be sent with a parcel size of 56 KB.
However, if only one value is found in the NOS, then the TOS will use its default value of
one half of one MB. Consider the scenario where you decide to configure the slow links in
WorldView but do not do anything to the domain manager in WorldView. Since there is no
configuration for the domain manager in WorldView, the transfer is done at the default
setting and fails because the slow link cannot take all of that data at one time.
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Chapter 8: Migrating to rl11

Introduction

If you are running a previous version of CA Unicenter Desktop & Server Management (CA
DSM), there are two routes to getting the agents to the new r11l infrastructure:

1. The Migration Tasks: These engine tasks allow you to move the data to the new
infrastructure (or a shared infrastructure) so you can do common reporting from day
one, and plan your migrations steps.

2. The Agent Bridge: This bridge allows an older agent to be managed directly from the
rll infrastructure. This is a good solution if you have a new infrastructure and do not
need to inherit all of the data from the old environment. The Agent Bridge also allows
you to use agents not yet ported to an r1l code set. This functionality is similar to the
Windows Mobile functionality, which is described in the Mobile Devices chapter later in
this book.

These two methods can be combined to achieve both common reporting and legacy
management. These topics are addressed in the Agent Bridge section of this chapter.

The Migration Tasks

Detailed procedures and guidelines for upgrading to the r1l release from a previous version
of CA Unicenter Software Delivery, CA Unicenter Asset Management, or CA Unicenter
Remote Control can be found in the Unicenter Desktop & Server Management
Implementation Guide. Following is an overview and additional tips to further assist you in
upgrading.

Direct software upgrade to release 11 is not supported. Rather, the upgrade path uses a
parallel or side-by-side approach. First, the new r11 components are deployed (domain
managers, scalability servers, and other components) typically using a new, more optimal
topology. Then data is migrated from the pre-rll databases to the new r11 CA MDB.
Following is a list of supported upgrade paths:

m  CA Unicenter Software Delivery r11 can be migrated from Version r3.1 and Version r4.0

m  CA Unicenter Asset Management r11 can be migrated from Version r3.2 and Version
r4.0

m  CA Unicenter Remote Control r11 can be migrated from Version r6.0

The migration to CA DSM rl11 is about homogenization of three distributed solutions with
different architectures and separate databases into one consolidated r11 architecture.

m Migrating to r11 65



Sofwaro Dollvary -
Local Sorvor and
Entorprise Server

Resmobe Control
Wamagsmen:
Oerver

Asset Managemosnt -
Decmain amd
Enberarise Se-ver

The change is a significant one in that three formerly disparate and independent
technologies have now merged into a single technology employing a single management
database structure. Additionally, as each product is multi-tiered, an upgrade approach
would require extensive backward compatibility support between the tiers during the
migration process that would not add any value post migration.

The end result is that a simple upgrade strategy will not suffice.

The Unicenter Desktop & Server Management Implementation Guide includes a migration
chapter which describes the general migration approach, limitations, and challenges, as well
as the specifics regarding ASM.CNF keys, MSI library migration, and much more. We
strongly suggest that you read this chapter.

Migration to rl11 is achieved by three distinct steps:
1. The installation of management infrastructure
2. The migration of data

3. The installation of new agent software
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Data Migration

The data migration step is driven by engine tasks, with one task type per product (CA
Unicenter Asset Management, CA Unicenter Software Delivery, Operating System
Installation Management (OSIM), and CA Unicenter Remote Control). There may be
multiple legacy managers and multiple tasks for each legacy manager—which could add up
to many tasks.

Migration is a continuous process and all migrated computers are visible in the system
group All Legacy Computers. The process ends when the r11l agents are registered with the
MDB—at which point you should stop managing those assets through legacy managers.

CA Unicenter Software Delivery—Specific Migration Information

There is a slight difference between what can be migrated at the enterprise and domain
levels in terms of:

m  Software packages

m  Software groups

m  Software policies

m  Computer and user groups

m  Computers and users (domain only)
m  Computer job history (domain only)

m  Security

To use the Unicenter Software Delivery 4.0 SP1 SDOAPI to get to v4.0 data, follow these
steps:

1. Install the legacy API:

> On Windows, install the legacy APl from DSM
Installpath\SD\Legacy\usd40sp1\sdapi.w32 IF and only IF Unicenter Software
Delivery 4.0 SP1 and CA DSM rl11 are not co-hosted (If they are co-hosted, the
APl is already installed).

> On Linux, the legacy API is installed with the CA DSM r11 manager and no
additional actions need to be taken.

2. Migration of Software Packages:
> Exports packages and added procedures and imports them to r11.
> Is only done once.

> Limited Group Membership update on each run — unlinking is not detected on
legacy manager.
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3. Migration of Software Groups:

>

>

Is only done once.

Limited Group Membership update on each run — unlinking is not detected on
legacy manager.

4. Migration of Software Policies (aka Software Templates):

>

>

>

Is only done once.
Never sealed automatically.

Sealed Software Policies are migrated on the domain only.

5. Migration of Computer and User Groups:

>

Is only done once.

Limited Group Membership update on each run — unlinking on the legacy
manager is not detected.

Limited query migration. Many queries cannot be migrated properly but they
will appear in rll as 'disabled‘ and can be redefined using the DSM Explorer
post migration.

6. Migration of Computers and Users (Domain only):

>

Is only done once.

Limited Group Membership update on each run — unlinking on the legacy
manager is not detected.

Scoped migration can be performed by naming the Computer and User group
on the legacy manager. Only members of that group will get migrated.

Note: Watch out for duplicate HOST UUIDs. HOST UUID is used as the primary
identifier of computers in r11. Duplicates WILL cause problems. The following
SQL can help you identify the duplicate UUIDs:

USE SDDATA

select cast(c_lanname as varchar) as name, cast(c_uuid as varchar) as
uuid

from cadb.T computer

where c_uuid <> 0x0000000000000000000000

-- This is for Computers and Staging servers

-- For mobile and computer user use 7 and 2

and (c_type = 0 or c_type = 3)

and c_uuid in (select c_uuid from cadb.T computer
where c_uuid <> 0x0000000000000000000000

-- This is for Computers and Staging servers

-- For mobile and computer user use 7 and 2

and (c_type = 0 or c_type = 3)

group by c_uuid having (count(*) > 1))

7. Migration

>
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> Records replaced on consecutive runs.
> Records merged on last run.

8. Migration of SD Security:
> Only migrated once.

> Security Profiles are migrated regardless of security provider conflicts
(winnt/unix). They can be remapped to other OS security groups post
migration using the DSM Explorer.

> Object ownership is only migrated if security providers match (winnt/winnt,
unix/unix, not winnt/unix).

The migration of computer and user data occurs in the following phases:

9. The Computer or User is created by the migration task and set in the ‘locked by
migration’ state in the CA DSM r11 manager to prevent the CA DSM r11 manager from
setting up jobs for it.

10. When the r11 Agent registers with the CA DSM r11 manager, the agent version is
updated. The Computer or User remains in the ‘locked by migration’ state in the CA
DSM r11 manager.

11. The next time the migration task is run, the installation history from the legacy
manager is merged with the existing history in the CA DSM r11 manager. Then the
Computer or User state is unlocked from migration.

At this point, management of the Agent using r11 manager can begin. You should STOP
managing the agent using the legacy manager, as no further migration of job history will be
performed!

With the INI files changed to a common configuration, you might have Software Delivery
packages that will have to be modified or dead information in the ASM.CNF file like this:

DIM sdserver,asmenv as String
asmenv=EnvGetString ("asmroot")
IF ReadIniEntry ("PEERHOSTS", "AGENTSRV", sdserver, asmenv+"\asm\conf\asm.cnf") = 0
THEN

ReadIniEntry ("PEERHOSTS", "ASMEM Local", sdserver, asmenv+"\asm\conf\asm.cnf")
ENDIF

An example of the migrated script is:

DIM sdserver as string
CcnfGetParameterStr ("ITRM/agent/solutions/generic/serveraddress", sdserver)

Detailed information on how ASM.CNF is migrated into r11 comstore is documented in the
Unicenter Desktop & Server Management Implementation Guide. It should be referenced
for the migration of user data including User, Room, Phone, and Comment, and customized
agent name.
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Important CA Unicenter Software Delivery Migration Notes

Migration is invoked by the agent installer if selected by the user.

Migrated configuration settings are protected by CCNF from override by the CA DSM
r11 default policy. Only custom policy will override the migrated settings.

On Managers, the library is copied by a migration task - it is NOT automated on
scalability servers. You will need to run sd_sscmd import to copy or move packages
from legacy staging servers.

MSILIB is not automatically migrated on domain managers and scalability servers. You
will need to run sd_sscmd importmsi to copy or move packages from a legacy local or
staging server MSILIB.

In r11, software packages are identified by DSM UUID — not by their MSI Product Code.
This appears in MSILIB in the folder named with this DSM UUID.

The DSM UUID is maintained during export and Enterprise to Domain distribution.

It is important to use the same DSM UUID throughout the Enterprise and all Domains
to improve roaming source list updates.

The new MSILIB share name is ‘SDMSILIB’ and a new MSI dictionary file is provided to

improve roaming source list update. In addition, new MSI procedure macros replace old
macros used to find admin installs in new locations. The old macros are updated during
package import. For more details, consult the Unicenter Desktop & Server Management
Implementation Guide.

CA Unicenter Software Delivery Data Migration Implementation

The process of migrating Unicenter Software Delivery-specific data is as follows:

The Engine loads the usdLegacy DLL/SLIB.

The usdLegacy DLL/SLIB calls the sdmgrmig executable using instructions it received
from the Engine.

Sdmgrmig loads usd40spl DLL/SLIB to connect to the legacy manager.
Sdmgrmig loads ps DLL/SLIB to connect to the database.

Sdmgrmig loads coApi DLL/SLIB to connect to the r11 common manager.
Migration is done for each selected object class.

All tracing goes to TRC_MIGRATION_USD.

As with previous installations, all CA Unicenter Software Delivery events are also logged to
the NT(/CCS) event console. For example:
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Very limited feedback is written to the Engine task portal, but you can see if the task has
completed and what the result of the run was. For example:

| Task List |

Task Status Last Executed Actions
Default Directory Synchronization Job oK 104182005 9:25:05 AM L X

computer-name  Collect oK 10/18/2005 3:15:47 PM H+4t
MIG - U3D - computer-name oK 10/18/2005 2:41:11 AM H+4t

computer-name  Collect K 10/18/2005 3:19:48 PM X+dt

computer-name  Collect [o]4 10/13/2005 3:20:49 PM K+t
MIG - LA - Chili QK 10/13/2005 3:25:35 PM X+dt
MIG - URC - Chili QK 10/18/2005 3:33:32 PM X+dt
MIG - USD - Chili Active L
MG - OSIM - Chili ‘W'aiking K+t

Sdmgrmig can be executed from a command line as well. For information on parameters
supported by this command, execute it without providing parameters.

The installer sdcnfmig executable is used for information regarding migration of the
ASM.CNF file. This executable loads rdcnf DLL/SLIB to read local ASM.CNF and write to the
rll comstore. It can be executed on a command line as well. To view the list of supported
parameters, execute the command without providing any parameters.

OSIM-Specific Migration Information

The following OSIM data is migrated:
m  OSIM OS images and OSIM Boot images. Default parameters are kept synchronized.

m  The OSIM Configuration. Current states of OSIM computers are migrated.
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m  OSIM Computer Groups.

The prerequisites include:

m  Target computers must be migrated first (by running the CA Unicenter Software
Delivery migration job).

m  OS Images must be migrated manually (see the Unicenter Desktop & Server
Management Implementation Guide for a description).

m  Collect all information to access the Unicenter Software Delivery 4.0 database
(including database type, host, database name, credentials).

m  OSIM Migration imports data related to operating system installation from a Unicenter
Software Delivery 4.0 Local Server into r1l. This includes parameter values and
Unicenter Software Delivery 4.0 OSIM groups.

There are two kinds of parameter sets:

m  Default parameter values of operating system images. The parameters of each
Unicenter Software Delivery 4.0 OS Image are mirrored to the r11 OS image with the
same name.

m Current parameter values of target computers (taken from the last successful
installation). The current parameters of each Unicenter Software Delivery 4.0 OSIM
computer are mirrored to the r11 computer with the same name.

The log file used is TRC_Migration_CSM.log.

An r11 group is created for each Unicenter Software Delivery 4.0 OSIM group and an ‘-r4’
suffix is added to the name of the new rl11 groups. Memberships are updated on the next
run.

OSIM Data Migration Implementation

OSIM data migration runs as an engine job and is implemented as a DLL (ccsmmig.dll) or a
UNIX library (libccsmmig.so), depending on the platform.

See the Operating System Installation Management chapter later in this book for more
details regarding OSIM.

CA Unicenter Asset Management—Specific Information

The following CA Unicenter Asset Management data is migrated:

m  Computers — including those in the ‘Legacy’ state. Use the migration scope to identify
which computers to migrate.

m  Static Groups (also link members).
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Dynamic Groups - depending on which queries are migrated.

Computer General Inventory.

Computer Software Inventory - depending on which Software Definitions are migrated.
Jobs. Note that these are not linked to groups or assets. Status will not be migrated.
Templates.

Configuration Files.

Queries. Although most will be migrated automatically, those that are not migrated
successfully will be flagged.

Query-based policies - depending on which queries are migrated.

Event Policies.

Categories.

Publishers.

Application Definitions. Note that heuristic applications will not be migrated.

Only Software Definitions with corresponding software in Unicenter Asset Management
r4.0 will be migrated, unless the Software Definitions belong to a category labeled
'Migration.'

Report templates.

Scheduled Reports.

CA Unicenter Asset Management—Specific Data Migration Process

Following is the process by which CA Unicenter Asset Management-specific data is

migrated:

m  CA DSM connects to the legacy database.

m Important data is verified and loaded into cache.
m  Each individual configured item is migrated.

m The legacy database is closed.

The list of legacy objects is maintained in the amlegacy_objects table. This table maps the
Unicenter Asset Management r4.0 primary key and the r11 primary key for each object.
Objects that are mapped will not be migrated again (with the exception of an update of
inventory on Computers).
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Objects will be mapped to existing r11 objects if the name matches (with the exception of
Computers). Computers are mapped to existing computers if host_uuids are the same or if
the host_name is the same. To identify duplicates you can use this SQL:

-- Find Duplicate AM Units

USE CAAMDB
select UNITID, NAME from UNIT
where TYPE=1 and DMUUID <> '' and DMUUID in

(select DMUUID from UNIT
where TYPE=1
group by DMUUID having (count (*) > 1))

A computer’s general inventory and filescan-based software inventory will be migrated.
Software Definitions for these, however, have to be migrated separately.

To verify migration status, check the TRC_MIGRATION_UAM_O0.LOG which is found in the
CA DSM logs folder. This file provides runtime logging.

CA Unicenter Remote Control—Specific Information

The following data is migrated for the CA Unicenter Remote Control component:
m  Computer Groups.
m  Global/Local Address Book Information.

m  Computers. The state will be listed as 'migrated.’ Use the migration scope to identify
which computers to include.

m  Configuration Policy Data.

All necessary data for each object type is copied from the CA Unicenter Remote Control r6
database to memory, and each object is inserted repeatedly. Some object types are
updated if already present - depending on responsibility. Inserting duplicates does not
interfere with migration. The following data is inserted:

Computer -> ca_discovered_hardware(machine), ca_agent( RC status ‘Migrated’),
ca_group_member(group membership)

ComputerGroup -> ca_group_def(rll group), ca_agent, ca_group_member(group
membership)

Address book data -> ca_group_def(rll group), ca_agent, ca_group_member(group
membership), urc_ab_group_member(indicating address book), urc_ab_computer(with
connection addresses), urc_ab_permission(permissions for address book groups)
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Important CA Unicenter Remote Control Migration Notes
m  You can delete objects in the DSM Explorer and migrate again to recreate them.

m  Note that configuration policies are not deleted instantly although you cannot see them
in the GUI any longer.

m  CA Unicenter Remote Control r6 address book groups are transformed into standard
rll groups, with some extra address book properties. R6 configuration policies are
added to the r11 configuration by CCNF client calls. The sequence of calls is generated
from the r6 data in memory.

m  To view migration status, check the TRC_MIGRATION_URC_0.LOG file. You can also
check the Engine Status. For example:

Task List

Task Status Last Executed Actions
Default Directory Synchronization Job oK 10/18/2005 9:25:05 AM EE X

computer-name Collect Ok 10/18/2005 3:18:47 PM K+dt
MIG - USD - computer-name QK 10/18/2005 9:41:11 Al K+t

computer-name  Collect oK 10/18/2005 3:19:48 PM H+dt

computer-name  Colleck [o]4 10/18/2005 3:20:49 PM X+t
MIG - UAM - Chili [o]4 10/18/2005 3:25:35 PM X+t
MIG - URC - Chili [o]4 10/18/2005 3:33:32 PM H+dt
MIG - USD - Chili Active X+t
MIG - OSIM - Chili Waiking X+t

CA Unicenter Remote Control Data Migration

Data migration for CA Unicenter Remote Control is managed through the rcLegacy.dll and
the rcManagerR11Migration.exe. The Engine calls rcLegacy with the data provided by the
Migration Wizard. rcLegacy builds a command from the data and executes it.

This command can also be run standalone. For information on the syntax, execute the
following:

rcManagerR11Migration.exe -?
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The Agent Bridge

The Agent Bridge serves several purposes. In general you can use it either for migration or
for managing the agents that have not yet been ported to a true r1l code base. This
section will cover important points for using the Agent Bridge in connection with migration.

Agent Bridge

Legacy Agent

The Agent Bridge is basically an interface that sits on one or more scalability servers and
acts as a converter between r1l and the following legacy agents:

m  CA Unicenter Software Delivery from Version 3.0 and up

m CA Unicenter Asset Management from Version r3.2 and up

Note: For the r11.2 Agent Bridge, CA Unicenter Asset Management agents prior to version
4 need a patch for generating the HostUUID. This issue has been addressed in the r11.2 C1
version of the Agent Bridge.

If you choose to use the Agent Bridge, you just need to move the agent connection from
the CA Unicenter Asset Management sector or the CA Unicenter Software Delivery staging
server to the new r11 scalability server where the Agent Bridge is installed.

Following is an example of a Unicenter Software Delivery 4.0 script that can be used to
move the agent for the 4.0 infrastructure to the r11l infrastructure:

DIM server AS STRING
DIM INIFile as STRING
DIM rhdl,Dummy as Integer

server = "newdsm.ca.com"

EXECUTE ("SDACMD.EXE SetServerAddress "+ server + " -f")

'Read UAM Install Location from Registry

rhdl=RegOpenKey (HKEY LOCAL MACHINE, "SOFTWARE\ComputerAssociates\Unicenter Asset
Management \InstalledComponents")

RegQueryVariable (rhdl, "Agents", INIFile, Dummy )

INIFile=INIFile+"\ncc3lcom.ini"
WriteINIEntry ("Sector Mapping", "RPCServer", Server, INIFile)
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If you choose to use the Agent Bridge for the migration you need to be aware of the fact
that none of the data from the old infrastructure will be migrated. When you move to the
new infrastructure, you will in effect have a new installation. You can, therefore,
successfully use the migration jobs discussed above to move things like:

m Group membership
m Installation history

m  Security settings

Implementing the Agent Bridge

The Agent Bridge has been introduced as an add-on for the r11.2 code line. It is not part of
r11.2 or r11.2 C1, but it will be included in a future version of CA IT Client
Management/Desktop Server & Management. Until the Agent Bridge is included in the GA
code, you can obtain a copy by contacting CA Support and requesting the TestFix for the
Agent Bridge for r11.2 or r11.2 C1. You then need to install it according to the instructions
in the TestFix.

You can install the Agent Bridge on one or more scalability servers, depending on how you
plan to use it. For example, if it is solely for legacy support, it could be an advantage to
have dedicated legacy scalability servers. But for migrations, you would want to have an
Agent Bridge on all scalability servers to upgrade the agents seamlessly without moving the
scalability server.

Once installed, you will need to enable it. This is done using CA DSM Common
Configuration. Using the DSM Explorer, navigate to the appropriate configuration policy and
then select ‘Asset Management’ under the ‘Scalability Server’:

A —— K X;I m Unicenter® Desktop and Server Management

-4 Dsm Asset Management

ﬁ] admincansole D5M Explorer = zenlo0i-test - Domain » Control Panel » Configurstion » Configuration Policy

ﬁ] Agent

Information Mame Walue
m Assek Maintenance System (AMS) Q[ﬂ.q e — 0
ﬁ] COMMON Components Description F @Eg ble & : ¢ Erich Fal
nable Agent Bridge alse
& Data Transport Service (DTS) This policy is sealed. IF § q
t ﬁ] Hansger yOU Want to change any Q[ﬂ Enable Legacy User Support False

- walues in this property
2 nokication waou will have to unseal
ﬁ] remote control the policy, Do this by

Scalability S right clicking an the
E m S palicy name in the tree,

@ Asset Management

You will see the following fields:

m  Agent Bridge Interval — The default value is 60 seconds. This parameter controls the
frequency of running the amBridge.exe process.

m  Enable Agent Bridge — The default value is False. Agent Bridge AM server will be
started automatically if set to True.

m  Enable Legacy User Support — The default value is False. The legacy user account

will be registered if set to True. Note: This will not be the real r11 user, as it does not
have all of the information on Domains and so on.
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For Software Delivery:

Using the DSM Explorer, navigate to the appropriate configuration policy, expand ‘software
delivery’ and choose ‘Backwards compatibility support’ under the scalability server:

T o

& Manager

& Motification
& remote control
ﬁ] Scalability Server
@J Service Desk Inkegration
Eﬁ] software delivery

& Agent

& file campression

& filg kransfer

& Manager

E| ﬁ] Scalability Server

- ) Communication

Backwards compatibility support

DSM Esplorer = zenlodi-test - Domain = Control Panel = Configuration = Configurstion Policy = DeFaulk Computer Polic

Information Name
& Cammunication
Q;ﬂ Backwards compatibility support: Enable

Q;ﬂ Backwards compatibility support: Use the SDOUTPUT share

Description [El

This policy is sealed, IF
you want ko change any
walues in this property
you will have bo unseal
the policy, Do this by
right clicking on the
palicy name in the kree,

Tips =

Diouble click, on a setting

Yalue

False:
Falke

You will see the following fields:

Backwards compatibility support: Enable — The default value is False. Set it to
True to switch on the SD Agent Bridge server.

Backwards compatibility support: Use the SDOUTPUT share — The default value
is False. This parameter enables/disables the support for the SDOUTPUT share. This
parameter should be set to True if CA Unicenter Software Delivery agents of a version
prior to 4.0 are connected and using NOS as the CA Unicenter Software Delivery library
access method.

Enable uuid Generator: This parameter controls the UUID generation behavior of the
Agent Bridge. If enabled, the Agent Bridge will generate and maintain a host UUID for
any agent that does not report one. The generated host UUID is derived from the host
name of the computer. Note: This parameter was introduced in CA DSM r11.2 C1 and

is not shown in the screen shot above.

Working with the Agent Bridge

Once you have pointed your legacy agent to the scalability server, you will see the legacy
agent just like an r11 native agent. In certain cases you may note some missing
information, but in general it is transparent.

To identify if the agent has been registered, right-click on the computer, select ‘Properties,’

and then the Agent tab:
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Computer Properties ﬂ

Computer

zer defined I Software Delivery I

@ Information about the DS agent

Agent name; XPO03
Fegistered: 1142/2007 4:30:26 P
Last run: 11/412/2007 4:30:26 P

Last |P-address: 192168234129
Server host name:  192.168.234.128

Agent restrictions:  Mone

Components | Wergion
@ Software Delivery Ag... 4.0

Description:

QK I Cancel | Help |

With the Agent Bridge active, the data shows up as it does in r11. You can use the data and
run reports as you do with native r11 agents.

Unsupported Features

The following functions are not supported with the Agent Bridge:

Online Metering: You will not be able to set up an online metering environment,
which includes ’deny*‘ and 'warning‘ features. However, you can still use offline
metering.

Limitations on Offline Metering:

> No version number will be monitored for the signature/application definition-
based metering.

> The metering is based on the binary file name.

No Signature Scan: As the signature scan was introduced with rl11, this feature is not
supported for the legacy agents.

No File Scan: In r1l the file scan is replaced by the signature scan. Therefore, the file
scan is not supported for legacy agents.

Note: File Management is supported. Even though the file scan is not supported, you
can enable the File Manager function to collect meta data for all the files on the hard
drives.

No Common Configuration: The Legacy agents do not support the new r11 Common
Configuration, so all configuration needs to be done using the old methods like
SDCONF, ASM.CNF, NCCLIENT.INI, and so forth.
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Upgrading the Legacy Agent Using the Agent Bridge and CA
Unicenter Software Delivery

As you have full management over the legacy agents and have all the r11 agent’s packages
already registered with the CA Unicenter Software Delivery system, you can simply send
the r11 agent package to all the agents using the r11 DSM Explorer. When upgrading, it is
extremely important that you either disable or uninstall the old agents so that the system
does not get confused with two agents connecting to the same system.

You can take two routes:

1. Uninstall the agents when you install r11: For the Windows agents, all the r11
packages have an MSI Property REMOVELEGACY. If you set it to ‘1’, then the legacy
agent is uninstalled as soon as the r11 agent is installed.

x
Procedure  Embedded File | Dptions' Prerequisitesl
@ Detailed information about the 5 oftware Procedure
Eile: IAgL&M.mﬂ
Subpath: I\
Yolume: I{B24FA3BB'3A39'4EBF'9C89'C28484D?BB29} j
Tupe: 5l file =l

General Properties | Dptionsl

Property | Walue :I
AGENT_SERVER
ALLUSERS 2
INSTALLELEVATED 1
sdprop_applylanagtranstorm 1
zdprop_runextemalasynch 1

1

3

REMOVELEGACY -
< | »
Eeatures | Eemove | Hemovea_lll
Property: Walue:
= o |
=
I

Ok I Cancel | Help |

The easiest way to get this done is to open the existing CA Unicenter Desktop & Server
Management packages and create an added procedure. Then change the embedded file
to include the REMOVELEGACY parameter.

Note: You will need to do this on all of the packages that you are planning to use from
the migration.

2. Uninstall the agents after you install the r11 agent: The system comes with a
built-in CA Unicenter Software Delivery package that can remove the legacy packages
after the installation.
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G- [ CA Unicenter DSM Remove Legacy Agent Linux{intel) 11,23, 1658
E| [z'] 4 Unicenter DSM Remove Legacy Agent Win32 11.2,.3,1895
@3 Member of groups

Eﬁ:.] Source

|_:_|[§:|] Procedures
[E] Remove al

---.;J_,;* Remove all - any
[E] Femowve Al
[}] Remove RC
[E] Remove 50

..... m Installations
----- Ei]] Staging Libraties

This package allows you to specify whether to remove all or only some of the agents.
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Chapter 9: Asset Registration
and Reconciliation

During the continuous usage of CA Unicenter Desktop & Server Management (CA DSM) new
machines will be registered, old machines will be decommissioned, and machines will be
reinstalled with new names or with new hardware. It is important that CA DSM is aware of
and able to handle this changing environment, and that it can identify if a machine is a new
machine with an existing name or the same machine with a new name.

How CA DSM Recognizes an Asset as New or Existing

To handle this, CA DSM uses what is called a HostUUID. This is a UUID (Universally Unique
Identifier) which is generated by the agent at first execution, and then is used as a key to
determine if the machine is new or not.

For detecting the machine uniqueness, CA DSM uses two passes, one on the agent and one
on the engine. The reason for the two passes is that the agent does not have direct
database access. It could have been moved from one scalability server to another, or the
information could have been deleted at the agent but still exist in the database.

Asset Registration Process

This Agent Registration Process (also referred to as the CAINF process) basically uses three
sets of inventory attributes:

m  System UUID: This is a unique ID created by the vendor of the motherboard.

m  MAC Address: This will be a list of all the physical MAC addresses detected on the
machine. The list is treated as a pool. A change will be noted only if all MAC addresses
are changed.

m  Disk Serial Number: This is a list of the serial numbers on all hard drives in the
machine. Like MAC addresses, they are all seen as a pool. So a change is noted only if
all hard drives have changed.

These three attributes are compared to the previously detected attributes, and if at least
two out of three have changed, a new HostUUID is generated. The following chart
illustrates the possible combinations of changed attributes and the resulting action on the
HostUUID:

System UUID MAC Address Disk Serial Number New/Keep HostUUID

Keep

Keep

Keep
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System UUID MAC Address Disk Serial Number New/Keep HostUUID

The attribute values are stored together with the Host UUID in the registry:

HKEY LOCAL MACHINE\SOFTWARE\ComputerAssociates\HostUUID

Registry Editor

File Edit View Favorites Help
[ =] HostuuD || Name Type Data
L B3 s, [2B) (pefautty REG_SZ  (value notset)
8 zEQ'SEtE’FT || [3B]Diskserizinumber REG.SZ  MPDONTYOHIDKLIMPDZNTY0I026GL]
& a SE;” ;‘g"ﬁm [2B)HostuLID REG.SZ  caf8012h-8ch9-4643-8923-263c4f176a0
- ushPostpone
: [:l i MACAddrEss REG_SZ 00:1A:68:67:36:C7|00: 18: 77:06: 2B: 27|00: 19: 7E:F 2: 25: 55|
=i ¥ | | [#B]systemin REG_SZ  F77FES01-492A-11CB-8317-857E03FASTD2
< i | ¥
My Computer \HKEY_LOCAL_MACHINE'\SOFTWARE\ComputerAssadates\HostUUID

The r11 agent registration process also accommodates the case where the agent has been
installed as part of an image, like Ghost or ImageCast. In previous versions of CA DSM, you
had to delete the HostUUID manually. However, with the new r11 logic the change will
automatically be detected and the HostUUID will be regenerated. It is, however, still
recommended that end users remove HostUUIDs from images before cloning them.

Note: If you want to disable the rl11 agent logic, you can add this to the registry:

[HKEY LOCAL MACHINE\SOFTWARE\ComputerAssociates\HostUUID]
"LockHostUUID"="1"

When a new HostUUID is generated, an agent registration request is sent to the scalability
server together with a full set of inventory.

Engine Registration

Once the data has been sent through to the scalability server, the engine will do a second
pass on the host to see if the machine already exists in the MDB and if it needs creation,
renaming, or updating.

The engine will do a database lookup based upon HostUUID and hostname, together with
primary MAC address. Based on the change detected, the engine will handle the registration
as follows:

m  No Change: Data is stored in the normal way.
m  Hostname Changed: The asset record is renamed and the data is collected as normal.

m HostUUID Changed: The MAC address pool is checked to see if it is a new machine or
a new HostUUID. If any of the MAC addresses in the list matches an existing one, the
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asset record is updated with the new data. If none of the MAC addresses match, a new
record is created.

Important! This will result in two records with the same name, but representing two
different machines. This is new with CA DSM r11.

m Both Hostname and HostUUID Changed: A new record is created.

Once CA DSM is ready to register the asset to the MDB, it uses the common registration
process to ensure integrity between all the products sharing the same MDB. The next
section will describe the common registration process.

Common Asset Registration for CA Products

The asset is central or prominent in many CA products. Assets can be inserted into the MDB
by a variety of sources including discovery tools such as CA Unicenter Asset Management
and CA Unicenter Network and Systems Management (CA Unicenter NSM), or ownership
tools such as CA Unicenter Service Desk or CA Unicenter Asset Portfolio Management (CA
Unicenter APM).

Even though an asset can be discovered by multiple products, the asset schema is designed
to reconcile the fact that an asset coming from different sources is actually the same asset.
This is accomplished through asset registration using the CORA (Common Object
Registration API.)

The asset schema accomplishes the goal of providing a set of common asset tables for
hardware and software assets. The schema allows for a cross-product view of assets and
meets the following requirements:

m  Allow for the discovery of an asset by multiple sources (for example, CA Unicenter
Asset Management and CA Unicenter NSM)

m  Allow for the discovery of multiple values of an identifying asset property (for example,
multiple DNS names and/or MAC addresses)

m  Allow for multiple ‘virtual’ assets to be discovered and reconciled to one physical asset
(for example, VMWare images or dual-boot scenarios)

Each of the products discussed here (CA Unicenter Asset Management, CA Unicenter APM,
CA Unicenter Service Desk, and CA Unicenter NSM) leverages CORA to register an asset
when it comes into view using the product’s particular operations. For example, when CA
Unicenter NSM discovery occurs, each discovered asset is registered. Similarly, when a CA
Unicenter Service Desk or CA Unicenter APM user enters asset information using the data
entry forms of those products, that asset is also registered.

Consider the scenario where we have run an initial first-level discovery with CA Unicenter
NSM, or where a new asset is registered due to discovery by CA Unicenter NSM Continuous
Discovery. That server or desktop asset is registered with the identifying properties known
to CA Unicenter NSM, typically DNS name and MAC address. Subsequently, a CA Unicenter
Asset Management scan is performed for that same server. CA Unicenter Asset
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Management also registers the asset, also using the DNS name and MAC address, plus
additional identifying properties. Because the DNS name/MAC address pair matches the
previously registered asset, the information held by CA Unicenter NSM is now effectively
joined to the information held and managed by CA Unicenter Asset Management.

If a user is creating a ticket in CA Unicenter Service Desk for that same server, when they
enter in their information as prompted by the ticket creation web forms, CA Unicenter
Service Desk registers the server, and it matches with the previously discovered
information. Now, the additional information entered through CA Unicenter Service Desk is
also available through the unified view of the asset in the MDB.

The following CORA section contains a detailed discussion of registration scenarios and how
the matching and reconciliation occurs and is represented.

Common Object Registration APl (CORA)

All Unicenter rl11 products utilize the common MDB schema to store and manage their data.
As the interface through which these assets are registered and as the only source for
updating these tables, the CORA ensures that asset data flows consistently, thereby
supporting the data and referential integrity of the MDB’s master asset data model.

The master asset data model consists of the following three levels of asset references:

ASSET SOURCE LEVEL

MANUAL ASSET INPUT DISCOVERY ASSET INPUT
DATA DATA DATA DATA
SOURCE SOURCE SOURCE SOURCE
LOGICAL LEVEL v v vV
PRIMARY ASSET
A 4 A 4

VIRTUAL ASSET

A 4 \ 4
PHYSICAL
ASSET

PHYSICAL LEVEL

m  The asset source level, which consists of the ca_asset_source table, is used to track
assets as they enter the system from different data sources, whether input manually or
through discovery.

m  The logical asset level, which consists of the ca_logical_asset and
ca_logical_asset_property tables, is used to store virtual assets. The logical asset
level acts as a middle layer that exists between the data source and the physical level
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to accommodate assets embedded in other assets such as VMWare sessions or dual-
boot scenarios.

m  Finally, the physical asset level, which consists of the ca_asset table, stores the
identifiers that define the object as a distinct, physical asset.

After CORA is given a set of registration identifiers from the calling r11 application, it
performs one of the following actions:

m  Return the asset source reference if the registration identifiers match an existing
asset, thus preventing duplicate assets from being registered.

m  Insert a new physical, logical, logical property, or asset source record into the
database depending on where the mismatch occurs. This step also prevents duplication
of data by inserting records only at the appropriate levels. For instance, if there are no
physical assets that can be identified by the registration identifiers, a new physical
asset is created. However, if a physical asset can be identified by the registration
identifiers, but not a logical asset, then a new logical asset is created and linked to the
existing physical asset.

m  Update an existing identifier(s) in the database with one of the registration identifiers.
In this scenario, a single physical asset can be identified by the registration identifiers
and one or more identifiers need to be updated.

m  Merge two physical or logical assets together. In this scenario, CORA received
information indicating that two or more physical assets are, in fact, the same asset.
The existing physical assets are merged together to form one asset, and information for
each asset is stored in ca_logical_asset_property table.

For r11.1, when a product registers an asset and CORA generates a UUID that matches an
existing asset, CORA also automatically links (reconciles) Owned and Discovered
information for that asset.

To determine which CORA version is being used by the product, execute the following
command:

coraver

Asset Matching Logic

When an asset is registered, CORA generates the asset UUID (ca_asset) by applying black-
box logic to the following six properties:

m  Serial Number

m Asset Tag (appearing as Alt Asset ID)
m  Host Name

m  MAC Address

m  DNS Name
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Asset Label (Name)

CORA applies the following weighting system to these properties to determine if a match
exists. Since certain properties are considered ‘more important’ than others, CORA will
recognize a duplicate based on those values alone.

Serial Number is the most highly weighted field. Two assets with the same serial
number will always be matched by CORA unless Asset Tag or Host Name is different.

Alt Asset ID is the second most highly weighted field. Serial Number and Alt Asset ID
appear at the highest level of the asset registration schema in ca_asset. If Serial
Number and Asset Tag match, CORA can create a new asset only if the Host Name is
unique.

Host Name appears in the middle level (ca_logical_asset). If Serial Number and Alt
Asset ID are blank, the Host Name takes precedence over DNS and MAC Address
values. Although more than one DNS/MAC pair can be specified for the same Host
Name, it will still be considered the same Asset.

DNS Name and MAC Address are weighted the same. CORA will recognize the same
asset if DNS or MAC address match and will create a new asset when they do not.

Finally, although Asset Label (Name) is required to create an asset, you can have
multiple assets with the same name as long all the other CORA fields are empty.

The following table shows how CORA determines uniqueness of an Asset. The intent here is
not to show every single combination but to show enough of the behavior so that one could
determine what would occur based on the properties they choose to include when
registering an Asset in release rl11.

Unique,
Duplicate or [New Asset
Null
Unique,
Null Null Duplicate or [New Asset
Null
Unique,
Null Null Duplicate or | New Asset
Null

Null

Unique,
Null Duplicate or [New Asset
Null

Null Null

Unique,
Duplicate or [New Asset
Null

Null Null Null

Unique,
Duplicate or [New Asset
Null

Null Null Null Null

New Asset

Null Null Null Null

Duplicate

Null Null Null Null Null
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Unique,
Duplicate or
Null

Duplicate

Unique,
Duplicate or
Null

Duplicate

Unique,
Duplicate or
Null

New Asset

Unique,
Duplicate or
Null

New Asset

Unique,
Duplicate or
Null

New Asset

Unique,
Duplicate or
Null

New Asset

Unique,
Duplicate or
Null

Duplicate

Unique,
Duplicate or
Null

Duplicate

Unique,
Duplicate or
Null

Duplicate

Unique,
Duplicate or
Null

Duplicate

Another behavior of CORA, which is represented below, shows other ways duplicates can
occur.

Unique or Null| New Asset
Unique, i
Null Null Null Duplicate or Duplicate of
ABC
Null
Null Null Null Unique or Null| New Asset
Unique, i
Null Null Null Duplicate or Duplicate of
Null XYZ

Discovered vs. Owned Assets

Attributes for each asset are divided into ‘Discovered’and ‘Owned’ in order to facilitate

reconciliation and verification capabilities. The primary tables used to identify data sources

are:
m CA _DISCOVERED_HARDWARE

m  TNG_MANAGEDOBJECT

G
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To understand how these tables

ca_asset_subschema

PD_MACHINE

CA_OWNED_RESOURCE

subschema_id

subschema_name
subschema_version
creation_user
creation_date
last_update_user
last_update_date
version_number
exclude_registration
delete_time
asset_source_uuid (FK)

d_machine

machine id
machine_name
systype_name
is_this_cluster
asset_uuid (FK)

tng _managedobject

ca_logical asset

logical_asset_uuid

asset_uuid (FK)
host_name
creation_user
creation_date
last_update_user
last_update_date
exclude_registration
delete_time
version_number

ca_logical _asset _propert:

mac_address

logical_asset_uuid (FK)

creation_user
creation_date
last_update_user
last_update_date
version_number
exclude_registration
delete_time

relate to one another, consider the following graphic.

ca_asset
asset_uuid

label

asset_tag
serial_number
creation_user
creation_date
last_update_user
last_update_date
version_number
asset_type_id
exclude_registration
delete_time

ca_owned_resource

own_resource_uuid

|
|
|
|
|
|
|
|
| dns_name
|
|
|
|
|
|
|
|

ca_asset source

asset_source_uuid

name
class_name

uuid

label

address
address_type
interface_type
autoarrange_type
hidden
propagate_status
status_no

severity
tng_delete_flag
posted

acknowledge
ip_address_hex
mac_address
subnet_mask
date_ins
date_modify
alarmset_name
code_page
admin_status
dsm_server
propagated_status_no
propagated_sev
dsm_address
license_machine_type
create_bpv
override_imagelarge
override_imagesmall
override_imagedecal
override_iamgeintbool
override_model
background_image
weight

reserved
weight_severity
max_sev
user_reclass
asset_uuid (FK)
source_repository
dns_name
last_seen_time
amsserver

emserver

logical_asset_uuid (FK)
source_location_uuid (FK)
subschema_id
creation_user

—| creation_date

last_update_user
last_update_date
version_number
exclude_registration
delete_time
exclude_reconciliation

ca_discovered hardware

dis_hw uuid

asset_source_uuid (FK)
system_id

label

uri

domain_uuid (FK)
host_name

host_uuid

serial_number
vendor_name

asset_tag
primary_network_address
primary_mac_address
class_id

usage_ list

creation_user
disc_serial_number
creation_date
last_update_user
last_update_date
version_number
auto_rep_version
directory_url
discovery_changes_switch
wvuln_risk
is_inventory_managed
asset_group_id
vm_service_version_number
content_version_number
last_inventory_report_date
is_created_as_asset
primary_subnet_mask

Location_uuid (FK)
inactive

asset_type_id (FK)
asset_source_uuid (FK)
resource_family
resource_class
resource_name
manufacturer_uuid
responsible_vendor_uuid
maintenance_org_uuid
resource_description
responsible_org_uuid
org_brought_for_uuid
resource_contact_uuid
resource_owner_uuid
resource_status (FK)
resource_quantity
company_bought_for_uuid (FK)
model_uuid (FK)
floor_location
room_location
cabinet_location
shelf_location
slot_location
host_name
mac_address
ip_address
resource_capacity
resource_tag
resource_alias
operating_system
product_version
serial_number
acquire_date
installation_date
cost_center

ufam

gl_code

requisition_id
purchase_order_id
creation_user
creation_date
supply_vendor_uuid
maintenance_vendor_uuid
last_update_user
resource_capacity_unit
last_update_date
exclude_registration
delete_time
license_uuid
department
status_date
license_information
resource_subclass
audit_date
version_number
exclude_reconciliation
dns_name
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The ca_asset_source table contains the subschema_id column which identifies the origin of
the asset. The subschema_id values are maintained in ca_asset_subschema as shown with
the following query:

B9 Fle Edt Query Toos Window help
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Tool
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The subschema_name column contains shortcut descriptions that refer to CA products or
product components. The ones of immediate interest and their associated primary tables

are:

‘ITSM’ (IT Service Management) objects, which include ‘Owned’sources such as CA
Unicenter APM, CA Unicenter Service Desk, and CA CMDB (ca_owned_resource), have a
subschema_id of ‘1.’

‘CORE’(CA Unicenter NSM WorldView Repository — Common Object Repository) or CA
Unicenter NSM (tng_managedobject) objects have a subschema_id of ‘2.’

‘ITRM’ (IT Resource Management) or CA Unicenter Asset Management objects
(ca_discovered_hardware) have the subschema_id of ‘3.’

Systems Performance Management objects (pd_machine) have a subschema_id of ‘4.’

If an asset is registered in the MDB by different products, CORA only registers that asset
once, and then links the information from the different data sources. As a result the

ca_asset table has a single unique entry for each asset.

The following screenshots provide a walkthrough of the queries executed after a sample
asset is registered by CA Unicenter APM, CA Unicenter Service Desk, CA Unicenter NSM,
and CA Unicenter Asset Management. Note that the order in which the products register the

asset is not relevant to the process.

G
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First, from Machine name into ca_asset:

select ¥ from ca asset where label like '¥Zerverly!

agget_uuid lakel afZet_tag|serial number
1 OxEYFCO?V9EEZ2424389C28A30FD23D607T Server 1-topgun NULL 56ddsnol

Then, from ca_asset into ca_logical_asset (using asset_uuid):

select * from ca_ logical asset where asset_uuid in |
select asset_uuid from ca asset where label like 'i3erverls!')

il

logical asset_uuid azzet_uuid host_name

1 OxECEGO606AZ17C74DOESD7CODS3 690108 OxEVFCOVYTOEEZ24245389CE5A30FDE3DA07T Serverl-topgun

The ca_logical_asset_property shows the logical instances of the same asset. For instance,
if the same asset is registered by CORA with a different DNS and/or MAC address but the
same Host name, CORA recognizes it is the same asset and stores two logical instances in
this table:

il Query

gelect * from ca logical asset property where logieal asset uuild in|
select logical asset_uuid from ca_logical asset where asset_uuild in |
select asset_uuid from ca_asset where label like 'z3erverls'])

w

<

dns name mac_address |logical asset uuid creation user ecreation date
1 Serverl-TOPGUN 000C295ACDEL OxECEEOG0G6AZ17CT4DIESDTCODE3 690108 NULL 1160141977
2 Serverl-topgun.ca.com 000C295ACDEA OxECEGOG06AZ17C74DIEEBDTCODE3 690103 NULL 1160141840

Note: In this example the DNS name input by CA Unicenter APM (or CA Unicenter Service
Desk, or CA CMDB) did not use the fully qualified name as it was discovered by CA
Unicenter NSM. It is only an example.

Then, from ca_logical_asset to ca_asset_source (using logical_asset_uuid):

=1d
select * from ca_sasset_source where logical _asset_uuid inf
select logical_asset_uuid from ca_ logical_asset wvhere asset_uuid in |
select asset_uuid from ca ssset where label like '$3erwverls!'))
4| iC
asset_source_uuid logical asset_uuid source location uuid subschema id
1 OxDS3E4S6E0SFESO4CSDS461E13E94DCES OxECEGOE06AZ 17C74DSESD7CODS3 6280108 NULL 1
2 OxED4DAEA4S34CDD4FEABSSDEEES 1FDPEDL  OxECE60608AZ17C74DSESD7CODS3 620108 NULL 4
3 OxEE19F52014604C4D8EDSCZ11C10CFCCA OxECE6QE08AZ17C74DSESD7CODS3 620108 NULL 3

Here you can see the different data sources from the subschema_id value.
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Then, from ca_asset_source into CA Unicenter Asset Management ca_discovered_hardware
(using asset_source_uuid):

select ¥ from ca discovered hardware where asset source_uuid in |

select asset_source_uuid from cs_asset_source where logical_ssset_uuid ini
select logical_ssset_uuid from ca_logical_asset where asset_uuid in |
select asset_uuid from ca asset where label like ‘%Serverl%'])]l

4| Bl
|d157hw7uuid host_name dowain unid lahel serlalinumber‘
1 OxEE19F52014604C4D8EDSC211C10CFCCA Serverl-topgun 0x041D2101F5607047819ASEADDLGZ 467 Serverl-topgun S6dds01

Then, from ca_asset_source into CA Unicenter APM/CA Unicenter Service Desk
ca_owned_resource (using asset_source_uuid):

select * from ca owned resource where asset source uuid in |

select asset_sc\u;ce_uufd from ca_asset_snurze mherg logical asset_uuid inf
select logical asset_uuid from ca logical asset where asset_uuid in |
select asset_uuid from ca asset where label like 's3erverls'|l)

<]

own_resource_uuid inactive |asset_type id|resource name |resource description

1 OxB8CA49BZCEDDOFA4DOIDIDS345002E3FEC O 1 Serverl-topgun NULL

Then, from ca_asset_source into CA Unicenter NSM tng_manageobject (using
asset_source_uuid):

select uuid, label, address, asset_uuid from tng managecdobject where asset_uuid in
select asset source_uuld from ca asset_source where logical asset_uuid inf

select logical asset_uuid from ca logical asset where asset_uuid in |

select asset_uuid from ca_asset where label like 'sServerls'))]

1

uuid labhel address asset_uuid

1 0x3313AA46F54C30429D6909C25EE45061 Jerverl-topgun.ca.com 130.119.20.221 OxED4DABA4534CDD4FBABSODEEE31FDEDL
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These links can be summarized in the following graphic:

CA_ASSET

|asset,7uu1d lakel
IUxE'?FCU'?'?SEEZ2424389C28A3EIFD23DGU7 Jerverl-topgun

CA_LOGICAL_ASSET
logical asset_uuid asset_uuid host_name
OxECEGO606A217C74DSESDYCODE3 6901058 OXETFCO77IEEZ2424368C20A30FD23D607Y Jerverl-topoaun

CA_LOGICAL_ASSET_PROPERTY
dns_nsame ‘ logical =ssset_uuid
Serverl-TOPGUN OxECEGOG06A217C74D9ESDYCODE 650108
Serverl-topdgun.ca. com OxECEEOE06A217CY4DOESDTCODSI 6901D5

CA_ASSET_SOURCE

‘asset_source_uuid logical asset_uuid subschema_idl
JDxD93EqsSEDSFE604c9D3451E13E94Dc55 OxECEE060642 17C74D0EED7CODE3 620108 1 1. UAPM JUSD i CMDB
JUXEDQDAEA‘]ES‘}CDD‘}FBABSQDSBBS 1FDPEOL OXECEGD606AZ17CT4DSESDVCODSI 650105 z 2. NSM

l_ OxEE15F52014604C4DSEDSCZ11C1I0CFCCA  OXECESOG06AZ17C74DSESDTCODE3 690108 3 3.D8M

CA_OWNED_RESOURCE
|Dmn_rEﬁDurcE_uuid ‘resnurce_name asset_source uuid
|DXSCA‘{QBZCEDDQFA‘IDQDSDSS‘]EDDZBSFEC Serverl-topgun OxD93E456B08FEAO04CODE461E13ES4DC55

TNG_MANAGEDOBJECT

[wuid [nare [asset_uuid

‘ Ox3318A446F54C30429D06909CZ5EE45061 Serverl-topgun. ca.com OXED4DABA4534CDD4FBABS9DEEES 1IFDEOL

CA_DISCOVERED_HARDWARE

|d13_hw_uu1d |hD3t_namE RFSEL_Source_uuid

| OxEE159F52014604C4DBEDSC2ZLICLIOCFCCA Serverl-topyun OXEE1SF52014604C4D8EDSCZ11C10CFCCA

Notes about Asset Classes

Although ‘class' is a mandatory field to for asset registration, it is not a field that is used by
CORA. The concept of ‘class,’ in fact, is interpreted differently by different products. For
example:

m In CA Unicenter Service Desk, the concept of a ‘family’ is used to identify the highest
level of definition for a Cl. Each family can consist of one or more ‘classes’ to allow for
a more granular categorization of Cls. Further, each family has an extension table that
defines the attributes that are visible in the Cl Detail page. When CA CMDB is
implemented, it includes over 50 families and over 140 classes that are each stored in
the MDB and shared between CA Unicenter Service Desk and CA Unicenter APM.

m  When the MDB used by CA CMDB is shared with CA Unicenter APM, those CMDB
families are shared and are known to CA Unicenter APM as ‘asset types’ for ‘models’
and ‘assets.’” In other words, for CA Unicenter APM:

> CMDB Families = CA Unicenter APM Asset Types
> CMDB Classes = CA Unicenter APM Classes

In CA Unicenter APM, the Asset Type is a family_id field for ca_model_def and a
resource_family for ca_owned_resource.

m  CA Unicenter Asset Management, on the other hand, does not use families and classes
to register discovered assets. However, if CA Unicenter Service Desk is also installed
and integrated with CA Unicenter Asset Management, CA Unicenter Service Desk
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reflects the registration of a discovered asset as ‘owned,’ it uses the default family of
‘Hardware’ and class ‘Discovered Hardware.’

m CA CMDB content creates new families and classes. However, these classes are not the
same classes that are used by CA Unicenter NSM to classify discovered objects. In fact,
only a small number of CA Unicenter NSM classes match CA CMDB classes. However,
procedures are provided in the CA CMDB Administrator Guide for mapping CA Unicenter
Service Desk/CA CMDB classes to CA Unicenter NSM classes.

Note: As multiple CA Unicenter Service Desk/CA CMDB classes can be mapped to the
same CA Unicenter NSM Class, the pdm_nsmimp cannot use the CA Unicenter NSM
class to determine which Class to use when creating the asset. It does not know how to
pick the correct class if multiple classes are mapped.

Useful Links and References

The full schema for the MDB is viewable through the Implementation Best Practices page
(formerly the ‘r11 Implementation CD’) which is available on http://ca.com/support.

Common Asset Viewer

The Common Asset Viewer (CAV) (formerly known as AMS or the Asset Maintenance
System) is a collection of browser based view-only screens available to various CA
applications so that they can view details on any asset in the MDB. The CAV provides a
common interface which can be used for viewing owned and discovered asset information.

‘.-(\E_])-@ Unicenter” Common Asset View
Asset:  Gateway P5-133

Owned Resources I Discovered Desktop/Server Resources ] Discovered Network Resources

¥ Properties Inventory utilization Legal Info Cost Info Generic Ci 5 specific C Software Installed

| Asset Details

ame Description Active
Gateway P5-133 Active

Model Family Class Status

Gateway P5-133 Hardware Desktop

Alias Host Name MAC Address IP Address
TEST_HOST 0.0.0.0

Capacity Operating System Alt Asset ID Quantity

1.0GE windows 3.1 83943209 1

Product ¥ersion

Data Information:
Current Info Date Last Update User Creation Date Creation User
03/20/2007 Adrninistrator 09/30/2002 Services Departrment

Unicenter Applications

Launch Unicenter Asset Portfolio Management

© 2005 Computer Associates International, Inc All rights reservad,

In r11, the CAV is embedded with CA Unicenter Service Desk, CA CMDB, CA Unicenter APM,
and CA Unicenter Asset Management applications. In CA Unicenter Service Desk and CA
CMDB, when looking at a Cl, CAV provides a common interface through which the
consolidated asset details relating to the Cl can be viewed. It also enables navigation from
the asset data to other CA asset-related applications and allows users to see data that is
stored about the ClI in these other applications.

CAV contains three tabs: one for displaying owned asset information, one for displaying
discovered asset information, and one for displaying network asset information. The asset
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data contained in these tabs are typically read from and maintained by the following CA
applications:

Common Asset Viewer Tab Typical Source and Maintenance of Data

Owned Resources CA Unicenter APM;
CA Unicenter Service Desk;

CA CMDB

Discovered Desktop/Server Resources CA Desktop & Server Management (in
particular, CA Unicenter Asset Management)

Discovered Network Resources Unicenter Network and Server Management

Technical/Best Practice Information
m  Launching CAV

> CAV can be configured to display any combination of the three CAV tabs
(Owned Asset, Discovered Asset, and Network Asset) by specifying the correct
parameter when invoking its URL.

> CAV is accessed using a URL. Configuration parameters are available on the
URL that allow users to configure how CAV appears (whether a pop-up window,
what type of data is displayed, and so on).

> Using the URL, CAV also can be configured to provide links to CA Unicenter
Service Desk, CA Unicenter APM, or CA Unicenter Asset Management
applications. For example, you can begin in CA Unicenter Service Desk and
launch into CAV to view details on an asset. This is accomplished by forwarding
URL information from one application to the other.

m  Architecture
> CAV is a J2EE Struts/JSP application and connects to the MDB using JDBC.

> Each application that embeds CAV installs it into its own application directory.
The CAV directory is not shared by different applications. However, as long as
all instances of the CAV are pointing to the same MDB, they all display the
same data.

> CAV uses a silent installer which is invoked by the parent application.
Note: CAV is not able to support applications residing in multiple MDBs.
m  Implementation and Configuration

> CAV configuration information is stored in the AMS.properties file located in the
CAV installation directory. This file can be edited manually but in most cases
should be edited by using the AMSConfig.java program included with CAV.
Instructions for using this program are in the top of the AMS.properties file
itself.

> Error logging is controlled using the log4j.properties file located in the CAV
installation directory. When experiencing problems with CAV, the first step to
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take is to turn on enhanced logging by changing the ‘rootcategory’ property
specified in this file to DEBUG.

When experiencing problems with CAV, make sure to note the CAV version

number. This can be found in the version.rel file located in the CAV installation
directory.
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Chapter 10: Roaming Between
Scalability Servers

How to Roam

This chapter describes what happens when a computer roams between two scalability
servers in the same CA Unicenter Desktop & Server Management (CA DSM) domain. When
a computer registers with a scalability server in a different CA DSM domain we refer to this
operation as a move. The move operation is not addressed here.

We will cover three areas of CA DSM functionality: Asset Management, Software Delivery,
and Common.

There are several ways to initiate a roam. Three common methods are described below.

Method 1

The following command, executed on the local machine, will cause the DSM Agent running
on the computer to register with a new CA DSM scalability server and hence roam to it:

caf setserveraddress newserveraddress

This command can, of course, be executed manually but can also be incorporated into a
number of different automated roaming implementations. Known solutions include
execution through login scripts and CA DSM DMScript. Of particular interest is a Field
Developed Utility (FDU), available through CA Services, known as Location Awareness. The
Location Awareness solution can direct a computer to an appropriate scalability server
based upon an IP range.

Please note that FDUs are not supported by CA Support. To have this FDU supported, a
support agreement must be created through the CA Services organization. Otherwise, the
support of this utility and any questions or errors related to its use will be the responsibility
of the customer organization. Please contact your CA Services representative for more
information.

Method 2

The scalability server address can also be changed using CA DSM configuration policy.
Known solutions exploit the possible association of CA DSM configuration policy with
dynamic (query-based) groups. The scalability server name or address is identified and set
within a configuration policy, and the configuration policy is then associated with a dynamic
group. Now whenever a computer becomes a member of the group, the configuration policy
settings are automatically distributed to the computer—hence changing the scalability
server to which the agent reports. This method must be carefully evaluated because it has
two disadvantages. The first is that the computer must have access to the old scalability
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server (in order to receive the updated config policy), and the second is that the roam
operation generally occurs later in the process.

Method 3

Some customers use the same Fully Qualified Domain Name (FQDN) for all scalability
servers. DNSs (Domain Name Servers) are then used to associate different IP addresses
with the same scalability server FQDN dependent on IP subnet.

Roaming Explained

There are three CA DSM tiers involved in roaming. Each tier consists of several plug-ins, so
the information flow is complex. The tiers and their plug-ins include:

Agent:

Common Agent, Common Configuration Agent Plug-in, Asset Management Agent Plug-in,
Software Delivery Agent Plug-in

Scalability Server:

Common Scalability Server, Common Configuration Scalability Server Plug-in, Asset
Management Scalability Server Plug-in, Software Delivery Scalability Server Plug-in

Domain Manager

Common Manager, Engines, Common Configuration Manager Plug-in, Asset Management
Manager Plug-in, Software Delivery Manager Plug-in

Common Information Flow

The Common Agent registers with the new scalability server. It compares the network
address (which could be FQDN, hostname, or IP address) of the new scalability server with
the network address of the previous scalability server. If it detects that a roam has
occurred it will run additional plug-ins, specified in the ’'afterroamplugin‘ configuration value
of each solution (see itrm/agent/solutions/XXX/afterroamplugin and
itrm/agent/solutions/XXX/afterroampluginparams in comstore).

The network address (which could be FQDN, hostname, or IP address) of the previous
scalability server and the time of the roam is reported to the CA DSM domain manager.
This is done so that the domain manager can ensure the most recent registration is used.
This is important if the domain manager is processing registrations for the same computer
from multiple scalability servers.

The registration triggers the Common Configuration Agent Plug-in to send a "hello"
message to the Common Configuration Scalability Server plug-in (based on the scalability
server address in comstore).
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The Common Scalability Server plug-in receives the registration from the Common Agent
and stores this in the inbox. The information will wait here until collected by the CA DSM
Engine.

The Common Configuration Scalability Server plug-in forwards the hello message from the
Common Configuration Agent Plug-in to the Common Configuration Manager.

The engine collects the computer’s registration information from the scalability server. It
will detect that the computer has roamed from the old scalability server to the new
scalability server (in the MDB, ca_agent.server_uuid is different from the new scalability
server’s uuid). The engine will update the Common Agent information in the MDB, including
pointing it to the new scalability server. During this process the engine submits a
notification, NOID_COMMON_COMPUTER_UPDATED_ROAMING, using CA DSM common
notification informing interested parties that the computer has roamed.

The hello message is received by the Common Configuration Manager and analyzed. Part of
this message is the scalability server hostname to which the agent now reports. If the
hostname is different from the scalability server ID currently stored in the common
configuration tables (within the MDB), these will be updated. Any communication from
manager to agent will from now on be routed through the new scalability server.

Asset Management Information Flow

When the Asset Management Agent Plug-in runs it will ask the Asset Management
Scalability Server Plug-in running on the new scalability server if a configuration for itself
(using the CA DSM HOSTUUID) is available. If it is not, it will wait for three minutes and
then retry. If this fails, it will wait until its next scheduled run. Until the engine has
processed Common Agent information on the new scalability server and pushed an asset
management configuration file down to the Asset Management Scalability Server Plug-in,
the Asset Management Agent Plug-in will not be able to deliver information to the new
scalability server.

After the engine has collected information from the Common Scalability Server plug-in (see
the Common Information Flow above) the engine will validate the Asset Management
Scalability Server plug-in on the new scalability server. Here it will find that the agent's
configuration file is missing and the engine will therefore push information about the agent,
including configured collect tasks and asset management jobs, down to the Asset
Management Scalability Server Plug-in. A configuration file for the agent is hereby created
on the new scalability server. This will enable the Asset Management Agent Plug-in to
report to the Asset Management Scalability Server Plug-in running on the new scalability
server. It is important to note that the engine does not push down status information
(collected on the previous scalability server) for Asset Management Modules/Jobs to the
new scalability server.

When the Asset Management Agent Plug-in eventually retrieves its configuration, it will
perform scheduled collect tasks and asset management jobs. Again, it is important to note
that all configured asset management collect tasks and asset management jobs are
considered waiting for the agent, because there is no status available on the new scalability
server.
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The hardware inventory delivered to the new scalability server as a result of the scheduled
collect tasks will, however, be delta inventory. The agent will compare the newly collected
inventory with the inventory previously collected and submitted to the old scalability server,
and will only deliver the deltas.

The engine will collect the information delivered by the Asset Management Agent Plug-in
from the new scalability server and store this in the database.

Software Delivery Information Flow

When the Software Delivery Agent Plug-in connects to the new scalability server, the
Software Delivery Scalability Server Plug-in will see the agent as a new computer. The data
retrieved from the agent will be cached on disk until the Software Delivery Manager notifies
the scalability server that the agent is known.

The Installation Manager, a sub-component of the Software Delivery Manager, is
responsible for handling all manager processing related to a roam. The processing starts
when the Installation Manager receives a notification,
NOID_COMMON_COMPUTER_UPDATED_ROAMING, from the engine. When receiving this
notification, the Installation Manager will lock the computer with the roam lock (as seen in
the DSM Explorer). After this, the Installation Manager will send a sync message of type
VXML_SYNC_REASON_ROAM to the old Software Delivery scalability server. The old
scalability server will then send a reply back. This reply is received into the Installation
Manager’s main message queue.

When the Installation Manager receives the reply, it will start the process of determining
whether there are any active jobs on the old scalability server that need to be moved to the
new scalability server. The first thing that happens in this phase is that the roam lock is
removed. Note that if there are a lot of pending messages in the Installation Manager’s
queue, then the lock will remain on the computer until the reply from the old scalability
server makes it to the front of the queue and is processed. Then the actual move of any
jobs takes place. Finally, the Installation Manager will send a sync message to the new
scalability server, including the HOSTUUID of the agent object—which is what the Software
Delivery Scalability Server plug-in requires.

The Software Delivery Scalability Server Plug-in how receives a notification from the
Software Delivery Manager that the computer is known (and unlocked). All the data cached
for the agent is now sent up to the Software Delivery Manager (Installation Manager). A
final response message is then sent to the Installation Manager.
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Example Scenarios

From Office to Home Using VPN

The Scenario

A user’s laptop is connected directly to the corporate network. The DSM Agent reports to a
named scalability server. The IP address of the scalability server is resolved through a DNS
server.

The user powers down the laptop or puts it into standby mode.
The user goes home.

The user powers up the laptop or brings it out of standby mode and connects from home
through VPN to the corporate network.

In this case, we assume the Common Application Framework (CAF) and all agents have
started before the VPN connection becomes active. This will typically be the case since
either CAF will not have been stopped or because most VPN solutions require end users to
authenticate.

The computers connected to the VPN are served by a different DNS server which has the
name of the end point’s scalability server registered, but the network address is different.
In this way the DSM Agent is invisibly redirected to a different scalability server when
connected through VPN.

How CA DSM Behaves

In this situation, when the VPN connection is established, the DSM Agent detects a change
in IP address.

When an IP address change is detected, the DSM Agent registers with its scalability server,
which in this case is a different scalability server from the one it previously registered with.
However, because the name has not changed, the agent does not realize this fact.

The registration triggers the Common Configuration Agent Plug-in to send a Common
Configuration hello message to the scalability server.

The scalability server receives the registration from the agent and stores this in an inbox.
The information will wait here until collected by the engine.

The scalability server also forwards the hello message from the Common Configuration
Agent Plug-in to the DSM Manager.

The engine collects the computer’s registration information from the scalability server and
detects that the computer has roamed from one scalability server to another. The engine
updates the MDB appropriately and submits a general notification message informing
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interested parties that the computer has roamed. It also pushes down an asset
management configuration for the agent to the new scalability server.

The Manager receives the general notification from the engine and locks Software Delivery
(SD) management of the computer. The manager then sends an SD sync message to the
old scalability server.

When the manager receives the SD sync reply, it will start the process of determining
whether there are any active SD jobs on the old scalability server that need to be moved to
the new scalability server. The SD lock is removed, the actual move of any SD jobs takes
place, and an SD sync message is sent to the new scalability server.

The Common Configuration hello message is received by the manager and analyzed. Part of
this message is the scalability server hostname to which the agent now reports. If the
hostname is different from the scalability server ID currently stored in the common
configuration tables (within the MDB), these will be updated. Any communication from
manager to agent will from now on be routed through the new scalability server.

The Asset Management Agent Plug-in runs on a regular basis, typically once a day. Whether
it will run during the VPN connected time will obviously depend on how long the laptop is
kept connected and when the last run took place.

If the Asset Management Agent Plug-in does indeed run while connected to the VPN (and
hence a new scalability server), it will ask the scalability server if a configuration for itself is
available. If it is not, it will wait for three minutes and then retry. If this fails, it will wait
until its next scheduled run.

Unless the engine is under heavy load, the DSM Agent will have registered and an asset
management configuration will have been made available on the new scalability server
within the three minute retry interval.

When the Asset Management Agent Plug-in eventually retrieves its configuration, it will
perform scheduled collect tasks and asset management jobs. Collected delta inventory and
job status information will be uploaded to the scalability server.

The engine will collect the information delivered by the Asset Management Agent Plug-in
from the new scalability server and store this in the MDB.

When the Software Delivery Agent Plug-in connects to the new scalability server, the
scalability server may believe the agent to be a new computer. This will always happen
after an agent registration—for instance on an IP address change. In this case, the data
retrieved from the agent will be cached on disk until the manager notifies the scalability
server that the agent is known. Once received, all the Software Delivery data cached for the
agent is sent up to the manager.
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Chapter 11: Data Replication
between CA ITCM Domains and
the Enterprise

Introduction

In a multiple CA IT Client Management (CA ITCM) domain architecture, it is desirable to
have most of the data contained in a single Management Database (MDB). That way you
can search, report on, administer, and perform a variety of functions from a centralized
console. Because of the amount of data and for performance reasons, it is not desirable to
replicate all of the data to a single MDB.

With the advent of CA DSM rl11, CA has taken the guesswork and the often confusing
elements out of the selection of items for replication and has developed a standardized
methodology for the replication.

With the creation and linkage of the domain to an enterprise, an engine task is
automatically created to handle the replication of data between domain and enterprise
databases. Replication from the domain database to the enterprise database is carried out
by a replication job that runs through the domain manager's engine process.

When replication begins, the engine determines which information needs to be pushed from
the domain to the enterprise and also which information needs to be pulled from the
enterprise down to the domain.

Typically, host-specific information, such as inventory attributes, is replicated upward while
configuration information, such as asset groups, is replicated downward.

With each domain manager, a default engine is installed, called the System Engine. When
the domain manager is linked to an enterprise manager, that engine is configured to
perform the domain-to-enterprise replication tasks.
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Database Objects Replicated

The following table from the CA ITCM documentation lists the database objects that are
replicated from enterprise to domain (down) and from domain to enterprise (up).

é Replication Direction

Discovered Computers up
Discovered Users up
Discovered Computer Users (relations up

between Computer and Users)

External Assets Definitions down
External Assets up
Computers General Inventory up
External Assets inventory up
Query Definitions down
Group Definitions down
Group Membership down
Custom Made Software Definitions down
Custom Defined Manufacturer down
Computers Software Inventory (found up

based upon signature scan)

Asset Management Jobs down
Asset Management Job Status up
Asset Management Modules down
Asset Management Modules Status up
Asset Management Configuration File down
Definitions

Asset Management Configuration Files up

Note: These files are only replicated to
the enterprise manager if the request to
collect this information has been defined
on the enterprise manager. If the request
has been defined on the domain manager,
the data is not replicated upwards.

Asset Management Template Definitions down

Asset Management Policy Definitions down
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Replication Functionality

The replication process can be configured during the installation procedure or after domain
and/or enterprise level installations have been completed. If you have already installed an
enterprise server, then during the installation of a domain you will be asked if you want to
link the domain to the enterprise. That is all that is required.

Quite often, however, domains are created and an enterprise level is created after the fact.
Even if it is planned, best practice dictates that you install at least the first domain and
configure it before you link it to an enterprise. The descriptions below demonstrate how
that process is completed.

To perform the linkage, go to the DSM Explorer on the enterprise server. As pictured below,
go to Control Panel/Domains/All Domains and from the right side click New Domain.
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The wizard will open. Type in the name or IP address of the domain you are trying to link
and click next.

New Domain Wizard |
Welcome to the Mew Domain Wizard|

Thiz wizard will guide you through the steps required to join an
exizting Domain to the Enterprize.

Specity the name or addrezz of a Domain Manager:

domaina

< Back I Hest » I Cancel Help

You should receive the next screen saying the operation was successful. If you do not, the

first thing to check is if your DNS is set up properly and/or you are unable to reach the
domain server through IP.

Mew Domain Wizard x|

Finizh
Pleaze confirm the Domain you want bo join.

Connection to the specified Manager waz successiull

Yerity that the Domain specified below i the one pou want ta join ta this Enterprize.

Dramain: domaina

Cancel Help |
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Click Finish and the process is started.

Mew Domain Wizard x|

Finigh
Pleasze confirm the Domain you want o join.

Connection to the specified b anager waz successfull

Yerify that the Domain zpecified below iz the one yow want to join ta this Enterprize.

Dromair; domaina

< Back Cancel Help

To confirm the linkage has been successful, you can go to the DSM Explorer and access the
CA DSM domain you just linked. Then go to Control Panel\Engines\Engine Tasks and verify
that a Replication Task has been created and assigned to the system engine. Having the
Replication Task show up in the Domain console may take a couple of minutes depending
on your situation.

To confirm the linkage has been successful you can go to the DSM Explorer, and then go to
Control Panel\Engines\Engine Tasks and verify that a Replication Task has been created and
assigned to the system engine. Having the Replication Task show up in the Domain console
may take a couple of minutes depending on your situation
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Please note that the actual replication is not instantaneous. The two MDBs are exchanging
information using the CA ITCM Engines over whatever network setup you have in place, so
this could take several hours to complete. However you should begin to see computers with
inventory information showing up in the DSM Explorer enterprise console within a short
time.

Once the replication is complete, presuming you have the necessary rights to the data, you
can access your entire enterprise through the DSM Explorer enterprise console.
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From this screen on the enterprise server (see the lower right hand corner) you can open
the highlighted asset information directly from the domain server database. This is helpful if
you are searching for information about an asset that may not have replicated. The DSM
Explorer domain console will open automatically and display the information about that
asset.

Unlink a Domain

Occasionally a replicated MDB may become corrupt, or for administrative reasons you may
want to unlink a domain. One methodology for re-establishing clean data is to unlink the
domain and then re-link after the unlinking is complete. Unlinking will remove all of the
data from both the enterprise MDB and the domain MDB—so just as with replication,
remember that unlinking is not instantaneous. Depending on the amount of data this may
take several hours to complete.

When you want to unlink a domain you should shut down the replication engine on the
domain manager. The Replication Task is assigned automatically to the System Engine.
Therefore you need to shut down that engine. From the DSM Explorer domain console, go
to Control Panel\Engines\All Engines\System Engine and right-click and select Stop Engine
as shown below. Then go to the DSM Explorer enterprise console.
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From the DSM Explorer enterprise console, go to Control Panel\Domains\All
Domains\domainname. Right-click and select Remove from Enterprise.
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This completes the unlink process.
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Summary

Replication from domain(s) to an enterprise MDB is very straightforward and can be redone
at a later time if necessary. This functionality gives you a centralized administrative
console, although you can still do administrative tasks at the domain level.
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Chapter 12: CA Common
Services

Overview

The underlying infrastructure for many CA solutions is CA Common Services™ (CCS).
Composed of a comprehensive set of management, infrastructure, and visualization
services, CCS is the ‘foundation and glue’ that automatically integrates a rich array of CA
products into a collective enterprise solution.

As the core component of CA Unicenter Network and Systems Management, Common
Services provides a single point of integration between CA solutions and user-written
applications. Platform support, event management, communications, and visualization are
just a few of the many core services available in CCS. An impressive host of functions
continually improves the efficiency of your business while reducing resource utilization.

Understanding CCS

When installing from the CA IT Client Management (CA ITCM) media, CCS is installed as
one package. This eliminates the complexity of component selection. See the CCS
Installation section below for specific instructions.

The primary components in CCS are:
m  Enterprise Management

m  Enterprise Discovery

m  WorldView

m 2D Map

m  Report Explorer

Enterprise Management

Enterprise managers are a collection of management components that employ a single,
easy-to-use graphical user interface—the Event Console—to monitor and administer
different events, including SNMP traps, application events, and system events.

Included in the Enterprise Management functionality is the ability to take action on any
message delivered to the console. Through an easy-to-use interface, actions can be
developed to go all the way from simply informing a technician of a changed condition, to
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running complex internal and external utilities to automatically correct the changed
condition.

As an example, you may want to ensure that only the standard desktop programs are
allowed to run on all of the desktops in your environment. This may be for productivity
reasons and it may also be for software compliance reasons. In conjunction with the CA
ITCM Policy Violation capabilities, it is possible to send an event to the Unicenter Console
after the CA ITCM Asset Management plug-in has run and detected a violation. That
message can be used to send an alert in a wide variety of formats to inform someone of the
violation. In a more advanced implementation, that message can be used to automatically
trigger an un-installation job through the CA Unicenter Software Delivery component of CA
ITCM.

Enterprise Discovery

The comprehensive Enterprise Discovery (IP Discovery) feature is used to easily identify
your entire network. Depending on your requirements and the size of your enterprise, you
can adjust Enterprise Discovery to run on a single network segment or over the entire
enterprise. You can even schedule Enterprise Discovery to run at a certain time on a
specific day.

As Enterprise Discovery finds computers, servers, routers, and so forth, it creates objects
that represent these entities and stores the objects in the MDB. The Discovery Monitor
keeps you apprised of the Discovery process as it searches your networks.

The discovery of Storage Area Network (SAN) devices is seamless with the rest of the
managed devices.

WorldView

Whether your ‘world’ is several machines used for word processing in an office, or a global
network of PCs, servers, routers, and sophisticated applications and business processes,
you can explore it in the Real World Interface, WorldView. WorldView consists of two
components, the 2D Map and the Association Browser. These components offer a complete
and authentic view of your business.

2D Map

The 2D Map is a powerful user interface that acts as an infrastructure navigator and
controller, letting you view any part of your business at any time, with the click of a button.

The 2D Map provides a graphical representation of your IT infrastructure and customized
Business Process Views. It offers an overview of the structure of your network using icons
to depict your resources. It is all right there on the screen— networks, sub-networks and
segments, PCs, servers, routers—everything you need to see!
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Report Explorer

Now that you have all this information, how can you use it to your greatest advantage? The
Report Explorer lets you customize, view, and print reports so that the extensive amount of
information available to you is presented in the most meaningful format for your particular
requirements.

Additional Capabilities

Beyond the core components listed above, CCS contains a number of tools that allow for
advanced customization to fit your organization’s specific needs. They are:

m  ObjectView

m  Class Browser

m  Dynamic Business Process Views
m  Repository Import/Export

m SDK

ObjectView

The 2D Map provides a complete business overview of the entire organization. ObjectView
lets you take a deeper look at each of the objects displayed on the maps. Each resource has
Management Information Base (MIB) information—a collection of attributes of the device or
the application—such as performance, status, and so on.

Accessed directly from the 2D Map or Object Browser, ObjectView displays minute details of
the device or application, letting you know the exact status of that resource at any time of
day or night. As is the case with other components, this is done from a single console.

Class Browser

The Class Browser displays all the properties of each class in an easy-to-understand and
intuitive manner. The Class Wizard allows you to easily create or modify Class designations.
The Class Specification lets you view or modify classes.

Dynamic Business Process Views

This facility lets you collect WorldView objects based on a query or set of queries. Based on
your query, the system keeps the set of objects contained in the Dynamic Business Process
View up-to-date based on WorldView notifications. If something changes in an object, the
system checks whether the change fits the query. If so, it adds the object to the Dynamic
Business Process View. If the change no longer fits the query, it is removed from the
Dynamic Business Process View. Dynamic Business Process Views are similar to the
billboard, letting you scope the query to objects at a level of your choosing in the topology.
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To create Dynamic Business Process Views, first choose an object whose children you want
to limit your view to in the 2D Map. Then, in Design mode, use the Tool Palette, drag the
Dynamic BPV class (Classes, ManagedObject, BusinessView, DynamicBPV) to the 2D Map,
and rename it to define the query.

To set up a query for this newly created Dynamic Business Process View, right-click on it
and choose Viewers, Dynamic BPV Query View.

Repository Import/Export (TRIX)

TRIX, the repository import/export utility, is an invaluable tool for any size business. You
can use TRIX to populate repositories with objects from other repositories. This means that
you can populate a central corporate repository with objects from remote repositories. You
always have a complete, current corporate repository, which ensures that you have the
most reliable information about the status of your business.

Software Development Kit

The Software Development Kit (SDK) is not automatically installed as a component to CCS
in version r11.x. When desired, however, the SDK can be acquired and will co-exist in this
version of CA ITCM.

The SDK is a component that provides the APIs and utilities required to develop solutions
that integrate with your CA product. It offers the opportunity to integrate custom
applications with CA architecture, including WorldView, Agent Technology, and Enterprise
Management. The SDK provides an extensive set of APIs that let you manipulate classes
and objects in the MDB, create agents to instrument custom resources, and much more.

Tip: For more information about the Software Development Kit, see the CA SDK Developer
Guide. Each CA solution has the runtime modules it requires embedded in the product.

Any third-party product that is enhanced with the SDK can communicate and integrate with
any of the CA solutions containing the specific common services (such as Event
Management) for which integration has been performed.

Two typical scenarios in which a vendor or third party can use CCS are:

m Integrate an existing third-party product so that it can communicate with your CA
solution.

m  OEM—Develop a third-party product in which the partner provides added value by
embedding CA technology in the product. The embedded technology could be a
complete CA solution (such as CA Unicenter Network and Systems Management) or a
CCS runtime component (such as Event Management).
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CCS Installation

CCS uses the same MDB as other r.11x products, however there are specific considerations
as to where and how to install the components.

The first consideration is that the WorldView Manager must reside on the MDB server.

In a single domain architecture with the domain MDB on the same machine as the domain,
you will simply include all the CCS components on that server. There is no need to install it
separately, but you should use the Custom Install method and be sure that the box next to
CCS is checked for inclusion in the installation.

In a multiple domain architecture with an enterprise server at the top tier, it is best practice
to install only one instance of CCS at the enterprise level.

When installing with a remote MDB you must include the WorldView (WV) manager
component on the MDB database server. Even though you will be running the CCS
application components from the application server, the WV component needs the WV
Manager to be installed on the MDB server for communication purposes. There are two
ways to accomplish this:

m If available in your environment, you may use CA Unicenter Network and Systems
Management media to select and install only the WV Manager. This is the preferred
method. By using this method, only that one component will be installed. You would
accomplish this by first installing the MDB using the CA ITCM media. After that
installation has completed, insert the CA Unicenter Network and Systems Management
media and install only the WV component on the MDB server. Next, on the application
server and using the CA ITCM media, select the Install CA Unicenter Desktop & Server
Management (CA DSM) choice from the installation menu and make certain that the list
of components to install includes CCS. During the installation, point to the remote MDB.
This will install full CCS including Enterprise Management, WorldView, and Continuous
Discovery on the application server.

m If you do not have access to CA Unicenter Network and Systems Management media
you can use the CA ITCM media. You will have to install full CCS on the MDB database
server. Very likely, however, you will not want to run most of those components on
that server. Therefore, immediately after the installation of full CCS and before the
services are started on the MDB server, you will want to disable certain services
including:

> CA — Continuous Discovery Agent

> CA — Continuous Discovery Manager
> CADIA 1.2 DNA

> CA DIA 1.2 Knowledge Base

> CA-Unicenter

> CA-Unicenter (NR Server)
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> CA-Unicenter (Remote)

> CA-Unicenter (Transport)

Using CCS Calendars with CA Unicenter Software Delivery

You can use CCS calendars in three ways when working with CA Unicenter Software
Delivery.

DELIVERY CALENDAR

The Delivery Calendar is only applicable to DTS (Data Transport Service). It is the calendar
you can define within WAC and also on the CA Unicenter Software Delivery job options tab.
Calendars define only intervals and not points in time. The intervals defined within a
calendar specify when it is acceptable to carry out an operation. So the delivery time you
specify and the CCS calendar you define for a job work together. When the delivery time
comes, CA Unicenter Software Delivery checks the calendar to see if it is OK to deliver the
package. If not, it keeps checking at regular intervals until it is OK.

The use of this calendar needs to be fully understood because it is only used to control
WHEN the DTS transfer of a package is ALLOWED to occur. There are three types of
transfers:

m DTS transfer of the package from Manager to Scalability Server (Download method =
NOS or NOS-less internal)

m DTS transfer of the package from Manager to Agent (DM = DTS)

m DTS transfer of the package from Scalability Server to Agent (DM = DTS)

When using this method in the first instance (Manger to Scalability Server) the Calendar will
apply. If, however, the package is already staged on the scalability server and DTS is not
selected, then this Calendar will not apply to any further transfers.

JOB EXECUTION CALENDAR

This calendar is the one that you attach to a computer or group within the DSM Explorer.
This is applicable to all download methods and is defined for a computer, not a job. The
scalability server uses this to determine when it's OK to activate the job after the activation
time has expired. This requires a CCS EM agent/client to be installed on the scalability
server since it's the scalability server that checks the calendar. This is not applicable when
using DTS.

WorldView DTS Objects

You can associate a calendar with a DT computer or DT link within the Unicenter 2D Map.
This is then applied to any DTS transfers and DTS will suspend transfers until an associated
calendar says it's OK to begin the transfer.
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Chapter 13: Discovery and
Deployment

The Challenge of Bringing Servers, Desktops, and Laptop
Computers under Management

There are various challenges in the management of computer devices, which is made
increasingly more challenging by the proliferation of departmental and ‘personal’ firewalls.
While these firewalls are sometimes deployed for very good reasons, they significantly
hamper the ability to automatically classify and deploy the correct CA Unicenter Desktop &
Server Management (CA DSM) Agent to that platform.

Regardless of the challenges, however, network discovery and classification are essential
elements to properly managing your environment.

A clear example of this, which also has clear implications regarding security and
compliance, is the discovery of unknown computers connected to your network. Given how
easily these devices can be introduced to the network without any prior review or approval,
the need for automated discovery becomes especially apparent.

Consequently tools must be used to monitor the network efficiently and bring these newly
detected computers under management, and raise an alert when circumstances are
detected that indicate this cannot be automatically completed. This reduces the risk of a
non-standard machine disrupting the production environment and potentially disrupting
business activities.

Infrastructure Discovery

Continuous Discovery uses manager/agent architecture to disperse collectors that can be
deployed across the enterprise to reduce network traffic passing over Wide Area Networks
(WANSs). The discovery agents can be deployed to remote locations perhaps where
scalability servers are located in order to improve the automatic detection rate for new
undiscovered computers.
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Classifier

Router

MONITORS

The install of a CA DSM domain manager with CA Common Services (CCS) will
automatically install a Discovery Manager and Discovery Agent.

If you do not plan to use the CA DSM Auto Deployment capabilities then it is recommended
that you do not run the CCS Discovery Services (CA-Continuous Discovery Agent and CA-
Continuous Discovery Manager). To prevent these services from automatically starting they

should be set to Manual or Disabled.

CA - Continuous Discovery Agent  _Mame_/ | Description | Status | StartupType | LogOnas |
MET Runtime Optimization Service v2.0... Microsoft \NET Framewark MGEM IManual Local System
Start the service 8 Alerter Notifies selected users and computers of administr. .. Disabled Local Service
%Apphcation Expetience Lookup Service Process application compatibility lookup requests fo...  Started Automatic Local System
Description: %Apphcatlon Layer Gateway Service Pravides support For application level protocal plug... IManual Local Service
Manitars network subnets and DHCP %Apph[atiun Management Processes installation, removal, and enumeration r... Manual Local System
ﬁeag\?orfkf&;?;?w 2dded devices and 4 A5P.NET State Service Provides support for out-of-process session states.., Manual Netwark ...
%Autumatlc Updates Enables the download and installation of Windows ..,  Started Aubomatic Local System
%Baclﬂ;rnund Inteligent Transfer Service Transfers files in the backaround using idle networ...  Started Automatic Local System
. Conktinw nt ubnets and Di Mariual i

3 CA - Continuous Discovery Manager

Discovery Strategy

CA - Continuous Discovery Manager

Manual

Local System

The Continuous Discovery component employs a multi-tiered discovery architecture that
can monitor an environment and automatically discover and classify new computers. The

discovery of new computer entities uses three types of discovery mechanism:

m  Network traffic analysis utilizes a passive discovery mechanism that listens for

network-attached devices.
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m  Network probing technology is an active method that utilizes ping, Telnet, HTTP
along with SNMP, Port Scan, and ARP (Address Resolution Protocol) cache discovery to
identify devices.

m  DHCP listening technology listens for DHCP (Dynamic Host Configuration Protocol)
requests.

Once a device is located, the discovery infrastructure will consult information contained
within its configuration rules and attempt further classification utilizing various techniques
including SNMP, port scanning, and MAC address matching.

An example of a classification rule would be: Connect to port 80 (HTTP) and look for the
string ‘11S.’ If this is found, the device would then be recognized as a Windows device, due
to the high probability that what has been detected on port 80 is an Internet Information
Server (11S) and is only available on Windows. The configuration rules supplied are
prioritized, and classification automatically processes the list of rules to arrive at the best
classification possible.

The methods and classification rules are supplied in an XML file that can be modified to
incorporate new rules or the customization of the supplied rules to tailor them to your
specific environment’s needs.

A hierarchy of classes is used when classifying devices. This approach is used to address
the common problem when a device is initially discovered and there is insufficient
information available to ascertain the actual operating system version and other attributes.

Using a hierarchy of classes significantly improves the thoroughness of the classification. In
the event that the device has no network profile and only the MAC address is available for
classification, using this approach will still enable some measure of accurate classification as
the system can identify the type of device based on MAC address. It can review the MAC
values against industry-reserved MAC ranges, such as those for Dell_device, for example.

Parent Child Class

Class

Windows WindowsNT, Windows9x, WindowsNT_Server, Windows2000,
Windows2000_Server, WindowsXP, Windows_NetServerPocketPC

UNIX AlX,Solaris, DG_UXLinux, HPUnix, NCRUnix, UnixWare, SCOUnix, Silicon,
SiemenUX, FUJIUxp, Sequent_Server, OpenVMSICLUnNix

Linux RedHatLinux, SUSELinux, TurboLinux

Discovered devices, once classified, are added to the Management Database (MDB) through
the Common Object Repository APl (CORA). CORA, in turn, enables information made
available from different CA products to be combined and reconciled to provide a single,
well-defined object within the MDB that is referenced and populated by the discovering and
consuming applications.
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Discovery Configuration

Configuration of the discovery components is accomplished by updating the properties of
the manager and agent objects within the CA Common Services WorldView 2D Map. This
can be achieved by launching the 2D Map and navigating to the TCP/IP network object and
drilling down through the subnet layer to the subnet segment containing the CA DSM
domain manager. Drilling down from the domain manager you will find a Unispace object,
and below the Unispace object will be two icons that represent the discovery manager and

agent.

2, DSMDEMO.home.ca.com-Unispace
— g Full View

=10l x|

=

KT

TOS-DSMDEMO home.ca.com

el

= Manager object

100028

& - Agent object

100029

NOS-DEMDEMO home ca.com

el

|

Select one of objects and right-click. Then select Open Details and a series of tabs will
appear. These tabs are used to configure the relevant components. The example shown is
of the Discovery Agent Runtime tab, which is used to define the subnets to be managed.
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By default, the discovery agent will only look for computers on its own subnet. An alternate

approach to the one above for adding subnets to be managed is to use the Classic
Discovery Advanced subnet management as show in the screen shot below.

-Unicenter - Discovery Subnet Management - {DSMDEMO)

0 Subnet Mot To Run Digcoveny:

Mame | Gatewsay 1 | Gate.. | Subn..|
Adds |
<< Bemaove |
0K Cancel

X
3 Subnete To Bun Discoverny:
MHame | Gateway 1 | Gate... | Subn.. |
10.0.0.0 100.0.2 2552552
1521.1.0 192111 2552552
96.0.0.0 ge132 114197 285.0.0.0
Help

Classic Discovery is discussed in more detail later in this chapter.

A method of adding subnets to be managed is to use the discovery command line to
discover a single system on each subnet that you wish to add. For example:

“dscvrbe -R DOMAIN MANAGER NAME -7 IPADDRESS to Discover -5 Yes -v 9”

G
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Further information on Continuous Discovery can be found in Chapter 3 of the CA Unicenter
Network and Systems Management r11.x Administrator Guide.

Note: The CA Unicenter Network and Systems Management r11.x Administrator Guide uses
the MCC user interface when discussing configuration of the Continuous Discovery
components. The MCC component is not installed by CA DSM, but all configuration steps
can be done from the WorldView 2D Map.

Examples of Discovery Configurations

Different networks require different discovery mechanisms. There are many factors that can
contribute to a network environment.

Examples of such factors contributing to the necessity of different configurations are shown
in the following table:

Limitations Solution

Network

Considerations

DHCP servers 1 Location Configure routers to forward DHCP
request to discovery agent
1 Configuration (different

configuration options)

Switched o
networks

Switch locations Connect agent to mirrored/spanned
switch port
1 Accessibility of network

traffic

Firewalls

Blocked out protocols
(ICMP, SNMP, UDP)

Fixed ports with special
permissions

Install discovery agent outside of
firewall and configure a single port
between the agent and manager
through the firewall utilizing the
CAM protocol

SNMP installations

Is it company policy to
enable/disable SNMP for
their computers

Is SNMP traffic blocked

An extensible method of
classification is carried out by the
discovery agent allowing
classification without the need for
SNMP

Router
configurations

Blocked traffic

Agents can be dispersed around the
network to manage remote network
segments

Different environments will have different configuration requirements. Accordingly, there is
no single configuration approach that will work for every environment. By using the
facilities inherent to Continuous Discovery, these components can be configured to address
the particular requirements of even the most complicated environments.

The default settings included with the product were developed based on the experiences
gained from supporting key client deployments for several years, and they represent the
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combination of settings most commonly required. As shipped, these settings assume that
they will be deployed in an environment like the following:

Switched networks with DHCP support with SNMP and Internet Control Message Protocol

(ICMP) traffic enabled.
The manager has DHCP monitoring enabled.

The agent has the CTA (Common Traffic Analyzer) component enabled and will monitor
the local network traffic by default.

The agent is configured to monitor the local subnet (the default). To expand the
subnets that are monitored, you need to update the SubnetsToBeManaged property of
the agent object with the subnets that are required for discovery. The discovery
manager has an option called Workload Balancer (WLB), which by default is enabled.
This functionality will ensure that when a device is discovered on a new subnet,
Continuous Discovery will automatically manage the entire subnet. If this feature is not
required, the Workload Balancer option should be disabled.

The default configuration has the following limitations:

Only the local subnet and devices under DHCP control will have full MAC address
discovery. If there are machines on the network that are not under DHCP control (for
example, lab machines with fixed IP addresses), MAC address discovery will depend on
SNMP (which might not be enabled on every machine). Another issue would be that the
MAC address classification rules would not work. This could possibly result in a device
not being classified at all. Please see documentation about the Discovery Classification
Engine.

In a large environment, the number of devices could exceed the maximum supported
devices per agent. For better performance, the discovery load should be distributed
over several agents.

There are possible limitations that could limit the devices Continuous Discovery can find.
The following is a list of these conditions and how to address them through the Continuous
Discovery configuration:

Firewalls

In an environment where traffic is blocked by a firewall, Continuous Discovery can still
be used to monitor devices behind firewalls by placing an agent behind a firewall, with
the CAM port enabled. (See a more detailed description of how to do this earlier in this
section.)

Fixed IP addresses

In those environments where servers have been assigned fixed IP addresses and SNMP
is not consistently deployed, there are three additional configuration options that can
be used to achieve more comprehensive discovery results than would otherwise be
possible in those environments:
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> ARP cache monitoring of routers

The Continuous Discovery Agent can be configured to monitor the ARP cache of
a router through SNMP (this is automatically enabled for the local gateway).

> CTA enabled

Run the agent of a router’s network tab with CTA enabled and fully configured
for all subnets. The advantage of this option is that only one agent needs to be
deployed to cover all of the subnets that are covered by the router to get
greater coverage.

> Agent per subnet

Deploy an agent into every subnet. This would require having access to at least
one machine per subnet.

Installing Discovery Agents

In a perfect world you would have a discovery agent installed in each subnet in order to
maximize the chances of quickly detecting new computers and also rogue network devices
such as unauthorized Wireless Access Points. But in reality, this architecture for desktop
management is impractical for most organizations.

To maximize the success rate of new computer discovery you need to have a good
understanding of your company’s network infrastructure. Discovery agents can be placed at
strategic locations in the network where network traffic from the computer is most likely to
be seen. Some examples are:

m  Web proxy server
m  Web server farm
m  Email server farm

m Backbone switches or routers

For the CTA component of the discovery agent to function, it needs to see the network
traffic of the devices. Today most networks are switched, meaning that the computer
running the discovery agent would only see network traffic intended for itself. To overcome
this problem, the network devices need to be configured to forward a copy of all traffic to
the network port where the computer running the discovery agent is attached.
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At the same time, specific network infrastructure components could be set to forward a
copy of DHCP requests to the CA DSM domain manager, which is running the CCS
Discovery Manager. This again increases the success rate of discovering new computers as
they connect to the network.

Currently it is not possible to install just the discovery agent using the CA DSM installation
media. If your architecture requires distributed discovery agents then you need to install
these from the CA Unicenter Network and Systems Management (CA Unicenter NSM)
media.
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When deploying a remote discovery agent you must manually assign the agent to a
discovery manager by editing the following registry key on the agent machine and
restarting the agent:
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HKEY_LOCAL_MACHINE\SOFTWARE\ComputerAssociates\Discovery\Shared
Components\AgentEngine\AgentManager with the name of the domain manager machine.

The Discovery Agent Service must be restarted for the change to take effect.

Restricting the Type of Devices to be Discovered

The Continuous Discovery components are capable of discovering all types of devices, but
in some cases you may want to restrict the discovery specific types. For example, perhaps
you need to focus your implementation on managing just workstations, laptops, and
servers and you are not be interested in printers or network infrastructure devices.

The discovery components include the flexibility to let you configure the operation to
discard certain classes of objects and will only add the classes specified into the MDB.

Follow these steps to set up filters to exclude all classes from discovery other than
workstation computers:

1. Choose Start, All Programs, Computer Associates, CA Common Services, WorldView.
Then select the Object Browser. When the Object Starts, confirm the Repository name
and enter.

2. In the left pane, expand TNGRoot, Reference, CaMtxReference, and click
CaMtxClassFilterEntry.

The CaMtxClassFilterEntry object opens in the right pane. This object contains a list of
all the names of classes that are handled by the Discovery Engine.

3. To exclude a class or subclass, find the entry that corresponds to the class, highlight
the entry, choose Object Delete from the main menu, and click OK on the confirmation
window that appears.

The class or subclass is deleted from the filter. Only objects in the classes and
subclasses that appear in the filter are used during classification by discovery agents.
Instances of classes that are excluded show up as unclassified TCP/IP devices.
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4. Run the updateclassrules utility.

Note: Be sure that the classdefinition.xml and classifyrule.xml files are writable before
you run updateclassrules. The classdefinition.xml and classifyrule.xml files in the
Discovery\Config folder are updated.

5. (Optional) If the discovery agent is not local, copy the classdefinition.xml and
classifyrule.xml files to the corresponding folder on the discovery agent computer.

6. Restart the Discovery Manager and Discovery Agent.

Modify or Write Classification Rules

After discovery locates devices on your network, the classification engine then classifies
these devices according to how you have configured the classification engine. The
classification engine configuration files let you customize the discovery rules to your
environment.

Classification means that a class and subclass are defined for each discovered object as it is
added to the MDB. These classes are then referenced by the CA DSM domain manager
when evaluating if it should try to automatically install an agent on the newly discovered
computer.

You can modify the classification rules in the classify rule.xml file provided with CA Common
Services in order to improve the classification success rate for servers, workstations, and
laptops.

While you can write additional discovery classification rules to personalize the classification
process, this is not recommended, as the CA DSM Auto Deployment functionality will only
recognize the standard classes, such as Windows XP.

Discovery Classification Rules

To write discovery classification rules, follow these steps:

1. Modify existing rules or add new rules to the classifyrule.xml and methods.xml files.
From a default installation this file can be found in the directory :\Program
Files\CA\SC\CCS\Discovery\Config.

2. For Continuous Discovery, move classifyrule.xml and methods.xml to the ‘“\config’
folder on each discovery agent for which the rules apply. Then restart the agent.

3. For Classic Discovery, run ruletodbconverter.exe on the classifyrul.xml file in the
discovery_install\config directory on the computer where the MDB resides. Then run
Discovery.

Note: Each discovery agent can have a different set of rule files, but we advise against this.

For detailed steps on how to modify or write classification rules and for examples, see the
How You Modify or Write Classification Rules chapter in the CA Unicenter NSM Administrator
Guide.
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Rediscovering Computers

The Continuous Discovery processes, and also when running, the Classic Discovery process,
are looking for changes and updating/adding computers as needed. Sometimes, particularly
in the test environment, it is necessary to take a previously discovered computer and
discover it again. In order to do this we need to make it ‘undiscovered’ by removing it from
the MDB. The Continuous Discovery processes use a caching system in order to improve
efficiency across the network and when accessing the MDB. The steps needed to make a
previously discovered computer undiscovered are as follows:

1. Stop the Continuous Discover Manager Service

2. Stop the Continuous Discover Agent Service

3. From the DSM Explorer, delete the computer from the All Computers list
4. From the 2D Map, delete the computer including any child objects

5. Start the Continuous Discover Manager Service

6. Start the Continuous Discover Agent Service

It takes a few minutes for the Discovery process to rebuild the cache and settle down, so
we recommend waiting a few minutes before turning on the computer to be discovered.

Automating Discovery Events

When a previously undiscovered computer is detected on the network, there are a number
of different views as to what should happen. Later in the chapter we will discuss the CA
DSM view, which is to automatically attempt to bring the computer under management by
installing the DSM Agent. If that action fails, open an incident with the service desk to have
the computer located and removed from the network or brought under management by a
manual agent installation.

A second view is that when a previously undiscovered computer is detected on the network,
a change order should be opened requesting the computer be brought under management
and the change request workflow should automatically install the DSM Agent.

To automate tasks, such as interaction with the service desk when new objects are
discovered, we recommend the use of the CA Unicenter Event Management components,
which can be used to automate the handling of discovery events sent by the discovery
manager to CA Unicenter Event Management. The use of Event Management Message
Record Actions (MRA) can then run any required actions.

Messages are sent to the Event Manager by the discovery components for the following
events:

m  Address Change—A discovered device changes its IP address
m  Discovery Event—All discovery events enabled or disabled

m Handshake Event—Communication events between the manager and agent
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m New Device Events—New device discovered event

m New Subnet Events—New subnet discovered event

We recommend only enabling the New_Device_Events in order to reduce the number of
events that need processing by the system.
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About Classic Discovery

Classic Discovery is the discovery process that you can set up and run on demand to find
and classify devices and then automatically register their existence in the MDB. Classic
Discovery lets you decide which subnets you want to discover and when. You can start a
Classic Discovery from the Discovery GUI or the command line (dscvrbe).

Note: Classic Discovery is typically needed only in those cases where you did not install the
Discovery Agent and the Discovery Manager that continuously discover your network. If you
are using the Continuous Discovery method, you do not need to run a Classic Discovery.

The IP Discovery process consists of the following main functions:

m Ping—IP Discovery identifies whether a network device exists and is able to
communicate. The ICMP uses the ping utility to send requests to the designated
computer at periodic intervals and waits for a response.

m  Simple Network Management Protocol (SNMP)—After receiving a response and
confirmation that a network device is valid, IP Discovery issues an SNMP request to the
network device. This request asks for specific Management Information Base (MIB)
information, which is used to classify and gather information about the network device.
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Object descriptions and relationships based on the information in the device’'s SNMP
Management Information Base (MIB) are then used by IP Discovery to create a managed
object for this network device in the MDB. SNMP MIB agents typically are resident in
network device firmware and are provided by each device’s vendor.

Discovery also determines if a device provides Web-Based Enterprise Management (WBEM)
data, and if so, creates a WBEM object in the device’s Unispace.

Best Practices for Classic Discovery

We recommend that you run a combination of Classic and Continuous Discovery when you
want to discover subnets. However, Classic and Continuous Discovery work differently
depending on what options you select for both methods. Being aware of the different
capabilities and mechanisms can help you make an informed decision about how to best
utilize these components.

Combine Running Classic and Continuous Discovery

Classic Discovery and Continuous Discovery have access to different levels of the object
(device) being discovered and may assign different names to the discovered device,
accordingly:

m  Classic Discovery supports naming a device using its sysname (the MIB-I11 value for a
device that supports SNMP), which is the default if no domain name server (DNS) name
is available.

m  Sysnames, conversely, are not supported by Continuous Discovery. Continuous
Discovery names devices based on their DNS names (except for routers that do not
have valid DNS names for their IP interface cards).

m  To avoid the problem where the same device is discovered and registered using
different names (when using a combination of Classic Discovery and Continuous
Discovery), set the command dscvrbe -j option to IP to use the IP address if the DNS
name cannot be found. Using IP addresses to name discovered devices ensures that
objects are named using the same method and that no duplicates result. Set this option
only if DNS is not enabled in your environment.

Note: When you run a full subnet discovery using Classic Discovery, stop the Continuous
Discovery services.

m  Continuous Discovery discovers only subnets on which a managed agent is known to
exist based on that agent being registered in the MDB. To use Continuous Discovery to
monitor subnets where managed agents are not installed, run the Classic Discovery
dscvrbe command to discover a router and all of the subnets it supports, or
alternatively write a script using the dscvrbe -7 option to discover all of the gateways
on the desired subnets.

Timeout Values

The values you specify for SNMP timeout and ping timeout greatly affect how successful
and how long discovery takes to run. If you set higher timeout values, discovery takes
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longer to run but has sufficient time to communicate with the devices and obtain the
needed information. If you use lower timeout values, discovery runs faster, but devices
may not be classified correctly, or even discovered at all. The length of the timeout is set

by:

Using the command line by specifying the -W parameter on the dscvrbe command.

Using the Management Command Center Discovery or Advanced Discovery Wizard
Timeouts page.

Using the Discovery Classic GUI Timeouts box on the Discovery page of the Discovery
Setup dialog.

Subnet Filtering

Using a subnet filter on large networks with multiple large subnets is advantageous because
you can limit your search to certain subnets within the network, which can mean a shorter
discovery process.

Use a subnet filter to do the following tasks:

Limit the scope of discovery by confining it to a certain range of subnets and devices.
For example, if you use the subnet filter 172.24.*.*, only the subnets from 172.24.1.0
to 172.224.255.0 are searched.

If there is a subnet called 172.119.1.0, that subnet is not searched because it does not
fall in the range specified by the subnet filter.

Enter a range of as many as ten filters. The filter statement uses a comma-separated
format of al.bl.cl.d1l,a2.b2.c2.d2,...a10.b10.c10.d10.

Only those subnets passing through filterl (al.bl.c1.dl1) or filter2 (a2.b2.c2.d2) or
filtern (up to 10) will be searched and created as TNG/IP_Subnet.

Use the default subnet filter of *.*.*.*, which does not limit the scope of the discovery
process.

After the selected subnets are searched by discovery, they are placed on a list in the
right pane of the Discovery Subnet Management dialog.

Discovery Methods

You can use any of the following Classic Discovery methods to discover your network:

ARP Cache

The ARP cache method starts at the gateway address (the address of the nearest
router to the computer running discovery) for the current subnet and uses the ARP
cache of that device to determine information about the devices. The ARP cache
contains the IP-to-MAC (physical network) address mappings.

Discovery retrieves the gateway address from the computer on which it is running and
gets the IP list from the ARP cache on that router. It then discovers the subnets
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nearest that router and for each subnet it discovers, queries its gateway, doing the
same thing over and over again.

For each device found in the ARP cache, an SNMP request is initiated. If the device does
not respond, it is assumed to be a non-SNMP device, just the IP address is retrieved,
and the object is created as an Unclassified_TCP object.

m  Ping Sweep

A Ping Sweep pings all of the devices on the network based on the subnet mask, finds
IP devices, and then retrieves SNMP information. If no SNMP information is retrieved,
just the IP address is retrieved, and the object is created as an Unclassified_TCP
device. This is the slowest but most thorough method.

m Fast ARP

Similar to ARP cache, Fast ARP saves time by checking only the ARP cache of routers.
Fast ARP is the best method for updating the MDB when you do not want to use the
more intensive searches provided by Ping Sweep and ARP cache. This is the fastest way
to discover your network.

m DNS Search

The DNS Search limits the discovery of devices to those that are defined in the DNS.
The IP address of each of these devices is combined with the defined subnet mask to
determine whether or not to discover the device (In contrast, the Ping Sweep option
tries to discover all active devices numerically, without regard to their definition in the
DNS).

Each discovery method has advantages and disadvantages. The Ping Sweep method
provides more comprehensive quantitative information—in the form of the number of
devices—because each and every potential IP address on the network is pinged. Even
devices not recognized by the router, which may not be discovered through the ARP cache
method, can be discovered using Ping Sweep.

On the other hand, ARP cache provides the MAC and IP address information on all the
devices that are found in the ARP cache of the router. Ping Sweep, however, generates
additional network traffic and is thus more time consuming than ARP cache and Fast ARP.
Sometimes, to discover every device in the network, a combination of Ping Sweep and ARP
cache is required.

Number of Discovery Processes to Run Discovery

In the Discovery Setup\Service page you can specify the number of Instances (processes)
discovery can use when doing a discovery. You can alter this number to be higher or lower
with the following effects:

m  Having a low number of processes (1 or 2), the discovery process will consume less
memory, take more time for discovery, and less network bandwidth will be used.

m  Having a high number of processes, the discovery process will consume more memory,
the time taken for discovery will be shorter, and more network bandwidth will be used.
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Note: The number of threads in the Discovery Setup\Discovery page also plays a part in
how long discovery takes and network bandwidth used.

Preparation for Discovery

Before running discovery, use this checklist to ensure these prerequisites have been met:

m  The computer from which you are running discovery must be connected to the network
and have a valid IP and gateway address. You can ping the gateway address to ensure
TCP/IP connectivity.

m  You have the correct SNMP community names for all of your devices network
infrastructure devices. The community name is case-sensitive and the default
community name is 'public.’

m  The Host IP Address and the Gateway Address are displayed in the Discovery Setup
dialog on the Discovery tab.

m If you do not see these addresses, check your network setup in the Control Panel.

m  The subnet filter, subnet mask, and subnet count are set on the Discovery Setup
dialog.

m  You selected the Enable the Trace Console checkbox if you want to monitor the
progress of the discovery process.

Configuration of Classic Discovery

To run classic discovery (Discovery wizard)

1. On the Windows Start menu, select Programs\Computer Associates\CA Common
Services\Discovery.

2. Click Auto Discovery.

The Distributed Services window appears.

The Distributed Service container lists the database servers on which discovery may run,
the name of the MDB on each server machine, and the current status and startup method
for DISCOVERY. By default it should list two services—one for TCP and the other for XPX—
with both having the Repository Name of your domain manager.
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Distributed Services x|
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— Service's Host Selection Service Action
Delete Befresh | Start | Stap Setup... |
Cloge | Help |

The Service’s Host Selection buttons allow you to add database servers to the container list,
as well as update the status of the list displayed. The Service Action buttons allow you to
start and stop discovery and display the Discovery Setup dialog to set discovery service
parameters, as well as the Add Server Machine dialog to add new remote servers to the
existing list. Follow these steps:
1. Select CA-AutoDiscovery and click Setup.

The Unicenter NSM Discovery Greetings Window appears.
2. Click Next.

The Unicenter NSM window appears.

3. Select the correct MDB and click OK.

The Unicenter NSM Repository Selection page appears and the repository you selected
is displayed in the Repository Selection box.

4. Click Next.
The Unicenter NSM Discovery Scope page appears.
5. Choose one of the following and click Next:
> Discover the entire network.
> Discover a subset of the network.

6. If you selected Discover, a subset of the network, the Unicenter NSM Subnet
Management page appears.

Add the Subnet Starting IP address, Gateway IP Address, and Community Names for
the subnets you want to discover in the environment.

7. Once complete, click Next.
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10.

11.

12.

13.

14.

In the Unicenter NSM Discovery Methodology, select one of the following and click
Next:

> Faster Discovery.
> Detailed Discovery.

In the Unicenter NSM Discovery DHCP Configuration page, enable the DHCP setting for
discovery, if it is required, and specify the range in DHCP to run discovery on.

When these settings are configured as required, click Next.

In the Unicenter NSM Discovery Multiple Instances page, select Normal Discovery or
Attempt Faster Discovery from the Multiple Discovery Processes.

Note: Selecting Attempt Faster Discovery will increase the number of threads that will
be used to run discovery and will increase the memory consumed by the discovery
process.

Specify the SNMP/ICMP Timeout value.

When configured as required, click Finish.

The discovery wizard closes.

In the Distributed Services window select CA-AutoDiscovery and click Start.

The Unicenter Discovery Monitor comes up showing the status of the discovery, uptime
for the discovery and the number of objects that have been discovered, processed, and
added to the MDB.

When discovery is complete, the status of the Unicenter Discovery Services window
shows Stopped with a red icon and shows the number of objects in the Added column.
You can close these windows now and view these objects in WorldView.

Running Advanced Classic Discovery

To run advanced classic discovery (discovery wizard)

1.

2.

From the Windows Start menu, go to Programs\Computer Associates\CA Common
Services\Discovery\Auto Discovery.

The Distributed Services window appears.

The Distributed Service container lists the database servers on which discovery may
run, the name of the MDB on each server machine, and the current status and startup
method for discovery.

The Service’s Host Selection buttons let you add database servers to the container list,
as well as update the status of the list displayed. The Service Action buttons let you
start and stop discovery and display the Discovery Setup dialog to set discovery service
parameters, and add the Add Server Machine dialog to add new remote servers to the
existing list.

Select CA-AutoDiscovery and click Setup.
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The Unicenter NSM Discovery Greetings Window appears.
3. Click Advanced.
The Discovery Setup window appears.

Use this dialog to configure when and how the discovery service runs, and to access the
Discovery Subnet Management dialog to set which subnets are searched and the Enter
New Community Name dialog to add a community name to the MDB. Review the
history of the discovery processes that ran. The Discovery Setup dialog is divided into
seven tabbed pages: Discovery, Repository, Included Classes, Services, DHCP, SAN
Discovery, and Profiles.

4. In the Discovery page configure the options as required. The following fields are
available:

Current TCP/I1P Configuration box:

IP address of the machine from which discovery is started. This is
provided for information purposes only.

Host IP
Address

Gateway address of the machine that discovery is started from. This is

Gateway . . .
provided for information purposes only.

Address

New Subnet Criteria box:

Subnet Filter The Subnet Filter controls which subnets are searched, thus controlling
the devices stored in the MDB. It is advantageous to use Subnet Filter on
large networks with multiple large subnets because you can limit your
search to certain subnets within the network.

Subnet Mask The Subnet Mask is used when the MDB is empty in order to identify the
subnet mask of your machine. A subnet mask is a 32-bit value that is
used to extract the network ID and host ID from the IP address. This
value affects the organization of devices displayed in the 2D Map.

Opens the Discovery Subnet Management dialog which allows you to
select and deselect specific subnets to search, as well as add new
subnets to the discovery process that have not yet been searched.

Subnet
Management
button

When selected, specifies the number of undiscovered subnets to search
using the text box to the right of this option button. If Subnet Count is
set to 20, for example, discovery will run on the first 20 subnets it
encounters, regardless of the subnet mask and subnet filter settings.
This parameter can be set from O to 9999.

Subnet Count
option
button

Note: The Subnet Count does not include the subnets listed in the
Subnets to Run Discovery container of the Subnet Management dialog.
Discovery is run on the subnets listed in the Subnet Management dialog
in addition to those undiscovered subnets specified by the number in the
Subnet Count.

Causes discovery to search all subnets.

All option
button
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See the Discovery Methods section of this Green Book for details.

Threads: This field specifies how many parallel threads will generate SNMP queries on
the network for discovery. This field works with the Run Multiple Instances field in the
Service tab. See the Number of Discovery Processes to Run Discovery section of this
Green Book for details.

Discovery Level Options box:

Rediscover
Previous
Subnets
check box

Check
Additional
Ports

Discover
SNMP
Devices
Only check
box

Delete OIld
1P

Interfaces
check box

Discover
SYA\\
Devices
Only check
box

Moves subnets from the Subnets Not To Discover list to the
Subnets To Discover list of the Discovery Subnet Management
dialog so that discovery will be run on those subnets, as well as
new subnets (subnets on which discovery has not previously run).

Note: A subnet will not be moved from the Subnets Not To Run
Discovery list if it has been placed there manually.

When selected and the device is non-SNMP, causes discovery to
check the device's registry, FTP port, and Telnet port in order to
match the device with an existing class stored in the MDB. These
checks are run only if the SNMP check fails. When not selected,
these additional checks (registry, FTP port, Telnet port) are not
performed.

If all checks fail, the device is classified as an Unclassified TCP
object in the MDB.

When selected, discovery will create objects based on SNMP
devices using more comprehensive information on these devices.
Non-SNMP device information is limited to address only. When not
selected, discovery treats all devices alike. The default setting is
not selected.

Controls whether discovery creates new router and interface
objects in the MDB when the same router and its interface(s) are
discovered during a subsequent run of Discovery.

Initially, discovery creates router and interface objects when
routers and interface(s) are discovered in the network. When a
subsequent run of discovery finds the same router and its
interface(s), the default is not to create the objects again and
overwrite the existing router/interface objects in the MDB. When
selected, discovery will overwrite the existing router and interface
objects. Consequently, the new network topology can be displayed
in the map.

Controls whether the discovery that runs on the subnets you
specify in Subnet Management is limited to SAN objects. A typical
IP discovery executes, but only SAN devices are added to the
MDB.

When the device discovery is complete, SAN links are determined
and SAN Discovery will use the newly discovered SAN objects and
those already existing in the MDB to determine the SAN
configurations in the subnets.
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Retries box:

ICMP Query
Retry

SNMP
Query Retry

Timeouts box:

ICMP
Timeout

SNMP
Timeout

Use Domain
Name
Server
check box

Use IP
Address
Instead of
sysName
check box

Label

Interfaces
with DNS
Name check
box

Remove

Suffix check

box
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Determines the number of pings, up to 5, sent to each device
during discovery. This parameter is used for the Ping Sweep
method only. ICMP Maximum Retry is typically set to 1 for small
networks and 5 for very large networks. The higher setting for
larger, more active networks allows for high network activity. The
default setting is 2.

Determines the number of SNMP queries, up to 5, sent to each
device during discovery. This parameter is used for the Ping
Sweep method only. SNMP Maximum Retry is typically set to 1
for small networks and 5 for very large networks. The higher
setting for larger, more active networks allows for high network
activity. The default setting is 2.

This is the ICMP timeout value when pinging a device and waiting
for a response. The range of timeout values is 10 to 30000
milliseconds. The default timeout value is 2000 milliseconds.

This is the SNMP timeout value when pinging an SNMP device and
waiting for a response. The range of timeout values is 10 to
30000 milliseconds. The default timeout value is 2000
milliseconds.

Object Naming Options box:

Specifies whether a Domain Name Server (DNS) should be used.
Use this option to avoid redundant names, which are not allowed,
in the MDB. The default is selected.

Retrieves IP addresses and computer names (used for discovery)
from each DNS.

Changes interface (router) labels to DNS name. For example:
usgpko4F:999.999.999.99 is changed to jpnmachn:
999.999.999.99

where: usgpko4F is the router name associated with the IP
address 999.999.999.99 is the IP address of the machine
jpnmachn is the DNS name, which is determined by the IP
address

This option allows you to truncate the name of objects based
upon a list of suffixes. For example, if you want to remove the
domain name suffix ‘acme.com’ from your device names, select
Remove Suffix and then specify ‘acme.com’ in the entry field.

During discovery, when devices are identified as
devicel.acme.com, the name saved to the MDB is device.l

G




7.

After you have configured how you want the discovery process to run and what
subnets you want to discover, click the Repository tab.

The Repository tab lets you set MDB criteria, and the SNMP Community Name.
Add the SNMP community names used in your environment to this list by clicking New.
You can also choose an update frequency for the MDB.

> High option button: Allows updating of the MDB without any delay after
discovering devices. This option depends on the machine that is contains the
MDB.

> Medium option button: Allows throttle time for updating MDB to be set to two
seconds. This is helpful when multiple instances of discovery or multiple
applications are accessing the MDB concurrently. This option depends on the
machine that contains the MDB.

> Low option button: Allows throttle time for updating the MDB to be set to four
seconds or more. This can be done when multiple instances of discovery or
multiple applications are accessing the MDB concurrently. This option depends
on the machine that contains the MDB.

After the attributes in Repository tab are set, select the Included Classes tab.

In the Included Classes page, include or exclude classes you want to discover. For
example, unselect Workstation from the tree list if you do not want to discover
workstations.

After the classes have been included and excluded as required, go to the Service tab.
The Service page lets you specify a Startup Type and Execution Options.
Select from the following Startup Types:

> Automatic

The discovery service starts every time the system starts without using the
Distributed Services dialog Start button. You can also start and stop discovery
using the Start and Stop buttons on the Distributed Services dialog.

> Manual

Allows you to start and stop discovery using the Start and Stop buttons on the
Distributed Services dialog.

> Disable

When Disable is selected, discovery will not run.

10. The following Execution Options are available:

> Run Multiple Instances

m Discovery and Deployment 143



When checked, allows more than one discovery service to access the MDB. You
can then specify in the edit control text box the number of discoveries to run.
Nine is the limit. If this number is left blank, discovery runs as if this option
was not chosen.

> Show Trace Console check box

When selected, provides a DOS window that monitors discovery activity. The
information is different than that of the message log. It is useful as a
debugging tool.

> Message Log Level

When selected, sets the level of detail of error messages written to the log file.
The higher the number entered in the text box to the right of this option
button, the more detail. The log file can be found in the Install directory of
WorldView under the subdirectory Log.

11. When finished configuring the Service tab, click OK.
The configuration is saved for discovery and the Discovery Setup page closes.
12. In the Distributed Services window select CA-AutoDiscovery and click Start.

The Unicenter Discovery Monitor shows the status of the discovery, uptime for the
discovery, and the number of objects that have been discovered, processed, and added
to the MDB.

If the Show Trace Console option was selected in the Service tab, a DOS console
window appears when the discovery starts showing the trace of the discovery process.

When discovery is complete, the status of the Unicenter Discovery Services window
shows Stopped with a red icon and displays the number of objects in the Added
column. You can close these windows and view these objects in WorldView.

Running Classic Discovery from Command Line

You can run discovery from a command line using the command dscvrbe. The dscvrbe
command line utility supports the following flags (defaults are within square brackets):

Standard Flags:

Flag Description

-M [*.*.*<%] Subnet filter. This filters the subnets defined in the discovery
ipsubnet table.

-N subnet mask | Subnet mask.
[255.255.255.0]

-8 filename Discover subnets defined in a file. This is a text file defining
subnets, ranges, and exclusions. The subnet mask must be
defined for entries.
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Flag Description

-S all | number | [0] New subnet counter.

Sets how many new subnets to discover.

-S0 Will discover only the subnets defined in discovery ipsubnet.

-S all Will try to discover everything it can, including new subnets
added after discovery starts

-L[0]-9 Level of Logging. The higher the logging level number, the
more detail in the log file.

-V [Yes]|1-9 Log level of console messages.

Turns trace console on.

-5 Yes | [No] Rediscover subnets previously discovered according to
discovery ipsubnet table.

-U Yes | [No] Port scan for unclassified devices (Telnet, FTP, HTTP, SMTP).

-21 0 — 65 [64] Number of Threads for Discovery (higher thread level will
result in speedier discovery).

Object labeling convention flags:

Flag Description

-3 suffix Suffix to be removed from device name.

Example: -3 .ca.com means myserver.ca.com becomes
myserver.

-4 Yes | [No] Use DNS name for interface.

DNS names for router and multi-home interfaces are not
retrieved unless this option is on. If -4 Yes, name for
interface would be dnsname.ip and label would be
dnsname. If -4 No, Name and label for interface would
default to parentname.ip.

-F [Yes] | No Use DNS name or not.

DNS name is now default name for all regular objects. Only
the label will be affected by this switch. If —F No, the label
will be either the sysName or IP according to —J option.

-J [sysName] | IP If no DNS, use sysName or IP.

If no DNS, this option will determine the name of the
object. If —J sysName and no SNMP and no DNS, IP will be
used. If —F No, this option also determines the label.
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Router Flags:

Flag Description

6 [Yes] | No | NoObj Loopback for router or no objects.

Use Loopback address for router address. If -6 No, the IP
of the interface first accessed will be the router IP
address.

Example: challenger.ca.com
Loopback = 172.24.0.4
Interface = 172.24.4.1
Interface = 141.202.243.249

If dscvrbe is discovering the object by subnet
141.202.243.0, IP of router would be 141.202.243.249
without this option; with this option on, IP of router
becomes loopback address, 172.24.0.4.

-9 Yes | [No] Refresh routers and the interfaces.

This option affects the update and creation of the router
and its interfaces in the repository. If -9 Yes, the router
will be updated and the interfaces will be dropped and
recreated. If -9 No, the router will be updated, but the
interfaces will not; new interfaces will be added.

-12 [Yes] | No Perform crosschecks in Routing table. This option sets
whether the Interfaces should be retrieved for a router.

Behavioral flags:

Flag Description

-A Yes | [No] Repeatedly discover the subnets.
-B Yes | [No] Do not insert class B network.
-Q [Yes] | No Stop discovery when finished.
-O Yes | [No] Create SNMP device only.

-W millisecond | [800] SNMP query timeout value.

-G[1]1]1213141516]1718 Number of SNMP query retries.

-E millisecond | [400] ICMP Ping query timeout value.

-P1]12]1[311415 Number of ICMP pings per object.
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Description

-T second | [0] Database update throttle time.

DHCP environment flags:

Flag Description

-K Yes | [No] Delete old unclassified DHCP objects.

If an existing object is unclassified, the old object will be
deleted to make way for a classified object based on IP
address.

-X Yes | [No] Running in DHCP environment.

If this is set, Fillsql will check the tng_dhcp_scope table
to identify DHCP ranges.

-Z Yes | [No] Update old classified DHCP object. If set, Fillsgl will
update the class of an existing DHCP object.

Miscellaneous flags:

Flag Description

-1 string Unique string identifying current run. This is the
discovery id timestamp. It is used when starting the
fillsql process.

-13 Filename Preferred discovery log filename.
Use this option to change the name of the log file
(discover.log) to something unique.

-1 unique number Instance Number. This is the instance humber used to
control multiple instances of discovery.

-19 Profilename Discovery Profiles.
The Profile, created by tngsrvcs, is a configuration file for
running discovery. This option is used by wvschdsv.exe
for scheduled discovery.

-Y mm/dd/yyyy | Date to start (also needs -H).

[current day]

-H hh:mm | Time to start (also needs -Y).

[current time]

See the following examples of using the dscvrbe command:
m Discover a single node
dscvrbe —R mdb_hostname -7 hostname_to_be_discovered —v 9

m  Discover multiple subnets using a file
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dscvrbe —R mdb_hostname -8 discover.txt -v 9 -S ALL -D PINGSWEEP
Where the discover.txt should look similar to the following:
141.202.236.0,141.202.236.1,255.255.255.0
141.202.237.0,141.202.237.1,255.255.255.0
141.202.114.0,141.202.114.1,255.255.255.0

m  Discover without suffix

dscvrbe —R mdb_hostname -7 hostname_to_be_discovered -3 suffix_to_be_removed —
v 9

Infrastructure Deployment

Introduction

The Infrastructure Deployment functionality of the CA DSM domain manager facilitates the
initial deployment of CA DSM infrastructure components within a heterogeneous enterprise.
Infrastructure Deployment is also sometimes known as DMDeploy. The CA DSM
infrastructure components, such as agents and scalability servers, can be transferred and
installed on to a system that currently does not have the CA software installed. This
functionality is typically used for an initial roll out of the CA DSM infrastructure and
subsequent rollout of new agents and scalability servers.
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The DSM Explorer provides access to the deployment functionality allowing the DSM
Administrator to both manually perform and monitor a deployment, or configure
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deployment automation rules so that as Continuous Discovery detects new computers the
DSM Agent is automatically deployed to them.

B- E;:] Control Panel
E| .;Sj Deplayrment
.;i] Infrastructure Deployment Wizard
E%j Deployment Job Skakus
.;i] Configure Continuous Discovery Deplovment Policy

@j Continuous Discovery Policies

Both the creation of deployment jobs or deployment policies is done through a wizard. The
wizard takes the administrator step by step through the actions needed to perform either
process.

Deployment System Architecture
The Deployment system architecture consists of a number of components listed below:

Deployment Manager: (DMDeploy) The manager component of the deployment system
residing in the domain manager system.

Deployment Management - Bootstrap Program: (DMBoot) A simple bootstrap
installation program intended to install the DMPrimer on target systems.

Deployment Management - Primer: (DMPrimer) The client component of the
deployment system. This component is distributed to the machines targeted for DSM Agent
deployment. It is responsible for the transfer, install, logging, and reporting of agent
installations as directed by authorized Deployment Managers.

Deployment Management - Wizard: Client GUI application of DMDeploy.

Deployment Management - Sweep: (DMSweep) The command line component of the
deployment system. This component issues commands to the DMDeploy through the
Deployment Management Application Program Interface (DMAPI) and receives scanning and
monitoring data.

Deployment Management — Continuous Discovery for Deployment: The component
of the deployment system that receives notification upon the discovery of a new asset. It
evaluates this asset against deployment policy and instructs the deployment manager to
build a deployment job.
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While the scalability server is used to hold copies of the Agent Packages and Deployment
Primer it has no running deployment processes.

Creating Deployment Policy

The CA DSM Continuous Discovery and Deployment component allows you to automatically
deploy the DSM Agent to newly discovered assets. We have already discussed the need to
configure the Continuous Discovery Agent/Manager in order to detect assets as they appear
on the network. Now we will discuss the corresponding configuration of the CA DSM
Continuous Discovery Deployment Policy.

The Continuous Discovery Deployment Policy wizard guides you through the eight steps for
creating individual deployment policies. At a minimum, one policy will be required for each
scalability server within your architecture. Additional policies may be required for the
following:

m Different platforms
m Different subnets

m Different security credentials

Step 4 of the wizard asks you to specify Target Criteria in the way of a TCP/IP range of
addresses. This is different to the Continuous Discovery which is configured by subnet. For
example, Continuous Discovery may be configured to monitor three subnets:

m 10.0.1.0
m 10.0.2.0
m 10.0.3.0

But this can be specified in the Deployment Policy as a single IP range.
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CA. Unicenter® Desktop and Server Management

Continuous Discovery Policy : Target Criteria (Step 4 of 8) Back || Next || Finish || cancel

Control Fanel > Deploymert > Configure Continuous Discovery Deployment Palicy

iteri Target Credentia
[3> Payload @ Target Criteria ES> Plaiforms E> Credentials

Flease enter the IP address range that you want this policy to be applied to.

from: 0] [i ][]
o0 o[ ]255]

DSM Explorer > DEMDEMO - Domain >

Step 5 of the wizard asks you to specify the target platforms. You can select individual or
multiple platforms to be targeted.

Available Platforms Ly E s

TresE TR e mA LR DEIETTE Thes_e are the platforms that will be targeted by the
continuous discovery.
Mame =

¥ windows 98 SE

¥ windows 98

¥ windows 95

¥ indows 9x

=1 windows 2000 Server

= windows 2000 DC Server

! Windows 2000 Advanced Server

=" Windows 2000 Professional

=1 windaws zooo

7 windows Server 2003 DC =l

Mame
" windows

o &

e i s AP oL

In the example above, the class of Windows is selected meaning ALL Windows versions.

Once the policy is complete, the Deployment Manager will automatically build a deployment
job for only undiscovered computers that match this policy.

From the CA DSM perspective the asset can have one of three statuses:

m  Undiscovered: The computer has never been detected and no information written to
the MDB.

m  Unmanaged: A Computer has been discovered and information written to the MDB but
a DSM Agent is not installed.

m  Managed: DSM Agent is installed.

We will discuss deploying the DSM Agent to unmanaged computers in the next section.

Creating Deployment Jobs

Deployment jobs can also be created manually using either the Infrastructure Deployment
Wizard or Command line.

The Deployment Wizard

The Continuous Discovery Deployment Policy wizard guides you through the eight steps for
creating individual deployment policies. A deployment job can either be to stage a
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deployment package at scalability servers or to deploy a deployment package to target
computers. In this section, we will discuss some of the steps involved with the deployment
of the DSM Agent to target computers.

Step 3 of the Deployment Wizard (Payload) asks you to select the package that will be used
for this deployment Job. Only ONE package may be selected for each deployment job. If it
is necessary to deploy multiple packages to the same computer(s), then multiple jobs must
be created. The list of selectable packages is read from the deployment library of the
domain manager (see Customizing the Agent Packages later in this chapter) unless the
option to Transfer Packages From Scalability Server is selected. If this option is selected
then you are asked to select the scalability server, and the list of available packages is read
from that scalability server deployment library.

Step 4 of the Deployment Wizard (Target Criteria) asks you to select the method of
discovering the computers that the agent package should be deployed too. Six different
methods are available:

m  Deploy to all computers in a specific domain — The Deployment Manager issues a
Microsoft network browse for the specified domain. Only computers that are a member
of that domain and currently active on the network are listed.

m  Deploy to specific computers — You enter a host name or IP address. Multiple host
names and IP address can be specified by using a comma to separate each entry.

m  Deploy to computers within an IP address range — The Deployment Manager will
attempt to contact each IP addresses within the range specified. Optionally a Microsoft
Windows Domain name can also be specified and then only computers found that are
also a member of the specified domain are listed.

m  Deploy to computers within a directory — You are asked to enter the URI of the
Directory, OU, or computer group. All computers specified by the URI will be listed. By
selecting the Browse button you may browse the available directories, OU, or Computer
Group(s) in order to make your selection—but only a single selection may be made per
deployment Job.

m  Deploy to computers specified in a Target Credentials File — A list of host names
and/or IP addresses with credentials for each target computer are listed in a Target
Credentials File. How to create a Target Credentials File is covered in the next section
(The Deployment Command Line).

m  Deploy to computers specified by a query - The Deployment Manager issues a CA
DSM Query. Only computers that are returned from the results of the query are listed.
For example, the query Unmanaged Windows Computers will list all computers found in
the MDB with a status of Unmanaged.

Step 5 of the Deployment Wizard (Scan Targets) takes the list of computers from Step 4
and looks for them on the network. The scan process will show if the computer is active on
the network and its current status. You can suspend the scan at any point and go back to
previous pages, or you can move onto the next page in the wizard even though the scan is
not complete. This is useful if the computers you require have already been discovered
within the search criteria you specified.
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This table describes the meaning of the icons in the discovered computer table.

Description Description Description Description
@ Ready To Deploy ] Requires Credentials w Already Deployed & Deployment Inprogress
&1 Newer Version Installed &1 Older Version Installed No Response 5] Unknown

Step 6 of the Deployment Wizard (Target Selection) asks you to select from the discovered
computers the ones to which you wish to deploy the agent. If required, you will be
prompted to enter credentials for accessing the computer(s) that you wish to install the
agent upon. An individual set of credentials can be specified for each computer, or one set
can be specified for all those selected.

Step 7 of the Deployment Wizard (Agent Configuration) allows you to enter any optional
installation parameters to the Agent and Deployment Primer install processes. See the
Agent Packages section later in this chapter for further details.

When the Infrastructure Deployment wizard is completed a deployment job is created which
manages the progress of the deployment to all the selected end systems. The status of this
job can be viewed using the DSM Explorer, but please note that the job is NOT persistent; it
is maintained in the memory space of the DMDeploy manager process. If the DMDeploy
manager exits for any reason, is restarted, the machine is rebooted, and so forth, the job
information and any unprocessed status messages from end system installations are lost.
These installations, however, will continue if already started.

The Deployment Command Line

In a security-conscious era, dmsweep is sometimes perceived to have some security
weaknesses. First of all, passwords entered on the command line are clearly displayed on
the screen. Furthermore, they can be retrieved, on UNIX systems at least, by simply issuing
the 'ps' command. To prevent this exposure of passwords on the screen, it is possible to
put the password in a file for later use. But again, the password is often in clear text—not a
very secure alternative.

This dmdeploy command line has two features which significantly reduce the risk of
inadvertently exposing passwords to unauthorized parties. These are:

m  To render passwords entered on the command line invisible. To this end, the user will
be able to state that they wish to enter a password but do not wish to have it
displayed. They will subsequently be prompted for the password, which will not be
echoed to the screen.

m  To allow passwords stored in a file to be held in an encrypted form.

Prompting for Passwords

There are three ways of specifying passwords on the command line:
m  dmsweep deploy ... /7tu < target user > /tp < password > ...

In this case the password is displayed on the screen.
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m  dmsweep deploy ... /tu < target user >

Here the password option (/tp) is not supplied. This causes a blank password to be
used.

m  dmsweep deploy ... /tu < target user > /tp ...

Here in the third option /tp is given, without a password. As a result, the user will be
prompted for the password. No characters will be echoed to the screen as the password
is entered.

The Target Credentials File

The target credentials file can be used to hold a list of machines to deploy to, and the
credentials needed to access those machines. The target credentials file is identified on the
command line by the option /targetcred or /tc:

For example: dmsweep deploy /tc < credentials file name > /pn < package number >
/pparms < parameters >

The following are examples of the different ways entries could be made in the file:
1. /ip machinel /tu usernamel /tp passwordl

2. /ip machine2 /tu username2 /tp

3. /ip machine3 /tu /tp

4. /ip machine4 /tu username4 /ep < encrypted password >

5. /ip machine5 /tu username5 Zep

6. /tu defaultUserl /tp defaultPasswordl

7. /ip machine6 /tu username6

8. /ip machine7,machine8,machine9 /tu /tp

9. /ip < IP addressl1 > /toip < IP address2 > /tu < username > /tp < password >
10. /domain < domain > /tu /tp

11. /ip machinel0,machinell,machinel?2

Each entry in the file uses the same syntax used on the command line, for consistency, and
here too it is possible to be prompted to supply the value for an option which is not in the
file. If that option is a password, it will not be displayed on the screen when it is entered at
the keyboard.

154 Discovery and Deployment m



A fuller explanation of each line follows:

1. The first line in the file, for machinel, has a password in clear text. This option is still
retained for those who wish to use it.

2. For machine2, the password option is present but no password is given. The user will
be prompted for the password and it will not be displayed on the screen.

3. Dmsweep will prompt for both the username and the password associated with
machine3, as both options have no values.

4. On the 4th line we see a new option, /ep. This is for encrypted passwords. Here a
password is supplied but it is in encrypted form. The /ep option alerts dmsweep to this
fact, and the password will be decrypted before being used.

5. Machine5 also has an encrypted password associated with it but no value is given. As
a result the user will be prompted to enter the encrypted password. This particular line
can be of value in UNIX systems, for example, where the password is piped to the
dmsweep command line.

For example: cat $encryptedPasswordFile | dmsweep deploy /tu username /ep

6. On the sixth line we see a username and password without a machine. These become
the default username and password, to be used for any subsequent entry in the file
with no /tp option. They remain in force until another username and password without
a machine are encountered in the target credentials file. The new values will then
become the default username and password.

7. Machine6 on the seventh line has no /tp option. The default password set in the
preceding line will be used for this machine. No prompt will be issued.

The remaining entries show that it is possible to specify lists of machines, IP ranges or even
domain names in the target credentials file. The last line has only a list of machine names,
but no username or password. In this case, both the default username and default
password will be used for each of those machines.

It is expected that each entry in the target credentials file occupies a single line.

In order to create the encrypted passwords for use in the credentials file, you must use the
command CAF SAVECREDS. This command will output to a file called cafcreds.txt and from
there you can copy and paste the information into the dmdeploy target credential file.

For example, caf savecreds dummy user administrator password secret host machine4 will
result in the file cafcreds.txt containing a line ‘machine4’ ‘dummy’ * machine4\administrator’
‘4ADDzqKuSJIN5MI6GRSEY+05Q".’

In the previous example, line 4 would now become:

4. /ip machine4 /tu machine4\administrator /ep 4DDzqKuSJN5MI6RSEY+05Q

A full list of the parameters available for the Deployment Command line can be found in the
CA Unicenter Desktop & Server Management installed documentation, Command Line
Reference Guide.
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Agent Packages

When the CA DSM domain manager was installed, packages were automatically set up for
use by the deployment system and its local scalability server.

To reduce overall network traffic, deployment packages can be staged to the other
scalability servers that make up the CA DSM infrastructure. This operation is basically a
normal deployment except that the installation command is replaced by a copy into the
staging area.

The deployment wizard or command line is the only method of staging agent packages to
scalability servers, as they are held in the staging area as a single encrypted file ready for
use by the deployment process.

On Windows, the staging area is a share called (DMDEPLOYSS$). On Linux/UNIX, the
staging area is either accessed using SSH or an FTP server, depending on how your CA DSM
architecture was specified during product installation.

When using the Deployment wizard and selecting the option Deployment from a Scalability
Server it simply takes the agent package data from the staging area rather than the
manager library area.

In r11.1, the primer installation image is transferred from the Manager, while in r11.2 it can
be staged at the scalability server.

Even when a scalability server is used to stage and deploy software packages, control of the
process is still handled by the Deployment Manager.

Removing Agent Packages

If, in your implementation, you only need to use a specific package (for example,the DSM
Agent + all agent plugins 11.2.226.1085 windows_x86 ENU,DEU,FRA,JPN), then it makes
sense to have only that one package available for selection. Having all the packages
available for selection can be confusing and may lead to the wrong one being accidentally
deployed.
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C& Unicenter® Desktop and Server Management

Deployment : Deployment Payload (Step 3 of 8) Back || Next || Finish | Cancel
DSM Explorer > DSMOEMO - Domain > Control Psnel > Deployment > Infrastructure Deployment Wizard
B> Job Type @ Payload E1> Target Criteria I: >
[” Transfer packages from Scalability Server Configure =

If you do not use a scalability server the packages will be transferred from the DSM Manager.

It is only possible to deploy a single package in a deployment job. Please select a package from those available below:

CA Unicenter DSM Agent + Basic Inventory plugin (ENU) 11.2.226.4182 Linux_x86 ENU

~
Deploy Agent with Basic Inventory plugin

P CA Unicenter DSM Agent + Basic Inventory Plugin (English only Edition) 11.2.226.1085 Windows_x86 ENU
Deploy agent with Basic Inventory plugin

P CA Unicenter DSM Agent + Basic Inventory plugin 11.2.3.1658 Linux_x&6 ENU,DEU,FRA,JPN
Deploy agent with Basic Inventory plugin

o CA Unicenter DSM Agent + Basic Inventory Plugin 11.2.226.1085 Windows_x86 ENU,DEU,FRA,JPN
Deploy agent with Basic Inventory plugin

P CA Unicenter DSM Agent + Basic Inventory Plugin (English only MBCS) 11.2.226.1085 Windows_x86 ENU
Deploy agent with Basic Inventory plugin

o CA Unicenter DSM Agent + Basic Inventory Plugin (MBCS) 11.2.226.1085 Windows_x86 ENU,DEU,FRA,JPN
Deploy agent with Basic Inventory plugin

P CA Unicenter DSM Agent + Asset Management plugin (ENU) 11.2.226.4182 Linux_x86 ENU

Deploy Agent with Asset Management plugin

o CA Unicenter DSM Agent + Asset Management Plugin (English only Edition) 11.2.226.1085 Windows_x86 ENU _I
[ VSN PR 3 et A mmmb M e PN B =

Back || Next || Finish || Cancel |

© 2007 CA, All rights reserved,

The packages are stored in the Packages folder of the CA DSM installation directory. They
are stored in a folder structure of Agent Type, Version, Language, and Platform.

= 1 SR
I Private
= ) Public
= 155 CaUnicenterDst
I Agentam
L) AgentamM_MECS
1) AgentBHwW
I AgentBHW_MECS
) AgentRC
I AgentRC_MBCS
I AgentsD
I AgentsD_MBCS
= ) allagents
=D 1.2
I EMU
= [C3) EMU,DEU, FRA, P
I Linux_x8a
I Windows_x86

To have only the packages displayed that are relevant to your environment, all you need to
do is remove the ones that are not required from Packages folder structure.
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=l ) Packages
I3 Private
= L) Public
= 123 CaUnicenterDaM
= ) allagents
= ) 11.2
=1 IC5) EMU,DEU, FRA, JFM
1) windows_x86

Every time the Deployment wizard starts it reads the lists of packages available from the
folder structure and presents those for selection. In this example, we have removed all but
the current version of the All Agents package, so that is the only selection presented by the
wizard.

€A Unicenter® Desktop and Server Management

Deployment : Deployment Payload (Step 3 of 8) Back || Next || Finish || Cancel |
DSM Explorer > DSMDEMG - Domain * Control Panel > Deployment > Infrastructure Deployment Wizard
B> Job Type @ Payload E1> Target Criteria |:> >can
™ Transfer packages from Scalability Server Configure

If you do not use a scalability server the packages will be transferred from the DSM Manager.

It is only possible to deploy a single package in a deployment job. Please select a package from those available below:

CA Unicenter DSM Agent + all agent plugins 11.2.226.1085 Windows_x86 ENU,DEU.FRA,JPN
Deploy agent with all plugins.

Back || Next || Finish || Cancel

& 2007 CA. All rights reserved,

Adding Agent Packages

When a new Platform, Language, or Version is introduced, the new packages need to be
imported onto the domain manager from the DVD. The dsmPush copy script is used to
import packages for the specified products and platforms into the Infrastructure
Deployment library or into the CA Unicenter Software Delivery library.

For the full description on how to use the dsmPush functions, please see the CA Unicenter
Desktop & Server Management Reference Guide which is part of the CA DSM online
documentation set.
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Customizing the Agent Packages

When the Deployment Primer starts the installation process it passes a number of
parameters to the installation program, some of which can be user defined. The user
defined parameters are entered from the Deployment wizard during the process of defining
the deployment job.

€A, Unicenter® Desktop and Server Management

Deployment : Agent Configuration (Step 7 of 8) Back || Next || Finish | cancel

DEM Explorer > DSMDEMG - Domain > Contol Penel > Deployment > Infrastructure Deployment Wizard
Target_ Agent . B Summary
Selection Configuration

Use this page to configure the parameters that will be used when the package is installed.

Please enter the Scalability Server address to connect to
|dsmdemo.home.ca.com |

Please enter any additional Windows install options

Due to the combined MSI package nature of this deployment package, MSI feature list properties such as ADDLOCAL must
not be specified. Otherwise, the deployment of the package will fail. If specific features for a package need to be listed, the
T dation is to use individual agent plugin deploy k i d

F 4

Show Advanced Dptions

Back || Next || Finish || cancel |

The predefined and user defined parameters are controlled by the settings contained in the
file dmdeploy.dat. In the example of our All Agentspackage, the file is located in the
directory:

:\Program
Files\CA\DSM\Packages\Public\CAUnicenterDSM\AllAgents\11.2\ENU, DEU, FRA, JPN\Windows x
86

If we wanted to remove the risk of accidentally passing incorrect or invalid options to the
installer, then we could do this by editing the dmdeploy.dat and deleting the bolded text in
the example below:

[Deployment]
ItemName = "Deployment"
ItemVersion = 1.0
OSType = 2
Comment = "Deploy agent with all plugins."
ProductDisplay = "CA Unicenter DSM"
PackageDisplay = "Agent + all agent plugins"
VersionDisplay = 11.2.226.1085
SortOrderDisplay = 600
WindowsParameters = " /gqn AGENT SERVER=S$1$ ALLUSERS=1
ENSURE_CAF STOPPED=1 $2$ EXITFILE=$ES$ /1*v

G
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$TEMP%\ ITRMAgentSetup.log "

WindowsProcToRun = "DeployWrapper.exe"

MSIProductCode = {501C99B9—1644—4FC2—833B—E675572F8929}, {624FA386—3A39—4EBF—
9CBY9-

C2B484D78B29} , {84288555—A79E—4ABD—BA53—219C4D2CA2OB} , {62ADA55C—1B98—431F—
8618-CDF3CE4CFEEC}

REGProductCode = PRODUCT=[CA Unicenter DSM] PACKAGE=[Agent + all agent
plugins] VERSION=[11.2.226.1085]

$1S = Please enter the Scalability Server address to connect
tos™ [M<>>~1/@\#}3$%:;) (_“{*=]'+1{1,255}%

&1&SCALABILITY SERVER

$2$ = Please enter any additional Windows install
options&.*&l&WINDOWS OPTIONS

$3$ = Due to the combined MSI package nature of this deployment package, MSI
feature list properties such as ADDLOCAL must not be specified. Otherwise, the
deployment of the package will fail. If specific features for a package need to be
listed, the recommendation is to use individual agent plug-in deployment packages
instead.

This results in the option to enter User Parameters being removed from the wizard for the
deployment of this package.

€A Unicenter® Desktop and Server Management

Deployment : Agent Configuration (Step 7 of 8) Back || Next || Finish || Cancel |

DSM Esxplorsr > DSMDEMO - Domsin > Control Fanel > Deployment > Infrastructure Deployment Wizard
Target_ Agent . » Summary
Selection Configuration

Use this page to configure the parameters that will be used when the package is installed.

Please enter the Scalability Server address to connect to

Show Advanced Options

Back || Next || Finish || Cancel |

In the same way, if we had a small environment and wished to hard code the name of the
scalability server that the agent will report to, this can be done by changing the $1%$ on the
line starting WindowsParameters= to the name of the server, and removing the line
starting $1$ = Please enter the Scalability Server address.

Note: Changes made to the dmdeploy.dat file are not preserved by the upgrade process or
by use of the dsmPush script. Any changes made will need to be reapplied.
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Important: Although it is possible to specify additional MSI command line properties for
the Windows versions of the deployment packages, special consideration must be taken for
the Windows versions of the Agent + All Plug-ins and scalability server packages. Due to
the combined MSI package nature of these packages, package-specific MSI feature list
properties, such as ADDLOCAL, must not be specified; otherwise the deployment of the
package will fail. If specific features for a package need to be listed, it is recommended to
do this for the dedicated agent deployment package in question.

A full list of the parameters available to the DSM Agent and Scalability Server Installer can
be found in the Unicenter Desktop & Server Management Implementation Guide.

Understanding the Deployment Process

The deployment process is the same regardless of whether the Wizard or Continuous
Discovery provides the information necessary for the Deployment Manager to create a new
deployment job.

All operating systems are not created equal. The Deployment Manager has different
capabilities on different platforms. Two restrictions on the Linux Deployment Manager are
that:

m It cannot push out a primer to Windows shares since it cannot run the installation
command.

m It cannot enumerate Windows domains.

You will get an error if you try to do the latter. The Windows manager, however, is fully
capable of SSH and Telnet/FTP deployment to UNIX variant targets.

The two diagrams below give an overview of the processes and data flows involved.

Automated Discovery and Deployment:
CCS Continuous il Domain Manager
Discover
5 —g CCS DIA

| /j 1. Subscribe for |
M= evenis
Deploy Mgr mContDiscover
\

2. New system
discovered

27

3. Instruct
manager to

Scalability Server

4. Push primer and — .
install (admins, ssh or = Filesystem

telnet/ftp)

5. Agent package
Transfer {(CAM)

End System
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Manual Discovery with Automated Deployment:

1.Connectto | Domain Manager
manager(SM) J_:_“_:—_—::___E_‘__

T -
il -

2. Scan for
targets -

Scalability Server

- Filesystem

4. Push primer and
install (admin$, ssh or
telnet/fip)

= End System

[ 5. Agent package
-
&. Instait
Agent

Transfer (CAM)
We will now look in more detail at some of the steps of the Deployment Wizard, the
Deployment Manager, and the configuration settings that affect their behavior. The diagram
above shows the main steps:

1. Using Wizard or DMSweep, you select the payload to deploy and specify the list of
target machines.

2. For each machine in the list, the Deployment Manager performs a number of steps,
each conditional on the success of the previous.

a. It will check to see if the machine is in DNS.

b. It will then try to open TCP/IP socket 7 (ping the machine). The configuration
setting Ping Check Skip can be used to completely disable the ping check.

c. CAM pings to determine the presence of a DMPrimer.

d. Lastly it checks for installed packages. A more detailed explanation of this step
can be found later in this chapter.

3. The administrator selects machines for deployment and enters credentials if required.

4. For each machine in the list specified by the administrator, the Deployment Manager
will now deploy the DMPrimer. The steps taken next depend on if the target operating
system is Windows or Linux and whether the deployment is through a scalability
server. If the deployment is from the domain manager, then the full DMPrimer is
copied to the target, but if the deployment is from the scalability server then the small
DMBoot is copied to the target and it in turn gets the larger DMPrimer from the
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scalability server. The Deployment Manager will sequentially try three different
methods to get the DMPrimer or DMBoot files to the target:

> Windows share ($admin)
> SSH/SFTP
> Telnet/FTP

If all three methods are unavailable, the message 'Failed to Telnet' is returned. This
error is usually associated with the No Primer Transport status and is preceded by
'failed to map share* and 'failed to SSH* errors.

The DMPrimer installation is run, and once completed it notifies the Deployment
Manager (using CAM) of successful installation so that package deployment can now be
initiated. If the Deployment Manager does not receive the install success message, it
results in the job status of No Primer Transport.

Further discussion of the Window Share and Linux/UNIX SSH methods can be found
later in this chapter.

5. The Deployment Manager sends the payload data to the DMPrimer (using CAM
messages). The data appears as a primer.packN file in the Primer installation folder
(‘N’ is a small number). When the transfer is complete the DMPrimer unpacks the
payload data and sends a ‘package received’ message to the Deployment Manager.

6. The Deployment Manager then sends the payload installation command in a CAM
message to The DMPrimer which executes it.

7. Once the payload installation is complete, the DMPrimer sends the installation status to
the Deployment Manager and the job is status is shown according to the
success or failure of the installation.

The job status showing as successful is not enough for the computer to appear in the DSM
Explorer under All Computers. Once the installation is complete, CAF will automatically be
started, the agent will then register to the scalability server, and when the engine next
collects the inventory, the registration event will be processed. The new computer will then
appear under All Computers in the DSM Explorer.

By default, the Deployment Manager will perform 10 concurrent deployment tasks; that is
the agent or primer is being copied/installed on 10 target computers at the same time. If
your network and server capacity is sufficient, then the number of concurrent deployment
processes can be configured using the common configuration policy setting Deployment
Thread Limit. If your agent deployments are through scalability servers, then this value can
be higher than if the agent is deployed directly from the domain manager.

Deploying to Windows Over a Network Share

Deployment to Windows targets using DMDeploy is subject to a number of environmental
obstacles. As with Linux/UNIX deployments, many things have to occur successfully before
the deployment payload becomes active on a target system. Unfortunately, since no CA
software is assumed to be present during deployment, it is not always possible to report
accurate status and diagnostic messages during this operation.
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Following is the sequence of events that occurs when Windows is deployed to a clean
system using shares.

1. The Deployment Manager attempts to open a share which by default is admin$ on the
target system. The share name used can be changed using the configuration
parameterTarget Share Name.

2. If the share is opened successfully the primer installation package is copied to the
target system. This consists of the following four files:

> DMBoot.exe

> dmkeydat.pmr
> dmsetup.exe
> msvcer71.dll

3. When the files have been successfully copied, the primer installation is launched by the
MSI installer. After the primer installation has finished, you should see the following
registry key:

HKEY LOCAL MACHINE\SOFTWARE\ComputerAssociates\DMPrimer

The key’s data will show where the primer files have been installed. The default location
is:

C:\Program Files\CA\DSM\DMPrimer

4. The primer should now have started and ‘dm_primer.exe’ should appear in the task
manager. The primer log file, C:\Documents and Settings\<user name=>\Local
Settings\Temp\dmprimer.log, should also appear at this point.

Some operating systems, such as Windows 9x, do not have a method for remote
invocation. In these cases, it is necessary to configure the OS to install the primer on a
significant operating system event, such as a reboot.

5. The transfer of the deployment payload (for example, CA Unicenter Asset Management
agent) starts and you should see the ‘transferring xx%' messages appear in the GUI or
the CLI. This is quite quick in comparison to the primer upload.

6. Package installation starts and you should see an ‘.msi’ process corresponding to the
package being installed (for example, ‘AgtAM.msi’ for the Agent + Asset Management
plug-in package) in the Task Manager. The ‘Add or Remove Programs’ utility,
accessible from the Control Panel, will display the packages currently installed. After
completion, the deployed package will be present, the exact entry obviously depending
on which payload you installed.

The package installation status is sent back to the manager and displayed in the GUI/CLI.
Deploying Over SSH

Deployment to Linux or UNIX targets using DMDeploy over SSH (the default method) is
quite complex and subject to a variety of environmental obstacles. Many things have to
occur successfully before the deployment payload becomes active on a target system.
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Unfortunately, since no CA software is assumed to be present during deployment, it is
impossible to report accurate status and diagnostic messages during this operation.
Therefore an understanding of the process is important.

Following is the sequence of events that occur when deploying to Linux using SSH, to a
clean system:

1. The Manager connects to target system using ssh. You should see the connection
attempt logged into the system log file /var/log/secure.

2. If the connection is successful, the primer installation package is pushed to the target
system using ssh/sftp.

3. Primer image is uploaded to /tmp/dmprimer (You can do ‘Is —Itr’ in this directory to
monitor the growth of files as they are uploaded. This directory is not removed
after the installation.

4. When the image stops growing, the primer installation (installdmp) is launched.

5. After the primer installation is finished, you should see two packages called ‘ca-dsm-
dmprimer’ and ‘ca-dsm-dmprimer-standalone’ in the pif package list (‘lsm —IOpif.
Primer files are installed into the following directory:

/opt/CA/UnicenterDSM/dmprimer

6. DMPrimer should then be started and you should see ‘dm_primer start’ appear in the
process list. The DMPrimer log file (/tmp/dmprimer.log) should also appear.

7. The transfer of the deployment payload (for example, CA Unicenter Asset Management
agent) starts. You should see the ‘transferring xx%’ messages appear in the GUI/CLI.
This is quite quick in comparison to the primer upload.

8. Package installation starts. You will see the ‘installdsm’ process in the ps listing.

9. The command ‘Ism —IOpif’ will display the PIF packages currently installed on the
Linux/UNIX. After completion, the package ca-dsm will be present. Other sub-
components will be present depending on which payload you are installing.

Package installation status is sent back to the manager and displayed in the GUI/CLI.

Deploying Over Telnet/FTP

Deployment using FTP can seem back to front until you think about it. This method of
deployment works as follows:

1. First the Deployment Manager connects to the target using Telnet.

2. Then the Deployment Manager issues FTP commands over Telnet on the target, pulling
the primer installation image from manager to target—in other words, initiating the
FTP ‘get’ request on the target. This is different for deployment using shares and ssh,
which are pushes from the manager to target. This method only requires that a single
FTP server be set up on the Manager, rather than having to have one on each target.
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Detection of Deployed Packages

Detection of deployed packages differs based on the operating system involved. On
Windows this is done through MSI product codes. The CA DSM payloads (packages) include
MSI product codes within dmdeploy.dat. The primer uses this code and interrogates the
MSI database to check whether a product has already been deployed. A payload may
consist of multiple MSI products (for example, All Agents package).

On Linux/UNIX, registration is recorded in the following file:

$CA ITRM BASEDIR/dmprimer/bin/dmdeploy.reg

The installer registers/deregisters a product by calling dmprimer with special arguments.
The Infrastructure Deployment Manager asks ‘is product x version y installed?,” not ‘what
products have you got?’

The configuration parameter ‘AlwaysDeploy’ can be used to force a payload
push/installation even if a newer version of the payload is detected on the target computer.

Upgrade of Primers

Primers are not automatically upgraded when deploying newer agents to a machine where
the DMPrimer is already installed. In order for the DMPrimer to be upgraded, the
configuration policy setting ‘Always Deploy Primer’ needs to be set on the Deployment
Manager. This setting can also be used to force a reinstall of a primer that you suspect may
not be functioning correctly.

Deployment of DMPrimer uses native OS data transport mechanisms or is done manually,
but all subsequent network activity is performed using CAM (such as pushing payloads and
returning payload installation status). This reliance on CAM isolates the main portion of the
deployment process from networking issues and configuration.

Note: This process requires re-authentication (to push new encryption keys).

Deployment Security

Authentication between the Deployment Manger and Deployment Primer is done using
public/private key exchange. The Deployment Manager generates a public + private key
pair when it is installed.

If the primer is pushed out from the Deployment Manger, the public key goes with it,
copied to the target share, or sent through SSH/FTP. At this time we know you are able to
deploy to this machine because you have supplied a valid administrator user and password
to connect to the share, or remotely log in to SSH or Telnet.

Once the public key is in place on a target, you do not need to supply credentials again.
This is what the ‘ready to deploy’ state means. ‘Credentials required’ means that the public
key is not in place or is invalid.
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The primer is able to handle public keys from multiple managers. When authentication is
successfully achieved from manager to target, the public key is renamed from the initial
name dmkeydat.pmr to <manager name=.pmr.

After the major part of the implementation project is complete, we recommend that the
deployment keys are recreated. Deleting the Deployment Manager’s private key and
restarting the deployment manager process will force the generation of a new key pair.
When you next deploy you will need to re-authenticate with all existing primers, sending
the new public key out using the normal mechanisms: shares, ssh, or FTP. This means that
an administrator user and password will be requested again the next time you use
dmdeploy.

Access to the Infrastructure Deployment functionality is controlled by CA DSM Class
security.

This table summarizes what users can do for each permission bit they have set:

Permission Bit Permitted Activity

- None

\% View the version of DMDeploy

R List packages, get rules

X Scan, Deploy, Stage, Abort, Suspend, Resume, Enable rule
D Delete machine from job, Delete rule

C Create rule, Update rule

See the Security chapter in this Green Book for further discussion about using role-based
security.
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Chapter 14: Agent Best
Practices

The CA Unicenter Desktop & Server Management (CA DSM) Agent is the one component of
the solution that will be implemented on every single computer that you wish to manage
(every computer in your company!). It will be installed on various platforms and operating
systems from UNIX to Windows, and the requirements for its use will differ depending on
the platform and its role of Server or Workstation.

This chapter, while applicable to both Servers and Workstations, will only consider some of
the options available when the Agent is implemented in the Microsoft Windows
environment.

This chapter also assumes that the following Agent components are deployed:
m  Unicenter Software Delivery

> Data Transport Service
m  Unicenter Asset Management

m  Unicenter Remote Control
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Unicenter CA DSM Architecture

The following graphic summarizes the CA DSM architecture:

DSM Architecture
J 4 d d
Ewiurer Ex plwr Exj plamr Explmar
.
Domain Man ager Domain Mnnagur

su:alabnhly Server Se:lablmy Sarver Su\ab\lny Server s:alabnhly Server
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The DSM Agent

The DSM Agent consists of a number of components, with the Common Application
Framework (CAF) providing all of the common functions and environmental control to the
functional plug-ins. The three main plug-ins provide the functionality of Software Delivery,
Asset Management, and Remote Control.

Software
Conformant P

Asset Man
Conformant P

Remote
Conformant P

What Happens at Startup?

When a machine running the DSM r11 Agent boots up, the DSM Service starts. This service
in reality is CAF. Then CAF, in turn, will start up all configured plug-ins.
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The following diagram provides an overview of the startup process.

Load config

Orderplug-ins

Start Scheduler

Load configuration detailsfrom comstore

Start SM Start session messaging plug-in

Start CCNE Start Common Configuration Agent plug-in

Work out order of plug-in startup based on dependencies

Start all auto-start plug-ins in appropriate order

Start plug-ins

Start scheduler

Wait for messages and events

There are some exceptions to this which are started outside of CAF:

cfusrntf.exe is invoked transiently whenever a user logs in to a system. This is used to
capture user accounts information.

sxplog32.exe is invoked persistently whenever a user logs in to a system. This is used
to apply settings within a user context for packages created by the Software Delivery
Packager SXP. It is only used when an SXP package is installed. This is started using
the registry key:

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\DsmSxplog

cf_SysTray.exe is invoked persistently whenever a user logs in to a system. This is
used to provide a menu applet within the system tray area of the desktop. It is started
using the registry key:

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\CAF SystemTray

Some of the functional plug-ins remain in memory and others are started by CAF on
request of the domain manager or the CAF Scheduler. For example, the Software Delivery
plug-in (SDAGENT.EXT) is started with CAF, but once it has completed its check for any
Software Jobs, it will exit.
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Agent Registration

When a CA DSM Agent is installed on an end system, the first thing it does is attempt to
register its existence with its domain manager through its scalability server. This
registration process is common across all products and includes a limited amount of
inventory information (known as ‘Basic Inventory’ or sometimes ‘Basic Hardware
Inventory’). By default, the agents reregister at a random time every 24 hours. After the
first registration, only the inventory changes (the delta inventory) will be sent.

For some network types (for example, IDSN dial-up) it is best to increase the time interval
in order to reduce call charges. This can be done from the central configuration by changing
the settings of the ‘Registration refresh scheduled job’ found under DSM\Common
Components\CAF\Scheduler.

To manually force a re-registration of the Asset, you can use the right-click option from the
systray icon or the command ‘caf register all.’

The registration event is sent to the scalability server. The next time the Engine performs a
‘Collect’ task for that scalability server, the new Asset will be created or registration of
existing Assets will be verified.

MDE Engine - [cmEngine exe]

Domain Manager

Cominon Server - [cserver.exe]

Scalability server

CAF - [cafexe]

CF Register - [cfRegister.dll]

Criata Procuss

BasicInv Collector - [cfbasichwwnt.exe]

The time taken from the Agent installation to visibility of that Agent in the DSM Explorer,
therefore, depends on the number of sectors and scheduling options defined for the Engine
and its tasks. A number of domain manager processes are notified of the registration and
may then take further action. For example, if this computer has moved to a new domain
manager, then the Computer Mover process will start.
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Interaction with the End User

When implementing the DSM Agent, a decision must be made regarding the level of
interaction the Agent will have with the end user of that system. From our experience, the
world is divided 50/50 with half the administrators saying that the Agent should be totally
silent and have zero interaction with the end user, while the other half of the world believes
that the user should be informed when actions are taking place on their system. In some
cases, country or compliance-based laws may dictate the choice for you. A common
example of this is notifying the end user when a Remote Control session is taking place.

Choosing the Right Language

While English is often the language of choice for the systems administrator, it may not be
the first choice for the end user. The languages that are supported by the DSM Agent
include the following:

m  English (US)

m German

m  French

m  Japanese

m  Korean

m  Spanish (Traditional)

m  Chinese (PRC)

Note: See the CA DSM Compatibility Matrix on http://www.ca.com/support for the latest
list of languages supported by the DSM Agent.

The CA DSM Common components and individual functional components will use the chosen
language, as shown in these examples:
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http://www.ca.com/support

[E pSM-Eigenschaften - Common Agent I x|

Algemein | Ereigrisprotokol | Zeilplarung | Evvetert |

— Computerinfarmationen
Computername: spclient2
Aktueller Benutzer, XPCLIENT2\Administrator

(milEn =] D5M Properties - Common Agent . x|

agonterinie 22 | 01M1E 23] 0125 | Advanced|

v Nam| = ~ZEH S5
Age 2 EH 01 8:xpclient?
-ax' NSTIMN ITJYL LTSNS Ns
B X
 — Ji PAIEEE
General |Evm Log | Seheduling | Advanced |
~ HNE
HORE= ~ Computer Information
V&3] Computer Name: zpclient2
ok Cunient User: XPCLIENT 2\administrator
MHH & I Hide izon from the systenm tray I™ Bestict Agentcbs
Agent Information
Jv Use Dperating System Name
Agent Name: lnpclle nt2
Registered to server: |dsmdemo

oK Cancel ol | Hep |

During the manual installation of the DSM Agent you can select the language that the
installation dialogs will use during the install process.

Choose Setup Language i ll

g Select the language for thiz installation from the chaoices below.
]

English [United States] |

French [France]
German [Germarny)

Japaneze

From the interactive installation, the CA DSM language (DSM_LANGUAGE) the Agent will
use is automatically set to the language used to display the installation dialogs.

If you are deploying the ‘All Agents’ package using CA Unicenter Software Delivery or the
Deployment Manager, then you can choose to deploy just the language pack that is
required by that user or all language packs. The installation property DSM_LANGUAGE can
be used to explicitly set the CA DSM language, but it has no effect if a suitable language
package is not available.
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If you deploy all the language packs but do not specify the DSM_LANGUAGE installation
parameter, then the DSM Agent language is by default the system default locale, if such a
language package is available.

If the language package for the CA DSM language is missing or removed, CA DSM falls back
to English (ENU).

In all cases the native Operating System MUI (Multilingual User Interface) or specific
language pack and Font must be installed. Otherwise, CA DSM falls back to English (ENU).

Changing the Language After Installation

The CA DSM language is set on the initial installation and cannot be changed by subsequent
modifications or upgrades. The only way to change the language is by reconfiguration.

To reconfigure the DSM Agent to use a different language pack, run the ccnfcmda
command on the agent host as follows:

cenfemda -cmd SetParameterValue -ps itrm/common/localization -pn language -v
lang

Replace lang with one of the following options:

lang Values Language

CHS Chinese (PRC)

DEU German

ENU English (US)

ESN Spanish (Traditional)
FRA French

JPN Japanese

KOR Korean

When the language is reconfigured, you must stop and restart CA DSM for the change to
take effect.

When configuring the CA DSM language, make sure that the language package for the
specified language has been installed because there is no check for availability. If no
language package for the specified CA DSM language has been installed, CA DSM falls back
to English (ENU).

The command to reconfigure the Agent language could be run on the target computer from
either a CA Unicenter Software Delivery or CA Unicenter Asset Management job. The target
systems can easily be identified by using a Computer Group built with a Query of the
language setting returned by the Asset Inventory.
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Common Components

Cfsystray

The cfsystray is the main launch point for setting the Common Agent Function (CAF) and
the individual Agent functions. It can be displayed as a single icon from where right-click
menu options are available for all components:

Feqister

Properties. .. Remote Conkral Host
Asset Management Agent
Software Delivery Agent

Display A= Separate Icon

D5M Framewark Service

T &S sz0em

It can also be displayed as separate icons:

¢ BASRITMEY sserm

Out of the box, the default is to display the CA DSM systray icon. The configuration options
allow for some choices. We can:

m  Display or hide the CA DSM Framework Service commands
m  Hide the system tray application

m  Display the CAF notification icon

These three options are controlled from the central configuration settings and can be found
under DSM\Common Components\CAF\System Tray.

There are other configuration options available that are not visible out of the box. We can
make these settings available for customization by updating the central configuration

policy.

The first thing we need to do is make each system tray plug-in's trayvisible property
managed. To make the plug-in property 'trayvisible' a managed property for CA Unicenter
Software Delivery, CA Unicenter Remote Control, and CA Unicenter Asset Management in
the default policy with a default visibility set to True, we need to perform a number of
actions:
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On the domain manager machine (and also enterprise manager, if applicable), create an

XML file containing the following XML code:

<configurations>
<alluserss>
<paramsection name="itrm">
<paramsection name="common">
<paramsection name="caf">
<paramsection name="plugins"s>
<paramsection name="sdagent"s>
<parameter name="trayvisible" value="1">
<parameterinfo name="pi trayvisible"s>
<attribute name="type"s>bool</attributes>
<attribute name="desc">Load the SD system

tray plugin.</attributes>
</parameterinfo>

</parameters>
</paramsection>

<paramsection name="rchost"s>
<parameter name="trayvisible" value="1">
<parameterinfo name="pi trayvisible">
<attribute name="type"s>bool</attributes>
<attribute name="desc">Load the RC system

tray plugin.</attributes>
</parameterinfo>

</parameter>
</paramsection>

<paramsection name="amagent"s>
<parameter name="trayvisible" value="1">
<parameterinfo name="pi_ trayvisible">
<attribute name="type"s>bool</attributes>
<attribute name="desc">Load the AM system

tray plugin.</attribute>
</parameterinfo>

</parameters>

</paramsection>

</paramsections
</paramsection>
</paramsection>
</paramsections
</allusers>
</configurations>

Ensure CA DSM is running and then execute the command:

“cenfregdb -mlocalhost -f<name of XML file> -e”
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The following screen shot shows the resulting change to the centrally managed
configuration options:

=) configuration Policy rchost
5@3 Defaule Computer Policy DSM Explorsr > DSMDEMO - Domain > Control Panel > Configurstion > Configurstion Policy » Defsult Computer Policy > DSM & commen £...
=-J b3 Information Hame ¢ yalue Description
& @ adminconsole -
— = @traywslble True Load the RC system kray plugin.
= @ Agent Description 3
2] @ Asset Maintenance System (£ Configuration Policy is
£33 cormmon components made up of settings that
Q are grouped in folders,
ERS Navigate down to the
- ﬁj General settings you wank ko
cuskamize, Settings that
Q) messenger are displaved in grey
-6 plugins are sither locally

amagent managed or have not
CaF Service L been set, so the default
e o walue will be used. A

H @ setting can be swikched

b between centrally and
5] sdagent et d

Now that we have the extra settings available, we can use them to hide the main CA DSM
System Tray and only display the CA Unicenter Remote Control system tray icon.

To hide the main system tray and display only the CA Unicenter Remote Control
system tray

1. Create a new policy with the following properties set as shown:
.ADSM\common components\CAF\plugins\sdagent trayvisible= False
.ADSM\common components\CAF\plugins\rchost trayvisible= True
.ADSM\common components\CAF\plugins\amagent trayvisible=False
.ADSM\common components\CAF\System Tray\System Tray : Hidden = False
.ADSM\common components\\CAF\System Tray\System Tray : Visible = False

2. Seal the policy and apply to the target computer group.

3. Recycle the CAF system tray on the end-user computer twice:

Cfsystray stop
Cfsystray show
Cfsystray stop
Cfsystray show

Note: This could be done by writing a simple script deployed to the target computer
group by either CA Unicenter Software Delivery or a CA Unicenter Asset Management
job.

The CA Unicenter Remote Control system tray icon should now be displayed.
Hiding the Agent from Add/Remove Programs

In most organizations the end user does not have the authority to install or uninstall
software on their computer. However, for some users (for example, software developers)
that need Admin privileges in order to perform their daily tasks, you can help reduce their
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risk of inadvertently removing the DSM Agent by hiding its entries in the Add or Remove
Programs list.

B Add or Remove Programs _|Of x|
Currently installed programs: [T Show updates Sort byt IName vl

@2 A eTrust Antivirus

21.08MB 2

Size

Size

115.00MB

Last Used ¢

To change this program or remove it from vour computer, click Change/Remove, Change/Remove

A Unicenter DSM Agent + Asset Management Plugin Size  23.721MB

A Unicenter DSM Agent + Basic Inventory Plugin Size 16, 94ME
A Unicenter DSM Agent + Data Transport Plugin Size Z5.14MB
A Unicenter DSM Agent + Rermate Cantrol Plugin Size  41.24MB

A Unicenter DSM Agent + Software Delivery Plugin Size  32.10ME

'.'?ﬂ A Unicenter DSM DMPrimer Size 6. 39MB

Hiding the Add or Remove Programs is done by marking them as System Components. This
is done by adding ‘SystemComponent’=dword:00000001 to each of the entries found under
‘[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall’ listed in
the following table:

Display Name GUID

CA Unicenter DSM Agent + Basic Inventory | 501C99B9-1644-4FC2-833B-

Plugin E675572F8929

CA Unicenter DSM DMPrimer 5933CC13-52AB-4713-85DB-
E72034B5697A

CA Unicenter DSM Agent + Asset 624FA386-3A39-4EBF-9CB9-

Management Plugin C2B484D78B29

CA Unicenter DSM Agent + Software 62ADA55C-1B98-431F-8618-

Delivery Plugin CDF3CE4CFEEC

CA Unicenter DSM Agent + Remote Control | 84288555-A79E-4ABD-BA53-

Plugin 219C4D2CA20B

CA Unicenter DSM Agent + Data Transport | COC44BF2-E5E0-4C02-B9D3-

Plugin 33C691FO060EA

CA Unicenter Desktop & Server C163EC47-55B6-4B06-9D03-

Management 2A720548BE86

InstallShield_C163EC47-55B6-4B06-9D03-
2A720548BE86
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Once the registry has been updated for all the DSM Agent components, they should no
longer be displayed in the Add or Remove Programs window.

Add or Remove Programs o[]S
Currently installed prograrms: [T show updates Sork byt IName vl

?.." CA eTrust Antivirus

To change this program or r i - Change/Remove

% Microsoft NET Framework 1.1
5 Microsoft NET Framewark 1.1 Hotfix (KES28366)

5 Microsaft NET Framewark 2.0 Size  58.73MB
i3 Microsoft JNET Framewark 3.0 Size  S7.84ME

g Microsoft Compression Client Pack 1.0 For Windows P
ﬁl Microsoft User-Mode Driver Framework Feature Pack 1.0

|j M3%ML 6.0 Parser (KEI33579) Size 1.31ME
&2 PowerQuest PartitionMagic 8.0 Size  43.67MB
8 Snaglt & Size  9.50MB
YMware Taols Siee  1.2Z8ME
ﬁl indows Installer 3.1 (KBS93303)

'_fé ‘indows Internet Explorer 7 Size 2.64MB
@ Windows Media Format 11 runtime Size  12.55MB
G} Wwindows Media Player 11 Size  12,55MEB

ﬁl Windows xP Service Pack 2

Customizing the Reboot/Logoff Process

When CA Unicenter Software Delivery or CA Unicenter Remote Control initiates a log off or
a reboot of the target computer, the application framework (CAF) displays a dialog that
shows a banner bitmap and informs the user of what is happening.

You can replace the default banner bitmap with one of your own by creating a bitmap
image file (with file extension .bmp) 500x65 pixels in size. Store this file on disk and set
the configuration policy, DSM\common\caf\general\dialogbitmap, to the pathname of the
file.
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When the dialog is displayed, it reads this file and displays the image.

=/
m Unicenter® Desktop and Server Management

A reboot of this computer has been ordered. Please save your work. You
! E can defer this by 30 mins up to a maximum of 10 times.

Tie| @Forwzzrd inc.

A user logoff has been ordered. Please save your work.
| Reba ! 5
.

I e I | — I ,c‘mell

The text displayed by the Common Application Framework (CAF) in the command line and
in CAF dialog boxes can also be customized. Changing the text in this way will not cause
any technical issues, but it could cause confusion if a support incident is raised based on
the customized messages, because CA will not have any reference for these messages.
Additionally, any changes made would need to be backed up before applying any future
upgrade or posted fix, as the customizations would be lost if the resource file is updated in
the upgrade or fix.

All of the text displayed by CAF is externalized in a resource file (for example, caf.enu)
which by default is located in:

x:\program files\ca\Unicenter DSM\bin (up to r11.1)
x:\program files\ca\DSM\bin (r11.2)

It is necessary to select the correct resource file for the language installed.

The structure of this file is self explanatory, but the section likely to be of most interest is
[cfCafDialog] which contains the strings used by the CAF Dialog.

As an example, if you wanted to change the title of the CAF Dialog displayed when a reboot
is requested:

1. Locate the section [cfCafDialog]

2. Then modify the text for the parameter IDS_REBOOTTITLE=
No restart of CAF is necessary for the change to take effect.

It is not possible to change the resource file in the master image prior to installation. It is
contained within a source cab file, so this is a post installation process. However, if you
carry out an administrative installation of the agent plug-ins, then the cab files are fully
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expanded. This would allow you to make these maodifications prior to carrying out network
installations of the agent plug-ins to target computers.

A number of configuration options are available that affect the dialog processing, such as
‘Enable dialog’ and ‘Hide dialog on defer.” The options include:

4 Walue Description

The pathname of a bitmap file which is ko be displaved on the rebootflogoff dialog. This must b
Q@ Caf Dialog: Enable dialog True Enakble the rebaatlogaff dialog.
E@ Caf Dialog: Hide dialog on defer False Enable hiding the reboot/logoff dialog after clicking the defer buttan,
Q[H Caf Dislog: Reappearance time [} This time (s} before rebookflogoff when the corresponding dialog, which has been hidden by pe
QES] Caf: Address change command Script ko run when caf detects a network address change
E@ Caf: Enable remote CLI commands 2 Enable execution of remote CLI commands. O=none, 1=only non-admin commands, 2=all comr
Q[ﬂ Caf: Reaper timeout [} The time {s) after communicating with a worker process at which caf decides that the process b
Q[,il Caf: Reboot command Custom reboot command. Wwhen caf is asked to reboot the computer, caf can use this comman
E@ Caf: Shutdown command A command line to execute when caf shuts down, This is executed after all plugins except mes
E\[ﬂ Caf: Startup command A command line to execute when caf starts up. This is executed after messaging and configure

When CAF is requested to reboot the computer, by default it uses the standard Microsoft
API calls to perform this action. The command that is executed by CAF to reboot the
computer can be customized if required. A common example of this would be if the target
system was an ATM machine. Then we would change the ‘Reboot Command’ to be the
application version that checks whether the ATM is in use before closing the application and
rebooting.

Computer Naming

The name used to identify the Asset is the computer name as defined to the operating
system. From r11, the computer name is not the unique identifier for the asset so it is
possible have multiple computers with the same name listed.

Tarm T 05 £ TruskLewel  Origin AN Status 3D Status RC Status  Scalability Server
L 'xpclientl windaws ¥P Professional TR Y] o1} Operational Cperational  Urknown  DSMDEMO.home.ca.cam
”"l,;l xplient2 Windows ¥P Professional sesee A, Operational Operational  Listening  DSMDEMOS . home.ca.com
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Having the same computer name for multiple assets is common in some environments. A
good example of this would be a school where perhaps the Server is called ‘server’ and
each computer is called ‘PC1,” ‘PC2,” and so on. This is fine, but when every school in the
country has the same names for its assets, centralized administration becomes difficult
because you cannot tell one ‘PC1’ from another ‘PC1.’ To overcome this problem, you can
tell the Agent to use a name that you provide rather than the OS computer name.

2]
Systemn Restore I Automatic Updates | Remote I
General Computer Name | Hadware | Advanced |

; Windows uses the following information to identify your computer
on the network.

Computer description: ||
For axample: "Kitchen Computer'' of "Mary's
Computer''.
Ful computer name: wpchent?.
Workgroup: CASC [E psM Properties - Common Agent B x|

Touse the Nework ldentfcationWizard 26718l | Event Log | Scheduling | Advanced |
It[i)omah and create a local user sccount,

- Computer Infarmation
To rename: this computer of join 2 domain Computer Name: spclient2
Current User. XPCLIENT 2\Administrator

™ Hide icon from the system tray I PRestic

- Agent Information
v Use Operating System Name
Agent Name: Iupdienlz

Registered to server: idsmdernn

[ok | concel I

The Name that the Agent registers with can be changed from the GUI or by command line.
The command to change the Agent name is ‘CAF setcomputername Xxxxx’ where xxxxx is
the name that you want. In the example of the school perhaps you would append the
school number to each name, for example, ‘0123-PC1.’

CA Unicenter Software Delivery

The CA Unicenter Software Delivery Agent (SDAGENT) is started when CAF first starts. It
starts again if CAF detects a change of IP address or when it is requested to do so by the
scalability server. It is not a memory-resident task. Once it has completed its check for any
Software Jobs, it will exit and only be started again on request. This process is often
referred to as ‘Job Check.’

184 Agent Best Practices m



The Job Check dialog can be either hidden or visible to the user, and as with the CAF
dialogs, the logo and text strings can be customized.

[8] unicenter Software Delivery =101 x|
== ==

(). Unicenter* Software Delivery

@ Connecting to 5D =
3 Uni i o (=] B
of Receiving daka fr [8l unicenter Software Delivery O x|

</ Uploading compul -
Qﬁ Uploading detect: ? ;' ’, ™
@ Disconnecting fro 07/' wa 7/' I n c -

qﬂ Connecting to SD server dsmdemo

Disconnecting from SD se: &/ Receiving data from server dsmdemo.
@ Uploading computer data for xpclientz
@ Uploading detected software for xpclient2
Unicente @ Disconnecting from SD server dsmdemo
Copyrigh

Disconnecting from SD server dsmdemo

Unicenter Software Delivery 11.2.226.1085
Copyright (c) 2007 CA. All rights reserved.

All of the text displayed by ‘Job Check’ is externalized in a text file called Agent.txt which is
located in:

x:\program files\ca\Unicenter DSM\sd\nls (up to r11.1)
x:\program files\ca\DSM\ sd\nls (r11.2)

The bitmap that is displayed is changed by replacing the file called agent.bmp. The file
must be within a specific size range. The agent.txt file lists details of this.

Agent Privileges

The CAF Service is running as the Operating System User LocalSystem. When it starts the
CA Unicenter Software Delivery Job Check process, then by default the same User is used.
In most cases LocalSystem is the best user account for this process but there are some
situations where a Domain Administrator account is required. An example is defining a new
printer with drivers to a print server.

CAF can be configured to launch the Job Check process under a Domain Administrator
account by using the command ‘caf setcreds sdagent User XXXXXX Password YYYYYY’ on
the Agent system requiring the change.

The Domain User Account that is used must have the specific security privilege of ‘replace a
process level token’ and the password should not be set to require regular changing. If it is
necessary to change the password on a regular basis, then it is best to use two different

Domain Administrator accounts and alternate between them at each password change. If a
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CA Unicenter Software Delivery job is to be used to apply the configuration change, then
this must be done before the password has expired!

Logon Shield

By default, the Logon Shield is not enabled by the installation of the CA Unicenter Software
Delivery Agent. The Logon Shield can be used to prevent a user from logging on to the
computer while a CA Unicenter Software Delivery job is active. The implementation adds
the Logon Shield executable to the Operating System GINA (Graphical Identification and
Authentication DLL) chain. So implementing the Logon Shield in your organization needs
careful testing, particularly if multiple products that use GINA hooking are installed.

The Logon Shield is enabled by a CA Unicenter Software Delivery Configure procedure. A
number of options to its use are available.

=13 xpclientz

i) &l user Accounts
Qj all User Profiles

Installed Packages

Logon Shield: Enable forced log of ...

Logon Shield: Enable per job...

51 18) User Profiles DSM Explorer » DSMDEMO - Dorsin > Compiders and Users > All Computers > xpriient? > Softwars » Installed Packages
U"% Memaer, of droups Information Saftware Pracedure Instalation Time ¢
EQ i:::ntnry W ;W [j test 1 test 6/25/2007 10:50 &M
':J ) software =] @CA Unicenter DSM Agent + Data Transpart Plugin 11.2,226, 1085 Install 10/16/2007 11:01 AM
@ AT ms G A Unicenter DSM Agent + all agent plugins Win32 11.2,226,1085 Install 10f16/2007 11:21 AM
s gm o bin a H—— @CA Unicenter DSM Agent + Remate Control Plugin 11.2.226, 1085 Centrally Ma... 10/16/2007 11:26 Al
i ﬁ] File Explorer E‘] — @CA Unicenter DSM Agent + Asset Management Plugin 11.2.226.1085 Install 10/16/2007 11:26 AM
@ o e = @CA Unicenter DSM Agent + Basic Inwventary Plugin 11.2.226, 1085 Install 10/16/2007 11:26 AM
5 @ uninstal » c - Flligin 11 Instal 10/16/2007 11:26 AM
@ Unknown £ show properties Sthedule Activats Job ¢
Iy Usage ! 5 R Catalog: Add...
w0 configuration Customize this pane. Schedule Uninstall Job - »  Catalog: Remove. .
Ronoleconidl Press F1 to abtain more X Delete el i
@ History help. - Logon Shisd: Disable. .
il Al Legacy Computers “F Praperties... Logen Shisld: Disable and remove. .,

j.j e Laogon Shield: Enable wait until lag off...
% areal Logon Shield: Enable wait until log on. ..
@ EAsT Metwork Repair...
[0 HoRSHAM
1) MemTERP1 SM Installer: Disable trace. ..
i3 norTH SM Installer: Enable trace...
% NORTH SM Installer: Request user to terminate tasks...
] Obsolste Computers (1 vear) SM Installer; Request user to terminate tasks or cancel job...
ecyrit SM Installer: User not requested to berminate tasks...

The procedure options are:
m Disable - Disables the Logon Shield.
m Disable and remove - Removes the Logon Shield.

m  Enable forced log off - Forces the user to log off every time a job is to be executed on
the computer.

m  Enable wait until log off - Does not force the user to log off. Instead, the job remains
pending until the user logs off. Once the user has logged off, the job is run.

m  Enable wait until log on - Keeps a pending job from executing until a user logs on to
the computer on which the job is to be run.

m  Enable per job - Must be executed prior to specifying that you want to use the Job
options flag. Prevents the user from being logged on while the job executes. Note,
however, that jobs can be set up without using this Job options flag.
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When the Logon Shield has been activated, a dialog informs you about the current state of
the job. If you press CTRL+ALT+DEL, the dialog appears and continuously displays the
progress of job execution. The dialog disappears automatically after the job has ended.

Unicenter Software Delivery - Logon Shield

CA. Unicenter- Software Delivery

Fleaze wait while Software Delivery updates your computer. ..

Job in progress ..

CA Unicenter DSM Agent + Software Delivery Plugin: Configure Package

Executing C& Unicenter DS Agent + Software Delivery Plugin,
11.2.226.1085: Catalog: Add

Setting up a job using one of the Enable Logon Shield configuration procedures requires a
reboot of the computer in order to activate the Logon Shield. This is due to the fact that the
Microsoft login gina.dll, msgina.dll, is to be replaced with sxpgina.dll. Conversely, setting up
a job using the Disable Logon Shield configuration procedure for a computer also requires a
reboot of the computer in order to deactivate the Logon Shield, because the disabling
requires the sxpgina.dll to be replaced with the Microsoft msgina.dil.

The Disable and Remove Logon Shield procedure removes the special gina.dll that is
installed to monitor and control the login process. The agent may reboot.

The Logon Shield functionality should be used with care. If the ‘Force user to log off’ policy
is used, then the administrator should make sure that no jobs that require user interaction
are scheduled for an agent. For example, if an installation is to be launched in the
background as a dialog box and the user is logged off, there can be no user interaction.
Because the job is running, the user cannot log on.

If the target computer is configured to follow the ‘Enable forced logoff’ policy and a file is
open during Job Check, the related application provides a dialog to save this file. If ‘Cancel’
is selected in this dialog, the ‘Forced logoff’ procedure is terminated. The next logoff dialog
appears when the next Job Check is scheduled. Meanwhile, at the DSM Explorer the state of
a second job for the target computer is displayed with ‘Job executing.’ It is not set to
‘Postponed,’ since this subsequent job is waiting for execution.

If the procedure ‘Logon Shield: Enable wait until logon’ has been executed for a target
computer, and a job is scheduled for the computer when it is logged off, the status for the
job returns with ‘Job execution postponed by user at the agent end.’ The target computer is
still not logged on when the next job is scheduled. After say 50 minutes, this job is still
displayed with ‘Job execution ordered,’” and no ‘Postponed’ status is displayed for this job.
Since Job status is returned only once - when the job is actually about to execute - the first
job blocks the execution of the second job, until the computer is logged on.
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The Logon Shield is ignored for Desktop User agents and Domain User agents (also known
as User Profile agents). For example, running the procedure ‘User Agent: Enable’ and then
trying to run the procedure ‘Enable forced logoff’ ends the latter procedure with ‘Job
Execution Error.’

User Parameters

Sometimes information is needed about the computer that is not automatically collected by
the CA Unicenter Software Delivery Agent. An example could be the Department Number or
Owner details for the Asset. This information can be manually entered and stored as ‘User
Properties’ of the CA Unicenter Software Delivery Agent. The properties can be entered
from the right-click, Software Delivery\Properties option of the systray icon.

EDSM Properties - Software Delivery 5'

Uszer Data I Advanced I

r~ Information

Username:

Phone Mumber: |+44, 1343 3454545
Location: ILondon

Comment: IFinance Department

kK I Cancel Apply Help
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The entered ‘User Data’ is returned to the domain manager as part of the Agent registration
process. Once processed by the domain manager, it can be viewed by right-clicking an
Asset in ‘All Computers’ and selecting properties. Please note that the field names on the
domain manager are called ‘User Data 1’ to ‘User Data 4.’ It is these field names that you
must use when building Queries and Reports.

Computer Properties 1[

Computer I Agent

S Ingtallation M anagement I Software Delivery I

il iﬁ Infomation about uzer defined properties

Userdatal:  [SBROWN
Uszer data 2 ILondon
User data 3: |+44, 1343 3454545

Uszer data 4: IFinance Department

Infarmation

User defined properties allows you to associate any kind of information
with an asset. The fields can be referred to in queries.

The fieldz can also be populated by the agent. Please refer to the
documentation for mare information.

QK I Cancel Help

The ‘User Data’ can also be entered by using the CA Unicenter Software Delivery Agent
command line (sd_acmd.exe). For example:

“sd_acmd UserInfo USER=SBROWN, LOCATION=London, PHONE="+44, 1343 3454545"
COMMENT="Finance Department””

If the sd_acmd is used from a script run from the Login script or run command to capture
the data when the user logs onto the system, then follow it with ‘caf register all’ to have the
data sent in advance of the daily CAF re-registration.

Running the CA Unicenter Software Delivery Agent

As previously mentioned, the CA Unicenter Software Delivery Agent is run when CAF starts,
when CAF detects a change of IP address, and when CAF receives the command to start the
Agent from the scalability server.

The Agent can be started manually from the systray icon or command line. The command
to start the agent is ‘CAF start sdagent’ or ‘sd_acmd jobcheck.” The sd_acmd option is best
if being used from a script as it supports the ‘/wait’ parameter. Without this, the Agent is
started asynchronously.
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In most situations the CA Unicenter Software Delivery Agent is loaded by request of the
scalability server when it has a job for it to run. In some network configurations it is not
possible for the scalability server to establish an outbound socket connector to the Agent.

In these cases it is necessary for the CA Unicenter Software Delivery Agent to periodically
check with the scalability server for jobs. This can be automated by using the CAF scheduler
to start the CA Unicenter Software Delivery Agent.

The following screen shot shows an example of setting the Agent common properties to
schedule a check of the scalability server for jobs every hour:

[E D5M Properties - Common Agent ﬂl
Goneral | Evont Log Scheduing | Advanced | RIEira S x|
W Eraled ———————— Hame |Soft\weoeweryngen:
wmmbmwedww,g Description [ Fun theSoftware Delivery Agent hourly
Command | caf skart edagent

Dezcripts

i Refresh regiziation
12 Run the UAM agentinUSD hintmode ¥ Enabled

2 Run the UM agent Schedl byp .
2 Fun theS oitware Delvery Agent houty
—
£ Hew | figv ~Schedule options
Every || hours
W Sunday
nk | ~
- ¥ Tuesday ™ Run scheduie ak random hoar of the day
e jet : ™ Run schedule 2t random minute of the hour

™ run schedule mmediately after created

Hours ignored

Defining the schedule on each individual Agent by hand is not a practical option! To add a
new schedule entry to the central configuration management, you need to create an XML
file containing the following XML code on the domain manager machine (and also on the
enterprise manager, if applicable):

<configurations>
<allusers>
<paramsection name="itrm">
<paramsection name="common">
<paramsection name="caf">
<paramsection name="scheduler"s
<paramsection name="sdagentschedule">
<attribute name="dis en">Run the Software Delivery Agent</attributes>
<parameter name="commandline" value="start sdagent"s>
<attribute name="dis en">Caf Scheduler: command line</attributex>
<parameterinfo name="pi commandline">
<attribute name="type"s>string</attributes>
<attribute name="desc">The caf command which performs this
job</attributes>
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</parameterinfo>

</parameter>

<parameter name="enabled" value="0">

<attribute name="dis en">Caf Scheduler: Enabled</attributex>

<parameterinfo name="pi enabled">

<attribute name="type"s>bool</attributes>

<attribute name="desc">Set to true if this job is enabled</attributes>

</parameterinfo>

</parameter>

<parameter name="type" value="day">

<attribute name="dis en">Caf Scheduler: Type of Job</attributex>

<parameterinfo name="pi type">

<attribute name="type"s>string</attributes>

<attribute name="desc">Type of schedule interval. Possible values are:
day, hour and minute. You can also add a number of optional qualifiers. Add
&quot ; random&quot; to run the job with a random time added to the specified
time, up to the value of randomminutes. Add random hour to run at a random
hour during the day. Add random minute to run at a random minute during the
hour. Add &quot;now&gquot; to run the job within &quot;randomnowtime&quot;
seconds. Multiple values are separated by spaces.</attributes>

</parameterinfo>

</parameters>

<parameter name="excludedays" value="">

<attribute name="dis en">Caf Scheduler: Days to exclude</attributex>

<parameterinfo name="pi excludedays">

<attribute name="type"s>string</attributes>

<attribute name="desc">The list of days which are excluded from the
schedule. You can specify any combination of monday, tuesday, wednesday,
thursday, friday, saturday and sunday. Names are separated by
spaces.</attribute>

</parameterinfos>

</parameters>

<parameter name="excludehours" wvalue="">

<attribute name="dis en">Caf Scheduler: Hours to exclude</attribute>

<parameterinfo name="pi_ excludehours">

<attribute name="type"sstring</attributes>

<attribute name="desc">The list of hours which are excluded from the
schedule. You can specify hours using the 24 hour clock. Hours are separated
by spaces.</attributes>

</parameterinfo>

</parameters>

<parameter name="hour" value="1">

<attribute name="dis en">Caf Scheduler: Hour</attributes

<parameterinfo name="pi hour"s>

<attribute name="type"sint</attribute>

<attribute name="desc">For daily schedules, this value is the hour at
which the job runs. For hourly and minute schedules it is not
used.</attributes>

<attribute name="incl">1,2,3,4,5,6,7,8,9,0,</attribute>

</parameterinfo>

</parameters>

<parameter name="minute" value="0">

<attribute name="dis en">Caf Scheduler: Minute</attributex>

<parameterinfo name="pi minute">

<attribute name="type"s>int</attributes>

<attribute name="desc">For daily and hourly jobs, this wvalue is the
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minute past the hour at which the job runs. It is not used for minute
jobs.</attribute>
<attribute name="incl">1,2,3,4,5,6,7,8,9,0</attribute>
</parameterinfo>
</parameters>
<parameter name="repeat" value="1">
<attribute name="dis en">Caf Scheduler: Repeat</attributex>
<parameterinfo name="pi repeat'"s>
<attribute name="type"s>int</attribute>
<attribute name="desc">The time between repetitions of the job. This
depends on the type - e.g. for a daily job, this is the number of days
between jobs.</attributes>
<attribute name="incl">1,2,3,4,5,6,7,8,9,0</attribute>
</parameterinfo>
</parameters
<parameter name="randomnowtime" value="0">
<attribute name="dis en">Caf Scheduler: Random now time</attributex
<parameterinfo name="pi randomnowtime">
<attribute name="type"s>int</attributes>
<attribute name="desc">If &quot;now&quot; is specified in the type
then this is the number of seconds within which the job runs.</attributes>
<attribute name="incl">1,2,3,4,5,6,7,8,9,0</attribute>
</parameterinfo>
</parameters>
<parameter name="randomminutes" value="10">
<attribute name="dis_en">Caf Scheduler: Random minutes</attribute>
<parameterinfo name="pi randomminutes">
<attribute name="type"sint</attribute>
<attribute name="desc">If &quot;random&quot; is specified in the job
type then a random number of minutes between 0 and this value is added to the
specified job time. This allows a job to run at &quot;fuzzy&gquot; regular
intervals.</attribute>
<attribute name="incl">1,2,3,4,5,6,7,8,9,0</attribute>
</parameterinfo>
</parameters
</paramsections>
</paramsection>
</paramsection>
</paramsection>
</paramsection>
</alluserss>
</configurations>

Ensure CA DSM is running and then execute the command:

“ccnfregdb -mlocalhost -f<name of XML file> -e”
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The result should now be a new schedule entry that can be configured and then deployed to
your Agents in the standard way.

1= fh COMMMON COMPONents
5@

+ ﬂj Fun the LIAM agent
m-£3) Run the UAM agent in USD hint mode
Hame 4 Valhe Descripkion

E}J Caf Scheduler: Ensbiled Trus Set to trus if this job is ensbled

O caf Schadule
N

O caf
ta
L car s

g‘lli'caf Scheduler: Type of Job hour Type of schedule interval. Possibie values are: day, hour and minute. You can also add a num

Note: The CAF scheduler can only execute CAF commands and cannot be used as a general
purpose scheduler.

CA Unicenter Remote Control

The CA Unicenter Remote Control Agent is also known as the CA Unicenter Remote Control
Host (RCHOST). It is started by CAF and runs permanently on the computer. Unlike CA
Unicenter Software Delivery and CA Unicenter Asset Management where the majority of
tasks occur in background, the action of taking control of a remote computer happens in
the foreground and therefore is in full view of the end user.

Interaction with the End User

The level of interaction with the end user during a CA Unicenter Remote Control session can
vary depending on the reason for the session. If, for example, it is a technical issue that
requires actions by the administrator in order to fix the problem, there could be no
involvement needed by the end user. In contrast, an issue where an end user is asking for
guidance on using a particular function would be very interactive.

The first decisions to make are regarding notifying the end user (or not) when a session is
in progress, and in fact whether that session can even take place before the end user
approves it. The configuration can be set such that only a click on ‘OK’ is required, or the
user can be asked to enter their password. This is controlled for each Agent or Group of
Agents through the central configuration management settings.

mil Require local confirmation False Require all RC connections to be manually confirmed by host user,
mil Require local confirmation password False Host: Force all connections o be manually confirmed by host user's password,
mil Require meeting confirmation password True Host: Canfirmation of Meeting mode connections requires host user's password,
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The choice to allow a secure session where the end user cannot see the actions performed
by the Administrator controlling their workstation is also configured using a central

configuration policy.

|@ Enable secure contral,

True Enable Secure Control connections. |

If this option is allowed, then the Administrator will be allowed to select Secure Control
when establishing a remote control session.

Connect l Experience ]Viewer l Advanced

Remote Control

Mode: Shared Control =
a Wiew
EENmEEIEE Stealth View
Shared Contral
" Connect as a|Classroom

Exclusive Control
e Control
Meeting Mode

TOgOe T OTT 5T

|

PaSSWDrd: I...............

Repository;

User Name:

[” Save as defaults

Help || Connect

When the Secure Session is established, a screen is displayed informing the end user and
effectively hiding the display behind.

Q.

Unicenter® DSM

Remote Control Session In Progress

Copyright @ 2006 CA, All Rights Reszerved

Some of the text displayed in this message, along with other text displayed to the user by
the CA Unicenter Remote Control host, can be customized by editing the file called
rcHostViewer.enu found in the directory ca\dsm\bin\. This is the US English file, so please
select the correct language file for your installation.
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So, for example, if we wanted to customize the text displayed on the secure connection
window, we would edit the file as shown:

[RCOS]
IDS _BHS_TITLE="Remote Control Session In Progress"
IDS BHS INFO="This computer is being controlled by an IT Administrator of
Forward Inc.\n\nWe have disabled the local display of the machine's desktop.
Your keyboard and mouse have also been disabled.\n\nIf you believe that this
Remote Control session should not be taking place then please contact IT
Security on Extension 123456. \n\nYour desktop will be released when the
Remote Control session ends."
IDS_BHS COPYRIGHT="Copyright (c) 2006 CA. All Rights Reserved"

This results in the following secure connection screen:

Unicenter” DSM

Remote Control Session In Progress
Thi n g ed by an IT

G

Copyright @ 2006 CA. All Rights Reserved

Communication Flow

Unlike CA Unicenter Software Delivery and CA Unicenter Asset Management where 99% of
the communication flow is between the scalability server and the Agent, for CA Unicenter
Remote Control 99% of the communication flow is between the Host and Viewer (Agent and
DSM Explorer). The communication flow for session establishment occurs between the
domain manager, scalability server and Agent, but once validated the Viewer and Host
communicate directly. This communication flow needs to be taken into account if any
firewalls or a NAT (Network Address Translation) network is between the Viewer and Host.
Please see the Firewalls and Network Considerations chapter earlier in this Green Book for
further discussions on network configuration.

CA Unicenter Asset Management

The Asset Management Agent consists of three main components:

m  Asset Management Performance Agent (AMPMAGENT)
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m  Asset Management Software Usage Agent (AMSWSWMAGTW)

m  Asset Management Agent (AMAGENT)

The first two components are started when CAF first starts and remain in memory as
running processes. The third component is also started when CAF first starts, and then
again if CAF detects a change of IP address, when it is requested to do so by the CAF
Scheduler, or by a manual action. It does not remain in memory as a running process.

The Asset Management Agent is a wrapper process that can perform a number of actions:
m  Software Inventory

m  Hardware Inventory

m  Custom Inventory modules

m  Template Inventory

m Jobs

When the Asset Management Agent is started, it will connect to the scalability server in
order to see which of the above modules need to run. If the scalability server is
contactable, then it will perform the configured modules and send the results to the
scalability server before exiting.

Scalability Scalability
Server Server

Agent reads configuration Agent writes Inventory

Agent Agent

S
Agent performs
Configuration
and stores result

Agent reads
inventory and
_~"generates delta
Script Generated Local file store
Invantory

Template and
MIF Flles

If the scalability server is not available, then it will exit and not perform any of the
modules.

Scheduling

The Asset Management Agent is run from the CAF scheduler by default once every 24
hours. The schedule configuration is a centrally managed configuration set that can be
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amended and applied to individual or groups of Assets. For example, you may want to run

the Agent more frequently on Assets in a remote sales office compared to those on the
DMZ.

=l m COMMAn COMPOnents ;I @ Caf Scheduler: command ling start amagent The caf command which performs this job
I E 63 CAF E:g‘][af Scheduler: Days to exclude The list of days which are excluded From the sch
[53 General @Caf Scheduler: Enabled True Set to true if this job is enabled
i Messenger E:g‘][af Scheduler: Hour 1 For daily schedules, this walue is the hour at whi
[SJ plugins @Caf Scheduler: Hours ko exclude The list of hours which are excluded from the schf
63 Scheduler E:g‘][af Scheduler: Minute o For daily and hourly jobs, this value is the minutef
n 6] Registration refresh scheduled job @ Caf Scheduler: Random minutes 10 If "random” is specified in the job type then a rar
o E:l;‘] Caf Scheduler: Random nows time: o If "now” is specified in the bype then this is the n
@ICaf Scheduler: Repeat 1 The time between repetitions of the job. This dej
63 System Tray E:g‘][af Scheduler: Type of Job day Type of schedule interval. Passible values are: d

As previously mentioned, the Asset Management Agent runs a number of different
processes. Each process can be disabled or enabled, and can have specific scheduling rules.
For example, by default the Hardware Inventory is configured to run every time, whereas
the Software Inventory only runs once per day.

Froperties for Inventory Configuration | x|

General | Detection Modulss |
@ General settings for modules. Specfy a suitable name.

Mame: | Inventory Canfiguration
Scheduling Options j x|

Scheduling lCnrnitiuns | Dependency I Pre-Job I Miscellaneous 1

- Schedule

€~ Run only once

(" Other scheduling. Run 2 Ej Firnes
Scheduling Dptions x|

Scheduling Conditions ]Dependencyl Pre-Jnhl Niscelia'\ea.lsl

-Time } Date restrictions

™ Run only when within date range:}

11} 5/2007

I Run only when within time range:
2:41:04PM == Stop
r=-]

Day of the week dependency
™ Run only on these days:

EHE

- Periodic dependzncy
[~ Runorly once a...

The CAF scheduler also invokes the Asset Management Agent every hour in HINT mode.
Hint mode invokes a check to see whether any CA Unicenter Software Delivery jobs have
been performed, and if so, the Software Inventory module is started. Assuming that the CA
Unicenter Software Delivery job was installing or uninstalling software, and provided that a
Software Signature entry was created for the changed application, then the detected
software for this Asset will be updated.

G
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Forcing a Rescan

Sometimes it may be necessary to manually force the Asset Management Agent to run and
perform Hardware and Software Inventory. This can be done from the DSM Explorer by
selecting a single or multiple Assets, right-clicking, and selecting ‘Activate Job Check.” By
default the Asset Management Agent will only report any changes in Hardware or Software
since the last time it was run. By specifying the Collect option, a full re-collect of all
Hardware or Software information is performed.

Name ¥a 195 7 TrustLevel Origin AM Status SD Status RC Status St
& ) xpdient Windows XP Professional ssese CA Operationzl ~ Operational  Unknown D¢
thincownc YR Brofegsional evese ca Operational Operational  Listening D!
= | Explore From...
pase ' x|
- JCopy
The Asset Job Check will send a message to the Asset
Make Group. .. Management Agent and ask it to perform it's currently
x Delete- scheduled Asset Jobs and Modules.
Power up Computers 5 g
s 4 v Rescan Hardware Inwventory
Instant Diagnastics. . Enable this to have the agent ignore current status of
3 New... scheduled Hardware Inventory' Collect Modules and
05 Installatin... Lirk Existing Job... run them again.
Remote Control
Software Jobs [V Rescan Software Inventory
Enable this to have the agent ignore current status of
Permissions. .. scheduled 'Software Discovery' Collect Modules and
run them again.
Software Rights. ..
f‘ Properties. ..
[V Re-collect

To minimize network traffic, the Agent only sends delta
values to the system. Enable this to have the Agent
send all information.

I OK I Cancel |

The CAF command line can be use to start the Asset Management Agent. If run without any
arguments, it will connect to the scalability server and run any configured modules, and will
obey any scheduling configuration in place for this Agent. The Asset Management Agent can
be run with the following arguments:

m  /COLLECT - Do not diff, send complete information

m  /RESCAN_INVENTORY - Run any hardware inventory configurations linked to the unit
regardless of scheduling

m  /RESCAN_SOFTWARE - Run any software inventory configurations linked regardless of
scheduling
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Examples

To force a re-scan and collect of all Hardware and Software inventory, you would run this
command on the Agent:

CAF start AMAGENT args /RESCAN INVENTORY /RESCAN SOFTWARE /COLLECT

By the use of the HOST parameter, some CAF commands can also be run on remote
machines. So to run the same command on a machine other than your LocalHost, you
would enter:

CAF start AMAGENT args /RESCAN INVENTORY /RESCAN SOFTWARE /COLLECT HOST
NAME OR_IP OF MACHINE

If the credentials you are logged on with do not have access to the remote computer, then
different credentials can be passed to CAF using USER and PASSWORD. For example:

CAF start AMAGENT args /RESCAN INVENTORY /RESCAN SOFTWARE /COLLECT HOST
name_or ip of machine USER admin_account PASSWORD secret

Preventing Jobs from Running

There are a number of business scenarios that could require you to only perform Asset
Management Hardware and Software Inventory on a machine and prevent all other
activities. This can be done for individual or groups of assets by using the following
centrally managed configuration option:

&) osm
[+ @ adminconsole
-] @ Agent
=] ® Common agent
& COmmMon
ﬁ] software delivery
@ software delivery docking devices
&] common configuration
Q
Name 7 Value Description

e

s whether io

ob executio False Controls whether jobs are disabled on the agent in ques
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Collecting Custom Inventory Information

The Asset Management Agent can execute a number of custom Inventory Modules, but by
default these are not enabled. Some collect specific information, as their titles suggest,
whereas the one called WBEM Inventory is open to configuration. You can either customize
the WBEM module or use it as an example and create a new module.

) on 2 Name 4 Domain
[ inventory T eModules B General Inventory DSM112ES
; ﬁj File Collection £ performance Inventory DSM112ES
£ Printer Inventory (WMD) DSM112ES
&3 Serial Number And Model (WHI) DSMI1ZES
8 service Inventory For Windows NT DSM112ES
3 User Account Invertory DSM112E5
£8 User Environment For UNIX DSM112ES

DSML1ZES

The complete WBEM data source is a considerable size and if collected can be many
megabytes, putting unnecessary overhead on the CA DSM system. It is strongly
recommended that you restrict the information that is collected to just that which is
necessary.

4 a
General | Corfiguration | Platforms | General | Configuration Platforms |
Enable the platforms for which thes detection
InFormation abouk the Irvenkory Datact module is supposed to run. Enter the
Ry ! corresponding executabee For each enabled
platform.
Module Mame: WYBEM Inventory] ¥ Windows 32 bit
Enter aname for this modue. This name will appear " Win32 generic I
mm“:mﬂ-- Tt smmbemas o e e - - -
e 5]
enzral Cﬂ'\fﬂl‘mlpluforms] I
Specify a configuration For the Inventory Detection
todule. This can be done by typing it manually or IMCIMWIE,E!E
selecting and launching a configuration tool,

I D L

Kl ;I_I
— Configuration Tool

Tool: | gui_am_vimicfg.exe ﬂ
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During the configuration process, the Launch button can be used to start the WBEM
browser. This allows you to browse your local WBEM data and chose the settings that you
want to collect. Only data found in your local machine is presented, but additional settings
can be manually added in the configuration window.

151
E Filenamme ||_ \DUCUME"T\ADMINIT HUMALUCALS T\ T & J
Configuration
Component: IW'EEM Inventory
Seanmode: JINCLUDE =l
Namespace:  [RODTVCIMVZ =]
N = _
A= =T
+- [~ CndTniggerConsumer
< [ NTEvartlogProviderCorfia Frenzme. [C\DOCUME=TWADMINIT HOMLOCALS 1-r=_|
-— C ::rDtSLundard:DnsunurSﬂ T
[ Win32_1334Conkoler Component  [WBEM Invenioy
& Win32_1334ContollerDavi e =
[~ Win32_Account E ’ IINE'LUDE J
- Win32_AccountSID Namesace:  [RONTACIMY? |
[~ Win32_ACE — -
[T Win32_ActiveRoute : r \»"In.3.2_8dlc?ry :I
[~ Win32_AllocatedResource =X wanZ_H!Lib =
[T Win32_AssocistedB sttesy I Hnd.,ha@ctenstu:e
#-[" Win32_AssocistedProcess X BIDSVersicn
[ [~ Win32_AutochkSetting X Buidiumber
#-[~ Win32_BaseBoaid X Capiion
#-[ Win32_BaseService X Cod=Sel
1| X Cunenilanguage
[ Descrption
[ IdertificationCode
K bk e
[ InstallDate

[ LanguageE dition

¢ ListDiLanguages

¢ Marufachuer

¢ Hame

[ DthetT argetDs

X PrimaryB105

[X ReleaseDate =|

4 | 2
0K | Ceedl | appy |

Creating Your Own Inventory Module

Sometimes inventory data that is valuable to you exists in files, registry keys, or other
locations on the machine that are not automatically read by the CA Unicenter Asset
Management inventory modules. It is then necessary to create your own inventory module
to read this data and write a MIF file for CA Unicenter Asset Management to process. This
Inventory module could be a simple CA DSM script or a more complicated C++ or Visual
Basic program.

A lot of additional inventory information on the Windows platform is made available as
ActiveX components. ActiveX provides access to information from Active Directory, WMI,
etc. and is very easy to access using Windows scripting. The only thing missing is a library
to create MIF Files and a way to embed the Windows script into a recurring Asset
Management job.

This section will discuss how you can use Visual Basic Scripting (.VBS) or Desktop
Management Scripts to read information and build MIF files. If you prefer using Java

m Agent Best Practices 201



scripting (.JS), you can use the same steps as with VBS, just not for the MIF library as it is
written in Basic.

Implementing .VBS
Once you have written your Visual Basic script, you can create an asset job that allows you

to encapsulate the .vbs script into the job. The script will then be transported and executed
on the agent through the CA DSM infrastructure.

To build an asset job

1. Find the group or individual asset that you want to schedule the job for.

2. Expand the tree, right-click the Jobs node, and select Create Asset Job.

DSME | U&' T I ST ToesT =gy
wplarer

- %1 raskioZwm - Domain raski02wm
10 Computers and Users DSM Explorer = raskilZw - Domsin

Elm All Computers
2B {@roup Detailsh [ Homepage | Inventory
W=\ B
B
B sofi Link Asset Job

Overview

Inventory
& Remote Control Permissio Mame raski0Zwm|
2 05 Installations Type Other
Dj Configuration Serial Mumber Whlware-5
@ History 36a191F

3. From the Job wizard, select External Utility as the Task type.

New Job Wizard x|
Create New Job
Select which type of Job you wish to create

This wizard will guide wou through the creation of a new task, Please select one of the
listed task bypes, and press Mext o continue,

Task type:

Task kype description

An External Utility JobyTask lets wou rum an external application on the
Agent or Engine computer, You can specify various run options, and
optionally create a textfile to pass to the application.

< Back I Mext = I Cancel Help
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4. Click Next and give the job a name and description.

New Job Wizard x|

Create New Job
Enter a suitable name for the Job

Enter a name and description For the job. & default name for the selected job bype is
supplied. It is recommended that vou change this name to reflect both the purpose and
the type of job.

Job name: Demo YES MIF

Diescription: Thiis is ko show how ko build VES Invertory modules| ;I

o o

< Back I Mext = I Cancel | Help |

5. Click Next and select cscript.exe as the Executable.

New Job Wizard x|

Create New Job
Specify which and how ko execute external utility

Specify which external utility to run. Specify executable file and warking directary.
Cptionally specify command line parameters,

Executable: | cscript Erowse.., |

‘Warking dir: | FilestCa'\Unicenter DSMAgenthunits00000001 uam

Parameters: | script.vbs fnologo

IF you wish to create a textfile, check the option below, and choose a name For the file.
Be sure to pass this file name to the executable using the Parameters option above, if
required,

v Create ket fil

File name: | script.vbs

= Back I Mext = I Cancel | Help |

6. Enter a Working directory where the process is executed; if you leave it blank, it will
point to the Unicenter DSM\bin directory.
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It is recommended that you use the default Agent directory, for example, C:\Program
Files\CA\Unicenter DSM\Agent\units\OOO00001\uam, for the Working directory. In that
way can you control the output folder from the CA DSM job configuration. This is to
ensure the MIF is placed in the right folder to get collected.

7. Select the ‘Create Text File’ option and give the file a name.

This will then create the file with the content from the next screen to that file name in
the Working directory.

Note: The file is deleted after the job has executed.

8. Click Next and insert the full .VBS script that you want to execute.

New Job Wizard x|
Create New Job
Enter conkents For the Job

Enter the textfile you want to pass ko the external program, and press Rext to

proceed.
'This script Is an example on creating a small MIF file from YBScripting -
' To use the MIF library, cut and paste the Script with in the *------- MMIF Library ----
' Section

sFile = | Test, mif"

toeeee MIF Library --------

‘These functions are build ko make MIF file creation easier
Y Author: Kim Rasmussen, CA

'Library wersion: 1.0 D&-dec-2006

1 | 3|
Load File... |

< Back I Mext = I Cancel | Help

See the example following this procedure.

9. When you click Next, you can schedule the module. If it is an inventory module, it is
recommended that you run it regularly, at least once a day, to ensure up-to-date

information.
Example
' To use the MIF library, cut and paste the Script with in the '------- MIF
Library -------- ' Section

sFile="test.mif"

femm - MIF Library --------
'These functions are built to make MIF file creation easier
' Author: Kim Rasmussen, CA

' Library version: 1.0 06-dec-2006
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'---Library variables

Dim objMIFFileSystem, objMIFFile
Dim nGroupID

Dim nAttrID

'= CreateMIFFile function:

Function CreateMIFFile (strFile, strName, strDescription)
Set objMIFFileSystem = CreateObject ("Scripting.fileSystemObject")
Set objMIFFile = objMIFFileSystem.CreateTextFile (strFile, TRUE)

objMIFFile.WriteLine ("Start Component")
objMIFFile.WriteLine (" Name = """ & strName & """")
objMIFFile.WriteLine (" Description = """ & strDescription & """")
nGroupID = 0
CreateMIFFile = 0

End Function

'= End MIFFile function:

Function EndMIFFile ()
objMIFFile.WriteLine ("End Component")
objMIFFile.Close
EndMIFFile = 0

End Function

'= CreateMIFGroup function:

Function CreateMIFGroup (strGroupName, strDescription, strClass)
nGrouplD = nGroupID + 1
objMIFFile.WriteLine ("")
objMIFFile.WriteLine (" Start Group")
objMIFFile.WriteLIne (" Name = """ & strGroupName & """")
objMIFFile.WriteLine (" ID = " & nGroupID)
objMIFFile.WriteLine (" Class = """ & strClass & """")
objMIFFile.WriteLine (" Description = """ & strDescription & """")
nAttrID = 0
CreateMIFGroup = 0

End Function

'= EndMIFGroup function:

Function EndMIFGroup ()
OobjMIFFile.WriteLine (" End Group")
EndMIFGroup = 0

End Function

'= CreateMIFString function:

Function CreateMIFString(strName, strValue, strDescription)
nAttrID = nAttrID + 1

G
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objMIFFile.WriteLine ("")

objMIFFile.WriteLine (" Start Attribute")
objMIFFile.WriteLine (" Name = """ & strName & """")
objMIFFile.WriteLine (" ID = " & nAttrID)
(
(
(
(

objMIFFile.WriteLine (" Description = """ & strDescription & """")
objMIFFile.WriteLine (" Type = String(64)")
objMIFFile.WriteLine (" Value = """ & strValue & """")

objMIFFile.WriteLine (" End Attribute")
CreateMIFString=0

End Function

'= CreateMIFInt function:

Function CreateMIFInt (strName, intValue, strDescription)
NnAttrID = nAttrID + 1
objMIFFile.WriteLine ("")
objMIFFile.WriteLine (" Start Attribute")
objMIFFile.WriteLine (" Name = """ & strName & """")
objMIFFile.WriteLine (" ID = " & nAttrID)
objMIFFile.WriteLine (" Description = """ & strDescription & """")
objMIFFile.WriteLine (" Type = Integer64")
objMIFFile.WriteLine (" Value = " & intValue)
objMIFFile.WriteLine (" End Attribute")
CreateMIFInt=0

End Function

B ittt MIF Library --------

IR SRR EEREEREREEEEEEEEEREEEEEE RS R R R R R R Rk -
EEEEEEE R EEEEEESEEEEEEEEEEEEEEEEEEEEEEESESESEEE S

IEE S SR SR EEEEEEEREE R EEEEEEEEEEEEEEEEEEEEEEE] MAIN
khkkkkkkkhkhkhkhkhkhkhkhkhkhkhkhkhkdhkhhkhhkhkhkhkhkhkhkhkhkhkhkhhhkhhkhkhhkkk
Thhkhkhkhkhkhkhkhhkhkhkhkhkhkhkhhkhkhkhkhkhkhhkhkhhkhkhkhhkdhdhhh kb __

khkkhkkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkdhkhhkhhkhkhkhkdkhkdkhkhkhhhrhkhhhkhkhhkk

call CreateMIFFile(sFile, "Test MIF", "My first VB MIF File")
call CreateMIFGroup ("MIF Groupl","first group","")

call CreateMIFString("Varl","Valuel","This is a String variable")
call EndMIFGroup ()

call CreateMIFGroup ("Group2", "Secund group","")

call CreateMIFString("Var2","Value2","This is a String variable")
call CreateMIFInt ("Var3",20002,"This is a Numeric variable")

call EndMIFGroup ()

call EndMIFFile()

VBS and .MIF Files

To use VBS as an inventory module, the script needs to produce an output file in the
commonly known file format .MIF. The sample script above contains commands that Build
MIF: Component, Groups, String and Integer values.

If you need to use the MIF library in other scripts, you can copy select everything between
the two Lines marked with: ‘------- MIF Library -------- " and insert it at the top of your new
script.
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call
call
call
call
call
call
call
call
call

CreateMIFFile (sFile, "Test MIF", "My first VB MIF File")
CreateMIFGroup ("MIF Groupl","first group","")
CreateMIFString ("Varl", "Valuel", "This is a String variable")
EndMIFGroup ()

CreateMIFGroup ("Group2", "Second group","")
CreateMIFString ("Var2", "Value2","This is a String variable")
CreateMIFInt ("Var3",20002,"This is a Numeric variable")
EndMIFGroup ()

EndMIFFile ()

In addition to the MIF library, this script is a small test script that contains an example in
how to use the functions.

You can see from the code example that it is very similar to how the CA DSM Scripting MIF
functions work.

Note: You need to do the EndGroup and EndFile yourself in the script.

The script will produce a MIF file that should look like this:

Start Component

Name

= "Test MIF"

Description = "My first VB MIF File"

Start Group

Name = "MIF Groupl"

ID = 1

Class = ""

Description = "first group"

Start Attribute

Name
ID =

= "Varl"
1

Description = "This is a String variable"

Type

= String(64)

Value = "Valuel"
End Attribute
End Group

Start Group

Name = "Group2"

ID = 2

Class = ""

Description = "Second group"

Start Attribute

Name
ID =

= "Var2"

Description = "This is a String variable"

Type

= String(64)

Value = "Value2"
End Attribute

Start Attribute

G
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Name = "Var3"

ID =

Description = "This is a Numeric variable"
Type = Integer64

Value = 20002

End Attribute

End Group

End Component

Once this MIF file has been processed by the Engine into the MDB, then it will be visible in
the Additional folder under the asset's Inventory node.

GroupZ - DSM Explorer [raskiD2wm.ca.com] =loi =l
File Edit Yiew Tools Security Help
p 2 L) - = y =L W =, = L bl
[B80-0-PREIFX|peC A XER 2 &
Tree View j x e f 5
! §@). Unicenter*Desktop and Server Management
@5 Mermber of groups ;I
=& ventory Additional Inventory
- system DSM Explover » paski0Zwim - Domsin = Computers snd Users » Al Computers » paski0Zwm = Inv...
-3 operating System Information Attribute 4 Walue
[ & System Devices
— 0 varz Yalus2
- Metwork, Description 53]
! iy vars 20002
2] ® File Systems InFormation collected by
& GD External Devices warious [nventory
@ . Detection and Templare
- Input Devices madules, scripts, are
[ @ Power Settings listed here by there
-5 storags camponent names.
- LFs System Status Cuskarize this pane.
5[5 Additional
D Systems Performance E:pss Btolobtaninors
g [ Test miF
- Jobs
= =l 4 | i
|2 object(s) in the list |0 object(s) selected [ A

Creating a .MIF File Using the CA DSM Script Language

In many cases complicated programming is not necessary. The additional inventory
information can be collected using a CA DSM script to read the data and create the MIF file.
One of the benefits of using the CA DSM scripting language is that it supports many
different operating systems. As long as your script avoids any platform-specific OS calls,
then it can be run on all operating systems that the DSM Agent supports. The CA DSM
scripting language also offers advanced features regarding .MIF file manipulation.

The following example shows the CA DSM script for creating a MIF file for the additional
inventory data:
Thhkkhkhkhkhkhkkhkhkdhhkhkhkhkhhkhkhkhkhhkhkhkhkhkhkhhkhkhhkhhhkhkhkhhhkhkhkhkhhkhkhkhhhkhkhkhhhkhhkhkdkhkhkhkhhkhkhhkhkdkhkhhhhkhkhhkhdhkhkhxk
1%

'* This Script reads the Sound card on Windows NT and Windows 95 and create a MIF
file

'* Called ISND.MIF, in the Clientws

1%

'* Created by Kim Rasmussen Computer associates.
'* Version 1.0

%

1%

IR S S SRS R R SRS RS R RS E SRR SRR R R R E R R R R R R EEEEEEEEEEEEEEEEEEEEE S

* k%
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DIM SoundCard AS STRING
DIM i AS INTEGER

Thhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkhhhhhkhhkhkhkhkhkhkhkhkhkhkhkhhkhhkhhkhkhkhkdhkdhkhhhkhhkhkhkdkhkdkhkdkhkhkhkhhkhhkkk
* k%

1%

'* This function reds the Driver description in the Registry database
1%

Thhkkhkhkdhhkhkkhkhkhhkhkhkhkhhkhkhhkhhkhkhkhkhkhkhhhkhkhkhhkhkhkhkhhhkhkhkhhhkhhkhhhkhkhhhhkhhkhkdhhkhkhdkhkdhkhkhkhkhhkhhkhkhhkhdhkhhxk
* k%
FUNCTION get soundcard(i as integer) AS STRING

DIM driver AS STRING

DIM dummy AS INTEGER

DIM rhdl AS INTEGER

IF (InStr(OsSystem, "NT")>0) THEN
Rem read the Wave driver
rhdl = RegOpenKey (HKEY LOCAL MACHINE, "SOFTWARE\Microsoft\Windows
NT\CurrentVersion\drivers32")
IF rhdl <> 0 THEN
RegQueryVariable (rhdl, "wave", driver, dummy)
IF UCASE (driver)="MMDRV.DLL" THEN

RegQueryVariable (rhdl, "wavel",driver, dummy)
ENDIF

RegCloseKey (rhdl)
ENDIF

REM Get the driver description
IF driver <> "" THEN
rhdl = RegOpenKey (HKEY LOCAL MACHINE, "SOFTWARE\Microsoft\Windows
NT\CurrentVersion\drivers.desc")
IF rhdl <> 0 THEN
RegQueryVariable (rhdl, driver, driver, dummy)

RegCloseKey (rhdl)
ENDIF
ELSE
driver = "N/A"
END IF

ELSEIF (InStr (OsSystem,"95")>0) THEN
Rem Get the first Key in the wave group
rhdl =
RegOpenKey (HKEY LOCAL MACHINE, "System\CurrentControlSet\control\MediaResources\wave"
)
IF rhdl <> 0 THEN
RegEnumKey (rhdl, 0,driver)
RegCloseKey (rhdl)

Rem Read description for that driver
rhdl =

RegOpenKey (HKEY LOCAL MACHINE, "System\CurrentControlSet\control\MediaResources\wave\
"+driver)

IF rhdl <> 0 THEN

RegQueryVariable (rhdl, "Description",driver, dummy)
RegCloseKey (rhdl)

G
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ELSE
driver = "N/A"
ENDIF
ENDIF
ENDIF

get soundcard = driver
END FUNCTION 'Get_soundcard

Thhkkhkhkhkhkhkhkhkdhkhkhkhkhkhhkhkhkhkhhkhhkhkhhkhhhkdhkhhkhkhhkhhhkhhkhhhkhkhkhhhhhhhhkhhkhkdhkhhkhkdhkdhkhkdkhkhhhkhkhkhkhkhdhkhkhxk
dhkkhkkhkhkhkkhkhkhkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkdkx MAIN
dhkkhkhkhkhkkhkhkhkhkhkhkdhkhkhkhkhkhkhkhkhhkdhkhkhkhhkhhkhkhhkhhhhhkhhkhkdhkhkhkhkhkhkhkhkhkhkdhhkhkhhkdhhkhkhhkdhkhkhkhkhhkhkhkhkhhkhkhkhkhhkhkdkdkk
Ahkkhkhkhkhkhkhhkhkhhkhdkhkhkhhkdkhkhkhdkdkhkhkhdkdhkhhkddxhx!

IF (InStr(OsSystem,"NT")>0) OR (InStr(OsSystem,"95")>0) THEN

SoundCard = Get soundcard (i)

CreateMifFile (WorkstationPath+"ISND.MIF", "Multimedia", "AMO Multimedia
information")
CreateMifGroup (WorkstationPath+"ISND.MIF", "Audio", "Audio information","")
CreateMifString (WorkstationPath+"ISND.MIF", "Audio", "Sound
Adapter", SoundCard, "Adapter information")
ENDIF

The .MIF commands and all the other script commands are described in the CA DSM Script
Editor online help (Desktop Management Scripting Help).
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Chapter 15: Asset Collector

With CA Unicenter Desktop & Server Management (CA DSM) r11.2 C1, a new and useful
technology called the Asset Collector was introduced.

Why the Asset Collector

With the CA DSM data area being used more and more by other CA products as a repository
for discovery data, a more robust interface was needed to allow data from sources other
than the CA DSM agents to be collected.

In older versions of CA Unicenter Asset Management, there was a MIF system that allowed
you to register your own external assets. It was great and easy to use, but the data was
stored differently from standard units, and you were only allowed to store hardware
attributes.

The Asset Collector will take you to the next level and store both software and hardware
data as exactly like the CA DSM agents do, for usage in products like CA Unicenter Patch
Management and CA Software Compliance Manager. The only difference you will see is that
the DSM Explorer displays the nodes slightly differently to indicate that you can not manage
the units, and the value of the Origin field will not be ‘CA’:

[ All Computers - DSM Explorer [DSMDEMDhome.ca.com]
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Note that two new fields, Origin and Trust Level, were introduced in the r11.2 C1 release.
They were added to help determine the data source and to gauge how accurate the data
would be.
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The Origin field values are also used at the DSM Explorer homepage to show the
distribution of the managed computers in the database:

alLE

Systinm Satus A

Slabistics

Dmovensd Assebs ke

Harasged 2.5 {BZ)

(<] PE B (43)

LA 1P (1)

Microsnlt S5 14.7% (8)

Urenanaged T1% (4)

The Asset Collector works as an interface between a Standard XML file and the Standard
Infrastructure. The Asset Collector is installed on all scalability servers. The Asset Collector
will convert the XML file to the internal communications format and place it on the

scalability server:
=

Domain Manager Explarer

Scalabilty Server

’ @
Inwentary XML Collection Folder Laset Collector il

The Asset Collector Input

To feed the data through the Asset Collector into the CA IT Client Management (CA ITCM)
system you will need to build an XML file and place it in a special folder on the scalability
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server. The file must comply with standard XML specifications, and it is recommended that
you keep it in a UTF-8 format if you are passing non-standard ASCII information.

The XML File Format

The file typically consists of three XML Elements:

m  General: This is where all the registration data is located, including fields like Key,
Origin, and Hostname. This section is mandatory and contains some mandatory fields
(see below.)

m  Hardware: This is where you store the hardware attributes for the asset. This section
is not mandatory.

m  Software: This is where you store the software inventory the software for the asset.
This section is not mandatory.

Note: All tags must be in lowercase!

Here is an example of an Asset Collector file: Encoding

Gen.eral . \ZQ; version="1.0" encoding="utf-8" ?= .
Registration - <asset translator="ACBsFmt" version="1_0"> Formatting

Section - <general>
<host_name>DEMO </host_name=
<default_hostname=DEMO =/default_hostname=

<host_key=00000000-0000-0000-0000-000000000001 </host_key:=
<default_address>=130.119.67.48 </default_address=
<default_mac=00:0C:29:A5:6C:B6 </default_mac>
<class_id=3</class_id>

<origin=ACME Inc.</origin=

HW Section <trustlevel=3</trustlevel=
6 System <Jyeneral=
Attributes - <hardware>

- «<group name="$40Generallnventory$">
- =group name="$System$">
<attribute name="Total Memory" type="int64" subtype="M">838324224 </attribute>

<attribute name="Model" type="string">VMware Virtual Platform </attribute=
<attribute name="Vendor" type="string">VMware, Inc.</attribute=

<attribute name="Type" type="string"=Server</attribute>

<attribute name="Domain" type="string">TANT-AD1 </attribute>

<attribute name="Originating SMS Site Server" type="string">DEMO </attribute=
</group=

SW Section \;pgmup}
4
2 Packages <Mardware>

- <software=

- <package name="CA eTrust Antivirus">
<attribute name="Pub">=Computer Associates International, Inc.</attribute=
<attribute name="Ver"=7.1.0192 </attribute=
</package=
- «<package name="CA iTechnology iGateway">
<attribute name="Pub">=Computer Associates International, Inc.</attribute=
<attribute name="Ver">4.0.060220</attribute>
</package:
</software=
</asset>
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The <asset> and <general> tags are mandatory. Here is a list of the fields that can be
used in the general section:

Asset Entries Required ‘ Description ‘
vendor String

serial_number String

asset_tag String

host_name X Not fully qualified (String)

host_key Key will be generated if not supplied (string)

class_id Platform name or code (string or number). See the

CA Unicenter Desktop & Server Management
Implementation Guide for a full description.

default_address X String

default_mac X String

default_hostname X String
default_subnet_mask String

collect_time Time in seconds (Number)
Trustlevel Integer between 1 and 5
origin String

The number of <general> attributes is constantly expanding. For an up-to-date list, see the
Unicenter Desktop & Server Management Implementation Guide and the Release Notes.

Once you have built the collect file you need to give it a unique name, for example, the
Hostname or the Internal Key. This is to ensure that the files do not get overwritten by
some other process. The file extension has to be one of the following two types:

m . XIU — Unsigned. The typical usage.

m XIS - Signed (See the section below.)

How to Collect the File

The Asset Collector uses three folders. They can be changed, but by default they are:
m  AssetCollectorBAK
m  AssetCollectorCollect

m  AssetCollectorOutput

The contents of these folders include the following information:
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= _é My Computer

If delta is enabled, this folder
[+] EL 1 { . . ’
B s SR ) will contain the last known
[=] =e# Local Disk (T

hardware inventory in the
|2 2607de7db4F8ad496c7d57d0c 908 internal .INV format.

) CA_APPSW
| Clientys

|2 Documents and Setkings

This is the actual collect folder; this is
|20 Inetpub

where you place the file that needs to be

|2 MsOCache collected.
= |5 Program Files If an error occurs, the file is renamed
*.error, e.g. , Demo.xui.error
= e
I s
[
| Agent
| appdata
AssetcallectorBAk When a file is collected
2 successfully the file is moved to
|20 AssetCollectorCollect this folder.
| AssetColleckorOutpot

The next question would then be: How do we get the files to the Collect folder? There are
many ways to do this, but here are three methods:

m  Direct: If your process is a converter from another data source or system, you can run
the process on the scalability server. In that way, you will have access to the Collect
folder. This option can be considered a safe solution as you are in control of all the
application and data locally.

m  FTP: You could add the Collect folder as a FTP share. See the Microsoft Knowledge
Base document, http://support.microsoft.com/kb/323384, for setup instructions. Once
setup is complete, you can do an FTP put of the file to the server. For example:

ftp -s:script.txt ftp.server.com

The contents of script.txt could look like this, as an example:

Administrator
secret
bin
cd /AC
put DEMO.xiu
bye
m Share: You could choose to share the Collect folder as a normal NetBios share. In this
way, a remote node could map the drive or use Unified Naming Convention (UNC), for
example, \\server\ac, to connect and deliver the file.

When using one of the network options, you will need to open up the AssetCollectorCollect
folder for Write access. With that in mind, it is extremely important that you limit the
access to only the users that need to deliver. You could also choose to make it a Write Only
area, so that the external users cannot see or delete the files that are delivered to the
collector.
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Signed and Unsigned Files

If you have selected an option with an open network point to collect the data, you could
choose to digitally sign the file and set the Asset Collector to only accept signed files. In this
way, you can ensure that only the nodes that have the certificate installed will be collected.

If you want to sign your Collector file, you will need to install the CA DSM certificates on the
machine (or if you already have the certificates there, you can use them.) Remember that
the same certificate needs to be on both the sender and receiver. (See the X.509 V3
Certificates chapter later in this Green Book for more details about how to install a
certificate.)

Example

This command is signing the DEMO.xiu file with the common CA ITCM Certificate
(dsmcommon):

invsign sign DEMO.xiu dsmcommon

This will build a file called DEMO.xis that is ready for collection.

The signed file looks just like the unsigned file, except that the signed file has a key after
the last <asset> Tag:

</package>
</software>
</asset>dsmcommonH?*
00,10; ESI+E®Zyr] aeti 1T+3t3 ' >B”, D, (1101828801 @&, [+ ulr b1, A| 10 16hae 0817 [£ [TJeA’ 2C*I~avQ
e2z5[]-Grv
01+ 64->!1a/0ZLA a8 Og¥ ;IAn"0 € ¥ |0-¢

Configuring the Asset Collector

As with other CA DSM components, all settings for the Asset Collector are controlled
through common configuration policy. Everything can be found under the Configuration\
Configuration Policy\Default Computer Policy\ DSM\Scalability Server\Asset Collector node:
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ITrEe Wiew j X 0
; m Unicenter® Desktop and Server Management
EIIQ Caontral Panel ﬂ .
-3 Deployment Asset Collector
& Directory Integration DSM Explorer = 740-1F1-cl-wm - Domain = Control Panel = Confiquration = Confiquration Policy = Default Computer Py
=8 m Scalabilicy Servers Information Name 7 Malue Description
£) Engines s —
(1] Manager Description
e % . f'g . o 4 = fE [:l,ilcmlectm Folders semicolon separ...
-+l Configuration This policy is sealed, 1 L ’ -
@ Colleck Tasks you wiant to changs any [j,i\]DeFau\t Crigin ML File The default Origi...
@ collection Modul values in this property @Defau\t Trust Lewel 3 The default trus...
@ F_‘U ecc :Iont. oduies E"ﬁu Wi:! ha"g ttoh”ngeal [j,i\]De\ta Working Foldsr ‘when using diff. .
ile Collection e palicy. Do this by )
&80 configuration Folicy vight clicking o the ({8 Generate Deltas Trug When using Delt. .
" @ i i policy name in the tree, [:l,i]Output Folder Name of the dire...
- ef ault Computer Palic:
= EI m — g i —_— [:E]Recuswe Folder manitoring True if true, then the ...
' ® . Tips = [:lﬂ Scalabilicy Server Mame localhost The netwaork.na...
-8 acmincansole Deuble dick on 4 setting mﬂ Signed Files Cnly False ‘When true, the ...
-] Agent to modify the value, o
® JRa— . QEI Thraottle Fackor 1] Specifies the ma..,,
sset Maintenance Sys :
E @ " b Customize this pane, [:l,i]uU\d Cache filename machostcache.xml - The name of the...
@] common components
g Eﬁ] Uuid Cache Purge Interval i} The time in seco...
-6 Manager Press F1 to obtain more ) )
@ Naiicati help, [:l,i] uuid Cache Purge Max Age 31536000 The age in seco...
lotification
o Elﬂ Uuid store interval 26400 Specifies the tim,..
[]---m remate cantral
[—]® Scalability Server -
| @) Events lﬂ

Most of the settings are self-explanatory. Normally, you should not change any of these
settings, with a few exceptions:

m  Collection Folders: If you for some reason you need to collect from multiple folders,
you can specify multiple folders in a comma separated list. Alternatively, you could use
Recursive Folder Monitoring and have multiple folders under the default
‘AssetCollectorCollect’ folder.

m  Generate Deltas: If you are on a fast network infrastructure, you could disable the
deltas between the scalability server and the domain manager.

m  Signed Files Only: In either a secure environment or an open environment, you might
want to only accept signed files to ensure that the sender is an approved source.

Usage Examples

With the new Asset Collector, writing your own inventory collectors just got much easier.
The open interface provides a lot of different ways of reporting data. Following are some
scenarios that could benefit from using the Asset Collector.

Writing Your Own Agent

The first thing that springs to mind is... I can write my own inventory agent. Typically, this
would be for machines where CA does not provide an inventory agent, or for devices that
do not have an OS. We have in the past seen the need for inventorying things such as
vending machines, gas pumps, and cars, just to mention a few.

All you will need to do is to get the collector file created and then transported to the Collect
folder (see methods above). Once this is passed on to the Asset Collector, your data will be
treated just like any other inventory data.
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Integration to an Existing Inventory System

Another important job for the Asset Collector is to help integrate information from other
Inventory systems. Typically, you will write a small program to extract that data and build a
collector file. One thing to remember in this scenario is that you need to create one file per
each asset record in the system you are importing from.

Taking Inventory Offline

With the technology building on XML files, you would be able to generate offline inventory
information on a USB or network disk and then copy this to the Asset Collector for
importing and registering into your CA ITCM system. There are multiple initiatives in
progress to create inventory based on this technology. See Product Announcements and
Release Notes from CA in the future.

Why One Repository?

The huge advantage of using one repository for all of your inventory data is that inventory
consumers then have only one place to look for data. CA products like CA Asset
Intelligence, CA Unicenter Asset Portfolio Management, CA Unicenter Service Desk, and CA
Software Compliance Manager would in one strike be able to use data from any source, as
long as it had been collected by the Asset Collector.

Common Asset Portfolio Asset Service CA Asset Asset Management
Viewer Management Desk CMDB Intelligence Reporter
= = —5
| - —
.
. - . ——
. .

So by using the Asset Collector, you will have one consolidated data source of all the assets
you have discovered.

The Microsoft Systems Management Server (SMS) Connector

One of the first integrations created by CA that utilizes the Asset Collector is a connector to
Microsoft Systems Management Server (SMS/SCCM). In general, the integration uses an
Engine job that connects to the SMS site server on a scheduled basis. It exports all the
asset data and builds Asset Collector files, one per each computer that is managed by SMS.
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All Computers - DSM Explorer
File Edit Wew Tools Security Help

[ [=] E3

&Y caworld-001
é:l All User Accounts
(1] Software

(80 -0 P NEXEeb A XER = 6
ITrEe Wiew j x | | Name 405 Trust Lewel  Origin AM Status RC Status
DSM Explorer € caworld-001 Windows Vista ses KWL File Mat Installed Mot Installed
B- £ 790-1F1-cl-vm - Domain ?Q caword-002 windows Vista sssss CA Cperational  Unknawn
e Computers and Usets ’:li-j cawoHdsms-001 Windows Server 2003 [EX R Microsoft SMS Mok Installed Mok Installed
e g caviorldsms-002 windows ¥P Professional e e e e Microsoft 5MS Mot Installed Mok Installed
{Group Detailsk "‘"@ caworldsms-003 windows XP Professional (RN Microsoft SMS Mok Installed Mot Installed

Setting up the SMS Connector

As mentioned before, you need to set up an Engine job to get the integration with SMS
working. During the setup of the Engine job, using the New Task Wizard, you will first need
to select the ‘CA Asset Converter for Microsoft SMS’ task type.

Once the Task Type has been selected and you have given the job a name, you will be
asked for the SMS Service name, the SMS Site name (similar to the CA DSM domain), and
the user credentials to get to the SMS information:

New Task Wizard

Create New Task
Specify 3M3 Server details

!

Specify the Full qualified name of the Microsoft SM3 Server and the site ID. IF Mecessary

specify credentials for accessing the server.

SErver: I CAWORLDLV.ca.c0m|
Site ID: LD

Usernarme: I Usernarne

Password: I skt ok ekehkbk ok

Test Connection, .. |

= Back, I Mexk = I

Cancel Help

The Communications between the Engine and the SMS server is WMI, which is using the

NetBIOS TCP port 135.
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The next wizard page (Select information to collect) allows you the select whether you want
to collect Hardware and/or Software:

Mew Task Wizard
Create New Task
Select information to collect

Select what kind of information to extract about each Asset in the Microsaft SMS
sysker,

v Callect Inventory Information

The extracted infarmation will be mapped to the DSM basic Inventory structure and
il be viewable frorm the “Inventary” node ar the "Inventory” page of the portal For

the imported Assets,

¥ Callect Software Information
The extracted infarmation will be stored as heuristically Found software and will be
wiewable from the "Discovered” node or the “Software” page of the portal For the
imported Asset

[ specify collection scope
By default will all assets from the SMS database be imparted. To limit it ko assets
from a specific Asset group, specify the group here.

Scope:

< Back I Mexk = I Cancel | Help |

Additionally, you can specify a scope using SMS asset groups. This allows you to limit the
import to only a subset of the assets. Scopes are typically used if you need to divide the
data into two CA ITCM Domains, or if you only need to manage some of the assets (typical
for a service provider).

The last of the SMS Connector-specific wizard pages (Specify data delivery location) allows
you to set up where the Asset Collector files will be placed:
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Mew Task Wizard x|
Create New Task
Specify data delivery location

Specify where the CA Assek Adapter For Microsoft SM3 should place the extracted
information.

& Use Local Asset Collectar,
{lse this option if the Asset Adapter is located on the same system as the Asset
olleckar

€ Store to local or network folder,
Use this option ko make the Asset Adapter store the extracted information in the
location specified. Maote: The Engine perfarming the task must have write access
ko this Folder.

Falder: I

< Back I Mexk = I Cancel | Help |

Typically, the engine is running on a domain manager or a scalability server where the
Asset Collector already is installed. The SMS Connector task will then read the Asset
Collector configuration to find the right folder.

If you want the file in a different folder, or if the engine is running on a separate box, you
can manually specify the folder. Remember that this will be relative to the Engine.

Note: If you are planning the have the Asset Collector remote from the Engine, then please
note that the Engine by default runs as ‘Local System.’ In this case the Asset Collector
share needs to be null session shared. For more information on Null Session Shares, see
this Microsoft Knowledge Base Document: http://support.microsoft.com/kb/289655.

The Output

Once the SMS job has run, all the SMS assets are registered in CA DSM like any other
assets.
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Chapter 16: Security

Introduction

When we refer to the security aspects of CA Unicenter Desktop & Server Management (CA
DSM), we can generally include four areas. They are:

m  Authentication

Authentication provides confidence that the requesting object is who it says it is. It is
employed for login and machine-to-machine communications (application to
application). Authentication is provided through operating system-specific mechanisms
or X.509V3 certificate public/private key mechanisms.

m  Authorization (Permissions)

Authorization is about granting appropriate access to CA DSM data through class,
object, and area permissions. Components use the verified identities to lookup rights
and privileges to apply to the requested operation.

m  Encryption

Encryption is about keeping sensitive information secure, for example, encrypting
remote control sessions to provide confidentiality and integrity.

m  Auditing

Auditing is about being able to audit operations or security violations that have or may
occur in your CA DSM environment.

The standard product documentation for CA DSM contains a wealth of information about
these areas, which we will not repeat here. We will focus on discussing some real world
usage related to setting permissions and also X.509 certificate replacement and
distribution. We will also describe some of the concepts.

Permissions Model

The CA DSM permissions model is made up of the following components:
m  Security Profiles

Security profiles are roles, groups, or individual users mapped from a security provider
(for example, an NT domain group). A security profile is an operating system user
account or group in the domain manager (a local profile) or in its network domain (a
domain profile). The security subsystem in CA DSM supports multiple security profiles.
A security profile is either built-in (that is, created at installation time) or user-defined.
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Security profiles ultimately allow the user to log in to the system. The authorized rights
that user has once they are logged in are made up of the following types of
permissions: Class, Object, and Area.

Note that a user can be a member of multiple profiles, through a group or individual
user membership. If this is the case, then the cumulative permissions will be OR’d
together to work out the resultant permissions. This means that the No Access
permission does NOT override all other permissions. If a user has no access set through
a group membership, but full control through another group membership, then the
permissions will be cumulative, meaning the user will ultimately have full control. Also
note that there is no replication of security profiles or permissions from an enterprise
manager to a domain manager.

List of Security Profiles: ™ Display built-in certificate-based profiles!
Security Profile Mame I Type ¢ | Cwner | Description |
@ Cner Built-in Unassigned The owner of an object
&3 Everyone Built-in Unassigned Al users
m Distributions Biilt-in Unassigned &ll users that submit distributions
% winnt:/ fmdmtestboxfadministrators Local Group  Unassigned Built-in administration profile

Aadd... | Delete, ., | Ee-map... |
Take Cwnetship | Security Areas, .. | (lass Permissions. .. | Help |

The above dialog box (retrieved from the DSM Explorer Security\Security Profiles
menu) lists the default security profiles presented to you upon a fresh installation. You
will see three profiles with a type of ‘Built-in’ and one with a type of ‘Local Group’.

The ‘Built-in’ profiles are:
> Owner

This profile is necessary for managing dynamically created objects so that
every object will be assigned to an owner profile. Ownership may be changed
using an application, such as a Ul.

> Everyone

This profile initially has the class permission NO_ACCESS for all classes.
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> Distributions

This profile is essentially used when you have an enterprise. It has the class
permission FULL_CONTROL for all objects.

And the Local Group profile is:

Local Administrators group

This profile initially has the class permission FULL_CONTROL for all objects.

Note: These default profiles cannot be deleted.

Class Permissions (Class-level security)

Class permissions are the default access rights that you can specify. This means that
the class-level permissions that are in place will be used as the default rights for each
object that is created as an instance of the Class. Think of this as the highest level of
security (in terms of being less granular) that you can set. It can be sufficient to meet
your needs in many situations.

Note: No Access is the default class permission for all new profiles that you create.

Class Permissions [ <]

& Security Profile: Everyone

Select a category of Security Object Classes to display: I& all j
List of Security Ohject Classes:

Object Class  # | Class Permissions | Cwner | -
D m Asset Group Mo Access Unassigned
O @ Asset Job No Access Unassigned
@ Class Permissions Mo Access Unassigned
D E? Cormmon Query Mo Access Unassigned
O 0 computer Mo Access Unassigned

D Q Configured Directory Mo Access Unassigned i
DE& Control Panel Access No Arcess Unassigned
[ ¢4 Datahase Credentials Mo Access Unassigned
D @ Deployment Jab Mo Access Unassigned
O Domain Mo Access Unassigned
D @ Diomain Group Mo Access Unassigned
O [E;. Engine Mo Access Unassigned
D @ Engine Task Mo Access Unassigned
D [ External Asset Mo Access Unassigned

[J08) tnventary Task Mo Access LUinassigned hd|

355 arcess: I j

Take Gwnership | 0K I Cancel Help |
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m  Object Permissions (Object Access Control Element)

Object permissions allow you to be more granular with your permissions. This means
that you can, for example, give someone read access to all computers and groups
through class permissions, but you may wish to make one or more specific objects
(computers) not visible to them. This is what object-level permissions would enable you

to achieve.
Chject name: all Computers Security Areas... |
m Object class: Asset Group
Chrer; Unassigned Take Cwnership |

User Permissions;  Full Control (YRMWEDPC)

List of Security Profiles: [ Display built-in certificate-based profiles

Security Profile Mame | Type ¢ | Cbject Permissions |

O c&? Owner Built-in Class Default (VRWHDPO)

a &) Everyone Built-in Class Default ()

6 pistributions Eiilk-in Class Default (YRWHKDPOY

D % winnk: fmdmtestbosxgadminiskrators Local Group Class Default {WRWXDPO)
Object access: j | QK I Cancel Help

Let us discuss some of the things we can see in the above example:
m  Owner

An object is either owned by a user or is said to be unassigned. When a background
process creates an object, that object is usually unassigned. If you create an object,
your user ID is the owner of the object. As the owner of an object, you inherit all
permissions associated with the Owner security profile. Owner is a special security
profile, created at installation time and set to Full Access by default.

m  Take Ownership

A user gets the ownership of object.
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m  Object Permissions

Permissions are based on the concept of an Access Control Entry (ACE), which is a bit-
oriented integer. The following eight bits are currently used:

V - View bit, allows you to show objects.
C - Create bit, allows you to create objects.
R - Read bit, allows you to read sub-objects of an object.
W - Write bit, allows you to change an object.
X - Execute bit, allows execution, depends on object type.
D - Delete bit, allows you to delete objects.
P - Permission bit, allows you to change the ACE itself.
O - Ownership bit, allows you to take ownership of an object.
m  Security Area Permissions
A security area is a geographical, organizational, or topological division. A security area
can be linked to one or more security profiles and one or more objects. A user can

access an object if at least one security area linked to the object is also linked to at
least one security profile of the user.

For important use cases and the descriptions of what area support is doing in the context of
these use cases, see the section ‘Security Area Support Use Cases’ in the Unicenter Desktop
& Server Management Implementation Guide.

Applicable MDB Tables

Following are the Management Database (MDB) tables used by security with respect to
class, object, and group level security:
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ca_discovered_user

; ca_lnk_dis user se: profle ta_secuty_profle ca_securty class def
uger_udi user_uuid (FK) security_profile_uuid
d - E clags_def uuid

abel security_profile_uuid (FK) e —
S creation_date description class type
creation_user e T class_id

i = creation_date
creation_date buildin_profile -
last_update_user type
stupeatecate || i
ast_update_date default_ace
version_nurmber I

auto_tep_version
uri . T T T

ca_link_object_owner
user_type N | | |
usage list object_uuid | | |
directory_url owner_uuid (FK) F'y

gl security_profile_uuid (FK) #4— — — — — — — ] | | ca_class_ace
- ’ creation_date | | fsecurily profile_uuid (FK)
version_number | | c\ass_dgf_uuid_(H()
4

P
ca_ohject_ace £a_group_ace
object_def_uuid security_profile_uuid (FIK)
security_profile_uuid (Fi)

ace
ace access
access enable_inheritance
security_level security_level
object_type object_type

m Class-level permissions are maintained in the ca_class_ace table
m  Object-level permissions are maintained in the ca_object_ace table

m  Group-level permissions are maintained in the ca_group_ace table

Security Profiles and the DSM Reporter

Like the DSM Explorer, the DSM Reporter runs using the current Windows logged-on user
profile (unified logon). Note that the user profile currently used, and the DSM Reporter
privileges for this user, can be seen on the DSM Reporter front page, as illustrated in the
User portlet below:

DSM Reporter - DSM Reporter
File Edt View Tools Help

AR IR G EY R =RE

Tree Vi | x .
ZS:LDDW S K A Unicenter- Desktop and Server Management

&1 Report Templates DSM Reporter on gbdemo
&) scheduled Reports

DSM Reparter on gbdemo

‘ Main Features ‘ System Dashboard
Report Templates d Plat
& Erawse Report Templates and existing results, nun a Report bo create a current result, or Top Detected Platforms

create new Reparts and Folders. “8 Windows server 2003 Standard

Scheduled Reports ) whind il
T Browse scheduled Reports and results, or schedule a report For aukomatic generation and R Windows Mabils 5.0
publishing. " windows %P Professianal
7 m AlX 4.2
ser
‘ B3 o to Computers Folder
Tdentity

‘¥ou are user winnt:/fabdemafadministrator connected ko the DSM domain gbdemo. op Detected Manufacturers
Dell Computer Corporation
Dell Inc.

W ot detected

B vmware, nc.

Privileges
‘¥ou hawve administrative rights on this domain.

58 o to Hardware! Folder

The DSM Reporter operates with two security classes: Report Templates and Report
Scheduling. For these two classes, the permissions can be set individually for each user or
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group of users. This description will focus on the Report Templates class, but the available
permissions for Report Scheduling are used in the same way.

The minimum access level needed for reports is read access. If you do not have read
access, the tree view with folders and templates will still be visible. But trying to access a
report template will result in a message within the DSM Reporter informing you of your lack
of security rights.

Here is a breakdown of the different Class Permissions and the resultant access:

Read

To access individual report templates, you need read access, as illustrated in the following
security profile Class Permissions dialog box.

@ Security Profile: winnt: ffgbdemnofuser]|
Select a category of Security Object Classes to display: I& al j
List of Security Object Classes:
Object Class ¢ | Class Permissions | Oiner |:|
| %‘) 05 Installation Image Mo Access Unassigned
D [lﬁ Policy - Canfiguration Computer Mo Access Unassigned
| @ Policy - Event Based Mo Access Uniassigned
D @ Palicy - Query Based Mo Access Unassigned
O @§ Policy - Software Based Mo Access Unassigned
| a Procedure Mo Access Unassigned
O m Procedure Graup Mo Access Unassigned
D 'Sj Remote Control Access Mo Access Unassigned
D _D Report Scheduling Mo Access Unassigned
‘ Report Template Read {(vR) Unassigned
| O Sralability Server Mo Access Unassigned
O m Scalability Server Group Mo Access Unassigned
D ﬁ) Security Ares Mo Access Unassigned
| % Security Profile Mo Access Unassigned
&3 saftware Categary Mo Access Unassigned hd|
Class access: IRead j
Take Cwnership | OK I Cancel | Help |

When having only Read access to report templates, vital functionality will be disabled in the
DSM Reporter application. You will not be able to create reports or folders, and you will not
be able to run reports.

Write

Write access is required to store new reports and folders in the database, to modify existing
contents, and to remove (delete) contents from the database.

Create

The Create flag needs to be enabled to create new reports and folders (write access is also
required, see above). Lack of this permission will result in New Folder and New Report
options being unavailable (grayed out), as illustrated under Tasks below:
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€A Unicenter* Desktop and Server Management

Computers

[5M Reporter on gbdemo = Report Templates = Computers

Description = [ Folders

Reports on managed
Carmputers and their
properties,

Manufacturer Information
Reports on manufacturer and model information, Please be aware that nok all
Comp...

Service Level
Reparts on performance, up-time and usage data For computers

Information F

@ This view shows an
overview of the folders
and report kemplates in
the 'Computers' Folder,

Summary Reports
Reparts containing sunmary infarmation only. These reparts do nat lisk the indiv. ..

User Relations
Reparts on computers that are used by specific users, Make the supplied user
8CC...

2 & & & &

lacks Fd Yirtual Machines
[ Wew Report Repaorts on non-pheysical computers like YMWare and Virtual PC clients.
) new Folder

Execute

To execute reports and create new results, execute permissions are required. Lack of these
permissions will result in the Run Report option being unavailable in menus and views, as
illustrated in the Tasks portlet on the following screen shot. In addition, in order to schedule
reports, engine permissions are required.

Tasks
Report
Schedule

Results
[:E:] Show Results

Recommended Settings

Typically, the advanced DSM Reporter user will need full access to report templates. This is
required to be able to use the built-in reports, as well as to create new reports addressing a
specific problem or to deliver information on request.

It is possible to create a limited user with only read and execute access, which will only
allow that user to run existing reports.
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By removing access to the report templates (No Access), or removing the Read security
flag, the user will be prevented from doing any actions on report templates and will also be
prevented from viewing the details of the templates. The main tree in the left-hand pane
will still be visible.

Recommended Settings for Scheduling

If you wish a user to be able to schedule reports, Full Control should be provided to Report
Scheduling. Scheduling also requires Write access to the engine security class, as scheduled
reports need to be assigned to an engine. In turn, the engine will run the report at the
specified time or at regular intervals.

X.509 V3 Certificates

CA DSM uses X.509 certificates for authentication between its client processes and any
service which requires authentication. Whenever a CA DSM client process connects to a CAF
(Common Application Framework) plug-in that requires authentication, the client process
must pass security credentials relevant to the target service’s security requirements. Where
the client process is running as an autonomous process, such as a Windows NT service or a
UNIX daemon, the client process may authenticate using X.509 V3 certificates in the
absence of any user credentials.

An X.509 certificate for CA DSM authentication comprises a set of attribute-value pairs
packaged together with the public encryption key of an asymmetric key pair. The certificate
is digitally signed and sealed by a root certificate. The certificate records the name of the
subject to whom the certificate was issued, the issuing certificate authority name, and
expiry information. The subject name is often referred to as the Distinguished Name (DN).
The subject name is mapped to a Uniform Resource Identifier (URI) in the x509cert
namespace, such as the following:

x509cert://dsm rll/CN=Basic Host Identity,O=Computer Associates, C=US

A CA DSM installation comes with a set of default standard certificates signed by a CA root
certificate. The public root certificate is installed on every node within the enterprise. Using
public key cryptography, clients will authenticate themselves to scalability servers upon
request. A scalability server can then use the certified identity to perform subsequent
authorization checks and commit audit records. The DSM Explorer enables certificate URIs
to be seen as security profiles.
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Security Profiles x|

List of Security Profiles: ¥ Display built-in certificate-hased profiles

Security Profile Mame | Type 7 | Area Suppork | Ciner | Description

&? Cuner B|.|i|t—in - Unassigned The owner of an objecl
& Everyone Built-in - Unassigned Al users

% Distributions Eilt-in Disabled Unassigned &ll users that submit di
L% %509cert: ffdsm r11fcn=configuration and state management. .. Certificate - Unassigned Authentication of the ¢
% *509cert:ffdsm r1lfcn=domain access,o=computer associat, .,  Certificate - Unassigned Domain database pass
% x509cert: fidsm r11fcn=dsm common server registration,o=c,.. Certificate - Unassigned DS registration

% x509cert: fidsm r11fcn=dsm directory synchronisation,o=co.,. Certificate - Unassigned DS directory synchrol
% x509cert:ffdsm r11fcn=dsm r11 agent mover,o=computer a... Certificate - Unassigned ['5M agent mowver

% *509cert: ffdsm r11fcn=dsm r11 software delivery catalog,o...  Certificate - Unassigned D5M Software Delivery
% *509cert: fidsm r11fcn=enterprise access,o=computer assoc,.. Certificate - Unassigned Enterprise database pz
% x509cert: fidsm r11fcn=reporter access,o=computer associa,.. Certificate - Unassigned Reporter database pas
@ winnt: ffgbdemofuserl Local User Disabled winnt:/fgbdemofad...

@ winnt: /fabderofadninistrators Local Group - Unassigned Buile-in adriinistration g
@ winnt:/fgbdemofusergroup Local Group  Disabled winnt:/fgbdemofad. ..

J | l

Add... I Delete, ., | Ble-map. ., I
Tiake Cwnership I Secutity Areas, ., | Class Permissions, .. I Help |

There are three types of certificates in use:
m  Root Certificate

A root certificate is used to sign and validate all other certificates in the CA DSM
authority. Without this we cannot validate that the other certificates are correct. The
root can also be referred to as the trusted third party.

m  Basic Host Identity

The basic host identity is used by the low-level messaging components to enable a
basic level of trust and setup of encrypted data channels, such as an Agent talking to a
scalability server or DSM Explorer to domain manager. For example, before you have
even logged into an Explorer this certificate has been checked. Every CA DSM node has
a certificate that provides Basic Host Identity (BHI) installed by default.

m  Application Specific

Application certificates are used by various components of the CA DSM application to
authenticate database access or server access. These certificates are used to control
some of the application-level functions such as the software delivery catalog.
Application certificates define which processes are allowed to receive the database
credentials which run in the context of the machine, so we need a form of validation.

Other examples are common server registration of new assets, and the directory sync job.
These processes access the MDB and use database credentials; without the right
certificates, they do not get access. The DSM Reporter also utilizes an application
certificate, as it has direct access to the MDB. When it starts, it asks the domain manager
or enterprise manager for database credentials. This is allowed or not, depending on
whether the certificate is valid or not. Another example is the CA Unicenter Software
Delivery Agent mover process which is used when roaming between domains. Without the
right certificate, the agent move process will not work.
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If you have business requirements that require you to harden your CA DSM infrastructure,
we recommend that you create and deploy your own root certificate, Basic Host Identity
(BHI) certificate, and application-specific certificates.

For more information on certificates see the Unicenter Desktop & Server Management
Implementation Guide.

Certificate Deployment

There are generally two scenarios regarding certificate deployment in your environment.
Since the use of certificates is something that should be aligned with your company security
and business practices, it is a recommended best practice to change the certificates before
you actually deploy CA DSM. This means that you can update your installation images with
the new certificates, and from then on your new infrastructure and agents will be deployed
automatically utilizing the new certificates.

However, you may encounter a second scenario in which you have already deployed CA
DSM and, due to a change in policy, you now need to change the certificates that are being
used. We will discuss both these scenarios.

Note that the Unicenter Desktop & Server Management Implementation Guide contains
details about certificate deployment and creation. This section complements that material.

Our first, and simplest, scenario is that the CA DSM application has not yet been installed.
You can start by copying the contents of the CA DSM DVD media into a writeable directory,
into which you can copy the new certificates.

Certificate Creation

To create new certificates you will utilize the cacertutil command line utility. It is necessary
to install at least one CA DSM component (such as the DSM Explorer or DSM Agent) on a
computer to gain access to this utility. The cacertutil utility can then be found in the \bin
folder under the CA DSM installation directory.

Over the next few pages we will describe the process of creating new certificates and
adding them to your installation media. We will do this with a descriptive approach and
then reference the discussion in the form of a step 1, step 2 approach for easier reference.

Note: Any new certificates you create MUST have the same name as the original
certificates, for example, itrm_dsm_r11_root. The reason for this is that the product
installer is specifically looking for these certificate files during installation time.

The first step is to create a new set of certificates for our fictional company, Forward Inc.
Start with a temporary directory on the system that has cacertutil installed. In our example
we will be using c:\certs.

Replacing certificates involves copying the new files to the installation image. To make
things simpler when creating your replacement certificates, you can consider creating a
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batch file that will copy the files to the media master image. Some examples will be
referenced in this document.

Create Certificates Batch File

cacertutil create -o:itrm dsm rll root.pl2 -od:itrm dsm rll_root.der -
op:rootpassword "-s:cn=newdsmroot,o=forwardinc,c=us" -d:3650

cacertutil create -o:basic_id.pl2 -od:basic_id.der -op:password -oe "-
s:cn=bhic,o=forwardinc,c=us" -d:730 -i:itrm dsm rll_ root.pl2 -ip:rootpassword
cacertutil create -o:ccsm.pl2 -od:ccsm.der -op:password -oe "-

s:cn=csm, o=forwardinc, c=us" -d:1095 -i:itrm _dsm rll root.pl2 -ip:rootpassword
cacertutil create -o:itrm dsm rll_cmdir eng.pl2 -od:itrm dsm rll_cmdir_ eng.der -
op:password -oe "-s:cn=dirsync,o=forwardinc,c=us" -d:1095 -i:itrm dsm rll root.pl2
-ip:rootpassword

cacertutil create -o:itrm dsm rll agent mover.pl2 -od:itrm dsm rll agent mover.der
-op:password -oe "-s:cn=sdmover,o=forwardinc,c=us" -d:1095 -
i:itrm dsm rll root.pl2 -ip:rootpassword

cacertutil create -o:registration.pl2 -od:registration.der -op:password -oe "-
s:cn=reg,o=forwardinc,c=us" -d:1095 -i:itrm dsm rll_ root.pl2 -ip:rootpassword
cacertutil create -o:babld.pl2 -od:babld.der -op:password -oe "-

s:cn=babld, o=forwardinc,c=us" -d:1095 -i:itrm dsm rll root.pl2 -ip:rootpassword
cacertutil create -o:dsmpwchgent.pl2 -od:dsmpwchgent.der -op:password -oe "-
s:cn=entaccess,o=forwardinc,c=us" -d:1095 -i:itrm dsm_rll root.pl2 -
ip:rootpassword

cacertutil create -o:dsmpwchgdom.pl2 -od:dsmpwchgdom.der -op:password -oe "-
s:cn=domaccess, o=forwardinc,c=us" -d:1095 -i:itrm dsm_rll root.pl2 -
ip:rootpassword

cacertutil create -o:dsmpwchgrep.pl2 -od:dsmpwchgrep.der -op:password -oe "-
s:cn=repaccess,o=forwardinc,c=us" -d:1095 -i:itrm dsm_rll root.pl2 -
ip:rootpassword

cacertutil create -o:itrm dsm rll sd catalog.pl2 -od:itrm dsm _rll sd catalog.der -
op:password -oe "-s:cn=sdcat,o=forwardinc,c=us" -d:730 -i:itrm dsm rll root.pl2 -
ip:rootpassword

The following parameters are used in the above example:

-0 This specifies the output filename for the PKCS#12 packaged certificate.

-od This specifies the output filename for the DER encoded certificate.

-op This specifies a passphrase (password) used to encrypt the PKCS#12 certificate file.

-s This specifies the subject of the certificate, such as the DN.

-d This specifies the lifetime of the certificate in days. Here our root certificate is set for
3650 days/10 years. It is a good practice to make the BHI certificate valid for a lesser
period of time than the Root Certificate, so in this example they have been set to 730
days/2 years. The application certificates have also been set to 1095 days/3 years.
This is because these application certificates are normally more protected than the
BHI certificates, as the application certificates are usually installed on infrastructure
(except for the CA Unicenter Software Delivery catalog).

-oe This generates a random encrypted version of the passphrase (password) used to
decode the certificate and outputs it to the console.

Note: All certificates are created with the -oe switch. This outputs an encrypted form
of the password for subsequent use in the cfcert.ini file. The encrypted password
output just gives a higher level of confidence that the certificates cannot be
misappropriated, as the password is not in clear text.
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The DN names are not specific and can be changed (CN=xxX,0=yyy etc.). You can choose
whatever is most descriptive for your purposes here.

When you run the batch file to create new certificates, we recommend that you consider
piping the output to a file so that you can keep the resultant outputted encrypted
passwords. They will subsequently be used within your cacertutil import command line.

so: C:\certs\create certs.bat > pwds.txt

Successful completion of the batch file will result in a new set of certificates, made up of
DER files (Distinguished Encoding Rules) and p12 files (pkcs#12 public key cryptography
standard) created in your temporary directory, along with the output file (pwds.txt):

(S RI=IE
File Edt Wiew Favortes Tools Help | :,'
O EBack - d A ? s ) Search Folders Elv
Address I.,j Ciicerts j a Go
Mame Sizel Type = | Date Modified |
File and Folder Tasks s b\d.plZ 2KE Personal Infarmation Exchange  07/11/2007 16:34
i basic_\d.plZ 2KE Personal Information Exchange  07/11/2007 16:33
J el ccsm‘pIZ 2KE Personal Information Exchange  07§11/2007 16:34
ﬁ c\;":‘!s'j this folder to the dsmpwchgdum.plZ ZKE Personal Information Exchange  07/11/2007 16:34
7 share this folder dsmpwehgent.pl2 2KEB Personal Information Exchange  07/11/2007 16:34
dsmpwchgrep.plz 2KB Personal Information Exchange  07/11/2007 16:34
itrm_dsm_rl 1_agent_mover.... ZKE Personal Information Exchange  07/11/2007 16:34
Other Places Y ' m_dsm_r11_cmdir_eng.pl2 2KB Personal Information Exchange  07/11/2007 16:34
itrm_dsm_rl 1_root.plz 2KE Personal Information Exchange  07/11/2007 16:33
wee Local Disk (1) Eitrmn_dsm_r11_sd_catalag.p12 2KE  Personal Information Exchange  07/11/2007 16:34
'D My Documents registratinn.plZ 2KE Personal Infarmation Exchange  07/11/2007 16:34
J My Camputer Elbabld. der 1KB Security Certificate 07/11/2007 16:34
"J My Nstwork Places baslc_\d.der 1KE Security Cert!F!cate 07/11/2007 16:33
cosm.der 1KE Security Certificate 07112007 16:34
Edsmpwchgdam. der 1KB Security Certificate 07/11/2007 16:34
Details ¥ dsmpwchgent.der 1KE  Security Certificate 07{11[2007 16:34
dsmpwchgrep.der 1KE Security Certificate 07j11[2007 16:34
Elitrm_dsm_r11_agent_mover.der 1KEB Security Certificate 07112007 16:34
Eitrm_dsm_r11_cmdir_eng.der 1KEB Security Certificate 07/11/2007 16:34
|trm_c|sm_r1 1_root.der 1KB Security Certificate 07/11/2007 16:33
Eitrm_dsm_r11_sd_ratalog, der 1KE Security Certificate 07112007 16:34
Elregistration.der 1KB Security Certificate 07/11/2007 16:34
@ puds, bxk 3KE Text Document 07/11/2007 16:34

The output file will contain multiple entries similar to those shown below. Remember that
the encrypted passphrase will be re-used later.

C:\certs>cacertutil create -o:basic id.pl2 -od:basic_id.der -op:password -oe "-
s:cn=bhic,o=forwardinc,c=us" -d:730 -i:itrm_dsm rll root.pl2 -ip:rootpassword
Encrypted pass phrase:

enc:AhRau5XyOukms5NfbrHOpnbXfaZytytk

...Operation OK.

Once you have created your own specific certificates, you can also perform a quick test to
verify they have been created correctly (dates, DN etc). Simply double clicking one of the
DER files such as itrm_dsm_r11_root.der will result in the following dialog:
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General | petails | Certfication Path |

@x’ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued bo: newdsmroot

Issued by: newdsmroot

valid from 07/11/2007 to 04/11/2017

Issuer Statement |

QK |

install Certificate.,

Double clicking one of the P12 files gives you an easy way to ensure the passphrase you
have utilized is valid:

Certificate Impork Wizard x|

Password
To maintain security, the private key was protected with a password,

Type the password For the privake key,

Password:
I********l

™ Enable strang private key protection, Yoo will be prompted every time the
private key is used by an application if vou enable this option.

™ Mark this key as exportable. This will allow you to back up or transpart ooy
kevs at a later time.

< Back I Mext = I Cancel |

Click through a few steps in the wizard, and then enter your unencrypted passphrase here.
If it is accepted, you can then CANCEL this dialog.

Your next step is to edit the CFCERT.INI file. Ultimately this will allow the CA DSM installer
to be able to install your new certificates. Note that CFCERT.INI exists on the installation
media in multiple locations. You need to copy only one instance of the file to your
temporary certificate location (c:\certs, for example) so that you can perform the necessary
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edits. A section of the default cfcert.ini file contents are listed below. The full contents are
described in the Unicenter Desktop & Server Management Implementation Guide.

[CAF]

files=itrm dsm rll root.der,basic_id.pl2

[Configuration]

files=ccsm.pl2

[Files]

itrm dsm rll root.der=cacertutil import -i:itrm dsm rll root.der -it:x509v3
basic_id.pl2=cacertutil import -i:basic_id.pl2 -
ip:enc:uAa8VNL4DKZ1UUtFKk5INPnr2RCLGb4h0 -h -t :dsmcommon

ccsm.pl2=cacertutil import -i:ccsm.pl2 -t:csm -
ip:enc:IWhun2x3ys7yl1FM8Byk2LMs56Rr8KmXQ

[Tags]

dsmcommon=x509cert://DSM rl1l/CN=Generic Host Identity,O=Computer Associates,C=US
csm=x509cert://dsm rll/CN=Configuration and State Management, O=Computer
Associates, C=US

etc

Each section of the cfcert.ini file declares the certificates that are required to be installed by
the associated installer. The installer reads the ‘files=‘ entry from its associated section in
cfcert.ini and installs each certificate listed in turn by using the command located in the
[Files] section of the cfcert.ini file.

For example, the common application framework (CAF) installer finds that it needs to install
the certificates itrm_r11_dsm_root.der and basic_id.p12. In the [Files] section, the CAF
installer finds the cacertutil commands associated to these certificates in the first two lines,
and executes these commands.

The [Tags] section allows you to create new certificates which do not use the standard
certificate URIs. When installing a CA DSM manager node, the installation components will
read this section and set up security profiles for the named URIs. By convention, the file
names listed in the ‘files=* entry in each section of cfcert.ini are the same as the names of
the underlying certificate file. This allows for easier maintenance of the cfcert.ini
initialization file.

Since we are going to replace the default certificates with our new certificates, we need to
change the following:

1. [Files] section to reflect the new passphrase (password)

2. [Tags] section to reference our new DN URI

The [Files] section will resemble this after editing is complete:

[Files]

itrm dsm rll_root.der=cacertutil import -i:itrm dsm rll_root.der -it:x509v3
basic_id.pl2=cacertutil import -i:basic_id.pl2 -
ip:enc:AhRau5XyOukms5NfbrHOpnbXfaZytytk -h -t :dsmcommon

ccsm.pl2=cacertutil import -i:ccsm.pl2 -t:csm -
ip:enc:E4H1x09u2z4U907751ZQVnNnZRQUDmMJI4XF

itrm dsm rll cmdir_ eng.pl2=cacertutil import -i:itrm dsm_rll cmdir eng.pl2 -
ip:enc:ewKioCf4EENQbvrONJBA16gAduWn3r27 -t:dsm_cmdir eng

itrm dsm rll_sd_catalog.pl2=cacertutil import -i:itrm dsm rll_sd_catalog.pl2 -
ip:enc:SHkCxBQyt 7KHPCwmUO8KwM43fE3MOg9y -t:dsmsdcat
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itrm dsm rll agent mover.pl2=cacertutil import -i:itrm dsm rll agent mover.pl2 -
ip:enc:HnkJ2gLBGpl8D3r0z02UJQEl11lwibLhpj -t:dsmagtmv

registration.pl2=cacertutil import -i:registration.pl2 -
ip:enc:U2z8skmxRzdjaAVQDMWwYTHV3LIbtFvo -t:dsm_csvr reg

babld.pl2=cacertutil import -i:babld.pl2 -ip:enc:0H9c4YD4yblxPR8Q3SSpr7EBzLAY9]84
-t:babld_server

dsmpwchgent .pl2=cacertutil import -i:dsmpwchgent.pl2 -
ip:enc:fBYRa90PtZDMaVTi1FDCm5uw97Dnj7rk -t:ent_access

dsmpwchgdom.pl2=cacertutil import -i:dsmpwchgdom.pl2 -
ip:enc:ghDmdQAeEPaUivVuVmuFaHr1AH5I1VNGX -t:dom_access

dsmpwchgrep.pl2=cacertutil import -i:dsmpwchgrep.pl2 -
ip:enc:QHOgnofjHDO24PmWwBAfQTvu81g0OXZzm -t:rep access

What we have changed here is the enc:<encryptedpassphrase> section. We have copied
the resultant encrypted passphrase from the output file we created earlier (pwds.txt).

Next, we need to edit the [Tags] section as follows:

[Tags]

dsmcommon=x509cert://DSM rll/cn=bhic,o=forwardinc, c=us
csm=x509cert://dsm rll/cn=csm,o=forwardinc, c=us

dsm_cmdir eng=x509cert://dsm rll/cn=dirsync,o=forwardinc, c=us
dsmsdcat=x509cert://dsm rll/cn=sdcat,o=forwardinc, c=us
dsmagtmv=x509cert://dsm rll/cn=sdmover,o=forwardinc, c=us
dsm_csvr_reg=x509cert://dsm rll/cn=reg,o=forwardinc, c=us
babld_server=x509cert://dsm rll/cn=babld, o=forwardinc, c=us
ent access=x509cert://dsm rll/cn=entaccess,o=forwardinc, c=us
dom_access=x509cert://dsm rll/cn=domaccess,o=forwardinc, c=us
rep_access=x509cert://dsm rll/cn=repaccess,o=forwardinc, c=us

The change we have made here is to edit the original URI line (x509cert://dsm
rl1/cn=domain_access,o=Computer Associates,c=us) so that it now reads as
cn=domaccess,o=forwardinc, and so forth, as this was the DN used when we first created
the new certificates.

The last step is to overwrite all instances of the certificate files (.DER and .P12) and
cfcert.ini files that exist in the installation media. This need only be done once, but is best
achieved through the use of a batch file. Search for all instances of DER, P12, and
CFCERT.INI files on the installation media, and overwrite with your new copies.

After you have successfully replaced the certificates and cfcert.ini files within the
installation image, installation can start as usual.

Review of Steps for Updating Certificates Before the Product Has Been Installed
1. Copy the CA DSM media to a writeable directory.

2. Create a temporary directory on the system that has DSM Explorer installed (c:\certs
for example).

3. Create new certificates (using cacertutil through a batch file if preferred).

4. Copy an instance of CFCERT.INI file to the temporary directory.
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5. Edit the [Files] section in CFCERT.INI with a new encrypted passphrase and a new URI
in the [Tags] section (TAG section optional).

6. Copy the new certificates (*.DER, *.P12) to the installation media.
7. Copy the new CFCERT.INI to the installation media.

8. Install the product as normal.

Upon completion of the installation, the new certificates will be in use and imported into
comstore. Any new deployments will utilize the new certificates. You will also see that the
new security profiles will be created using the new DN from the [Tags] section of the
CFCERT.INI (note the reference to Forwardinc in the URI) as follows:

Security Profiles
List of Security Profiles: IV Display built-in certificate-based profiles
Security Profile Mame | Type ¢ | owner | Descripkion |
:&? Cuner Bu*t—in Unassigned The owner of an object
&3 Everyone Built-in Unassigned Al users
m Distributions Eilt-in Unassigred &ll users that submit distributions
% x509cert: ffdsm r1 1 fcn=csm,o=Forwarding, c=us Certificate Unassigned Authentication of the CSM agent contraoller
% *509cert: fdsm r11/cn=dirsync, o=forwardinc,c=us Certificate Unassigned D5M directory synchronisation engine
% *50%cert: fdsm ri1/cn=domaccess, o=Fforwardine, c=us Certificate Unassigned Domain database password access
% *50%cert: ffdsm r11/cn=entaccess, o=forwarding, c=us Certificate Unassigned Enterprise database password access
% %509cert: ffdsm r11/cr=req,o=forwarding, c=us Certificate Unassigred DS reqistration
% %50%cert: ffdsm r11/cr=tepaccess, o=Fforwarding, c=us Certificate Unassigred Repaorter database password access
% %509cert: ffdsm r11/cn=sdcat, o=forwardin, c=us Certificate Unassigned D5 Software Delivery catalog
% *509cert: ffdsm r11/cn=sdmowver, o=forwardin, c=us Certificate Unassigned DS agent mower
% winnt: /fmdmbestbosadministrators Local Group  Unassigned Bilk-in administration profile

add... | Delete, .. | Be-map .. |
Take Cwunetship | Security Areas, ., | (Class Permissions. .. | Help |

In the following screen shot we can see what happens when an agent with the wrong
certificates (or the standard out-of-box certificates) tries to connect to this secured CA DSM
infrastructure. Note the ‘encryption component failed’ message on the client:

mmand Prompt

C:N\>caf setserveraddress mdmtesthox

The scalabhility server iz currently at ghdemo.

Connecting to caf on mdmtesthox to ask if a sevver iz present...
The encryption component failed.

Cania
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And the violation message in the Manager event log (note as of 11.2 C1 the IP Address of
the violating node will be displayed in the event message):

e S 1|
Ewent |

Date: 1311/2007 Source:  DSM + |
Time: 172851 Categony: CAF

Type: Error Ewent]0: 1000 + |
Uszer: M
Computer: GEDEMO

Deszcription;

Certificate zecurity violation:
The certificate was izzued by an untrusted or unrecognized root certificate.

The attached data containg the peer certificate.|

Data: (% Bytes  Words

o00o00: &4 2d 24 zd Ed 42 45 47 0 ---—-- BEC 3
o002: 49 4= 20 42 45 52 54 49 IN CERTI
0010: 48 49 43 41 B4 45 Ed z2d FICATE-- j

0k I Cancel | Spply |

Manager Already Deployed with Standard Certificates

The next scenario is encountered when you already have a Manager installed that is

utilizing the out-of-box certificates. The steps to import and utilize the new certificates are
listed below:

1. Utilize your updated CA DSM master image, by simply running Setup.exe from the

media root. Select the Install Unicenter DSM option, which will then allow you to select
the Repair option:
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CA Unicenter Desktop and Server Management - Installshield Wizard

CA. Unicenter® Desktop and Server Management
I

Select install option

installer

Wielcome to the CA Unicenter Desktop and Server Management Setup Maintenance program.
This program lets you modify the current instalistion. Click one of the options below:.

 Modify

ﬁ Select new program features to add or select currently installed festures to
PEMOVE.

@ Reinstall all program festures installed by the previous setug,

Remove all installed features.

2.  When the repair completes, this will result with the new security profiles being created
(note that the original profiles will always continue to be listed in this scenario):

Security Profiles x|

List of Security Profiles: [¥ Display built-in certificate-based profiles

Security Profile Mame | Type 4 | Area SUppork | Cwner | Descripkion ;I
% *509cert: [/ fdsm r11fcn=csm, o=Forwardinc, c=us Certificate - Unassigned Authentication of kb
% x509cert: /fdsm r11fcn=dirsync,o=forwarding, c=us Certificate - Unassigned [SM directory syncl
Q x509cert: //dsm r11/cn=domaccess,o=Fforwarding, c=us Certificate - Unassigned Domain dakabase p!
Q *50%9cert: //dsm r11/cn=domain access,o=computer associat... Certificate - Unassigned Domain dakabase p.
Q *50%9cert: }/dsm r11/cn=dsm common server registration,o=c... Certificate - Unassigned [5M registration

Q *50%cert: }/dsm r11/cn=dsm directory synchronisation,o=co... Certificate - Unassigned DaM directory svncl
% %50%9cert: fdsm r11/cn=dsm r11 agent maver,o=computer a... Certificate - Unassigned DSM agent maover

% %50%9cert: ffdsm r11/cn=dsm r11 software delivery catalog,o...  Certificate - Unassigned D5M Software Deliv
% *509cert: ffdsm r11/cn=entaccess, o=forwarding c=us Certificate - Unassigned Enterprise database
% *509cert: ffdsm r11/cn=enterprise access,o=computer assoc,.. Certificate - Unassigned Enterprise databast
% *509cert: ffdsm r11/cn=req,o=forwardine, c=us Certificate - Unassigned DM reqgistration )
% *509cert: ffdsm r11/cn=repaccess,o=forwarding c=us Certificate - Unassigned Reporter database
% *509cert: ffdsm r11/cn=reporter access,o=computer associa,,, Certificate - Unassigned Reporter database
% *509cert: ffdsm r11/cn=sdcat, o=forwardinc, c=us Certificate - Unassigned DaM Software Delivie
i | o

add... | Delete, ., I Be-map .. |

Take Cwnetship | Security Areas, ., I lass Permissions. .. | Help

||

The existing original certificates will still be registered into comstore at this time. You can
confirm this by running cacertutil list; this will show that only the original certificates are
actually installed so far.
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Replacing Certificates When Manager Is Already Installed but No Infrastructure Is
Deployed

The next steps depend on whether you have at this stage already deployed an
infrastructure (agents, for example) that will still be utilizing the original certificates. If you
have only deployed a Manager and no other infrastructure, then follow the next steps.
Otherwise, skip to the next paragraph (Replacing Certificates when Manager is Already
Installed AND Infrastructure is Deployed).

3.

Run cacertutil import to import your new certificates (use the commands in the
cfcert.ini [Files] section). This will import the new certificates into comstore. In our
example this needs to be run from your c:\certs directory that contains the certificates
you originally created earlier in this chapter. The commands used in our example are
below for reference although note the encrypted password below is unique to our
example:

cacertutil import -i:itrm dsm rll root.der -it:x509v3
cacertutil import -i:basic_id.pl2 -
ip:enc:AhRau5XyOukms5NfbrHOpnbXfaZytytk -h -t:dsmcommon
cacertutil import -i:ccsm.pl2 -t:csm -
ip:enc:E4H1x09u22z4U907751ZQVnZRQUDmMJI4XF

cacertutil import -i:itrm dsm rll cmdir eng.pl2 -
ip:enc:ewKioCf4EEnQbvrONJBAl6gAduWn3r27 -t:dsm_cmdir eng
cacertutil import -i:itrm dsm rll sd catalog.pl2 -
ip:enc:SHkCxBQyt 7KHPCwmUO8KwM43fE3MOQ9y -t:dsmsdcat
cacertutil import -i:itrm dsm rll agent mover.pl2 -
ip:enc:HnkJ2gLBGpl8D3r0z02UJQEl1lwibLhpj -t:dsmagtmv
cacertutil import -i:registration.pl2 -
ip:enc:U2z8skmxRzdjaAVQDMWwYTHv3LJbtFvo -t:dsm _csvr reg
cacertutil import -i:babld.pl2 -
ip:enc:0H9c4YD4yblxPR8Q3SSpr7EBzLAY9j84 -t:babld server
cacertutil import -i:dsmpwchgent.pl2 -
ip:enc:fBYRa90PtZDMaVTilFDCm5uw97Dnj7rk -t:ent access
cacertutil import -i:dsmpwchgdom.pl2 -
ip:enc:ghDmdQAeEPaUivVuVmuFaHr1AH5I1VNGX -t:dom_access
cacertutil import -i:dsmpwchgrep.pl2 -
ip:enc:QHOgnofjHDO24 PmWwBAfQTvu81g0OXZzm -t:rep_access

The output from running the import command should be similar to that shown below
for each new certificate:
C:\certs>cacertutil import -i:dsmpwchgrep.pl2 -ip:enc:QHOgnofjHDO24PmWwBAfQTvuS81
gOXZzm -t:rep access
Importing. ..
Import of certificate allowed - replacing default with:

'CN=repaccess, O=forwardinc,C=us'.

Running cacertutil list will also confirm that the new certificates are now imported into
comstore. The original certificates will no longer be listed. This is because you can have
only one certificate per tag name; the originals have been overwritten.

As the Root certificate does not utilize a specific tag it still exists in comstore at this
stage, so you still have two root certificates installed. You now need to remove the
original root with the cacertutil remove command:
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cacertutil remove "-s:CN=DSM Root,O=Computer Associates,C=US"

6. Once this is done, no out-of-box agents will be able to communicate with your
Management infrastructure.

7. The next step is to ensure that all newly deployed infrastructure nodes will utilize the
correct certificates. To do this you need to use the dsmPush tool to update the
software packages in the CA Unicenter Software Delivery Library and within the
Deployment Manager. First, you will need to delete the CA DSM Software Packages
from within the DSM Explorer. If this is the first time you have done this, you will
receive a message box advising you that removing software from the Library will erase
all installation records for that library item. You will need to confirm this action:

Ds™ Explorer

@ Removing software From the Software Package Library will erase all
associated installation and distribution records From the database.
Any ikem that has procedure dependencies on this item will cease tainskall,

Do you wish bo continue 7 [SDE001022]|

[ Do nok show this message again

Help | Yes Mo

8. You do NOT need to delete the Deployment Packages that are used by the Deployment
Manager function. For your information these are stored on a standard domain
manager installation in C:\Program Files\CA\DSM\Packages. These will be updated
automatically by the dsmPush tool.

9. Start the import of the CA Unicenter Software Delivery and Deployment Packages from
your updated media by using the dsmPush tool. For example: dmscript dsmpush copy
run from the root of your updated master image will start the process. See the CA DSM
Online HTML Documentation (installed as part of a custom installation) for more
information about the dsmPush tool.

Note: This may take some time to complete. To confirm the update of the library and
deployment manager has completed you can monitor the dmscript process within Task
Manager. When this process completes, it indicates that the update is over.

dsmPush also logs its action into your temporary directory. Once this process is
complete, restart your manager. Then you will be ready to continue your deployment
as normal, utilizing your new certificates.

Replacing Certificates when Manager Is Already Installed AND Infrastructure Is
Deployed

This is similar to the process above, but the important difference is that you have to deploy
your new certificates to your already-installed infrastructure (agents and so forth). This
needs to be done in a specific order; otherwise, you risk disabling your agent infrastructure
from being able to communicate with your manager. You need to start by deploying the
new Root certificate everywhere. So the certificate deployment process could be achieved
with a software delivery package.
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1. Follow steps 1 through 4 as in the previous section, but do NOT follow step 5. Do not
delete your original root certificate.

2. After completing steps 1-4 on your Manager, you need to import the new Root
Certificate on any already-deployed infrastructure nodes. The actual command line for
this is:
cacertutil import -i:itrm dsm rll root.der -it:x509v3
You can use the above command within a CA Unicenter Software Delivery package.
Cacertutil list on an agent would then return:

C:\certs>cacertutil list

Tag : <empty>

Subject : CN=newdsmroot,O=forwardinc, C=us

Tag : dsmsdcat

Subject : CN=DSM rll Software Delivery Catalog,O=Computer Associates, C=US
Tag : <empty>

Subject : CN=DSM Root,O=Computer Associates,C=US

Tag : dsmcommon

Subject : CN=Generic Host Identity,O=Computer Associates,C=US

3. As this agent and the manager now have common trusted root certificates, they can
connect and establish mutual trust. The next step would be to import the rest of the
new relevant certificates after the root. For example, on an agent this would be the
BHI and Catalog. Again, a software delivery package could achieve this for you.

4. Once you have deployed the new certificates to the rest of your infrastructure, you
should then plan to remove the original root certificate from this infrastructure. Until
this is removed, the agents are vulnerable to a rogue out-of-the-box manager. It is
important to understand that this scenario can present challenges as some of the
messages used in CA DSM are of a Persistent Store and Forward nature. So there may
be messages in the infrastructure that may end up with delivery issues due to being
issued prior to the change of certificates.

Note: It is recommended that you should not delete the original root certificate for at
least 14 days.
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Chapter 17: Configuration Policy

The CA Unicenter Desktop & Server Management (CA DSM) products are configured
centrally and locally through a shared component typically referred to as ‘common
configuration’ or ‘CCNF.” This component acts like an ‘enhanced Windows registry,’ in that it
manages the runtime configuration of practically all of the CA DSM subcomponents and
infrastructure features. This functionality allows your desired configuration settings and
related business rules to be centrally managed, deployed, and enforced across your CA
DSM environment.

Overview

Configuration policies can be viewed and manipulated within the DSM Explorer under
\Control Panel\Configuration\Configuration Policy:

- L) L 2 =1+ ey y (=1 | 4! 3 % &
BEQ-Q DA I TX|EOEL £ 2k | &
Tres Yiew LI x .
A Unicenter® Desktop and Server Management
ﬂ D5M Explorer
=% abdemo - Domain DSM
: Computers and Users DSM Explorer » abdemo - Domain » Control Panel = Confiquration = Configuration Policy » Default Computer Policy » DSM
+ @ Software e
@ i Informatian Mame 4 Value Description
@ . ~ — ] adminconsale
m@ GQueries Description Agent
&3] @ Policies This policy is sealed. IF

m Asset Maintenance System (AMS)

@& Remcte Cortral roudancini gy (S t
comman components

Q Contral Panel i el £ 4 .

: wou wil have ta unseal (8] Data Transport Service [DT5)
- & Deployment the policy, Da this by "&JM

i 7 ickil anager

ot & Directory Inkegration :”ght clicking on the | 2 .g

i policy name in the tree, @ Motification

B [ﬁj Scalability Servers L 4 @ E it

i - remate control

Engines i
E [jj » g ding s ﬁ\JScalablhty Server
lanager i i

P g Doubla_c\lck o Eaaliing ktj Service Desk Integration

= EQ Canfiguratian to modify the value,

m software delivery

4[] Collect Tasks
& Customize this pane. ﬁj web services

[+j| @ Collection Modules
L.31] File Collection Press F1 ta obtain more
é @D Configuration Policy hielp.
a--@ Default Computer Policy
S

@@ Configuration Jobs

E]& Software Job Management

i & External Asset Recognition

You will see what we call the ‘Default Computer Policy,” which contains all known
manageable parameters. The Default Computer Policy is sent to all computers automatically
without any manual interaction as soon as the systems are registered into your CA DSM
environment, meaning that every system has the same basic set of parameters.

You can change parameters by creating a new Configuration Policy, which is automatically
derived from the original Default Policy. Any new Policy is referred to as a custom policy.
Before you decide to create a custom policy, be aware that it is possible to edit the Default
Computer Policy—this makes sense if the change you want to make is one that needs to be
applied to all systems in your environment. We recommend that you change the Default
Computer Policy if this is the case, and all computers will get the same new value. If it is a
specific change for only a certain part of your population, then you should create a Custom
Policy that contains your specific changes.
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Note: In the event that you install a CA-supplied patch, new parameters and attributes
may be added to the Default Policy — but your existing values will not be overwritten.

In real world scenarios, different groups or locations may require configuration parameters
that will differ from other groups or locations. A common approach is to create a Custom
Policy that can be assigned to multiple computers or groups in order to simplify
administration of the configuration parameters. Note that from the administrator’s point of
view, configuration policies are created and maintained independently of any specific
computer or group.

When you start to deploy Custom Policies to different groups, you may find that there could
be some overlap in the parameters defined within your Custom Policies. In this case, the
same parameter could be defined differently in more than one Policy and you could have a
machine that is a member of more than one group. Since only a unique parameter value
can be set on a computer, the following rules are used to determine how to proceed when
configuration policies overlap:

m  Policies assigned to a group are inherited by the children of the group. A child can be a
group or computer.

m  With a hierarchy, policies assigned on the child level override the ones on the parent
level. In other words, all parameters defined on the parent level are also defined for the
child. However, when a child policy overlaps with a parent policy, the child policy ‘wins.’

m In all other cases where overlapping policies present a conflict, the user will be notified
that there is a conflict to resolve. For example, imagine a scenario whereby you create
two new policies that you wish to apply to two different groups that contain a number
of agents where some of these agents are actually members of both of these groups.
You have decided to make the Software Delivery Reboot Prompt Timeout value to be
different for each group (remember—your target machines may exist in both groups).

Application of the first policy to the first group would be fine. Policy application of the
second policy to the second group would result in the Configuration Job failing to apply
for the specific target(s) machine(s) that are a member of both groups. You will see a
failed configuration job in the DSM Explorer for affected targets:

m Unicenter® Desktop and Server Management

Configuration Jobs
DS Explorer = gbderno - Domain = Contral Panel = Confiquration = Configuration Jobs

Information Target Mame  Configuration Ackivation Time  Skake
= ] ff] ghdemao 06112007, 18:59:41 Palicy Errar

l Description

These are the
configuration jobs that
are waiting ko be
activated in yaour
organisation.

246 Configuration Policy m



You will also see a reason for the policy application failure under the specific target’s
configuration policy node:

€A Unicenter® Desktop and Server Managernent

Configuration Policy

DSM Explorer = gbdema - Domain » Computers snd Users » Group? » gbdemo » Configurstion = Cenfigurstion Policy

|Active Policies } "Scheduled Policies
Activation time :06,/11/2007,18:59:24 This area shows the policy applications which have been scheduled,
Inherited Policies [&35,,-11,12007'13:59:41 x
% conflictPalicy1 Applied to group Groupl Policy Error

Policy ‘ConflictPolicy2! assigned to 'Group2’ canflicts with policy ‘ConfictRolicy1’ assigned ta

&3 Default Computer Palicy \Groupt's parameter ‘firmfusd/sgent/RebootPromplTo",

Reported Configuration
Select View configuration report on the context menu 1o see the settings
that are in use on this computer.

Configuration Report received:06/11/2007,19:00:01

Here we can see a Policy Error with the following text: Policy 'Conflict Policy 2' assigned
to 'Group?2’ conflicts with policy 'Conflict Policy 1' assigned to '‘Groupl’: parameter
'/itrm/usd/agent/RebootPromptTO."

Important! This example is why we recommend that if you wish to assign a Configuration
Policy to the All Computers group, then you should consider editing the Default Policy rather
than applying a Custom Policy. Otherwise it is likely you will end up with Policy conflicts.

Activating and Distributing Configuration Policy

When the time comes for a computer configuration job to be activated, the manager
collects the parameters that need to be sent down to the computer and does this through a
Configuration Job. Configuration Job states can be viewed in the DSM Explorer under
\Control Panel\Configuration\Configuration Jobs. Note that when a job is sent successfully
to a target system, the result will not be stored under this tree node. If you see old
Configuration Jobs listed here, that will indicate a problem with the pushing of the job.
Typically, the problem would be that the target machine is not online or there is a policy
conflict as described earlier. In terms of the target not being available, there is a timeout
associated with a Configuration Job. Note that the value is controlled by the managed
parameter msgtimeout in /itrm/manager/cc.

In R11.1 the default timeout is 7 days. In R11.2 the default is 60 days.

Note: If the system has been upgraded from r11.1 to 11.2, the existing default (7 days) is
kept. This default parameter can be extended beyond 7 days.

Be aware that changes to the Default Policy will result in the changes being propagated
immediately in your environment. It is important to understand the impact of the
deployment of the update as custom policies are always derived from the Default Policy. In
effect this means that the systems utilizing a custom policy will still receive a Default Policy
update (automatically), even if they are running a custom policy.

Custom policy distribution time can be specified to occur at a specific time and you can view
the combined values for a target. The Schedule Policies dialog has a Customize and Preview
button to show the resulting configuration parameters:
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Schedule Policies x|

Select the kime and date when vou wank these policies o become
ackive, If wou are applving policies to a single asset, wou can also
preview and customize the settings that are going to be applied,

[ iapply Policies Immediately:

Diake: IDE Movsemnber 2007 j
Time:  [19:30:59 =

Customize and Preview |

Inforrmation

‘When the activation time occurs the manager will skart processing
the new policies, There mav be a short delay before the new
settings are active on the target computers,

The Customize and Preview option is only available when applving
policies to a single target,

QK I Cancel Help

Reported Configuration

The agent reports configuration parameter settings to the manager. On the manager, these
settings are stored in the database where they are referred to by the GUI as the ‘reported

configuration’:

m Unicenter® Desktop and Server Management

Configuration Policy

[:SM Explorer = ghdemo - Comain = Computers and Users = Groupé » gbdemo » Configuration = Configuration Policy

[Active Policies I lScheduIed Policies
Activation time :06/11/2007,18:59:24 This area shows the policy applications which have been scheduled,

Inherited Policies
8 conflictPalicyl Applied to group Groupl
&% Default Carmputer Policy

Reported Configuration

Select Yiew configuration repaort on the context menu to see the
settings that are in use on this cormputer,

Configuration Repart received 06/11/2007,19:00:01

A full report of all parameters is returned after the very first configuration job has been

applied. Subsequent reports only contain deltas.
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About Configuration Parameters

Configuration parameters can be:

Centrally managed

Configuration parameters are set up through the DSM Explorer and stored in the MDB.
They are then evaluated and transmitted down to end systems through the CCNF and
CSM (Configuration and State Management) sub-systems.

Locally managed

Here, although the MDB contains entries for the configuration parameters, the values
are set and stored locally.

Locally unmanaged

This state can be set and reset only locally through the ccnfAgentApi. In other words,
locally unmanaged parameters can be set to ‘centrally managed’ by the local end
system. This essentially puts the manageability of these parameters under end-system
control.

These ‘managed’ parameters are collected together hierarchically under a configuration
policy.

Tip: When viewing managed parameters within the DSM Explorer, by default you will
see their display names. To view their ‘real’ internal names, right-click on the list view
column header and select the display ‘internal names’ option.

Unmanaged

Configuration parameters exist only on the end systems. These parameters typically
contain values that are specific to and only useful to the processes that execute on the
managed computer.

Special Note on migrated parameters

When, for example, a Unicenter Software Delivery (SD) v4 Agent is migrated to CA
DSM r11, the migration procedure maps the Unicenter Software Delivery v4 Agent
parameters to r1l parameters and writes the resulting values to the local comstore.
This ensures that the r11 SD Agent continues using the previous defined configuration.
Also note that migrated parameters are not modified by the r11 default configuration
policy, which is pushed down automatically when the r11 Agent registers, as migrated
parameters can only be changed by custom policies. Once a migrated parameter has
been changed by a custom policy, it loses its ‘migration’ status and becomes an
‘ordinary’ parameter.
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Enterprise and Domain Policies

On the Enterprise, the following rules apply to policies:
m  Enterprise policies are replicated to Domains.
m  Enterprise group configuration jobs are replicated to Domains.

m  Enterprise policies can only be applied to groups.

On the Domain, the following rules apply to policies:

m  Enterprise default policy replaces Domain default policy.

m  Policies can be applied to group assets or to individual assets.
m  Reported configuration is only available at the Domain level.

m  Replicated policies cannot be modified at the Domain level. This also applies to the
Default policy.

Property Storage

Property storage (also known as ‘persistence’) is maintained in different locations—in the
MDB and on the end system itself.

In the MDB

Centrally managed properties and their values, as well as locally managed property
definitions (without values), are stored in the following MDB tables

m csm_property
m  csm_object
m csm_class

m  csm_link

The configuration manager processes the configuration policies applied to a specific
computer as well as policies applied to any groups that the computer belongs to. It will
eventually determine which properties should be set to what value and then will push these
property values down to the end system.
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On the End System

The configuration settings for a CA DSM system (manager/server or agent) end up on each
node in an encrypted XML file store, made from comstore.enc and userstore.enc.

comstore.enc is stored in <DSM install path>\Agent\CCNF while userstore.enc is stored in
<Documents and Settings>\<DSM install path>\Agent\CCNF.

These files contain the settings an agent will be using. As an example, if you wanted to
know what property values are actually in force on a particular machine, this is a good
place to look. Since the files are encrypted to avoid direct manipulation, you cannot open
the file within a text editor to view the values but you can view the file in a variety of ways.
You can utilize the CCNFCMDA command line interface—for example, to view a specific
value, such as the Reboot Timeout Prompt value on an agent. In this scenario you could
type the following (remembering we are using the ‘internal’ name to reference the values
as mentioned previously):

cenfemda -cmd GetParameterValue -ps /itrm/usd/agent/ -pn RebootPromptTO

In addition the file can be decrypted and written to a standard XML format file using the
following command:

cenfemda -cmd GetConfigStore -fi c:\MyComStore.xml

Examples of CA DSM Configuration Settings

The following content example shows some nested parameter sections (for example,
‘itrm/usd/agent’), as well as a parameter ‘rebootpromptto’ and its value ‘1900’:

- «paramsection name="usd">
+ <paramsection name="filetransfer' orgname="FileTransfer"=
+ <paramsection name="filecompression" orgname="FileCompression">
+ <paramsection name="manager' orgname="Manager"=
- <paramsection name="agent" orgname="Agent">
<parameter name="swddeltamode?2" orgname="SWDDeltaMode?2" entity="Manager" value="10" />
<parameter name="swddeltamode" orgname="8WDDeltaMode" entity="Manager" valu=="100" />
<parameter name="guimode" entity="Manager" valug="2" /=
<parameter name="ws" entity="Client" value="cscript.exe"=
<parameter name="wsf" entity="Client" value="cscript.exe":
<parameter name="vbs" entity="Client" value="cscript.exe">
<parameter name="js" entity="Client" value="cscript.exe":
<parameter name="dms" entity="Client" value="dmscript.exe"=
<parameter name="ips" entity="Client" value="dmscript.exe">
<parameter name="allowapplicationlogoffreboot" orgname="AllowaApplicationLogoffReboot" entity="Manager" value="0D" />
<parameter name="ignorerebootbeforelogoff' orgname="IgnoreRebootBeforeLogoff' entity="Manager' valuz="0" />
<parameter name="skipoutputfiles" orgname="8kipOutputFiles" entity="Manager" value="0" />
<parameter name="disablequote" orgname="DisableQuote" entity="Manager" valus="0" />
<parameter name="promptinbatch" orgname="PromptInBatch" entity="Manager" value="0" />
<parameter name="disablejcewindowclose" argname="Disable]JCEWindowClose" entity="Manager" value="0" />
<parameter name="hintsoftwarescanner’ orgname="HintSoftwareScanner' entity="Manager" value="OFF" />
<parameter name="calculateziphash" orgname="CalculateZipHash" entity="Client" valus="0">
<parameter name="msiuserloggedon" orgname="M$IUserLoggedOn" entity="Manager" value="1" />
<parameter name="msisourceupdate” orgname="MSISourceUpdate" entity="Manager" value="1" />
<parameter name="hidejobcheckicons" orgname="HideJobChecklcons" entity="Manager' value="0" />
<parameter name="noslessswitchallowed" orgname="NOSLessSwitchAllowed" entity="Manager" value="1" /=

+ + + + 4+ +

+

<pa "rebootpromptrt" orgname="RebootPromptRT" entity="Manager' value="10" />
<parameter name="forcedreboot" orgname="ForcedReboot" entity="Manager" value="0" />
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A managed parameter is indicated by an entity value of ‘Manager.’ For example:

- ¢paramsection name="general">
4 «parameter name="ipchangescript’ value="" entity="|’v|anager":>/

<parameter name="enableremotecli" value="2" entity="Manager" />

When the attribute ‘write’ is set to ‘agent,’ this means the local end system may update the
parameter value. For example:

- <paramsection name="protocol" orgname="Protocol" >
+ =zparameter name="maxnumber" entity="Manager">
- «<parameter name="dir" orgname="Dir" entity="Manager"' value="C:\Program
Files\CAsZUnicenter DSM\Bin\\Protocol">=
<attrbute name="write"'>agent</attnbute>
</parameters
</paramsection>

This is an example of a migrated parameter:

- gparameter name="nos" orgname="N08" entity="Client" value="M8">
<attribute name="migrated">=1</attributes
<attribute name="write"=agent</attribute=>
</parameters

This is an example of locally unmanaged parameters:

- ¢paramsection name="host">
<attribute name="manaqed"=local</attribute> ft——
+ <parameter name="installpath" value="n/a">

This is an example of an unmanaged parameter:

- gparamsection name="managedpc" orgname="vanagedP_C">
+ <paramsection name="server' orgname="3erver"'>
il <parameter name="installpath" orgname="InstallPath" entity="Client"
value="C:\Program Files\ CA\Unicenter DSM\Server\SDBS\uar\“I:\
<attribute name="writa'>agent</attribute> &
</parameter=
</paramsection>

Extending the Configuration Policy

The Default Configuration Policy has been built to be extensible by our Development group
so that we can add additional parameters to Configuration Policy to support new and future
functionality. Please note, policy changes are only supported when they are provided by CA
in the form of a product update.
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Resetting Configuration Policy Parameters

When making changes to Configuration Policy Parameters within the DSM Explorer you
have the option to discard changes that you have made, but this will only take effect for
changes made while you have unsealed the policy you have just been working on. In the
event that you have made changes to the Default Policy but you wish to reset the
parameter values back to the out-of-the-box values, there is a command you can utilize for
this:

cenfregdb -mlocalhost -d"c:\program files\ca\dsm\Manager\CCNf" -o

This will read the XML files located in the Manager\CCNF directory and rewrite the Default
Policy. Again, changing the Default Policy will result in the policy being redistributed to all
agents.
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Chapter 18: Mobile Devices

Introduction

CA Unicenter Desktop & Server Management (CA DSM) provides support for Microsoft
Windows CE-based devices through the use of a native agent, and also supports other
mobile and docked devices. In this chapter we will focus specifically on Microsoft Windows
CE and the native device agent. First, we shall clarify the terminology around native and
docked agents. See the points below:

m  Native refers to the fact that there is an actual CA Unicenter Software Delivery or CA
Unicenter Asset Management agent physically installed on the device itself. This agent
communicates over TCP, which can be WiFi, Bluetooth, GPRS (used by GSM mobile
phones), or a LAN connection.

m  Docked refers to devices that are set up to synchronize with a desktop/laptop—for
example, a CE device that synchronizes using the Microsoft ActiveSync program. The
desktop/laptop will need to have a DSM Agent installed, which in turn will act as a
proxy and allow you to communicate with the docked device from the perspective of CA
DSM. For example, software can be targeted to the device and it will be installed when
the device is next docked and synchronized with its host machine.

See the Unicenter Desktop & Server Management Implementation Guide chapter, ‘How to
Enable a Docking Device on Windows’ for instructions on enabling the docking device
support, as it is not enabled by default in r11. Once enabled, the device will be visible in the
DSM Explorer.

Whereas rl1l supports devices through the docked device and synchronization method,
there is no actual r11 version of the Native Agent at this time. To take advantage of the r4
Native Agent, you can utilize the Agent Compatibility Bridge that is available for r11 that
enables legacy CA Unicenter Software Delivery and Asset Management r4 Native Agents to
communicate with and be managed by an r11 infrastructure. The Agent Compatibility
Bridge is available on request from Technical Support. The first release of the Agent
Compatibility Bridge supported Windows Mobile 5 devices and was compatible with CA DSM
rll.2a.

With that in mind, when we talk about the Native Agent on the following pages we are
referring to the CA DSM r4 version of the agent, in the context of being managed by an r11
infrastructure.

Deployment Options

Since mobile devices are mobile by their very nature—capable of moving from place to
place—targeting them for deployment can present challenges. The original standard
Unicenter Software Delivery r4 procedures, which involved sweeping the network and
deploying using that method, are presented with challenges in the mobile device world. To
elaborate, when running Unicenter Software Delivery r4, if the Agent SD Primer executable
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is running on a CE Device, then it is possible to deploy to the device over the network using
the r4 Deployment Wizard or SDSWEEP command line. However, the reality is that this is
not a viable option considering the limited time these devices spend on the network and the
inherent bandwidth challenges.

From a Unicenter Asset Management r4 perspective, since there is no automated sweep
type mechanism like there is in Unicenter Software Delivery r4, the CA Asset Management
Agent must be installed using either CA Unicenter Software Delivery or Microsoft
ActiveSync. Generally the same rules apply here as they do in the desktop world. Once CA
Unicenter Software Delivery is installed then any other relevant applications, including CA
Asset Management, can be installed using that mechanism.

A scenario that is perhaps more manageable and more common is that the Unicenter
Software Delivery r4 Agent is included in the actual build of the CE Device. In that case, the
agent is active by the time a user receives the device. This can be achieved fairly simply, as
the CA Unicenter Software Delivery r4 Agent is distributed in the CAB file format. This
Agent CAB file can be copied to the device and the installation can be run as the device is
first built, either automatically through your build scripts or manually depending on your
requirements.

Device Naming

Before you begin any deployment, it is important to understand how the r4 Agents deal
with the device naming concept in the CE world. Since many devices are provided new,
named as Pocket_PC, the Unicenter Software Delivery r4 Native Agent will create a new
name for each device upon the agent installation. This ensures that the device name is
unique to CA Unicenter Software Delivery. The unique device identifier is an encoded string
made up from calls made to the Windows CE kernel. Note that this name change is only
from the perspective of the CA Unicenter Software Delivery Agent. The device name is not
physically changed on the device.

You may wish to control the name that is given to the device. To do that you need to create
a registry key on the device that has the name pre-set. An exported key is shown here:

[HKEY_LOCAL_MACHINE\SOFTWARE\ComputerAssociates\ID]

"DevicelD"="<new_name_here=>"

Following this will result in the installation of the Unicenter Software Delivery r4 Agent using
the name it finds in the registry, and as such gives you control over the naming of the
device.

Agent Configuration

The Unicenter Software Delivery r4 Native Agent can be configured using the registry on
the device. Following are some examples of useful configurable options for the agent.

The following key will change the temporary download location used for a NOS-less
installation to be a directory called ‘temp’.
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[HKEY_LOCAL_MACHINE\SOFTWARE\ComputerAssociates\Software
Delivery\ASMCNF\Public]

“InstTempPath” = “/temp”

Note: the quotes around the location are not needed when entered into the Device
Registry; they are a result of a Registry export.

To enable CheckPoint Restart capabilities, this Registry Key needs to be set on the device,
as follows (Note: Your agent needs to be running the correct genlevel to activate this
functionality):

[HKEY_LOCAL_MACHINE \SOFTWARE\ComputerAssociates\Software
Delivery\ASMCNF\Public]

CheckPointRestartActive = 1

To hide the Progress Window that is seen when the files are being downloaded to a device
before package execution, you can configure the Registry Key as follows:

[HKEY_LOCAL_MACHINE \SOFTWARE\ComputerAssociates\Software
Delivery\ASMCNF\ASMINST]

DisplayProgressWindow = 0

Note: This is not the same as hiding the Job Check window which can be achieved through
the standard mechanism in CA Unicenter Software Delivery.

Another point to be aware of is related to the agent job check interval. On a CE Device the
agent job checks upon device wake up, so when a device wakes up it will by default send a
job check. This can happen many times during the day depending on how the device is
used.

The job check feature can also be used to help determine a degree of agent health. When
an agent job checks with its r11 server, you could consider utilizing a query based upon
certain values. For example, the Last Hardware Scan value (shown in the following screen
shot) can be queried and desired action taken as appropriate.

m Mobile Devices 257



System Status - DSM Explorer [gbhdemo.ca.com]

File Edit Yiew Tools

Security  Help

EEl NI YR

ITree Wigw

B

['SM Explarer
=-#] gbdema - Domain

i~

Computers and Users
@ All Computers
é:l All User Accounts
@ All User Profiles

{Group Detailsk

1| mS5_device

@ User Profiles

@3 Member of groups
Irventary

@ Syskern

@ Dperating System
G—"‘ Metwaork,

[% Syskem Status

System Status

Information

#
Use wildcards and regular
eIpressions,
Customize this pane,

Press F1 to obtain more
help.

Search Bl

Search Inventory:

Atkribute 4
hh Hardware Scan  04)12/2007 22:59:34

m Unicenter® Desktop and Server Management

DM Explarer = gbdeme - Domain » Computers and Users = mE » mS device = Inventory = System Status

Walue

The screenshot below is from a CA DSM r11 domain manager that has the Agent
Compatibility Bridge component installed. This view shows you some of the r4 Agent
Procedures that are available, such as ‘Retrieve all trace log files from an agent,’ which can
assist with certain troubleshooting tasks.
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Chapter 19: Operating System
Installation Management

Introduction

The Inside OS Installation Management Guide provided with r11.2 C1 of CA Unicenter
Desktop & Server Management (CA DSM) contains a great deal of information related to
OSIM. It is the first point of reference when seeking details on how to implement this
feature.

The following sections add to or expand upon the information contained in the Inside OS
Installation Management Guidee.

Migration of Legacy Boot and OSIM Images

OSIM Images

The Unicenter Desktop & Server Management Implementation Guide contains full details on
how to migrate the OSIM images from a legacy version to r11.

Boot Images

It is best practice to create new OSIM boot images for use with r11. If you do not have
access to a Win98 SE system or an NT Server CD, then please follow the instructions in the
section Creating DOS Boot Images without Access to a Win98 or NT CD below.

Boot File Creation

WinPE

The Inside OS Installation Management Guide provided with CA Unicenter Desktop & Server
Management r11.2 C1 contains detailed instructions on the creation of the WinPE boot
images.

The versions of WIinPE supported by r11.2 C1 are:
m  WinPE 2005

WInPE 2005 can be downloaded from the Microsoft Software Assurance Windows
Benefits. A sign-in by an authorized license user is required:
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https://licensing.microsoft.com/eLicense/L1033/Default.asp

Please search for the WIinPE 2005 Microsoft Part Number: T94-00005.

Note: CA Unicenter Desktop & Server Management only supports the use of Windows
Server 2003 SP1 as the source media with this version of WIinPE for 32-bit systems and
Windows XP Professional x64 for 64-bit systems.

m  WinPE 2.0

WInNPE 2.0 can be downloaded as part of the Windows Automated Installation Kit (AIK)
from the Microsoft download sites.

Adding Drivers

WinPE 2.0

When creating the WIinPE 2.0 image, the copype script will prompt to provide any additional
required drivers as part of the build process.

WinPE 2005

If the copype script is used to create the WIinPE 2005 image, it will prompt for additional
drivers.

If the manual method is used to create the WIinPE image, the additional drivers need to be
copied into the WIinPE image before creating the disk image. See the Inside OS Installation
Management Guide for specific details on where to place the drivers.

From CA DSM r11.2 C1, there is an additional folder provided in the WiIinPE templates on
the Image Prepare System (IPS).

If additional plug and play drivers are needed within the WIinPE Boot Image they can be
added to this folder in the template. They will then be incorporated into any WinPE Boot
Image created from this template.

*\Program Files'.CA'\DSM' osimips’05-template’,updates’.winpe' driver

File Edit Wiew Favorites Tools  Help | o
& Back + = - | @Search |% Folders | [ B % | [~
Address Ia CPragram FilesiCAYDSMosimipsios-templatelupdatesiwinpeldriver LI (‘9 Go
Folders X | | Mame = | Size | Type | Date Modified | Atkribul
= 3 Images ;I ii bS7wzk.svs 152 KE  System file 5/10{2006 2:54 PM A
=& updates ng?winSZ.cat Z1 KB Security Catalog 5/30/2006 6:42 AM A
® (] pos bS7win32. inf 62KE Setup Information S/5/2006 11:52 4M A
= 23 winpe bS7xp32.5vs 153 KE  Syskem file 5/10/2006 3:00 PM A
BA ca-osim J el90xb3 . sys 93KE  Swskem file S/22/2001 9:54 AM A
3 Hriver el90xbcd . svs 63 KB  System file 10/3/2001 5:59 AM A
3 image-direct @elgﬂxbcs.sys TLKE Swskem file 10/3/2001 5:53 AM A
(3 unpt eIQDxndS.sys G2 KE  System file 7li6/z001 1:01 PM A
) L—I winpez0 S0KE  System file 7/16/2001 1:01 PM A
ol C:l winpe20x6d 153KE  Syskem file 7/16/2001 1:10PM A
=@ winpexad
1[5 parkanac =
4« | ;IJ < |
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Note: There is a separate folder for each of the WiInPE versions.

Partitioning a Computer’s Hard Drive During an OSIM Build When Using WInPE as
the Boot Image

Prior to the support of WIinPE, the hard drive of the target PC could be partitioned using the
cafdisk utility. This was controlled by the <OS imagename=>.par file.

When using a WinPE-based boot image, it is no longer possible to use cafdisk so another
solution is required.

OSIM uses the diskpart.exe from Microsoft to partition the hard drive in a WinPE
environment. Diskpart.exe is controlled from our script file osimdisk.txt located on the
Image Prepare System (IPS) located by default in:

c:\program files\DSM\CA\osimips\os-templates\updates\winpe\ca-osim\osimdisk.txt

This file is copied from the IPS to the WIinPE image as part of the procedure for creating the
WInPE image for use with OSIM. See the Inside OS Installation Management Guide provided
with CA Unicenter Desktop & Server Management r11.2 C1 for detailed instructions on
creating the WinPE image.

The default configuration supplied with OSIM is to create a single partition that uses the
entire disk capacity of Disk O.

Osimdisk.txt can be modified prior to the creation of the WIinPE.iso to configure alternate
partitioning of the target PCs. A full description of the diskpart commands and scripts is
contained within the WIinPE Help files from Microsoft.

An example where the C: drive is partitioned with 10GB and the D: drive is partitioned with
the remainder of the space in Disk O is shown below:

REM ++++ input for diskpart. ++++
REM ++++

REM ++++ partition the disk O
select disk O

clean

create partition primary size=10240
assign letter=c

active

create partition extended

create partition logical

assign letter=d

exit

Note: The lack of a size = variable creates a second partition that uses the entire
remaining hard disk.
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Important: If the hard disk is smaller than the first partition defined, this will cause the
script to fail—therefore causing the WIinPE phase of the OSIM build to fail.

If the target system already had an operating system installed in the past, then the CD
drive will already be assigned to a drive letter. If the previous build only had one partition,
then the CD drive will most often have been assigned to D:.

This would cause the above sample to fail as the second partition was defined to D:.

In this case, the CD drive letter needs to be changed prior to the partitioning of the hard
drive. We will change it to E: in the following example:

REM ++++ input for diskpart. ++++
REM ++++

REM ++++ set the CD-drive letter to e:
select volume O

remove

assign letter=e

REM ++++ partition the disk O
select disk O

clean

create partition primary size=10240
assign letter=c

active

create partition extended

create partition logical

assign letter=d

exit

DOS

Creating DOS Boot Images without Access to a Win98 or NT CD

If you need to create a DOS-based boot image and there is no access to a Windows 98 SE
system or Windows NT Server CD, the following process will guide you through creating a
valid boot image for use with either FTP or share mode. (Note: The MSCLIENT will work

with the NIC installed in the target computer). This section expands on the details provided
in the Inside OS Installation Management Guide.

Follow these steps:

1. Download whootess.exe from the Internet and save it to your desktop or other folder.
A simple search will identify the location; CA does not endorse any particular website
for this.

2. Insert a blank floppy disk.
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3. Run wbootess.exe. You will see the following screen:

WinImage Self Extractor X ﬂ
A ] (1] 8 |
[" File extraction — |
™ Image File
= About |
—Writing on Floppy

Floppy: |,-’.'-,; vI ¥ Faormatting FNumberofg&t

= File extraction

IC:\DDCUME”1'~ADMINI”1.H Browse... |

¥ | Ihicrement directan

= ntingimage file

Erawse.., |

Homepage: DiD's #windowsd5 Page
URL: http: A, drd, dyndis. org
Created by: The Village |diat

a. Accept the prompt to format.
b. Whbootess.exe will run and create a Windows 98 SE boot disk.

4. On completion, the floppy will now have the following files (shown in the next screen
shot):
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Note: Some of these are hidden system files.
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HHMEM SYS FINE  System fle 23j0a)1990 2202 &
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5. Remove all unnecessary files from the floppy. The required files are shown below. It is
important that no other files are on the floppy.

Ble Edt Vew Fgorkes Tock Heb | &
Qe - O - T | semch o Folders | b 0 X )| 3 R
Augdress | 14 &) Zl o |
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.S‘I’SJ X3ER  System fis 041900 2222 &
= 10575 2IBER  System fis ZAf0af199I 22:22 RHS&
;I;FE)QE.&'!S LER System fis 230411993 2222 RHSA
mWRTDRH'.E)E 45 K8 Applcalion 230411999 22:22 A
ES‘PS.-CW 19KB  Apphcabion 230411999 2222 A

This floppy is now ready for the CreateBTImages process.

6. Create a folder MSCLIENT on the Image Prepare System (IPS), and download the
MSCLIENT files from the Microsoft FTP server:

ftp://ftp.microsoft.com/bussys/Clients/MSCLIENT
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Place it in the MSCLIENT folder on the IPS.

& C:\Program Filles', CANDSM osimips  MSCLIENT - = 1E El
Fle ERt Yew Fgvorkes ook Hep & |
(back » o) - T | 0 Sewch Folders | o 0 3 ) | [T3-

Address | ) Cxprogram Fles| AWM osmipsiMECLIENT B |
Mame = | Son | Type [ Date pockind [ artrintes ||
Closes1.0E BISKS  Apghcation 20/08//2007 11:00 A

Blossz e 28268 Apphcation 21j08/2007 11:00 A

7. Extract both self-extracting files into this folder. There will be three prompts for
overwriting; answer Yes to all of these prompts.

8. Create the boot image with the following command:
createbtimages -1 <path to msclient>=\msclient
For example, for the path in screenshot above:

createbtimages -1 “C:\Program FilesS\CA\DSM\osimips\MSCLIENT”

When this procedure is completed, the Image Prepare System creates two boot images

named osinstal.2 and osinstal.3, which are stored at the specified location. Use the
command createbtimages -x to view the location at which the images are located.

9. These images are now ready for registering into the domain manager using the
Registerbtimages command. See the Inside OS Installation Management Guide for
details on this procedure.

Networking

Routing When the Target PC is in a Remote Subnet

If the CA Unicenter Desktop & Server Management boot server and target PC are in

separate subnets, the router/switch must be configured to forward the UDP (User Datagram

Protocol) PXE (Preboot Execution Environment) broadcast requests to the CA Unicenter

Desktop & Server Management boot server. If this is not correctly configured, the target PC

will not be able to contact the boot server to request the boot files during the PXE boot.

For example, if the router is a Cisco router then an IP helper needs to be defined:
IP helper-address <address of boot server>

WinPE (4011)

In addition to a standard IP helper, when using a WinPE-based boot image, UDP packets
over port 4011 must be routed to our boot server as well:
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IP forward-protocol UDP 4011

After the initial PXE boot process, the WIinPE image is loaded. Once it has loaded, the OSIM
tools included in the WIinPE need to locate the boot server and obtain the parameters to
control the OS Installation.

The sdmpcimg.exe command is used to achieve this. The first thing that sdmpcimg.exe
must do is discover the boot server and obtain the parameter file. It is the discovery that
requires the use of port 4011.

If this is not configured then, even if the target PC can contact the boot server during the
PXE boot process, the WIinPE image cannot discover the boot server and will therefore fail
to build the operating system.

Tracing the Network Traffic

In the event of a failure to contact the boot server during the PXE or WIinPE processes, it is
necessary to configure a network trace tool such as Wireshark or Microsoft Network Monitor
to monitor the network traffic on both sides of the router to identify where the failure is.

To trace this successfully, a good understanding of what occurs during a PXE boot is
required.

In the next example, the following IP addresses are used:

m  DHCP (Dynamic Host Configuration Protocol) Server

192.168.100.1

u Boot server

192.168.100.10

m  Router = 192.168.101.2

The PXE boot executes as follows:

1. On power up, the target PXE client sends a DHCP discovery broadcast which contains
PXE-specific options.

2. The boot server responds with an offer of the boot server’s IP address and PXE
options.

3. The DHCP server responds with an offer of an IP address.

4. PXE requests the IP address from the DHCP server.

5. The DHCP server acknowledges the requests and grants the IP address.
6. The PXE client requests a boot file (Note: It now has a valid IP Address).

7. The DHCP server acknowledges the request but does not know the location of the boot
file.

8. The boot server acknowledges the request and details the location and name of the
boot file to use.
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9. The PXE client makes a TFTP (Trivial File Transfer Protocol) request for the boot file.

10. The boot server acknowledges the request and the boot file is transferred to the client
through TFTP.
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In the case of a remote DHCP or boot server there will be multiple Discover, Offer, ACK,
and Request packets, as there will be one from each router (relay).

Because the traffic is going through the router, all the requests come from the router’s IP
address. Responses from the DHCP server and the boot server are sent to the router, which
then forwards them on to the broadcast address on the remote subnet.

It is also possible to identify which IP Helpers are defined, as the Discovery packets on the
routed trace are sent to specific IP addresses as defined by the IP Helpers. On the local
trace, the discovery packets are sent to the Broadcast address on the subnet.
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17 15.37E280 +255. 258 OHCP DHCP ACK = Transaction 10 a%ehd22
18 15.432480 1 DHCP DHCP Reguest = Transaction ID
19 15.432487 10 DHCP DHCP Request - Transaction ID 22
20°15.432515 2 [ DHCP ACK = Transaction ID 22
21 15.432518 L <255 DHCF DHCP ACK = Transaction ID
22 15.535165 3. 100.10 192,168,101, 2 MR LHCP u:n - Transaction 10 Ox2atetdzz
23 15.535034 . 101, 2 255.255.255.255 OHCP THCP ACH = Transaction ID OxZaGeGd2l
24 16.476678 §.101.100 192.168.100.10 TETP Read nqmt. Fila: mathlnol:r\bmthd. Transfer type: octet, blksize=1456
25 16451436 3.100.10 192.168.101. 100 TETR option Mkmnduum blksize=1456
26 15. 483002 101.100 192.168.100.10 TP Acknow] edgement, Block: O
27 18.48359% 188,101,100 TETP pata Packet, Block: 1
2B 16,484 0 <168 10 TFTP Ackniw edgement, Block: 1
20 14.484807 100 TETR bata Packet, elo:k 2
30 15.485448 0 10 TFTP Ackngw] edgement . i 2
31 16.4B5659 3 100 TETR pata Packer, sluck 3 r_la:t)
32 16. 486009 - 101,100 192.166.100.10 TETPE n udgmm. olazl

Understanding what you should expect to see in the network trace can help with
determining what the problem is.

For example, if the Discovery Broadcast is not seen on the subnet of the boot server, then
there is no ‘IP Helper’ or equivalent to forward the PXE Discover Broadcast from the target’s
subnet to the boot server.

However, if the Broadcast is seen on the boot server’s subnet but there is no offer from the
boot server, then the problem is not with the network and the server itself needs to be
checked.

It is possible that there are no ‘IP Helpers’ configured at all. In this case, as well as no
OFFER from the boot server, there would also be no OFFER from the DHCP server and the
target PC would not receive an IP address.
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Serial ATA

Most new desktops and laptops now ship with SATA (Serial Advanced Technology
Attachment) hard disk drives instead of IDE (Integrated Drive Electronics) drives. This
commonly causes issues with the OSIM process. The primary cause of these problems is
that a DOS environment has problems addressing a SATA hard disk.

Problems that are often seen include failure to partition and copy errors while Windows
Setup copies files to the disk. There are several things that can be attempted to resolve this
issue:

WinPE

This is the preferred resolution. It provides a Windows environment which can therefore
support the SATA drives.

IDE Emulation

On some systems it is possible to configure in the BIOS the hard disk to run in an IDE
Emulation Mode which enables the DOS environment to work with the SATA drive.

Vendor Restrictions

Some system manufacturers now specifically state that their systems do not support a DOS
environment. In this case, the only option is to use a WinPE-based boot file.

Adding Drivers to an Operating System (OS) Image

Plug and Play Drivers

If the target PC has hardware for which the operating system (OS) image does not contain
suitable drivers, then it is possible to provide additional drivers to the OS image. This is
particularly the case with Windows operating systems.

The steps to add additional plug and play drivers to a Windows OS image are as follows
(Note: There is no limitation in path length with CA DSM r11.1):

1. Open the $OEMS$ folder in the OS Image located by default in:
..A\DSM\Server\SDBS\var\managedpc\images\<imagename>\<imagename>\i386

2. Create a $1 folder in the i386 folder.

3. Create a folder to contain the driver files and folders. For example, pnpdrvrs:

..i386\$1\pnpdrvrs
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4. Add the required drivers to this folder. Place each driver in a separate folder. For
example:

..i386\$1\pnpdrvrs\audio
...iI386\$1\pnpdrvrs\network
It is possible to have one image used to image multiple models of PC. In this case, it
might be beneficial arrange the folders so that they are identifiable per model. For
example:
...iI386\$1\pnpdrivers\modell\audio
..1386\$1\pnpdrivers\modell\network
..1386\$1\pnpdrivers\model2\audio
...1I386\$1\pnpdrivers\model2\network
5. Edit the <imagename=.inf file located by default in:
..A\DSM\Server\SDBS\var\managedpc\camenu
6. Add the OEMPnPDriversPath entry to the [Unattended] section of this file. For example:

OEMPNPDriversPath = ‘pnpdrvrs\audio;pnpdrvrs\network’

Setup will create the pnpdrvrs folder on the root of the system drive during the text mode
setup and will then scan this location for additional plug and play drivers during the setup of
the OS.

From CA DSM r11.2 C1 this process is simplified. The templates on the IPS now contain a
driver folder within the oeminst folder.

Plug and play drivers can now be added to the image template by adding them to this
folder prior to creating the OS Image.

Falders

= [Zh os-template
® 3 Camenu
= ) Images
B (5 GHosT
) GHOST-#P
[ os-image
5 PomMG
5 POIMG-XP
IC5h REDHATW
(5 SUsEW
) vista
o wekp
5 W2ks
) waa
5 WME
L) WHTHOW
) wxpp
1 ) Wxps
B $oemt
BEhc
=1 1) oeminst

=

=3]

2]

il

[ updates
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It is also possible to add them to the image between the creation and registration.

E &) sbBS
f} inst
B ) var
= I managedpc
# |2 agents
# (G camenu
= 1) images
-1 dosboot
[# ) wistatdh
& [T vistaxed
=1 1[5 WHPPSPZ
B G2 WHPPSPZ
=) e
= 12 $oem$
B
[= 12 oeminst
150 driver

There is no need to modify the <imagename=.inf for this as it has already been configured
to look in this folder for added drivers.

It is still possible to add each driver in a separate folder as the setup routine will traverse
the driver folder and subfolders.

Mass Storage

Some systems require additional mass storage device drivers before the device will be
useable. This could be to support a RAID (Redundant Arrays of Independent Disks) system,
SCSI (Small Computer System Interface) device, or a SATA drive.

These drivers need to be added to the plug and play drivers as above, but also need to be
added to the text mode portion of the setup so that the devices can be addressed during
this phase. To do so, follow the instructions below:

1. Open the $OEMS$ folder in the OS Image located by default in:
..A\DSM\Server\SDBS\var\managedpc\images\<imagename=>\<imagename>\i386

2. Create a folder ‘Textmode’ in the i386 folder:
..\i386\$OEM$\Textmode

3. Copy the mass storage drivers to this folder. The driver files are normally:
<driver>.sys, <driver>.dll, <driver>.inf, <driver>.cat, Txtsetup.oem.

4. Edit the <imagename=>.inf file located by default in:

..\DSM\Server\SDBS\var\managedpc\camenu
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5. Insert a new section containing the file names from the Textmode folder:
[OEMBootFiles]
<driver>.sys
<driver=.dll
<driver>.inf
<driver>.cat
Txtsetup.oem
6. Insert a new section with the name of the device:
[MassStorageDrivers]

"Name of the device"="OEM"

Note: Information about the device name can be obtained from the Txtsetup.oem file,
which is provided by the hardware vendor.

Server Download Method

The default server download method for a boot server is TFTP unless specified otherwise at
installation. All r11 OSIM images are prepared to work with TFTP access with the following
exceptions:

m  Ghost and Powerguest images will only work with share access.

m  OSIM LINUX images always use NFS (Network File System) shares. The NFS share
must contain the LINUX CDs/DVD directory structure.

Changing the Download Method

The boot server setup installs a switch tool, sdbsswitch, which can be used to change the
boot server access method later.

The sdbsswitch tool creates or removes the OSIM shares and adjusts the OS images in the
image store according to the access method:

m  sdbsswitch -t switches from share to TFTP access.
m  sdbsswitch -s switches from TFTP to share access.

m sdbsswitch -1 shows the current configuration of the boot server.

Share

m Installing an OS on a target is faster from a share because the setup installs directly
from the share.
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m  OSIM shares are read-only for a special OSIM user. If your enterprise policy does not
allow shares, the TFTP download method is required.

TFTP

m OSIM has implemented a special extended TFTP protocol controlled by the OSIM boot
server. In the case of TFTP, all needed data will be downloaded to the target before the
installation starts.

Use of Imaging Tools

Inclusion of Agent in Image

When deploying an OS using an imaging tool, it is necessary to decide whether or not to
include the DSM Agent as part of the image.

The recommendation is to not include the agent. The CA Unicenter Software Delivery Agent
will be installed as part of the OS installation, and this then allows CA Unicenter Desktop &
Server Management to deploy the other plugins as required.

If it is decided to include the agent within the image, some actions are required on the
template machine if the CA Unicenter Remote Control agent is part of the image.

CADSMri1l1.1, CADSMrl11.0

Before generating the image, perform the following actions on the template machine:

1. Start the agent and register it with a manager to ensure proper verification of the
management server information.

2. Run the following commands:
a. caf stop

b. ccnfcmmda -cmd DeleteParameter -ps itrm/rc/host/managed -pn
convertedhostuid

c. ccnfcmda -cmd DeleteParameter -ps itrm/cfencrypt -pn LOCALID
d. ccnfemda -cmd DeleteParamSection -ps itrm/rc/security/providers/winnt/users
3. Delete the following registry key:
HKLM\SOFTWARE\ComputerAssociates\HostUUID
4. Generate the image to be deployed BEFORE starting the DSM Agent again.

5. The deleted values are machine-specific and will be properly regenerated on the
template machine, as well as on the target machines at agent start.
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CADSMri1.2

Before generating the image, perform the following actions on the template machine:

1. Start the agent and register it with a manager to ensure proper verification of the
management server information.

2. Run the following commands:
a. caf stop

b. ccnfcmda -cmd DeleteParameter -ps itrm/rc/host/managed -pn
convertedhostuid

c. ccnfemda -cmd DeleteParameter -ps itrm/cfencrypt -pn LOCALID

d. ccnfemda -cmd DeleteParamSection -ps
itrm/rc/security/providers/common/users

3. Delete the following registry key:
HKLM\SOFTWARE\ComputerAssociates\HostUUID
4. Generate the image to be deployed BEFORE starting the DSM Agent again.

5. The deleted values convertedhostuid, LOCALID, and HostUUID are machine-specific
and will be properly regenerated on the template machine, as well as on the target
machines at agent start.

The default users for the security providers will not be recreated automatically by the host.
Therefore, if the security mode of the host is not set to centralized security, the following
command to re-create the default users for the host must be executed on the template
machine, as well as on each target machine:

rcUtilCmd.exe CreateDefaultUsers

Note: rcUtilCmd.exe can be found in the CA Unicenter Desktop & Server Management
installation's directory.

Ghost/PowerQuest

The Inside OS Installation Management Guide supplied with CA Unicenter Desktop & Server
Management r11.2 C1 contains a detailed section on the creation of OS images based on
the Ghost and PowerQuest Imaging Tools.

Drivers

Adding plug and play drivers to a Ghost image is very similar to the procedure for a
standard unattended installation.

In this case, the drivers would be placed in the target folders on the template system prior
to running the sysprep utility. For example:
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C:\pnpdrvrs\audio

C:\pnpdrvrs\network

The same modification is made to the <imagename=>.inf file to define the
OEMPNPDriversPath.

From CA DSM r11.2 C1 this process is simplified. The templates on the IPS now contain a
driver folder within the $oem$ folder.

Plug and play drivers can now be added to the image template by adding them to this
folder prior to creating the OS Image. It is also possible to add them to the image between
the creation and registration.

The drivers will be copied by OSIM to the C: drive before the Windows Mini Setup is
launched. There is no need to modify the <imagename=>.inf for this as it has already been
configured to look in this folder for added drivers.

When the image is deployed, the Windows Mini Setup will check these folders for the
additional plug and play drivers.

Ghost32

With the inclusion of WInPE support it is now possible to use 32-bit Ghost.

This removes the requirement to use FAT16\32 partitions, as the WIinPE environment can
handle the NTFS (Windows NT File System) partition.

Default Passwords

Canonprv

The canonprv user account is used to access the OS image when the server is running in
share mode. In order to preserve security this account does not have a default password.
Instead, the OSIM Manager automatically changes this password on a daily basis unless
otherwise configured in a policy.

Change Process

The password change interval and password complexity rules can be defined within a
configuration policy. This is fully documented in the CA Unicenter Desktop and Server
Management Advanced Topics Guide, available on the following link:

CA Support Online:
https://support.ca.com/phpdocs/0/common/impcd/r11/troubleshooting/doc/DSM_Adv_topi

cs_rll.pdf.
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Local Administrator

When a target PC is built, the local administrator password is defined as a parameter for
that configuration. If the default value has not been changed, the local Administrator
password for the target PC after completion of the build will be ‘default.’

Agent Plugin Installation

Unless the InstallAgent parameter is set to ‘No’ the DSM Agent + Software Delivery Plugin
will be installed on the target PC as part of the operating system installation.

Status Change to Current

Agent install=

This parameter controls when the status change for a specific configuration will change
from Installing to Current.

Agent install = No

With this option, the status will change to Current the first time the target boots from hard
disk after the boot images have completed their processes.

Agent install = Yes

With this option, the status will remain Installing until the agent plug-in has been installed.
When the new agent registers with its scalability server this information is passed to the
OSIM system and the status is then changed to current.

BMSConfigID

The BMSConfglD is the ID of the OS installation job in the database. The manager sends
the BMSConfgID as a job parameter to the target.

After the installation of the common agent the agent (CSM plug-in) reads the BMSConfiglD
from c:\osimconf.ini and sends it with the report to the manager.

The manager compares the reported BMSConfigID with the job ID in the database. If it fits,
the installation job becomes current. Otherwise we assume the installation has not finished
correctly and it is set to Failed with the following error:

[OSM010018] A started OS installation has been aborted on the target.

C:\osimconf.ini is created during the execution of the custom.cmd file contained in the
OSlImage. If the Custom.cmd is customized, care must be taken to not change any of the
entries relating to BMSConfiglD or osimconf.ini. If these are modified, it can lead to all
future OS installations failing because the agent will not be able to report the BMSConfigID
to the Manager.
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Packages

The packages used for the agent installation are located separately from those in the CA
Unicenter Desktop & Server Management software library and those used by Infrastructure
Deployment.

The store for these packages is:

\CA\DSM\Server\SDBS\var\managedpc\agents
This store is automatically populated based on the content of the software library.

If the server has been upgraded to a new version through a patched master image or new
CD, the packages registered in the library may need to be upgraded in order to ensure the
new Agent package is in the Agent Store.

Use the dsmPush utility to update the packages in the software library. The dsmPush utility
is fully documented in the Command Line Reference Guide contained in the CA Unicenter
Desktop & Server Management documentation.

Remote Scalability Server

When the boot server is on a remote scalability server, the agent store is still populated
based on the content of the software library.

Therefore, in order that the agent can be installed as part of an operating system
installation, the DSM Agent + Software Delivery Plugin package must be staged to the
software library of the remote scalability server.

Move An OS-Image Store to Another Disk on Scalability Server
If the Boot Server is not set to TFTP mode use sdbsswitch —t to do so
Caf stop

Copy the entire directory c:\program files\CA\DSM\server\SDBS\var\managedpc to another
directory, for example, d:\newstore\managedpc

Modify the comstore with the new path

Ccnfcmda —cmd setParameterValue —ps /itrm/scalability_server/osim/ManagedPC —pn
InstallPath —v d:\newstore\

Caf start

In order to create the OSIM shares correctly on the new location call Sdbsswitch —s
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Boot Server on Microsoft Secondary/Backup Domain Controller

The r11.1 ,r11.2 ,C1 Boot Server can not be installed on Microsoft secondary Domain
Controller.

Such Domain Controller does not provide a local user management, and therefore the Boot
Server setup fails when creating the special OSIM user. In this case, the Boot Server is not
completely installed.

Upgrading an Existing Operating System Using the Package
Created by OSIM

The OS image created by OSIM is used to build or rebuild computers, and can also be used
to upgrade them from their existing OS.

The registerosimage command not only makes the OS image available for the OSIM
system, it also creates a software library item.

This has the following three procedures:
1. Add to boot server
2. Remove from boot server

3. Upgrade

Procedures 1 and 2 are used by the OSIM system. Procedure 3 can be used to upgrade your
existing computer’s OS.

To upgrade, simply deliver this procedure as you would any other software package. In
order for the upgrade to be successful, there is one thing that has to be considered: how do
you provide the correct product key to the new OS for the upgrade?

The upgrade procedure uses a standard Microsoft Windows-based unattended installation
response file, just like the OSIM installation.

The response file for the upgrade update.inf is separate from the response file used by the
OSIM system. It is created by the createosimage procedure in the i386 folder of the
osimage. The simplest way to ensure the product key is configured correctly is to use the -k
switch with createosimage. When this is used, it primes the default.ini of the OS image with
the Product key. It also makes the following entry to update.inf:

ProductID=$ProdKey$

When you then run the registerosimage command the product key is read from the
default.ini file and the $ProdKey$ variable is replaced by the actual Product key from
default.ini.

The upgrade procedure will now successfully upgrade the OS of the target computer.
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If you do not use the -k switch then update.inf will have the entry:

ProductID=000-0000000

If this is left, then the upgrade will start but it will stick at the prompt for the product key.
You therefore need to edit this prior to running the registerosimage command so that it
contains the correct value.

This can either be the actual product key or the $ProdKey$ parameter. If you use this
parameter then you will need to define the default value for ProductlID in default.ini. See
the OSIM documentation for details on editing default.ini.

Once the update.inf file is modified, you can run registerosimage and the upgrade will work.

If you have already run registerosimage and the product key is not correctly defined in
update.inf, then you either need to register a new image after having made the
modification above or modify the update.inf in the actual library image. You would modify
the library image in the normal way you would modify any software library image.

Note: The upgrade procedure is subject to the same restrictions as a manual OS upgrade.
The upgrade must be supported by Microsoft and you must have verified that all installed
applications also support the upgrade of the OS.

For details of the supported upgrade path for your operating system, see the following
articles from Microsoft.

Windows 2000 Upgrade Paths

Windows XP supported upgrade paths

Windows Server 2003 Supported Upgrade Paths

Windows Vista: Upgrade Paths from Previous Versions
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Chapter 20: Deployment of
Microsoft Office 2007

Introduction

The installation procedure of Microsoft Office 2007 has been substantially redesigned in this
the latest version of the Microsoft Office solution. Some of the installer features that differ
between previous releases and Microsoft Office 2007 are listed in the following table:

Microsoft 2007 Office Release

Previous Version

Windows Installer (Msiexec.exe)

Setup program (Setup.exe)

Administrative installation point

Local installation source

One MSI file per product

Multiple MSI files per product

Core English version plus MUI Pack

Language-neutral architecture

Setup.ini file

Config.xml file

Setup command line

Config.xml file

Custom Installation Wizard

Microsoft Office Customization Tool

Custom Maintenance Wizard

Microsoft Office Customization Tool

Microsoft Office Profile Wizard

Group Policy system policies

The changes made by Microsoft in the Microsoft Office 2007 installation process mean that
the MSI (Windows Installer, formerly Microsoft Installer) integration within CA Unicenter
Desktop & Server Management (CA DSM) is no longer the best method to use to deploy
Microsoft Office 2007. CA DSM can be used to deploy Microsoft Office 2007 using the MSI
approach that is also used when deploying with Microsoft Active Directory Group Policy, but
due to the limitations this imposes we cannot recommend this approach.

The purpose of this document is to provide guidance on how Microsoft Office 2007 can be
deployed by CA DSM using the existing generic capabilities of the product.

Prerequisites to Install Microsoft Office 2007 Using CA DSM

In order to use CA DSM to deploy Microsoft Office 2007, a number of prerequisites are
assumed. They include the following:

®  An understanding of CA DSM 11.x
m  An understanding of the Microsoft Office Customization Tool (OCT)

m  The correct media for the edition of Microsoft Office 2007 you wish to deploy
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Creating the MSP Files Using OCT

The Office Customization Tool (OCT) is used to create the Setup customization file that will
be used to configure the installation process of Microsoft Office 2007. The high level steps
necessary for the creation of the customization file are provided below. See the Microsoft
Office website for details on the OCT layout:

1. Copy the entire contents of the office media to a temporary folder.

2. Start the OCT using the command ‘setup.exe /admin’ from the location where the
office media is kept.

INDOWS'\ system32'.cmd.exe

F:woffice2@B7>zsetup.exe ~admin_

3. The OCT will appear.

Select Product

" Qpen an existing Setup customization file

Click the OK button to create a new setup.

4. The Welcome Screen will be displayed.
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zation Tool - untitled =

Fle Edit Yew Help

Cla
J

Fiveiccrme | Welcome to the Microsoft Office Customization Tool

Setup - Lise this kool o create a Setup customization file (MSP fil) ko modify your Microsoft Office installation when you deploy o users,
Tnstall lncation and orgarization name - The Office Customization Tool requires at least Windows Installer version 3.1 to be installed on chent computers in arder For customizations to apply
Additional network sources
Licensing and User interface
Remave previous installations
Add installations and run programs
Office security settings
WModify Setup properties
Features
Modfy user settings
Set feature installation states
Additional content
Add files
Remove files
Add registry entries
Remove registry entries
Configure shartcuts
Outlook
Outlook profile
Specify Exchange Server settings
Add accounts
Remove accounts B sxport settings
Specify SendiReceive groups

Using this tool, you can:

- Choose where ta install Microsoft Office

- spetify whether to remove earlier versions

- Set feature installation states

- Configure default application settings

- Add custom files, registry entries, and shortcuts
- Specify Office security settings

- Customize the default Outlook profile

- Set other properties

5. Select ‘Install location and organization name’ in the left hand pane and fill in the
installation path and organization name in the right hand pane.

Fle Edt View Help

Cla
i |

welcome: Specify the default Folder in which to install Microsoft OFfice on the user's computer. You can use a fully qualified path or a relative path to a predefi
oy folder.
Install location and organization name. el installation path:

additional network sources
Licensing and user interface
Removs previous installations

add installstions and run programs

| F\afficez007

Hote: The default installation path will only take effect during the first installation of the Microsoft Office product. You cannot change this setting c
the product is installed,

Office security settings Organization name:
ModiFy Setup properties ComputerAssodiates
Features

Modify user settings
Set feature installation states
additional content
Add files
Remove files
Add registry entries
Remove registry entries
Configure shorteuts
Outlook
Outtiook profile
Specify Exchange Server settings
Add accounts
Remove accounts & export settings
Specify SendfReceive groups

6. Select ‘Licensing and user interface’ in the left hand pane and enter the valid product
key. Then check the box ‘I accept the terms in the License Agreement’ in the right
hand pane.
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p Office Customization Tool - untitled

Fle Edt View Help

Cla
3.

Welcome Enter a valid product key and accept the licensing agreement For users.
Setup
Install location and organization na
Additional network sources
Licansing and user interface

Type a walid 25-character volume license key with no spaces.
Praduct key: ||

Select the check box to accept the terms of your license agreement on behalf of users,

Remove previous installations
| 1 accept the terms in the License Agreement.

Add installations and run programs

Office security settings . l—_l
Modify Setup properties Display level: |Hane =
Features I™ completion notice
Madify user settings ¥ Suppress modal
Set feature installation states i
Additional content
Add Files MNate: Changes made on this page will only kake effect during the First installation of the Microsaft Office product. You cannok change these setl
Remove Files the product is installed.

Add registry entries
Remove registry entries
Configure shortcuts
Qutlook
Outlaok profils
Specify Exchange Server settings
Add accounts
Remove accounts & export settings
Specify SendjReceive groups

About the Display Levels

There are three levels of display that are available to the administrator to select, but only
None is recommended for an unattended installation:

m  None:
It installs Microsoft Office without any user interface.
m  Full - Default:

The installation proceeds with fewer interruptions and your customizations are set by
default for all users.

m Basic:

The Basic display level shows the user a welcome screen, a simple progress bar, and
error messages, but does not require any input from the user during the installation. If
you choose this display setting, you can select the following options on the same screen
of the tool:

> Select the Suppress Modal check box to hide error messages and other dialog
boxes that might interrupt the installation.

> Select the No Cancel check box to prevent users from cancelling the
installation process before it completes.

> Select the Completion Notice check box to add a message at the end of the
installation that lets users know that Microsoft Office 2007 has been installed.

7. Select ‘Set features installation states’ in the left hand pane, and select the features to
be installed in the right hand pane.
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x4 Office Custom ion Tool - untitled
Elle Edit Wiew Help

asd
Welcome For each of the following Microsoft Office Features, dick to select the desired installation state.,
Setup
A te Sizes
Install location and organization na = EEREEE s
Additional netwark sources Microsoft Office Ancess Selection:
Microsoft Office Excel Tatal:

Licensing and user interface
Remove previous installations
Add installations and run programs
Office security settings
Maodify Setup properties
Features
Madify user settings
Set feature installation states
Additional content
Add files
Remave files
Add registry entries
Remove registry entries
Configure sharteuts
Outlaok
Qutlook prafile
Specify Exchange Server settings
Add accounts
Remove accounts & export settings
Specify SendjReceive groups

Microsoft Office Outlook
Microsoft Office PowerPaint Reset Branch
Microsoft Office Publisher

Office Shared Features

Office Tools

Microsoft Office Visio Yiewer
Microsoft Office Word

~ Descripkion:
Wicrosoft Office productivity pragrams plus additional conkent and taols.

8. Select and make any further changes as necessary for your environment and use of
Microsoft Office 2007.

9. Select the File\Save As dialog in the menu bar of OCT to save the file with customized
settings.

Office Customization Tool - untitled

File Edt Wiew Help

[ Chrl+H

Open... Chrl+Cr

Save Chrl+S

Save As...

Exit AlbF4 For each of the Following Microsaft Office Features, click ko select the desired installation state.,
<ecapr

Install location and organizationna | = =] mMirosoft Office Approximate Sizge:

Additional netwark sources
Licensing and user interface
Remove previous installations

Add installations and run programs
Cffice security settings

Modify Setup properties

Selection:
Micrasoft Office Excel Tatal:
Microsoft Office Outlook
Microsoft Office PowerPaint Reset Branch
Microsoft Office Publisher

Office Shared Features

Features Office TFUUISFF- -
Modify user settings Microsoft Office Yisio Yiewer
Microsoft Office Word

Set Feature installation states
Additional content
Add files
Remove files
Add registry entries
Remove registry entries
Configure shartcuts
Outlook
Outlook prafile
Specify Exchange Server settings
Add accounts
Remove accounts & export settings
Specify SendiReceive groups

~Description:

Stors, query, and repart on information by using Microsoft Office Access databases.

10. Using the OCT, define the customizations required for the deployment of Microsoft
Office 2007 in your environment. You can create as many customizations as you need
for your different requirements. Once all required customizations have been defined,
use the File\Save As menu item in the OCT to save the MSP file into a subfolder called
Install under the folder created in step 1.
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& 5:', Temp'.Office 2007 Install ]

File Edit Wiew Favorites Tools  Help | :,'
(PBack ~ )~ (T | ) Search Folders | & b X E) | [
Address | s:\Tempioffice 2007 Instal = e
Mame = | Size | Tvpe | Dake Modified | Attributes |
4,437 KB Windows Installer P, 27011/2007 12:29 A
ol MSP 4,437 KB Windows Installer P...  27/11)/2007 12:29 a
ﬁlWDrd.MSP 4,437 KB Windows Installer P, 2701172007 12:29 A
i[E.-lWDrd_Excel.MSP 4,437 KB Windows Installer P, 27011/2007 12:29 A

Creating the CA Unicenter Software Delivery Package

Multiple methods exist for the creation and delivery of software packages. In this section,
we will show an example of using a generic package from the CA Unicenter Software
Delivery Library. For this example, it does not matter if the CA Unicenter Software Delivery
Agent is configured to use shares (NOS), File transfer (NOS-LESS), or DTS (NOS-LESS Data
Transport Service).

The Microsoft Office 2007 installation process creates a cache of the installation files that it
can refer back to at any time after the installation has completed. The cache is often
referred to as the MSOCACHE and is created automatically by the installation. The use of
the cache means that access to the original source files is often only required if the local
MSOCACHE becomes corrupted (for some reason!).

Follow these steps to create the CA Unicenter Software Delivery package:
1. From the DSM Explorer, Software Package Library, select ‘New SW package.’

2. The name and version for this package must use the correct values as supplied by
Microsoft. This is because the setup program is still using the MSI installer, so using
the same name helps with MSI software detection. Enter the correct details and click
OK.

3. This will create a new package that is Open (unsealed).
E&ﬂ Software Package Library

E;(j:] Al Software
éﬁ] Catalog

Eé:] D3M Software Packages
a Microsoft Office Enterprise 2007 12.0,4518.1014
Add the Source Files to the Package

1. Double click this package and select Source.

2. Select New Volume, enter a name, and browse to the temp folder which contains the
office source files. Click Choose. Do not check Source is on Manager. Click OK.

3. Wait while the files are copied into the package source.
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4. When completed, the source will be displayed.

Eile Edit View Tools Security Help

{4l Source - DSM Explorer [DSMDEMOC1.home.ca.com] ]

B0 0 PRE U xpet AR T-

£

ITres View

=l =

DSM Explorer

£ DSMDEMOCI - Domain

: ﬁ Comnputers and Users

- ﬁ Software

[@ Ceefinitions

E--ﬁ Software Package Library
m all Saftware

ﬁ Catalog

@ﬂ D5 Software Packages
= ﬁ Microsoft OFfice 2007 12.0,4518.1014
@ Member of groups

: a office2007
[33 Pracedures
- ﬁ Installations
ﬁ Staging Libraries
-6 ol Bank and OF Tmages
]--@ Jobs
2] @ Queries

[
[
[# -- Policies
[E
[

]--ﬁ Remate Cantral
] ﬁ Conkrol Panel

€A Unicenter® Desktop and Server Management

Source

DSM Explorer » DSMDEMOCI - Domain > Scftware » Software Packsge Library » Microsoft Office 2007 12.4.0

Information Marne

Description 3

The Source folder
contains all image files
for the Software
package.

Tasks 3

B Mew volurne:

Tips 3
The source is organized
into volumes, Most
packages only have one
volume, Please refer to
the documentation for
mare infarmation on
volumes,

Customize this pane.,

Press 1 to obtain more
help.

& officez007 1 Directory

4 Number Type

1 object(s) in the list |0 object(s) selected

e

Create the Installation Procedures

1. Expand the source until the setup.exe can be seen:

.-‘I'x:ﬂ{‘r.) ﬂ‘l

= - |

= E]

Dciualr, office2007
w1 1) Compubers aned Users

= T Mcresait Office 2007 12.0.4518.1014
1 5 raerbar oF grogpet

o5 8nd drog
drectirins e lies frose
the Windows Expiorer to
acki themm o thes
TP
use the dpboard.

Lugtomis this pane,

Fress 1 to cbtain more
ha.

o pe———

= ] Software

w1 H) oefeirs Mfmaks

- Software Fackage Lbrary Destription. (7
i G Al r.li.'mp:-,m
i 8 catson et
b g At resder ubdractories of 3
T softwars
) DM Sollwirn Packages. e
e 60 5t =
10 ) Uecariter Pateh Mansgere, Rickages Tips =

_ Unicenter® Desktop and Server Management

E st > smeden: Conen > S > Gfe Pebraboer > Massf O RSkt

Mo ¢S Ty Medfed Atrtates
Camecess, o Pl Folder 12082007 1409
| Ay Fio Folder 1 2/00/2007 14:09
(acataiog Flo Fobder 121082007 14:09
[ Excnl mnran i Folder 12008007 14:008
Cywstat Fis Fokder  12/08/2007 14:09
[ citan i il Fokd 1308007 14:10
Coffeess.onus Fie Folder  12/09/2007 14:10
Caouockenus Pl Polder 12082007 14:10
Y PowrePeird sars Fiin Folder 1 200/2007 14:10
E]PN.W Fle Folder 1240072007 14:10
Yt s i Folde 12008007 14:13
Publsher. erus Fle Folder  12/00[2007 14:12
[ ressbud st s Fokdie 1 Z0UFEN07 14:13
(Y urieatad Fio Fokder  12/09/2007 14:12
Quedatas Pl Foider 12082007 14112
Y Werd.peress Fiin Folder 1 2000/2007 14:12
[ suborun.inf UB DRl DI0f0060G14 A
(I READMEMIM B WIMPle  SHIOMO0S06:04 &
[setip e A5NE BEFl  ZHIRNS0130 A

2. Right-click setup.exe and select Copy.

3. Right-click on Procedures and select Past\Embedded file to Register Procedure.

L] word.en-us

ﬁ Installatic

Mew P

Embedded File ko Register Install Procedure
------ ﬁ Staging Li Embedded file ko Register‘ﬁ[ocedure. o

Nl Boot and 05 INeem—

=

4. Define the Name of the procedure and the Runs on OS value if required.
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zl

Procedure | Embedded File I Options I Prerequisites I

Q General information about the Software Procedure
Mame: [ nstal: Dffice
Task: I Install j
Runs on 05: IW'in P d

Reqistered: Original Delivery

Filed by: Laocal Adminiztrator

LComment:

This install procedure is for the complete office suite,

™ Default selected procedure for jobs " Catalog enabled
[ Exclude fram BAC

Ok I Cancel | Help |

5. Select the Embedded File tab, and leave the pre-filled fields as-is. If you are using a
single Item Procedure and if the MSP files are in the Update directory of the package,
then the /adminfile is not necessary. In this case, the setup.exe will automatically
process ALL msp files found in this directory. Otherwise, for multiple item procedures
for different customizations, the additional command line parameters required for the
setup.exe to use the specified msp file created by the OCT must be specified.

Prarameters: Zadminfile " \installvoffingt. mep'] b |

6. Because of the nature of this new installation method, it is no longer possible for CA
DSM to use its inbuilt MSI support, which knows about the non-zero MSI return codes
that indicate success. As it is possible for the installation of Microsoft Office to require a
reboot, MSI may return a 1641 return code. To prevent the software job from being
seen as failed when this code is returned, a further macro needs to be added to the
parameters entered in step 5: $#ec:1641 $#ec:0. This instructs the agent to ignore
this return code and allows the job to be marked successful.

e Qetiec 1641 $tec > | 2oRelsted Macros T T
Target Related Macros LT ] User Parameters
Software Ttem Related Macros L] $oid Job Object Identifier
Manager Time Relsted Macros L] Background Execution
Software Location RelstedMacros b §#ec:  Extcode Check for Success
InstaliShield parameters L |

7. Click OK. The procedure is now created.
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Repeat these steps to create individual Item Procedures for each of the msp files

created with the OCT.

Procedures - DSM Explorer [DSMDEMOC1.home.ca.com] =10l x|
File Edt Yiew Todk Security Help
p & [l y i = v} = | =
2580 -0 PR NI X[meB P XEE(= 6
[ree view B RS .
m Unicenter® Desktop and Server Management
DSM Explarer - -~
£ DSMDEMOCT - Domain Procedures
m Computers and Users DSM Explorer > DSMDEMOC - Domsin > Software > Softwars Package Library > Micre 0.4518.1014 > Procedures
Eﬁ Software
m Defintions Information Name Task Comment
e & ot packags Lib ﬁ HInstaH: Excel ¢ Install This install procedure is For Excel anly.
oftware Package Librar
e o v escription [ trtall Sfice: Instal This install procedre is for the complete office suite.
ﬁ Al Software The Procedures folder
@ y . G Install: Wword Install This install procedure is for Word only
Catalog contains allinstall
@ f o uninstall, configure and IH Install: Word & Excel Install This install procedure is for Word and Excel.
: D5M Software Packages activate procedures for
=} ﬁ Microsaft Office 2007 12,0,4% the Software package.
[ @ Member of groups -
) Source Tasks 5|
m Procedures [ Mew Pracedure
m Instalations __
m Staging Libraries Custamize this pane.
@ All Boot and OF Images Press Fi to obtain more
-3 Jobs hielp.
= @ Queries
[j---@ Palicies =
[]---@ Remoke Control =
-
« | ;IJ
|4 object(s) in the list |0 object(s) selected v

Create the Uninstall Procedures

The command to uninstall Microsoft Office is setup.exe /uninstall <product id>. However,
this command does not run silently and requires the end user to confirm that they wish
Microsoft Office to be uninstalled. To avoid this, a config.xml file can be used in a similar
fashion to the msp for the installation.

1. The first step is to identify the correct product id required for the uninstall command.

This is found in the setup.xml file from the folder xxx.WW in the Microsoft Office source
image, where XXX is the Microsoft Office product you are installing (Enterprise).

Falders || Mame & | Sizel Type | Diate Modified
= ) Office 2007 ;| 2] config.xml 1KB  2ML Dacument 268/10/2006 05:14

‘windows Installer P...
ML Document

28/10/2006 05:13
28/10/2006 05:13

5 Enterpriseww, msi 17,758 KB

17 KB

I Access.en-us

53 Admin |2 Enterpriseid xml
I Catalog U Enteriww,cab 258,615 KB Cabinet File 28/10/2006 05:13
=2 Enterprise. Wi ID_00030.0PC ZKE DPCFile 28/10/2006 05:13
I3 Excel.en-us ﬁlofficeﬁ‘tww.msi 826 KB Windows Installer P.., 28/10/2006 05:14

I3 Groove.en-us =] OFficetaw!y, xml 3KB XML Docurnent 28/10/2006 05:14
[C) InfoPath.en-us Fose.exe 142 KE  Application 28/10/2006 05:14
123 Install L’\ﬂ osetup.dil 6,354 KB  Application Extension  28/10/2006 05:14
@ OFficesd. en-us U OWOWEWY .cab 4,054 KB Cabinet File 28/10/2006 05:14

I3 Office.en-us . up, xml Z7FKE  5ML Document 28/10/2006 05:14

@ CneMote.en-us
15 outlook.en-us
(L3) PowerPoint. en-us
I5) Proofing. en-us
[5) Publisher.en-us
1) Rosebud. en-us
I Updates
1) word,en-us
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2. Open this file and find the Setup Id= value:

<?xml version="1.0" encoding="utf-8" ?=
PaWxH 8+KZV2H

<t--
GVt R L E " Type="Product" ProductCod=="{90120000-0030-0000-0000-0000000FF1CE}">
<PIDTemplate Value="89388&It;" "~ "=""""=""""=""""=""""" &gt;@@@@@" />
<Option Id="AlwaysInstalled" DefaultState="Local" DisallowAbsent="yes" DisallowAdvertise="yes" Hidden="yes" />

<Option Id="Gimme_OnDemandData" DefaultState="Local" DisallowAbsent="yes" DisallowAdvertise="yes" Hidden="yes" />

Note: In this example the product ID is Enterprise (this is the Enterprise version of
Microsoft Office 2007).

Create the config.xml
1. This config.xml file will contain code similar to the following:

<Configuration Product="Enterprise">

<!-- <Display Level="full" CompletionNotice="yes" SuppressModal="no"
AcceptEula="no" /> -->

<!-- <Logging Type="standard" Path="%$temp%" Template="Microsoft Office
Professional Setup(*).txt" /> -->

<!-- <PIDKEY Value="BCDFGHJKMPQRTVWXY2346789B" /> -->

<!-- <USERNAME Value="Customer" /> -->

<!-- <COMPANYNAME Value="MyCompany" /> -->

<!-- <INSTALLLOCATION Value="%$programfiles%\Microsoft Office" /> -->
<!-- <LIS CACHEACTION="CacheOnly" /> -->

<!-- <SOURCELIST Value="\\serverl\share\Officel2;\\server2\share\Officel2" /> --

>

<!l-- <DistributionPoint Location="\\server\share\Officel2" /> -->

<!-- <OptionState Id="OptionID" State="absent" Children="force" /> -->
<!-- <Setting Id="Reboot" Value="IfNeeded" /> -->

<!-- <Command Path="msiexec.exe" Args="/i \\server\share\my.msi" QuietArg="/q"
ChainPosition="after" Execute="install" /> -->

</Configurations>

2. To make the Uninstall completely silent, modify the second line to read:

<!-- <Display Level="None" CompletionNotice="no" SuppressModal="yes"
AcceptEula="no" /> -->

3. Finally, uncomment this line so that the end result is:

<Configuration Product="Enterprise"s>

<Display Level="None" CompletionNotice="no" SuppressModal="yes" AcceptEula="no"

/>
</Configuration>

4. Save this file.

5. Right-click the file and select Copy.
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6. From the DSM Explorer, open the Source of the Microsoft Office 2007 package and
select the installation directory. Then right-click and paste the config.xml file into the

package.
& Install - DSM Explorer [DSMDEMOC1.home.ca.com] I [=] 3]
Fle Edt Yiew Tods Sscurty Help
p e = R R
D8 0-© PREP UFxImMeL A {BEEH &
Tree View == ;
[ree v €A Unicenter® Desktop and Server Management
-8 Al User Profiles - o
=6 softwars Install
B Definiians DSM Explorer > DSMDEMOCL - Domain > Software > Scftvare Packsge Library > Microscft Office 2 045181014 .,
& ﬁ SDF“AV"”:;“""“ Heary Information Hame 4 size Type Modiied Attribu
& t“" are R 1KB WMLFile  2811j2007 16:04 A
ra D:;:g& pot escrption B Excel M5 4437K8 MSRFle  27/11/2007 12:29 A
oftware Packages & Directory contains = .
£1 B Mirosft offcs 207 12045151014 A ) offist. MsP 437K8 MSPRle  27jiyjEoorimza A
o1 6] vember of soums subdrectories of & Bt Word MsP 437K8 MSPRle  27jiyjEoorimza A
software package Word_Excel M5P 437K8 MSPRle  27jiyjEoorimza A
= m Source vialurme,
- officezo07
-2 Access.en-us
) Admin
(3] catalog R —1
() Enterpriss.
& exca Drag and drop
- Excelen-us directories and Files From
-2 Groove.en-us the Windows Explarer to
) Irfapathens add them ta this
i volume, You can also
< nstal use the clipboard.
() office.en-us
) Offcesd e Customizs this pane.
-3 oneote.en-us Press F1 to obtain more
-3 outlack.en-us _
-2 Pawerpoint. en-us
(3 Procfing.en-us
() Publishir.en-us
() Rossbud.en-us
-3 Updates
-3 word.en-us
= [ﬁ] Procedures = 4 | Ll
5 obiectis) in the list [ obiect(s) selected T 4

Create the Uninstall Procedure

1. Copy and paste the setup.exe from source to procedures as per steps 2 and 3 of the
Create the Install Procedures paragraph above.

2. Name the procedure and specify the task Uninstall, and define the Runs on OS, if
required.

M ame: IUI"IiI"IStEI"

Task: I Uninztall j

Buns on 05: IWin P j

3. In the parameters dialog of the Embedded Files tab, enter the uninstall parameter and
the /configfile parameter in the same way as used when creating the installation
procedures.
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Be sure to direct the /configfile to the config.xml file created in the previous section. It
is also necessary to add the $#ec:1641 $#ec:0 as before to allow for any reboot

requested by the uninstall.

Barameters: Juninztall Enterprise config' Sinstallsconfig.wml” $#tec: 1641 $#tec:0

Create the Repair Procedure

Bl

1. Copy and paste the setup.exe from source to procedures as per steps 2 and 3 of the

Create the Install Procedures paragraph above.

2. Name the Procedure and specify the task Configure, and define the Runs on OS, if

required.

Frocedure | Ermbedded FiIeI Elpticnnsl Prerequisitesl

@ General information about the Software Procedure
Mame:
Task: I Configure j
Runs on O5: IWin P j

Registered: Original Delivery

Filed by: Local Adminiztrator

Commment;

Thiz repair procedure iz for the complete office suite,

r TGRS U | AEULV | VR Ry g [PV B r [ (R ] P |

3. In the parameters dialog of the Embedded Files tab, enter the repair parameter and
the /repair parameter in the same way as used when creating the installation

procedures.

Be sure to direct the /repair to the config.xml file created in the previous section. It is
also necessary to add the $#ec:1641 $#ec:0 as before to allow for any reboot

requested by the repair.

Parameters: Hrepail Enterprize Aconfig " Ainstalhconfigsml” $#tec:1641 $#ec0
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Creating External Uninstall and Repair Procedures

The Item Procedures we have created so far are of the type Internal. Internal item
procedures use files that are contained in the package, so the complete package must be
visible to the agent in order for the procedure to run. In the case of an agent configured to
use NOS-Less access to the CA Unicenter Software Delivery library, the full Microsoft Office
package is always delivered to the target computer. If this is an Uninstall or Repair
operation, then this is only necessary if the MSOCache is no longer available on the target
computer.

An External item procedure uses files that are already on the target computer, so no files
from the CA Unicenter Software Delivery Library are made available to the target computer
with this type of procedure.

Not all of the files needed for an unattended uninstall or repair of Microsoft Office 2007 are
automatically copied to the target system. The file config.xml needs to be added to the
office installation using the OCT.

From the OCT select the option Additional content/Add files. The following example
assumes that the MSOCache is located in its default location, c:\MSOCache.

;d Office Customization Tool - Word.MSP B ] 5
Flle Edt View Help

a L

Welcome: Specify files to add to the user's computer during installation. When you exit this tool, copies of the files are saved in the Setup customization file.
Setup
Install location and ization na |_CIE N8ME [ Location [ Last madified [
Additional network sources
Licensing and user interface
Remawe previous installations
Add installations and run programs

Offics security settings I File Destination Path x|
Madify Setup properties y
File nameds):
Features
Modify user settings config.rl =l
Set feature installation states LI

Additional content
Add files
Remave files
add registry entries [ eitms0cache =l
Removs registry entries

Destination path on the Ussr's computer:

Configure shortcuts
Outlook. Help Cancel

Qutlook profile

Specify Exchange Server settings

Add accounts

Remove accounts & export settings

Specify Send/Receive groups

Add... Moy, Bemove

The creation of the External Item Procedure is very similar to that of an Internal Item
Procedure.

The key information needed for item procedure creation is the location of the Setup.exe and
config.xml files.

The setup.exe is located in the Microsoft Office products cache directory. The directory
name may differ depending on the edition of Microsoft Office 2007 being deployed.
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From the DSM Explorer we need to select the option to create an External Procedure.

Eﬁ Microsoft Office Enterprise 2007 12.0,4518,1014

[]---@ Member of groups
[]—--Eﬁm Source

=]

®Fr,  Paste b |

2] % " Re[m ] Procedure. ..
Inst.

A e

External Pracedure. ..

E] Install: Office
E] Install: Word
E] Install: Word & Excel

E| E?] Repair: Office

: ﬁ Member of groups

'ﬁ Procedure Dependencies
@ Uninstall: Office

As done previously, name your procedure and chose the procedure Task. Then click on the

External File tab.

In the parameters dialog of the External Files tab, enter the full patch and file name for
setup.exe. Also enter the repair parameter and the /repair parameter in the same way as

used when creating the installation procedures.

Be sure to direct the /repair to the config.xml file located in the c:\MSOCache directory. It
is also necessary to add the $#ec:1641 $#ec:0 as before to allow for any reboot requested

by the repair.
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Register procedure ﬂ

Procedure  Extemnal File | I:Iptiu:unsl Prerequisitesl

@ Dretailed information about the Software Procedure

File: IC:HMSDEacheM‘-‘«II [Jsersh {9071 20000-00320-0000-0000-00 Browse... |
Tvpe: IEHecutal:uIe file: j

Parameters: Arepair Enterprize /config o \MS0Cache\config sml $Hec: 1641 $Hec:0 »

You can continue to add as many Item Procedures as necessary to manage the different
customization options needed for the different users of Microsoft Office 2007 within your
organization.

Fa Procedures - DSM Explorer [DSMDEMODC1.home.ca.com] I =] |
Fle Edit View Tools Security Help
[G8Q-0- P N XEeL AN EEE &
-] x .
e =1<11 €A unicenter® Desktop and Server Management
-] DSMDEMOCT - Domain Procedures
5103 Computers and Lsers DM Explorer » DEMDEWOC] - Domsin » Scftvirs » Softwsrs package Ubrary » Microsch Office Enterpriss 2007 12045181014 > Procedurss
=80 sottware Information Name o Task Comment Created
B g"g:fg;wi&s — [3 nstal: Excel Instal This install procedure is for Excel only. Griginal Defivery
[3 nstall: 0ffice Install This install procedure is for the complete offi... Original Delive...
'?;S:::;‘:;:;::me I::t;':;:ﬁ;jfaﬂﬂ‘da' [ rmstall: word Instal This instal procedure is For Word arly Original Delivery
) il seftmare i [ tmstall: word & Excel Instal This install pracedure i Far Ward and Excel. Original Delivery
&) catoog o rozedyes [ Repair: Office Configure This repair procedure is For the complete office sulte,  Original Delivery
[{] Repair: Office (external) ~ Configure Criginal Delivery
%‘ ;?;z:i";;iz:tﬁ;se o7 120 aseone || [ Tasks 5| @ unnstal: Office Uninstsl This urinstall procedure s For the complete office su... Original Delivery
&0 Menber of roups D) hew procedure {3 Uninstall Office {external)  Uninstal Griginal Delivery
3 source
R s Customize this pane.
) trstalations Press Fi ko obtain more
) Staging Libraries help.
€ Al Boot and O Images
5163 Jobs
-G Queries
5 Poides
@ Remote Control
w1530 Control Parel
4] I+
& object(s) in the list |0 object(s) selected [ [ v

Using Customized Installs for Microsoft Office 2007with a config.xml File

Microsoft also provides a method of installing Office 2007 with customized settings held in
XML rather than MSP files. According to Microsoft Office Customization Guide, the XML
configurations do not make available all of the settings that the OCT has when producing
MSP files. Care must be taken when editing any XML files to ensure that the file structure
remains intact.

A similar procedure can be followed for the installation of Microsoft Office 2007 using MSP
files through CA DSM. Slight modifications are needed to use the correct command switches
to the setup program.

In the parameters sub-pane of the Embedded Files tab, enter the /config parameter and the
config file name in the same way as used when creating the installation procedures. Be sure
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to direct the /confidfile to the config.xml file that you have created and placed in the
installation directory of the Microsoft Office 2007 package. It is also necessary to add the
‘$#ec:1641 $#ec:0’ as before to allow for any reboot requested by the installation.

Parameters: foanfig ' sinstallhconfig.sml’ $Hec: 1647 $Hec:O > |

Deploy the Package to Target Agents

To deploy the Microsoft Office package to target agents, follow the standard procedure for
deploying software by selecting the required procedure from those created. The package
and procedures can also be catalog-enabled to allow users to perform self service Microsoft
Office installations, if required.

Uninstalling from Target Agents

The uninstall procedure can be deployed in the standard way either by selecting from the
software library or by right-clicking the installation record and selecting the Uninstall option.
The uninstall can also be catalog-enabled in the standard fashion if required.

Detecting MSI Applications

The Microsoft Office 2007 installation utilizes MSI. This enables the CA Unicenter Software
Delivery Scan MSI function to detect and show the listed products for the target computer,
even if the application was not installed by CA Unicenter Software Delivery. The Microsoft
Office 2007 solution consists of many individual products which are individually registered
to MSI. This function is useful for updating an agent’s installed products as this table drives
the Software Policy automation functions.

CA Unicenter Software Delivery automatically adds an MSI Uninstall procedure for the
detected applications—but for Microsoft Office 2007 this must NOT be used. If you need to
remove a product from an installed Microsoft Office suite, or the complete suite, then a
custom MSP file can be added to the package and delivered in the normal way.
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