Forgotten Password Reset using Security Questions
I have seen several questions around setting and enforcing security questions in IDM and Portal.  This can be achieved using Password Services and a setting up the Forgotten Password tasks in IDM.  Installation of IDM comes with the default Forgotten Password task and the Forgotten Password Reset task.  They have similar functionality using security question and answer pairs to allow a user to reset a forgotten password.  However, there are some basic configurations that need to be done before this process can be used.  
After installation of IDM whether using the Virtual Appliance or a standalone install, the first step is to configure the Forgotten Password LAH.  Using the IDM User Console, Navigate to the System Menu and Select Logical Attributes, Modify Logical Attribute and Select ForgottenPasswordHandler.
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Go to the Storage Area
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This is where the initial setup is done.  Enter in the number of Questions and the name for the question and answer.  When Generate Attributes is clicked the Logical Attributes are created and can be used on screens and for Question and Answer Verification.  Further down are the other Logical Attribute values.  You can set different ones or use the defaults.
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Delivery Options is used with One Time Password (OTP) and the Verification Question and Verification Answer is used with the Forgotten Password Task.  Once you have all the attributes defined as you wish click on Submit.
Next set up the Forgotten Password Reset Task.  Navigate to Roles and Tasks Menu item, Admin Tasks, Modify Admin Tasks and enter Forgotten Password Reset in the Search Window.  Select Forgotten Password Reset.
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Select Search Tab, Select Browse at Search Screen, Edit Forgotten Password Search
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This page allows setting the values for Identifying the user, Primary Verification Screen and Secondary Verification Screen.  Also, the number or Questions to present, how many failures are allowed and other configuration settings.  This is a Public Task and is exposed outside of IDM so you should put in the Verification Page Timeout and the Verification Page Attempt Limit to restrict this page.  There should also be a failed attempt limit set so that users cannot hit this page over and over again searching for the correct answers.  When complete click OK.  Click Select.  
Open the Tabs tab, select the edit pencil next to the profile, browse the profiles and select Change My Password Profile.  Click OK.  Click Submit.
When the Forgotten Password Task runs and the user answers their security questions the Password Reset Screen is presented.  The screen that gets presented is controlled by the Password Policy that is set for the environment.  It is the redirect task on the password policy.
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The easiest way to handle the redirect is to use Password Services and modify the task to have the information you need.  Create your password policy and make sure the redirect task points to Password Services.
Navigate to Roles and Tasks, Admin Tasks, Modify Admin Tasks, Password Services
[image: ]
Make sure the Hide In Menus is selected.  Open the Tabs tab, select the edit pencil for profile.  The default profile is Change My Password.  Open Change My Password in edit mode.
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The default look for this screen has only the user ID information and the Password and Confirm Password attributes.  Edit the screen to have the additional Questions and Answers logical attributes and the Password Hint Attribute (hidden) to the screen.  When finished it should look like:
[image: ]
[image: ]
When finished the preview should show:
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Now in IDM when a user is created they should have their attribute for Password Must Change set and the first time they log into IDM they will see the Password Services Task.
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To change their password the user must also set their question and answer pairs.  I have not put information in on populating the Questions.  That will come in another document.  The Questions can be populated in many ways but most often they are presented as a drop down.
The profile used for the Password Services task can also be used for the Change My Password task which will enforce security questions when a user wants to change their own password.
Forgotten Password process
[image: ]
[image: ]
[image: ]
Setting the Questions for Portal
When using the Portal, the user’s view is controlled primarily by the profile they can access.  For first time users to the Portal the profile can be controlled with an attribute value.  Create a task in IDM to hold only the security questions and answers and include one of the custom attributes or extend the schema for the user store and add the attribute to the task.  Make the Task hidden in the menus and make the attribute read/write hidden.  When a user is created this attribute should be set to false.  Add the attribute to the create user task and make the default value false.  Log into the portal and create a profile for this initial task.  Call the Profile First Login and make it with a custom rule that evaluates the attribute as false.  Use the task to create a form in Portal with the questions and answers.  When a new user logs in they will see the Question and Answer form only.  They can enter their questions and answers and submit the form.
[bookmark: _GoBack]Modify the Profile for all and add a custom rule that evaluates the attribute used above as true.  Create a PX Policy that runs after the Question and Answer task completes that sets the attribute value to true.  When a user logs into the Portal for the first time and completes the Question and Answer form they can then see all other forms assigned to their profile.
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