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	August 15, 2018

To:         CA Mobile API Gateway Customers
From:     The CA Technologies CA Mobile API Gateway Product Team
Subject:  Announcement regarding platform support of CA Mobile SDK for Android™

On behalf of CA Technologies, we appreciate your business and the opportunity to provide you with high-quality, innovative software and services.  As part of our ongoing commitment to customer success, we regularly assess the platform support of our products. 

On August 6th, Google announced the official release of Android 9 Pie. For the past months, our team has been working with their beta releases, assessing the impact to our CA Mobile SDK for Android, as well as dependent hybrid platforms: Xamarin® and Cordova™. Unfortunately, the new version of Android will cause core functionality from our SDK to stop working as expected. This means that users that updated their device to Android 9 will encounter problems with your mobile app built using CA Mobile SDK.

We are actively working on a new version of the SDK that supports Android 9 and our goal is to make it available to you as soon as possible, within the coming weeks. 
 
Below are details on the changes introduced by Android 9 Pie that will impact your mobile apps secured with CA Mobile SDK:
 
	Known Issue
	Solution

	Due to new changes introduced by Android, our Mobile SDK, up to version 1.7.10, will not be compatible with Android 9.  
	In order to make your app compatible with the latest Android version, you will be required to upgrade to CA Mobile SDK 1.8 (to be released).

	
Android 9 might cause "Hostname is not verified” error when connecting to the Mobile API Gateway. Please refer to Hostname verification using a certificate for more details.
	
To resolve this error, customer will need to make sure the Mobile API Gateway localhost certificate includes SNA attributes. If this is not the case, make sure to add the SNA to the certificate and re-export the MAG Configuration file (msso_config.json). Finally, share the updated file with your developers so they can reconfigure their apps and properly connect to MAG.


	
Android 9 has introduced additional security measures enforcing Network TLS by default.
We have encountered problems with our SDK in the following cases:
· The mobile app is using http connections instead of https (e.g. development environment)
· The mobile app is using http to fetch the app icon for Enterprise Browser
Please refer to Framework Security Changes for more details.
	
To work around this limitation, app must be configured to enable connections to specific domains. This can be done by explicitly setting the cleartextTrafficPermitted to true. Please refer to this article for more details. 
 


 
 
[bookmark: _GoBack]To help you prepare for the upgrade, we have published a pre-release version[footnoteRef:1] of our CA Mobile SDK 1.8 for Android. This way, developers can start validating the mobile apps using our latest SDK and prepare your app to support Android 9 Pie devices. This pre-release version can be accessed via JCenter: https://bintray.com/caapim/maven/mas-foundation/1.8.00-Pre-Release1 or via GitHub: https://github.com/CAAPIM/Android-MAS-SDK/releases/tag/1.8.00-Pre-Release1. [1:  This version of the Mobile SDK for CA Mobile API Gateway is a pre-release version of the SDK for Android. CA does not guarantee that the commercially available release, if any, will be identical to the pre-release version.] 



If you have any questions or require assistance contact CA Customer Care online at http://www.ca.com/us/customer-care.aspx where you can submit an online request using the Customer Care web form: https://communities.ca.com/web/guest/customercare. You can also call CA Customer Care at +1-800-225-5224 in North America or see http://www.ca.com/phone for the local number in your country. 

Should you need any assistance in understanding these new features, or implementing this latest release, our CA Services experts can help.  For more information on CA Services and how you can leverage our expertise, please visit www.ca.com/services.   To connect, learn and share with other customers, join and participate in our CA Mobile API Gateway CA Community at https://communities.ca.com/.

For a list of courses recommended by role, please visit the CA Learning Paths and select desired product. Note: Courses are updated based on functional impact as well as high-demand, therefore, courses created from previous releases may apply to current release. 






To review CA Support lifecycle policies, please review the CA Support Policy and Terms located at: https://support.ca.com/.  


Thank you again for your business.
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