Installing Windows clients with Microsoft SCCM/SMS

By: Rodel Miranda

Email: rodelmiranda@amail.com

Follow “Steps 1” to “Step 4” from below procedures provided by Symantec Support.

Step Description

Export a managed client installation package from Symantec Endpoint Protection Manager that
contains the software and policies to install on your client computers. By default, a managed client
installation package contains a file named Sylink.xml, which identifies the server that manages the
clients.

Step 1

Create a source directory and copy the Symantec client installation package into that source
Step 2 directory. For example, you would create a source directory and copy the Setup.exe file that you
exported from Symantec Endpoint Protection Manager.

In SCCM/SMS, create a custom package, name the package, and identify the source directory as part

Step 3 of the package.

Configure the Program dialog box for the package to specify the executable that starts the

Step 4 . . . . .
P installation process, and possibly specify the MSI with parameters.
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Once you completed the above procedures, follow below recommendations.

Step

Step 5
Software Library.

Description

l Configuration Manager Console

e Click Software Library, Overview, Application Management;

Step 6

Open System Center Configuration Manager (SCCM) 2016 Console and look for Applications from the

Right Click, Applications and select Create Application (see below screenshot for reference)
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Step 7 Create Application Wizard will open

installation files;
2. Click Browse and locate any dummy MSI file, then
3. Click Next (see below screenshot for reference)

@ General

e Specify settings for this application
Import Information
Summary

Completion Applications ean contain multiple deployment types that customize the installation behawior of the application.

®) Automatically detect information about this application from installation files:

Type: [ Windows Installer (" msifik) v|

1. From General, select Automatically detect information about this application from

Pragress Applications conttain software that you can deploy to users and devices in your Corfiguration Manager envionment,

Location: ~[nantec Endpoint Protection version 14.25323.2000 - Engish\Sepbémsi| | Browee...

Example: “\Server Share'\Fle

O Manually specify the apphication information

< Previous Summary Cancel
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Step 8

From Import Information, Click Next

? Import Information

General

Import Information

General Information
Summary
Progress
Completion

View imported information

@ Appii infi on shully imported from the Windows instalier (" msi fie) file.

Details:

||7qﬂndhr| name: Symantec Endpeint Protection-copy
Publisher:

Software version:

B

Content location: \\illscem01\5 A 5, \Client Installations'\My Compary_Head
Office_WINGABIT\Symantec Endport Protection version 14.2.5323 2000 - English,

Number of files: 565

Content files:

ACDefszip I

ApPortaiDefs zp

BASHDefs zip

EFAVTDefs zip
HiDefs zip
IDSDefs 2p
IronDefs 2p

wﬂmmuwm.dﬁm.hwu&mmmhm.

<Prariuus|| Nad)jlgumrnlly |I Cancel I
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Step 9 From General Information

e Enter the Application details;

e Select Install for system if resource is device; otherwise install for user; then
e Click Next (see below screenshot for reference);

? General Information

General Specify information about this application
Import Information

General Information
Summary : | Symantec Endpoint Protection]

Progress 3 ‘SWIEI“BC Endpoint Protection for Head Office
Completion

[Symantec
[14.2.5323.2000

Specify the installation program for this application and the required installation rights.

Installation program: |msiexee 4 “Sepbamsi” /g

[ Run installation program as 324 process on 644t clients.

Install behavior: Im!fnrsyﬂmlmmism:mmlwm
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Step 10 | From Summary, Click Next

? Summary

General
Import Information

General Information

Confirm the settings for this application

Details:

Progress o
Completion . Applrcﬂmname Symantec Endpoint Protection

.I\chmmloloommnis Symanlﬁ: Endpoint Protection for Head Office
= Publisher:

= Software version: l-i 2.5323.2000
= Optional reference:

Categories:

Deployment type name: Symantec Endpeint Protection - Windows Installer (*.msi file)
Requirement rules:

Content:

= Content location: Vaifscem01\Seurces\Applications\Symantes\Client Installations\My Company_Head
Office_\/ING4BIT\Symantec Endpaint Protection version 14 2 5123 2000 - E..g.,»’&f’
« Installation program: msiexec /i “Sep6d.msi /g

Detection Method:
» Product code: {CETIBCF2-BC36-4CCD-9331-5CCD2F 87706}

User L 2
= Instaliation behavior: Install for system i resource is device: othersise install for user

To changs these settings, click Previous. To apply the settings, click Next.

. < 5 I(Pleuim.ls EEJ Summary | Cancel
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Step 11 | From Completion Window, Click Close to complete the Application Wizard.

$ Completion

General
e nimmeiog @ The Creale Application Wizard completed successfully
General Information
Summary Detais:
Progress -
Completion @ success: General Information: Tl
+ Apphcation name: Symantec Endpoint Protection
+ Administrator comments: Symantec Endpeint Prdmtm for Head Office
+ Publisher: Symantec
+ Software version: 14.2.5323.2000
+ Optional reference:

L] Success: Deployment type name; Symantec Endpoint Protection - Windows Installer (" msi file)

.

0 Success: Requirement rules:
o

Success: Content:

+ Content location: 'l‘arhw?ﬂ“ﬂmum\ﬂpdmhm\ﬁymamciml Installations!My Company_Head
Office_WINE4BIT\Symantec Endpoint Pratection version 14.2.5323.2000 - Englishi,

« Installation program: msiexec /i "Sep6d msi' /q

& Success: Detection Method:
+ Product code: {CE73BCF2-8C36-4CCD0-9331-5CCD2FI57706}

o&m User Experience:
+ Installztion behavior: Instzll for system if resource is device: otherwise install for user -

To exdt the wizard, click Close,

| < Previous || Mext > Summary | Close J

Symantec EndPoint Protection Application is now created with below details.
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‘ Home Folder - @ P &
R = O= @8 & & &
s Saved S Simulate  Deploy Create Phased Distribute Maove Set Security Categorize View Properties
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Eﬂ App Configuration Policies
+ [ Software Updates
+ [ Operating Systems =
b [Z Windows 10 Servicing
- i Ty ~  Symantec Endpeoint Protection -HO hd
E e P Application Properties Application Statistics Related Chbjects
| 151 Software Library Software Version: 14.2.5323.2000 Devices with Application: 5 [d Content Status =
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Ready
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Step 12

From Applications List;

e Right Click on Symantec EndPoint Protection; then
e Select Properties

Reinstate
Home Folder @ Retire
[ @ & & Create Prestaged Content File E #¥ Export PN il
| | |
I #5 Revision History 52 Copy .
Saved Manage Access . Create Maowe - View Properties
BEsie | e Accounts i Update Statistics Deployment1 (i Refresh £5 SIS Classiy | petationships «
Search Application | 2 Delete Delete Move Relationships Properties
€& >~ ||a \ » Softwarelibrary » Overview » Application Managemen {7 Simulate Deployment =|[F3 |
Software Library < Applications 9 items =) Deploy
4 & Overview [ search =) (Gl By Add Criteria ¥
; & Distribute Content
4[] Application Management lcon Name ypes Deplayments Status
[+7] Applications [&57 asfaqOnlineClientSetup = Mo 2 Active
IEH License Information for Store Apps &7 Adobe Arcobat Reader DC ﬂ Set Security Scopes 2 Active
» Packages &7 Google Chrome H Categorize r 2 Active
@App\\'caﬁcn Requests ] MailStere Outlook Add-in E T N 2 Active
[5] Glabal Condit 2 [E) Microsoft Office Professiol 2 Active
obal Conditions = q
. . &1 Symantec Endpoint Protec figpeities 1 Active
[#4 App-V Virtual Environments ) B
“ mc] Symantec Endpaint Protection -HO 1 1 Active
Windows Sideloading K
[neews SIEE g Reys [t} TeamViewer 14 Host 1 2 Active
[ Application Management Policies B WinRAR 1 3 Active
@ App Configuration Policies
» [ Software Updates
» [Z] Operating Systems L
» [ Windows 10 Servicing
y = . - : .
RS S ~  Symantec Endpoint Protection v
P
E e Application Properties Application Statistics Related Cbjects
! {551 Software Library Software Version: 142.5323.2000 Devices with Application: 1 (% Content Status s
L Manufacturer: Symantec Devices with Installation
-J . Corparaticn Failure: o]
L . Superseded: Mo Users with Application: o]
Administration Comments: Symantec Endpoint Users with Installation
g . Protection Failure: o]
Community Users with Catalog
Installations: 0 -
Summary | Deployment Types. I Deployments | Phased Deployments | Task Sequences
Ready
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Step 13

From Symantec EndPoint Protection Properties

e Look for Deployment Types;
e C(Click Add;
e Then follow Create Deployment Type Wizard

| General Information | Software Certter | References | Disinbution Settings | Deployment Types | Cortent Locations | Supersedence | Securty |

Deployment types include information about the installation method and the source files for this application.

Deployment types: Increase Prarty | Decreass Pricity

Filter ...
Priorty Mame Type Languages

Symantec Endpoint Protection - Windows Installer (" msi file) MSI

Step 14

Create Deployment Type Wizard will open

e From Specific settings for this deployment type, Select Script Installer from the dropdown;
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$ General

Specify settings for this deployment type

General Information

Content

Detection Method Deploymert types include information about the installation method and source files for this application.

User Experience

Requirements Type: |S<!llt Installer v |
Windows Installer (" msi file)

—~ _ Windows app package (".appx, *.appxbundle, *msic, * msidbundle)
L Auternztieally | indows app package fnthe Windows Store

Dependencies

Summary

Progress LT Microsoft Application Vitualization 4

c | : Microsoft Application Vitualization 5
ompletion Windows Phone app package ("xap file)

Windows Phone app package (in the Windows Phone Store)
App Package foriOS (*ipa file)
App Package foriOS from App Store
App Package for Android (*apk file)
App Package for Android on Google Play
® Manually spec Mac 05 X
Web Application
Windows Installer through MDM (* msi)

< Previous | I:Neﬂ) | [ Summary | | Cancel
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Step 15 | From General Information

e Enter Name and Administration comments; then
e (Click Next

=)
? General Information
General

Specify general information for this deployment type

General Information

Content

Detection Method Applications can have any number of deployment types_ Deployment types include inks fo content and settings that

Bt Eaiiocs specéy how the cortent is deliversd.

Requirements

Dependencies ’j;-“: IM Endfion Erctection l
Summary Sy EndPoint Protection For Head Office I~
Progress |~
Completion Languages: L Zalact

[<rreviows | [ Nets | [ summory | [ Concel ]
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Step 16

From Content,

e From Content locations, click Browse then locate the location of Setup.exe;
o Sample: \\sccm01\Sources\Applications\Symantec\Client Installations\My
Company_Head Office_ WIN64BIT

o From specify the command used to install this content, Click Browse, select Setup.exe file;

then

e Click Next

General

Specify information about the content to be delivered to target devices

General Information

Content

Detection Method Mmmdmmmsmwmmmwmmummm
devices. All the contents in the path speciied will be delivered.

User Experience

Requirements
Content location: [mstatstions\My Company_Head Office WING4BIT| | Browse,

[] Persist content inthe client cache

Dependencies

Summary
Progress
Completion Specify the command used to install this content.
Installation program: |“u||.p.m“ | |: Browse... :I
Installation start in: | |
thlwm Wcmmmmamﬁﬂtwmfmmdmmumm
Uninstal start in: ! |

[] Fun instalation and uninstall program as 325k process on B4-bit clents.

S| [Tt [ sy | iG]
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Step 17

General

General Information

Content

User Experience

Requirements

Dependencies
Summary
Progress

Completion

g Detection Method

From Detection Method

e C(Click Add Clause...

Specify how this deployment type is detected

Specify how Configuration Manager determines whether this deployment type is already present on a device. This
detection occurs before the content is installed or when software inventory data is collected.

®) Corfigure rules to detect the presence of this deployment type:
Connector {  Clause ) [ Add Clause...

Gdit Clayize,
Delete Clause

Ungroup

() Use a custom script to detect the presence of this deployment type:
Script type: | | | Ed.. |
Script length: [ |

< Previous || Mext > || Summary || Cancel
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Step 18 | Detection Rule Pop-up will open,

e From Specify the file or folder to detect this application,
o Click Browse, locate the Setup.exe file from local SCCM folder;
o Click Ok twice; then
o Click Next

Computer name:; | | | Connect

Ealderee Files:

| =-u8 My Computer Al | N Date Modfied Type Size

B U ﬂsetup.e:ns 12/10/2013 2:36:50 PM Application 202,...

Bt D:

-] SRECYCLEBIN

-4 ] 1902 Pre-Reg Fi
Conrfig.Msi
Driver Packages
Pre-Regs
Program Files
SMSPKG -
Sources

=1, Applications

- AafagDe
aafagOn
Acrobat
Chrome
Mail Store
Microsof;
Symante |

B- Clier

e [
0--E- - (- - - B

[T

(<[ m |

[ o ]
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Create a rule that indicates the presence of this application.

Setting Type: [ Fie System v

Specify the file or folder to detect this application.

Type: lFie v |
Path: ID:\Sms\Pppicatbm\Symﬂec\ﬁm Installations My Compa| ’_—&m |

File or folder name: lseh.p.exs l

[#] This file or folder is associated with a 32-bit application on 64-bit systems.

(®) The file system setting must exist on the target system to indicate presence of this application

() The file system setting must satisfy the following nule to indicate the presence of this application

Froperty: [ Date Modiied V._‘
Operator: | Equals v |
Value: | |

[ ok J[ coess |

Install Behavior
GenerdlCortertIF‘mgansl Detection Method |U5&rExpenence|H.emneds|RetuﬂCodes|Depeﬂques|

Specify how Configuration Manager determines whether this deployment type is already present on a device. This
detection occurs before the contert is installed or when softwane inventory data is collected.

® Corfigure nules to detect the presence of this deployment type:

| Connector {  Clause Add Clause...
l ] setup exe exists -

! Edit Clause...

Delete Clause

(O Use a custom script to detect the presence of this deployment type:

Script type: |
Script length: |
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Step 19 | From User Experience,

e Select Install for system if resource is device; otherwise install for user;
e Click Next four times until Completion; then
o Click Close

? User Experience

Eepeal Specify user experience settings for the application
General Information
Content

Detection Method

User Experience Installation behavior: | Install for system if resource is device; otherwise instal for user

Requirements

Logen requirement: |Or1h' when a useris logged on

Dependencies
Summary Installation program visibility: | Normal

Progress [[] Allow users to view and interact with the program installation

Completion

Specify the maximum run time and estimated installation time of the deployment program for this application. The
estimated installation time displays to the user when the application installs.

Maximum allowed run time {minutes): a

Estimated installation time (minutes): _=
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Completion

General

General Information

Content

Detection Method

User Experience

Requirements

Dependencies
Summary

Progress

@ The Create Deployment Type Wizard completed successfully

Details:

o&m: General Information:
+ Name: dd
+ Technelogy: Seript Installer
+ Administrator comments:
« Languages:

OSum Content:
» Content location: Yaifscem1i5: \Appli 1S5 AClient Installations'\My Company_Head
Office_WING4BIT\Symantec Endpoint Protection version 14 2 5323 2000 - English™1
» Persist in client cache: No
+ Installation program: “setup.exs”
« Installation start in:

OSur.cﬁs: Detection Method:

0 Success: User Experience:
+ Installation behavior: Instzll for system if resource is device; otherwise install for user
+ Login reguirement: Only when a user is logged on
« Installation priority: Mormal
« Allow users to interact with this program: No
+ Maximum allowed run time (minutes): 120
« Estimated install ime (minutes): 0

0 Success: Requirements:

3

To extt the wizard, click Close.

= Previous

| Mext > | | Summary ‘ L Close —_|
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Step 20 | From Symantec EndPoint Protection Properties

e Delete the MSI File;
o Click Yes; then
o Click OK

Note* Make sure to keep Symantec EndPoint Protection with Script Type only.
Symantec Endpoint Protection Properties [x]

| General Information | Software Center | References | Distribution Settings | Deployment Types | Content Locations | Supersedance | Securty |

Deployment types: | Increase Priority | Decrease Prionty I
IFmer.._ P
Priorty ~ Name Type Languages
1 Symantec Endpoint Protection - Windows Installer (*msifile) M5!
2 Symantec EndPoint Protection Script

Are you sure you want to remove Deployment Type Symantec Endpoint
Protection - Windows Installer (*.msi file) from Configuration Manager?

LVE—|| No

[ ok || Cancsl |[ Aewy |
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General Information | Software Center | References | Distrbution Settings | Deployment Types | Content Locations | Supersedence | Secutty |

Deployment types include information about the installation method and the source files for this application.

Deployment types: | Increase Prionty | | Decrease Priodty

Fiter...
Priorty ~ Mame
1

Now you have working Symantec EndPoint Protection application and start
deploying
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