June 30, 2015

To:	CA Advanced Authentication Customers
	CA Strong Authentication (AuthMinder™) Customers
	CA Risk Authentication (RiskMinder™) Customers

From:	The CA Technologies Advanced Authentication Product Team
Subject:	General Availability Announcement for CA Advanced Authentication 8.1

[bookmark: _GoBack]We are pleased to announce that CA Advanced Authentication 8.1 is available for on-premise and private cloud customers. As always, we appreciate your business and the opportunity to help you enable and protect your business.  

New Features FOR Risk Authentication 
User Behavior Profiling Mobility Index
The Mobility Index is a new calculation that we have added to the risk assessment.  The Mobility Index is an individual user score that characterizes how much each individual end user travels.  It is used in our risk assessment to spot variations from normal behavior for the user and to characterize the level of risk associated with the login. 
Mobile Channel
We now collect unique data that is available on mobile devices providing the ability to identify a user’s mobile device. This is in addition to our web browser data collection. 
· A new channel designator of “MOBILE” is preinstalled
· Machine signature (device fingerprint) matching uses an algorithm tuned for mobile DeviceDNA™
· New variables are predefined in the rules editor like the “Jailbroken” flag
· Reports now show tabs for Web and Mobile if enabled
Mobile DeviceDNA Libraries
As part of our mobile device risk assessment capabilities, we are providing small iOS and Android libraries to collect device information.  These provide extensive data about the phones. As a customer, you control the level of data collected so you can maintain your company privacy policies.  
Basic Risk REST APIs 
We have introduced RESTful APIs for the core risk authentication functions: EvaluateRisk and PostEvaluate.  These APIs provide a new approach for integration with our Risk Engine in that they eliminate the need for the caller to maintain the state information that was required with the Web Services and Java APIs.  
Adjustable Risk Advice Thresholds
We now allow customers to be able to define risk advice thresholds.  In previous releases they were pre-defined to ranges of 0…30…50…65…100 for Allow, Alert, IncrAuth and Deny respectively.  Now you can define these ranges to fit your operation and business policies.
Custom Rule Type and Rule Data Support
Developers can now create and deploy custom rule types. We supply a rich set of rule types out of the box but some customers have a need for other rule types unique to their environment. Sample code is provided and build instructions are included in our online documentation.

New Features for Strong Authentication 
Out of Band, One Time Password (OOB OTP) Auth Service
We have offered OTP through out of band channels of mobile, voice IVR and email as a custom integration to a 3rd-party service.  With this release we are adding the ability to integrate directly to our CA hosted messaging data service.  This gives our customers an easy onboarding option that they can enable without customization.  
CA Auth ID PC and CA Mobile OTP SDKs
We are delivering SDKs for the CA Auth ID (formerly ArcotID) and CA Mobile OTP (formerly ArcotOTP) that are designed to link into desktop platforms.  These SDKs enable customers, system integrators, and our CA Services teams to write custom PC-based applications to address customer needs.  The SDKs:
· Include the necessary cryptographic service routines for all credential lifecycle functions. 
· Are as platform agnostic as possible and provide callout capabilities to user-modifiable functions for credential storage and hardware device locking.   
Release Packaging Changes - Client Release Packaging
We are formalizing the release of our DeviceDNA, CA Auth ID, and CA Mobile OTP Clients.  We are packaging our clients, libraries and SDKs into a single downloadable distribution from the CA Support Distribution Center. This is to help you stay current with client upgrades and will contain the following components.  Please see our platform support matrix for details.

New Features for System Management 
New Product Upgrade Process
We have improved the upgrade process. The product upgrade has been formalized to consist of three phases
· Preparation phase: Run database scripts that condition the database for the new release. These work in the background and are intended to run on the product system while the system is live. They will not interrupt your existing Advanced Authentication 8.0 release operation.
· Software Installation phase: Take a short downtime and deploy the new software. This is completely scriptable so that you can practice it in advance and reduce the chance of manual error.
· Cleanup phase: Run after the new software operation is verified.
This new upgrade process is applicable to AdvAuth 8.0 and forward.  Customers on older releases will be required to use the existing upgrade capabilities delivered to first get to an 8.0 versioned database schema.
Audit Log Data Management 
This feature provides the ability for our customers to trim the audit log data using an automated process. In Advanced Authentication 8.1 a daemon wakes up periodically and moves older audit log data to backup tables.    It is defaulted to keep the last 90 days of data in the active tables.
Note: Before upgrading to the Advanced Authentication 8.1 release, we recommend that you use dbpurge -- a command-line utility available from Customer Support -- to remove old records from audit tables based on age  to reduce the size of your database prior to upgrading to this 8.1 release.  

Platform Support Changes
Please see the product support matrix on at support.ca.com

To download your copy of these products and for more information please visit the CA Advanced Authentication, CA Strong Authentication, and CA Risk Authentication product pages and online documents on the CA Support website at https://support.ca.com/.

If you have any questions or require assistance contact CA Customer Care online at http://www.ca.com/us/customer-care.aspx where you can submit an online request using the Customer Care web form: https://communities.ca.com/web/guest/customercare. You can also call CA Customer Care at +1-800-225-5224 in North America or see http://www.ca.com/phone for the local number in your country. 

For more information on CA Services and how we can help you can leverage our expertise, please visit www.ca.com/services.   

To review CA Support lifecycle policies, please review the CA Support Policy and Terms located at: https://support.ca.com/.  
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