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The following document details how to configure Single Sign On between CA Continuous Delivery Director (the Service Provider) and Oracle Cloud Identity Service (Identity Provider) using SAML 2.0.  This document is based on testing with Oracle Identity Cloud Service 18.1.2-1803011856.
The steps to do this are the following:
1. Download the CA Continuous Delivery Director (CDD) SAML MetaData 
2. Configure CA Continuous Delivery Director (Service Provider) information in Oracle Identity Cloud Service (Identity Provider)
a. Create the CA Continuous Delivery Director application in Oracle Cloud Identity Provider
b. Assign access to the application for users/groups
c. Configure the CDD Entity ID value
d. Configure the attribute mappings
3. Configure Identity Provider information in CDD
4. Add TXT record to domain’s DNS
5. Invite user from domain to the workspace
6. Log in with that user and have some fun!
[bookmark: _Toc510692475]Download the CA Continuous Delivery Director (CDD) SAML MetaData 
1. Log in to https://cddirector.io as an administrator
2. Navigate to https://cddirector.io/cdd/saml/metadata
You will be prompted to download the spring_saml_metadata.xml file.  
3. Create a Notepad file and add in the following text:
-----BEGIN CERTIFICATE-----
…
-----END CERTIFICATE-----
4. Copy the certificate from the X509Certificate attribute from the spring_saml_metadata.xml file and replace the … with it. 
5. Save the file as a .crt or .pem file.
For example:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
[bookmark: _Toc510692476]Add CDD Application in Oracle Identity Cloud Service
1. Log in to Oracle Identity Cloud Service as an administrator.
2. If the CA Continuous Delivery Director application doesn’t already exist, create it by clicking the plus sign in Applications.
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3. Select SAML Application from the dialog box:
[image: ]
4. In the Details tab, fill in the following fields:
· Name, enter CA Technologies CA Continuous Delivery Director.
· (Optional)Enter a description “Ca Technologies Release Planning and Management application” and icon, if desired.
· Set the Application URL / Relay State:  https://cddirector.io/saml/sso
· Set the Custom Login URL:  https://cddirector.io/cdd/login.jsp
· Set the Custom Logout URL: https://cddirector.io/cdd/saml/SingleLogout
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· Optionally, select Display in My Apps and User can request access.
[image: ]

5. Click the SSO Configuration tab.
In the General section add the following information
· Set the Entity ID: https://continuous_delivery_director.io
· Set the Assertion Consumer URL: https://cddirector.io/saml/sso
· Set the NameID Format to Email Address
· Set the Name ID Value to Primary Email
· Upload the CA Technologies CA Continuous Delivery Director Signing Certificate
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In the Advanced Settings section
· Set the Signed SSO to Assertion
· Set the Signature Hashing Algorithm to SHA-256
[image: ]
In the Attribute Configuration section, set the following attributes:
	FirstName
	Basic
	First Name

	LastName
	Basic
	Last Name

	EmailAddress
	Basic
	Primary Email
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6. Download the Oracle Identity Cloud Signing Certificate file (IDCSCertificate.pem) and Identity Provider MetaData file (IDCSMetadata.xml)
7. Click Save.
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8. In the Users tab, assign Users and Groups to the Application.
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[bookmark: _Toc510692477]Configure CDD Settings
1. Log in to CA Technologies CA Continuous Delivery Director as an Administrator.
2. Enter in the Identity provider domain.  This is the domain that you will be using to log in.  For example, ca.com or cdbu.io.
3. Enter in the Identity Provider Login URL and the Identity Provider Issuer.  This information can be found in the Oracle IDCSMetadata.xml
· Identity Provider Login URL: [Within the ‘IDPSSODescriptor’ element] Get the value of the ‘Location’ attribute of the ‘SingleSignOnService’ element where the ‘Binding’ attribute is ‘urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect’.
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· Identity Provider Issuer: [Within the ‘EntityDescriptor’ root element] Get the value of the ‘entityID’ attribute.
[image: ]
· Copy the certificate details from the Downloaded Signing Certificate file, IDCSCertificate.pem
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4. Click Generate Verification code and copy the code that is generated.
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[bookmark: _Toc510692478]Create a Text Record in the Domain DNS
1. Create a Text record in the Domain’s DNS with the verification code and the value _continuous_delivery_director
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2. Send an invitation to a user with a valid email in the Domain by clicking the [image: ] in the upper righthand corner of the CA Continuous Delivery Director UI.
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3. The user will receive the invitation with a personalized link.  Select Accept Invitation and you will be redirected to Oracle Cloud Identity Provider to login.
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4. Log in with your Oracle Identity Cloud account.
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You can now access the CA Continuous Delivery Director application!
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Generate Verification Code  bf69f3823c8f3ffea6ca37cd1d3b29ce Iy

To use the verification code please follow these instruction:

1. Go to your DN provider's website. If you are not sure which DNS provider serves your
‘domain, try looking it up by using a free Whos service.

2. Sign in to your domain's account.
3. Find the page for updating your domain's DN records. This page often has a name such as
DNS Records, DNS Zone File, Advanced DNS, or something similar.
4. Locate the TXT records for your domain.
5. Add a TXT record in the following format:
_continuous_delivery_director. <Domain>=<generated verification code>.
Ex. _continuous_delivery_director.ca.com=116ep08771i12mo341420i5202176168
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