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If necessary, unplug the network cable to
system(s), but DO NOT POWER THEM DO
Protect Evidence
Contact a computer incident response expert and
law enforcement
Identify the information that may have been stoler
and the customers, if any, that could be adversely
affected
Perform a root cause analysis

wwn infadefense com

© 2011 InfoDefense, Inc.



http://www.infodefense.com
http://www.infodefense.com
http://www.infodefense.com

wwwinfodefense.com

wwwinfodefense.com

wwn infadefense com

© 2011 InfoDefense, Inc.

Americas
+1 800 634 4747

EMEA
+44 870 606 6000

Asia Pacific/Japan
+61 282 207 111



http://www.infodefense.com
http://www.infodefense.com
http://service1.symantec.com/SUPPORT/ent
http://www.antirootkit.com/software/IceSword.htm
http://www.nu2.nu/pebuilder/
http://www.infodefense.com
http://www.threatexpert.com/

© 2011 InfoDefense, Inc.



http://www.infodefense.com
http://www.infodefense.com
http://www.symantec.com/norton/security_response/removalto
http://www.infodefense.com

© 2011 InfoDefense, Inc.



http://www.infodefense.com
http://www.infodefense.com
http://www.infodefense.com

© 2011 InfoDefense, Inc.



http://www.infodefense.com
http://www.infodefense.com
http://www.infodefense.com

© 2011 InfoDefense, Inc.



http://www.infodefense.com
http://www.infodefense.com
http://www.infodefense.com

© 2011 InfoDefense, Inc.



http://www.infodefense.com
http://www.infodefense.com
http://www.infodefense.com

Thank you!

© 2011 InfoDefense, Inc.



http://www.infodefense.com
http://www.infodefense.com
http://www.infodefense.com
http://www.infodefense.com
mailto:kevin.wheeler@infodefense.com

© 2011 InfoDefense, Inc.

10


http://www.infodefense.com
http://www.infodefense.com
http://www.infodefense.com

© 2011 InfoDefense, Inc.

11


http://www.infodefense.com
http://www.infodefense.com
http://www.infodefense.com

