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This Documentation, which includes embedded help systems and electronically distributed materials, (hereinafter referred to as the
“Documentation”) is for your informational purposes only and is subject to change or withdrawal by CA at any time. This Documentation is
proprietary information of CA and may not be copied, transferred, reproduced, disclosed, modified or duplicated, in whole or in part, without the prior
written consent of CA.

If you are a licensed user of the software product(s) addressed in the Documentation, you may print or otherwise make available a reasonable
number of copies of the Documentation for internal use by you and your employees in connection with that software, provided that all CA copyright
notices and legends are affixed to each reproduced copy.

The right to print or otherwise make available copies of the Documentation is limited to the period during which the applicable license for such
software remains in full force and effect. Should the license terminate for any reason, it is your responsibility to certify in writing to CA that all copies
and partial copies of the Documentation have been returned to CA or destroyed.

TO THE EXTENT PERMITTED BY APPLICABLE LAW, CA PROVIDES THIS DOCUMENTATION “AS IS” WITHOUT WARRANTY OF ANY KIND,
INCLUDING WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR
NONINFRINGEMENT. IN NO EVENT WILL CA BE LIABLE TO YOU OR ANY THIRD PARTY FOR ANY LOSS OR DAMAGE, DIRECT OR
INDIRECT, FROM THE USE OF THIS DOCUMENTATION, INCLUDING WITHOUT LIMITATION, LOST PROFITS, LOST INVESTMENT,
BUSINESS INTERRUPTION, GOODWILL, OR LOST DATA, EVEN IF CA IS EXPRESSLY ADVISED IN ADVANCE OF THE POSSIBILITY OF
SUCH LOSS OR DAMAGE.

The use of any software product referenced in the Documentation is governed by the applicable license agreement and such license agreement is
not modified in any way by the terms of this notice.

The manufacturer of this Documentation is CA.

Provided with “Restricted Rights.” Use, duplication or disclosure by the United States Government is subject to the restrictions set forth in FAR
Sections 12.212, 52.227-14, and 52.227-19(c)(1) - (2) and DFARS Section 252.227-7014(b)(3), as applicable, or their successors.

Copyright © 2015 CA. All rights reserved. All trademarks, trade names, service marks, and logos referenced herein belong to their respective
companies.
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Overview

The AS/2 Protocol assertion provides the functionality needed to build up policies that conform to the AS/2 protocol specification.

Background

The gateway currently lacks the ability to generate and verify Message Disposition Notifications (MDN’s). AS/2 responses may contain an MDN that
the client can process to verify that the server received the message correctly.
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http://www.ietf.org/rfc/rfc4130.txt

Installation

Pre-Requisites

®* The API Management Gateway appliance is correctly configured and in operation
® The API Management Gateway Policy Manager is installed
® The S/MIME Assertion is installed on the gateway

How-To Install

9.0 and above

In Policy Manager, go to Tasks > Extensions and Add-Ons > Manage Server Module Files

. Click Upload to upload the AS2ProtocolAssertion-[version].sjar

Provide the assertion a name like AS2Protocol and click OK. This name is used in the Manage Server Files dialog

. The assertion will be uploaded and loaded onto the Gateway. For more information on managing Server Module Files, see CA API
Gateway - Manage Server Module Files

AWM PR

Prior to 9.0

1. Delete any existing copies of the AS2ProtocolAssertion-[version].jar from the following directory on the Gateway machine:

/ opt/ Secur eSpan/ Gat eway/ runti me/ nodul es/lib

2. Copy the new AS2ProtocolAssertion-[version].jar to the following directory on the Gateway machine:

/ opt/ Secur eSpan/ Gat eway/ runti me/ nodul es/lib

3. Set the ownership and permission for the file:

chown | ayer7:1ayer7 AS2Protocol Assertion-[version]. aar
chrnod 444 AS2Prot ocol Assertion-[version]. aar

4. Restart the Gateway:

service Ssg restart

Once the AS/2 Protocol Assertion is enabled, you will see the following new items on the Policy Manager interface:

® AS2 Attach MDN, AS2 Verify MDN, Calculate Hash and AS2 Extract MDN Attribute in the Message Validation/Transformation category
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Bl 3 XML Security
(Mon-SOAP) Check Results from XML Verification
iNon-S0AP) Decrypt XML Element
iNon-S0AP) Encryvpt XML Element
iNon-S0AP) Sign XML Element
iNon-SOAP) Validate SAML Token
iNon-S0AP) Verify XML Element
Add or Remove WS-Security
Add Security Token
Add Timestamp
Apphy NCES Elements to Message
[ As2 Attach MDN
E AS2 Extract MDN Attribute
[ As2 Verify MON
Build RST SOAP Request
Build RSTR SOAP Response
Build SAML Protocol Request
Build SAML Protocol Response
[ calculate Hash
%i| Cancel Security Context
Configure WS-Security Decoration
Create SAML Token
+¥ Create Security Context Token
Create XACML Request
Encrypt Element
+¥ Establish Outbound Secure Conversation
Ewvaluate SAML Protocol Response
Ewvaluate ¥ACML Policy
Generate OAuth Signature Base String
Generate Security Hash
Look Up Certificate
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Usage

Using AS2 Attach MDN

The AS2 Attach MDN Assertion will generate a Message Disposition Notification and include it in the target message. The target message is
wrapped in a MIME multipart message, with the first part being the original message and the second part being the MDN.

To add the assertion to the Policy Development window, see Adding an Assertion in the Policy Authoring User Manual.

When adding the assertion, the Attach MDN Properties dialog will automatically appear; when modifying the assertion, right-click AS2 Attach MDN
Properties in the policy window and select Attach MDN Properties or double click the assertion in the policy window. The assertion properties are

displayed.

. Attach MDN Message Properties

Input Message
Mez=sage Variable |request |

() OK (Built-in, settable)

Attach MDOM Message
Original Recipient |M1.-'Curnpan:,-'

Final Recipient |YourCnrnpan1.f |
Message ID |${messageld} |
MIC Algorithm |${hash.algorithm?} |
Hash Value |${hahs.1.ralue} |
QK I | Cancel |
Option Description
Message To scan request messages, enter request. To scan response messages, enter response. Enter the context variable name to scan
Variable the messages. By default, this is set to request. This field is required.
Original The original recipient of the MDN. This field is optional.
Recipient
Final The final recipient of the MDN. This field is optional.
Recipient

Message The message ID of the AS/2 request message.

ID

MIC The algorithm that was used to calculate the hash of the AS/2 request message.
Algorithm

Hash The value of the hash of the AS/2 request message.

Value

Using AS2 Verify MDN

The AS2 Verify MDN Assertion is used to verify the content of a Message Disposition Notification and optionally strip it from the target message. In
order to verify the MDN, some information about the AS/2 request message is required and is provided to this assertion through context variables.

To add the assertion to the Policy Development window, see Adding an Assertion in the Policy Authoring User Manual.

When adding the assertion, the AS2 Verify MDN Properties dialog will automatically appear; when modifying the assertion, right-click AS2 Verify
MDN Properties in the policy window and select AS2 Verify MDN Properties or double click the assertion in the policy window. The assertion

properties are displayed.
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0 Verify MDN Message Properties

Message ID |123455?ESU |

Hash value |${hash\-’a|ue} |

[w¥] Remowe MDM (if valid)

Header Lines Variable loldHeaders |

Message Variable Irequest |

(29 OK [Built-in, settable)

| (8] 4 I | Cancel |
Option Description
Message To scan request messages, enter request. To scan response messages, enter response. Enter the context variable name to scan
Variable the messages. By default, this is set to request. This field is required.

Message ID The message ID of the AS/2 request message, not the message containing the cMDN.

SHA-1 Hash  The SHA-1 hash of the AS/2 request message that was computed locally. This cfield is optional if MD5 Hash Value was provided.
Value

MD5 Hash The MD5 hash of the AS/2 request message that was computed locally. This field is optional if SHA-1 Hash Value was provided.
Value

Header Lines If Remote MDN is checked, then the headers of the MDN portion of the MIME multipart message are stored in a variable with this
Variable name. Not used if Remote MDN is not checked.

Remove If checked, then the target message is set to the first part of the MIME multipart message.
MDN

Using Calculate Hash

The Calculate Hash Assertion can be used to calculate the SHA-1 or MD5 hash of a message with an optional prefix. The prefix can be headers that
were removed earlier in policy.

To add the assertion to the Policy Development window, see Adding an Assertion in the Policy Authoring User Manual.

When adding the assertion, the Calculate Hash Properties dialog will automatically appear; when modifying the assertion, right-click Calculate Hash
Properties in the policy window and select Calculate Hash Properties or double click the assertion in the policy window. The assertion properties are

displayed.

. Calculate Hash Properties

Input Message
Message Variable |request |

() OK (Built-in, settable)

Calculate Hash
Hash Type |SHA-1 - |

Output Variable Name  [shal hashvalue |

Prefix |$fprefixt |

| QK || Cancel |

Option Description
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Message
Variable

Hash Type
Output
Variable
Name

Prefix

To scan request messages, enter request. To scan response messages, enter response. Enter the context variable name to scan
the messages. By default, this is set to request. This field is required.

The algorithm to use for computing the hash value. Can be SHA-1 or MD5.

The name of the context variable to store the result in.

A prefix to attach to prepend to the target message before calculating the hash value.

Using AS2 Extract MDN Attribute

The AS2 Extract MDN Attribute Assertion can be used to extract information from the MDN payload in an AS/2 response message.

To add the assertion to the Policy Development window, see Adding an Assertion in the Policy Authoring User Manual.

When adding the assertion, the Extract MDN Attribute Properties dialog will automatically appear; when modifying the assertion, right-click Extract
MDN Attribute Properties in the policy window and select Extract MDN Attribute Properties or double click the assertion in the policy window. The

assertion properties are displayed.

. Extract MDN Attribute Properties

Input Message
Message Variable |request |

() OK (Built-in, settable)

Extract Attribute
Attribute Name |original-Recipient |

Output Variable Name |urigina|F‘.ecipienWar |

Option

Message
Variable

Attribute
Name

Output
Variable
Name

| QK || Cancel |

Description

To scan request messages, enter request. To scan response messages, enter response. Enter the context variable name to scan
the messages. By default, this is set to request. This field is required.

The key for the attribute value to retrieve.

The name of the context variable to store the result in.
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Considerations

® These assertions must be used along with the S/IMIME assertions to provide a working AS/2 solution.
® These assertions only fill in the missing gaps necessary to implement an AS/2 solution. A real solution will need some policies written that
use these assertions.
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Legal Documentation

Apache License
Version 2.0, January 2004
http://ww. apache. org/licenses/

TERMS AND CONDI TI ONS FOR USE, REPRODUCTI ON, AND DI STRI BUTI ON
1. Definitions.

"License" shall nean the terns and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this docunent.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall nmean the union of the acting entity and al
other entities that control, are controlled by, or are under comon
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or nanagenent of such entity, whether by contract or
otherwi se, or (ii) ownership of fifty percent (50% or nore of the
out standi ng shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall nean an individual or Legal Entity
exerci sing pernissions granted by this License.

"Source" formshall nean the preferred formfor naking nodifications
including but not limted to software source code, docunentation
source, and configuration files.

"Cbject"” formshall nean any formresulting from nmechanica
transformation or translation of a Source form including but
not limted to conpiled object code, generated docunentation
and conversions to other nedia types.

"Wor k" shall nean the work of authorship, whether in Source or
Oohj ect form nade avail abl e under the License, as indicated by a
copyright notice that is included in or attached to the work

(an example is provided in the Appendi x bel ow) .

"Derivative Wrks" shall nean any work, whether in Source or Ohject
form that is based on (or derived from the Work and for which the
editorial revisions, annotations, elaborations, or other nodifications
represent, as a whole, an original work of authorship. For the purposes
of this License, Derivative Wrks shall not include works that remain
separable from or nerely link (or bind by nanme) to the interfaces of,
the Wrk and Derivative Wrks thereof.

"Contribution" shall nmean any work of authorship, including

the original version of the Work and any nodifications or additions
to that Work or Derivative Wrks thereof, that is intentionally
submitted to Licensor for inclusion in the Wrk by the copyright owner
or by an individual or Legal Entity authorized to subnmit on behalf of
the copyright owner. For the purposes of this definition, "submtted"
nmeans any formof electronic, verbal, or witten communication sent
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to the Licensor or its representatives, including but not limted to
conmmuni cation on electronic mailing lists, source code control systens,
and issue tracking systens that are nanaged by, or on behalf of, the
Li censor for the purpose of discussing and inproving the Wrk, but

excl udi ng comuni cation that is conspicuously marked or otherw se
designated in witing by the copyright owner as "Not a Contribution."

"Contributor" shall nean Licensor and any individual or Legal Entity
on behal f of whoma Contribution has been received by Licensor and
subsequently incorporated within the Wrk.

Grant of Copyright License. Subject to the terns and conditions of
this License, each Contributor hereby grants to You a perpetual,
wor | dwi de, non-excl usive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Wrks of,
publicly display, publicly perform sublicense, and distribute the
Work and such Derivative Wirks in Source or Object form

Grant of Patent License. Subject to the terns and conditions of
this License, each Contributor hereby grants to You a perpetual,
wor | dwi de, non-excl usive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to nmake, have nade,
use, offer to sell, sell, inmport, and otherw se transfer the Wrk,
where such license applies only to those patent clains |icensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by conbination of their Contribution(s)
with the Work to which such Contribution(s) was subnmtted. If You
institute patent litigation against any entity (including a
cross-claimor counterclaimin a lawsuit) alleging that the Wrk
or a Contribution incorporated within the Wrk constitutes direct
or contributory patent infringenent, then any patent |icenses
granted to You under this License for that Work shall terninate
as of the date such litigation is filed.

Redi stri bution. You may reproduce and distribute copies of the
Work or Derivative Wrks thereof in any nedium w th or w thout
nodi fications, and in Source or Object form provided that You
neet the follow ng conditions:

(a) You nust give any other recipients of the Wrk or
Derivative Wrrks a copy of this License; and

(b) You nmust cause any nodified files to carry prom nent notices
stating that You changed the files; and

(c) You nust retain, in the Source formof any Derivative Wrks
that You distribute, all copyright, patent, trademark, and
attribution notices fromthe Source form of the Wrk,
excl udi ng those notices that do not pertain to any part of
the Derivative Wrks; and

(d) If the Work includes a "NOTICE" text file as part of its
di stribution, then any Derivative Wrks that You distribute mnust
include a readabl e copy of the attribution notices contained
wi thin such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Wrks, in at |east one
of the following places: within a NOTICE text file distributed
as part of the Derivative Wirrks; within the Source form or
docunentation, if provided along with the Derivative Wrks; or,
within a display generated by the Derivative Wrks, if and
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wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and

do not nodify the License. You nay add Your own attribution
notices within Derivative Wrks that You distribute, alongside
or as an addendumto the NOTICE text fromthe Work, provided
that such additional attribution notices cannot be construed

as nodi fying the License.

You may add Your own copyright statenent to Your nodifications and
may provide additional or different license terns and conditions
for use, reproduction, or distribution of Your nodifications, or
for any such Derivative Wrks as a whol e, provided Your use,
reproduction, and distribution of the Wrk otherw se conplies with
the conditions stated in this License

Submi ssi on of Contributions. Unless You explicitly state otherw se,
any Contribution intentionally submtted for inclusion in the Wrk
by You to the Licensor shall be under the terns and conditions of
this License, without any additional terns or conditions

Not wi t hst andi ng t he above, nothing herein shall supersede or nodify
the terms of any separate |icense agreenment you nay have executed
with Licensor regarding such Contributions

Tradenmarks. This License does not grant perm ssion to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproduci ng the content of the NOTICE file.

Di scl ai ner of Warranty. Unless required by applicable | aw or

agreed to in witing, Licensor provides the Wirk (and each
Contributor provides its Contributions) on an "AS | S" BASI S

W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KI ND, either express or
implied, including, without limtation, any warranties or conditions
of TITLE, NON- I NFRI NGEMENT, MERCHANTABI LITY, or FITNESS FOR A

PARTI CULAR PURPCSE. You are solely responsible for determning the
appropri ateness of using or redistributing the Wrk and assune any

ri sks associated with Your exercise of perm ssions under this License.

Limtation of Liability. In no event and under no |egal theory,
whet her in tort (including negligence), contract, or otherw se,
unl ess required by applicable |law (such as deliberate and grossly
negligent acts) or agreed to in witing, shall any Contributor be
liable to You for dammges, including any direct, indirect, special
i ncidental, or consequential danages of any character arising as a
result of this License or out of the use or inability to use the
Work (including but not limted to danages for |oss of goodwll,
wor k stoppage, conputer failure or nmalfunction, or any and all

ot her comerci al damages or |osses), even if such Contributor

has been advi sed of the possibility of such danages.

Accepting Warranty or Additional Liability. Wiile redistributing
the Wrk or Derivative Wrks thereof, You may choose to offer,

and charge a fee for, acceptance of support, warranty, indemity,
or other liability obligations and/or rights consistent with this
Li cense. However, in accepting such obligations, You nay act only
on Your own behal f and on Your sole responsibility, not on behal f
of any other Contributor, and only if You agree to indemify,

def end, and hol d each Contributor harmess for any liability
incurred by, or clains asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.
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END OF TERMS AND CONDI TI ONS
APPENDI X: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the follow ng
boi l erplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. W al so recommend that a
file or class nane and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright [yyyy] [nane of copyright owner]
Li censed under the Apache License, Version 2.0 (the "License");
you may not use this file except in conpliance with the License.
You may obtain a copy of the License at
htt p: // ww. apache. org/ | i censes/ LI CENSE-2. 0
Unl ess required by applicable |aw or agreed to in witing, software

distributed under the License is distributed on an "AS | S" BASI S,
W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KIND, either express or inplied.
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See the License for the specific |anguage governi ng perm ssions and
limtations under the License

Apache License
Version 2.0, January 2004
http://ww. apache. org/licenses/

TERVS AND CONDI TI ONS FOR USE, REPRODUCTI ON, AND DI STRI BUTI ON
1. Definitions.

"License" shall nean the terns and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this docunent.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall nmean the union of the acting entity and al
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or nanagenent of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50% or nore of the
out standi ng shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall nean an individual or Legal Entity
exerci sing pernissions granted by this License.

"Source" formshall nean the preferred formfor naking nodifications
including but not Iimted to software source code, docunentation
source, and configuration files.

"bject" formshall nean any formresulting from nechanica
transformation or translation of a Source form including but
not limted to conpiled object code, generated docunentation
and conversions to other media types.

"Wor k" shall nean the work of authorship, whether in Source or
Ohj ect form nade avail abl e under the License, as indicated by a
copyright notice that is included in or attached to the work

(an exanple is provided in the Appendi x bel ow).

"Derivative Wrks" shall nmean any work, whether in Source or Object
form that is based on (or derived from the Work and for which the
editorial revisions, annotations, elaborations, or other nodifications
represent, as a whole, an original work of authorship. For the purposes
of this License, Derivative Wrks shall not include works that remain
separable from or nerely link (or bind by name) to the interfaces of,
the Work and Derivative Wrks thereof.

"Contribution" shall nmean any work of authorship, including

the original version of the Woirk and any nodifications or additions
to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Wrk by the copyright owner
or by an individual or Legal Entity authorized to subnmit on behalf of
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the copyright owner. For the purposes of this definition, "submtted"
neans any formof electronic, verbal, or witten conmunication sent

to the Licensor or its representatives, including but not linmted to
conmuni cation on electronic mailing lists, source code control systens,
and issue tracking systens that are managed by, or on behalf of, the

Li censor for the purpose of discussing and inproving the Wrk, but

excl udi ng comunication that is conspicuously nmarked or otherw se
designated in witing by the copyright owner as "Not a Contribution."

"Contributor" shall nean Licensor and any individual or Legal Entity
on behal f of whoma Contribution has been received by Licensor and
subsequently incorporated within the Wrk.

Grant of Copyright License. Subject to the ternms and conditions of
this License, each Contributor hereby grants to You a perpetual
wor | dwi de, non-excl usive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Wrks of,
publicly display, publicly perform sublicense, and distribute the
Wor k and such Derivative Wrks in Source or Object form

Grant of Patent License. Subject to the ternms and conditions of
this License, each Contributor hereby grants to You a per petual
wor | dwi de, non-excl usive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have nade,
use, offer to sell, sell, inport, and otherw se transfer the Wrk,
where such |icense applies only to those patent clains |icensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by conbination of their Contribution(s)
with the Work to which such Contribution(s) was subnmitted. If You
institute patent litigation against any entity (including a
cross-claimor counterclaimin a lawsuit) alleging that the Wrk
or a Contribution incorporated within the Wrk constitutes direct
or contributory patent infringenent, then any patent |icenses
granted to You under this License for that Work shall term nate
as of the date such litigation is filed

Redi stri bution. You may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium wth or w thout
nodi fications, and in Source or Object form provided that You
neet the follow ng conditions:

(a) You nust give any other recipients of the Wrk or
Derivative Wrrks a copy of this License; and

(b) You nmust cause any nodified files to carry prom nent notices
stating that You changed the files; and

(c) You nmust retain, in the Source formof any Derivative Wrks
that You distribute, all copyright, patent, trademark, and
attribution notices fromthe Source form of the Wrk
excl uding those notices that do not pertain to any part of
the Derivative Wrks; and

(d) I'f the Work includes a "NOTICE" text file as part of its
di stribution, then any Derivative Wrks that You distribute nust
include a readabl e copy of the attribution notices contained
wi thin such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Wrks, in at |east one
of the following places: within a NOTICE text file distributed
as part of the Derivative Wrks; within the Source form or
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docunentation, if provided along with the Derivative Wrks; or
within a display generated by the Derivative Wrks, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and

do not nodify the License. You nmay add Your own attribution
notices within Derivative Wrks that You distribute, alongside
or as an addendumto the NOTICE text fromthe Wrk, provided
that such additional attribution notices cannot be construed

as nodi fying the License

You may add Your own copyright statenent to Your nodifications and
may provide additional or different |icense ternms and conditions
for use, reproduction, or distribution of Your nodifications, or
for any such Derivative Wrks as a whole, provided Your use,
reproduction, and distribution of the Wrk otherwi se conplies with
the conditions stated in this License

Submi ssi on of Contributions. Unless You explicitly state otherwi se,
any Contribution intentionally submtted for inclusion in the Wrk
by You to the Licensor shall be under the ternms and conditions of
this License, without any additional terns or conditions

Not wi t hst andi ng the above, nothing herein shall supersede or nodify
the terms of any separate |icense agreenent you nay have executed
with Licensor regarding such Contributions

Trademarks. This License does not grant permi ssion to use the trade
nanes, tradenmarks, service marks, or product names of the Licensor
except as required for reasonable and customary use in describing the
origin of the Wirk and reproduci ng the content of the NOTICE file.

Di scl ai ner of Warranty. Unless required by applicable | aw or

agreed to in witing, Licensor provides the Wrk (and each

Contributor provides its Contributions) on an "AS | S* BASI S,

W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KIND, either express or
inmplied, including, without limtation, any warranties or conditions
of TITLE, NON-INFRI NGEMENT, MERCHANTABI LITY, or FITNESS FOR A

PARTI CULAR PURPOSE. You are solely responsible for determ ning the
appropriateness of using or redistributing the Wrk and assunme any

ri sks associated with Your exercise of perm ssions under this License.

Limtation of Liability. In no event and under no |egal theory,
whether in tort (including negligence), contract, or otherw se,
unl ess required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in witing, shall any Contributor be
|iable to You for damages, including any direct, indirect, special
inci dental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the
Work (including but not linmted to danages for |oss of goodw ||,
wor k stoppage, conputer failure or malfunction, or any and al

ot her commerci al danmges or |osses), even if such Contri butor

has been advised of the possibility of such danages.

Accepting Warranty or Additional Liability. Wile redistributing
the Work or Derivative Wrks thereof, You may choose to offer,
and charge a fee for, acceptance of support, warranty, indemity,
or other liability obligations and/or rights consistent with this
Li cense. However, in accepting such obligations, You nay act only
on Your own behal f and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemify,
defend, and hol d each Contributor harmless for any liability
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incurred by, or clainms asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDI TI ONS
APPENDI X: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the foll ow ng
boi l erplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
coment syntax for the file format. We al so recommend that a
file or class nane and description of purpose be included on the
sane "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright [yyyy] [nane of copyright owner]

Li censed under the Apache License, Version 2.0 (the "License");
you may not use this file except in conpliance with the License.
You rmay obtain a copy of the License at

http://ww. apache. org/licenses/ LI CENSE-2. 0

Unl ess required by applicable |aw or agreed to in witing, software

di stributed under the License is distributed on an "AS | S" BASI S,

W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KIND, either express or inplied.
See the License for the specific | anguage governing pernissions and
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limtations under the License.

Javax mail content was obtained under the CDDL v.1.0 license, the terns and conditions
of which are set forth below Javax mail is distributed by CA for use with this CA
product in unnodified, object code form under the CA |icense agreenent. Any provisions
in the CA license agreenent that differ fromthe CDDL are offered by CA alone and not by
any other party. Source code can be found at

https://java. net/projects/javamail/pages/ Hone. |In addition, CA nmakes the source code for
Javax mil available at http://opensrcd. ca. conlips/00001454_2/ under the terns of the
CDDL v.1.0. license:

COVMMON DEVELOPMENT AND DI STRI BUTI ON LI CENSE (CDDL) Version 1.0

1. Definitions.

1.1. "Contributor” means each individual or entity that creates or contributes to the
creation of Mdifications.

1.2. "Contributor Version" neans the conbination of the Oiginal Software, prior

Modi fications used by a Contributor (if any), and the Mdifications nade by that
particul ar Contributor.

1.3. "Covered Software" neans (a) the Oiginal Software, or (b) Mdifications, or (c)
the conbination of files containing Original Software with files containing

Modi fications, in each case including portions thereof.

1.4. "Executable" neans the Covered Software in any form other than Source Code.

1.5. "Initial Devel oper"” neans the individual or entity that first makes Ori gi nal

Sof twar e avail abl e under this License.

1.6. "Larger Wrk" means a work which conbines Covered Software or portions thereof with
code not governed by the terns of this License.

1.7. "License" neans this docunent.

1.8. "Licensable" neans having the right to grant, to the maxi nrum extent possible,
whether at the tinme of the initial grant or subsequently acquired, any and all of the

ri ghts conveyed herein.

1.9. "Modifications" neans the Source Code and Executable form of any of the follow ng:
A Any file that results froman addition to, deletion fromor nodification of the
contents of a file containing Original Software or previous Mdifications;

B. Any new file that contains any part of the Oiginal Software or previous

Modi fi cation; or

C. Any new file that is contributed or otherw se nade avail able under the terns of this
Li cense.

1.10. "Original Software" means the Source Code and Executable form of computer software
code that is originally released under this License.

1.11. "Patent dains" neans any patent clain(s), now owned or hereafter acquired,
including without limtation, nmethod, process, and apparatus clains, in any patent

Li censabl e by grantor.

1.12. "Source Code" neans (a) the conmon form of conputer software code in which

nodi fications are nmade and (b) associated docunentation included in or with such code.
1.13. "You" (or "Your") neans an individual or a legal entity exercising rights under,
and conplying with all of the terms of, this License. For legal entities, "You" includes
any entity which controls, is controlled by, or is under common control wth You. For
purposes of this definition, "control" neans (a) the power, direct or indirect, to cause
the direction or managenent of such entity, whether by contract or otherw se, or (b)
ownership of nore than fifty percent (50% of the outstanding shares or beneficial

owner shi p of such entity.

2. License Grants.

2.1. The Initial Devel oper G ant.

Condi ti oned upon Your conpliance with Section 3.1 bel ow and subject to third party
intell ectual property clains, the Initial Devel oper hereby grants You a worl d-w de,

royal ty-free, non-exclusive |icense:

(a) under intellectual property rights (other than patent or tradenmark) Licensable by
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Initial Devel oper, to use, reproduce, nodify, display, perform sublicense and
distribute the Oiginal Software (or

portions thereof), with or without Mdifications, and/or as part of a Larger Wrk; and
(b) under Patent Clains infringed by the naking, using or selling of Original Software,
to make, have nmade, use, practice, sell, and offer for sale, and/or otherw se dispose of
the Original Software (or

portions thereof).

(c) The licenses granted in Sections 2.1(a) and (b) are effective on the date Initial
Devel oper first distributes or otherwi se makes the Original Software available to a
third party under the terns of this

Li cense.

(d) Notwi thstanding Section 2.1(b) above, no patent license is granted: (1) for code
that You delete fromthe Original Software, or (2) for infringements caused by: (i) the
nodi fication of the Oiginal

Software, or (ii) the conbination of the Original Software with other software or

devi ces.

2.2. Contributor G ant.

Condi ti oned upon Your conpliance with Section 3.1 below and subject to third party
intellectual property clains, each Contributor hereby grants You a worl d-w de,

royal ty-free, non-exclusive |icense:

(a) under intellectual property rights (other than patent or trademark) Licensable by
Contributor to use, reproduce, nodify, display, perform sublicense and distribute the
Modi fications created by such Contributor (or portions thereof), either on an unnodified
basis, with other Mdifications, as Covered Software and/or as part of a Larger Wrk;
and (b) under Patent C ainms infringed by the naking, using, or selling of Mdifications
made by that Contributor either alone and/or in conbination with its Contributor Version
(or portions of such conbination), to nake, use, sell, offer for sale, have nade, and/or
ot herwi se di spose of: (1)

Modi fications nade by that Contributor (or portions thereof); and (2) the conbination of
Mbdi fications nade by that Contributor with its Contributor Version (or portions of such
conbi nation).

(c) The licenses granted in Sections 2.2(a) and 2.2(b) are effective on the date
Contributor first distributes or otherwi se makes the Moddifications available to a third
party.

(d) Notwi thstanding Section 2.2(b) above, no patent license is granted: (1) for any code
that Contributor has deleted fromthe Contributor Version; (2) for infringenments caused
by: (i) third party

nodi fications of Contributor Version, or (ii) the conbination of Mdifications nade by
that Contributor with other software (except as part of the Contributor Version) or

ot her devices; or (3) under

Patent Clains infringed by Covered Software in the absence of Modifications nmade by that
Contri butor.

3. Distribution Obligations.

3.1. Availability of Source Code.

Any Covered Software that You distribute or otherw se nake avail able in Executable form
nust al so be nade available in Source Code form and that Source Code form nust be
distributed only under the terns of this License. You nust include a copy of this

Li cense with every copy of the Source Code form of the Covered Software You distribute
or otherw se nake avail able. You rmust informrecipients of any such Covered Software in
Executabl e formas to how they can obtain such Covered Software in Source Code formin a
reasonabl e manner on or through a nmedium custonarily used for software exchange.

3.2. Modifications.

The Modifications that You create or to which You contribute are governed by the terns
of this License. You represent that You believe Your Modifications are Your original
creation(s) and/or You have sufficient rights to grant the rights conveyed by this

Li cense.

3.3. Required Noti ces.

You nust include a notice in each of Your Moddifications that identifies You as the
Contributor of the Modification. You may not renove or alter any copyright, patent or
trademark notices contained within the Covered Software, or any notices of |icensing or
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any descriptive text giving attribution to any Contributor or the Initial Devel oper.

3.4. Application of Additional Terns.

You may not offer or inpose any terns on any Covered Software in Source Code formthat
alters or restricts the applicable version of this License or the recipients' rights
hereunder. You may choose to offer, and to charge a fee for, warranty, support,
indemity or liability obligations to one or nore recipients of Covered Software.
However, you nmay do so only on Your own behal f, and not on behal f of the Initial

Devel oper or any Contributor. You rmust nake it absolutely clear that any such warranty,
support, indemity or liability obligation is offered by You al one, and You hereby agree
to indemify the Initial Devel oper and every Contributor for any liability incurred by
the Initial Devel oper or such Contributor as a result of warranty, support, indemity or
liability terms You offer.

3.5. Distribution of Executable Versions.

You may distribute the Executable formof the Covered Software under the terns of this
Li cense or under the terns of a license of Your choice, which may contain terns
different fromthis License, provided that You are in conpliance with the terns of this
Li cense and that the license for the Executable form does not attenpt to limt or alter
the recipient's rights in the Source Code formfromthe rights set forth in this
License. If You distribute the Covered Software in Executable formunder a different
Iicense, You nust nake it absolutely clear that any ternms which differ fromthis License
are offered by You alone, not by the Initial Devel oper or Contributor. You hereby agree
to indemify the Initial Devel oper and every Contributor for any liability incurred by
the Initial Devel oper or such Contributor as a result of any such terns You offer.

3.6. Larger Wrks.

You may create a Larger Work by conbi ni ng Covered Software with other code not governed
by the ternms of this License and distribute the Larger Work as a single product. In such
a case, You nust nmake sure the requirenents of this License are fulfilled for the
Covered Sof twar e.

4. Versions of the License.

4.1. New Versions.

Sun Mcrosystens, Inc. is the initial license steward and may publish revised and/or new
versions of this License fromtine to tine. Each version will be given a distinguishing
version nunber. Except as provided in

Section 4.3, no one other than the license steward has the right to nodify this License.
4.2. Effect of New Versions.

You may al ways continue to use, distribute or otherw se make the Covered Software

avai |l abl e under the terns of the version of the License under which You originally

recei ved the Covered Software. If the Initial Devel oper includes a notice in the
Oiginal Software prohibiting it frombeing distributed or otherwi se nade avail abl e
under any subsequent version of the License, You nust distribute and nmake the Covered
Sof tware avail abl e under the ternms of the version of the License under which You
originally received the Covered Software. O herw se, You may al so choose to use,

di stribute or otherw se nake the Covered Software avail abl e under the terns of any
subsequent version of the License published by the |icense steward.

4.3. Modified Versions.

When You are an Initial Devel oper and You want to create a new |icense for Your Oiginal
Software, You nmay create and use a nodified version of this License if You: (a) renane
the license and renove any references to the nane of the license steward (except to note
that the license differs fromthis License); and (b) otherwi se make it clear that the
l'icense contains terns which differ fromthis License.

5. DI SCLAI MER OF WARRANTY.

COVERED SOFTWARE | S PROVI DED UNDER THI'S LI CENSE ON AN "AS | S" BASIS, W THOUT WARRANTY OF
ANY KI ND, EI THER EXPRESSED OR | MPLI ED, | NCLUDI NG W THOUT LI M TATI ON, WARRANTI ES THAT
THE COVERED SOFTWARE | S FREE OF DEFECTS, MERCHANTABLE, FI T FOR A PARTI CULAR PURPCSE OR
NON- I NFRI NG NG THE ENTI RE RI SK AS TO THE QUALI TY AND PERFORVANCE OF THE COVERED
SOFTWARE | S W TH YOU. SHOULD ANY COVERED SOFTWARE PROVE DEFECTI VE | N ANY RESPECT, YOU
(NOT THE I NI TI AL DEVELOPER OR ANY OTHER CONTRI BUTOR) ASSUME THE COST OF ANY NECESSARY
SERVI CI NG, REPAI R OR CORRECTI ON. THI' S DI SCLAI MER OF WARRANTY CONSTI TUTES AN ESSENTI AL
PART OF THI S LI CENSE. NO USE OF ANY COVERED SOFTWARE | S AUTHORI ZED HEREUNDER EXCEPT
UNDER THI S DI SCLAI MER.
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6. TERM NATI ON.

6.1. This License and the rights granted hereunder will term nate autonatically if You
fail to conply with terns herein and fail to cure such breach within 30 days of beconing
aware of the breach. Provisions which, by their nature, nust remain in effect beyond the
term nation of this License shall survive.

6.2. If You assert a patent infringenent claim(excluding declaratory judgnment actions)
against Initial Developer or a Contributor (the Initial Devel oper or Contributor against
whom You assert such claimis referred to as "Participant") alleging that the

Partici pant Software (nmeaning the Contributor Version where the Participant is a
Contributor or the Original Software where the Participant is the Initial Devel oper)
directly or indirectly infringes any patent, then any and all rights granted directly or
indirectly to You by such Participant, the Initial Developer (if the Initial Devel oper
is not the Participant) and all Contributors under Sections 2.1 and/or 2.2 of this

Li cense shall, upon 60 days notice fromParticipant term nate prospectively and
automatically at the expiration of such 60 day notice period, unless if within such 60
day period You withdraw Your claimwith respect to the Participant Software agai nst such
Participant either unilaterally or pursuant to a witten agreement with Partici pant.

6.3. In the event of term nation under Sections 6.1 or 6.2 above, all end user |icenses
that have been validly granted by You or any distributor hereunder prior to termnation
(excluding licenses granted to You by any distributor) shall survive term nation.

7. LIMTATION OF LIABILITY.

UNDER NO Cl RCUMSTANCES AND UNDER NO LEGAL THEORY, WHETHER TORT (| NCLUDI NG NEGLI GENCE),
CONTRACT, OR OTHERW SE, SHALL YQU, THE I NI TI AL DEVELOPER, ANY OTHER CONTRI BUTOR, OR ANY
DI STRI BUTOR OF COVERED SOFTWARE, OR ANY SUPPLI ER OF ANY OF SUCH PARTI ES, BE LIABLE TO
ANY PERSON FOR ANY | NDI RECT, SPECI AL, | NCI DENTAL, OR CONSEQUENTI AL DAMAGES OF ANY
CHARACTER | NCLUDI NG W THOUT LI M TATI ON, DAMAGES FOR LOST PROFITS, LOSS OF GOODW LL,
WORK STOPPAGE, COWPUTER FAI LURE OR MALFUNCTI ON, OR ANY AND ALL OTHER COMVERCI AL DANVAGES
OR LCSSES, EVEN | F SUCH PARTY SHALL HAVE BEEN | NFORMED OF THE PGCSSI BI LI TY OF SUCH
DAMAGES. THI' S LI M TATION OF LI ABILITY SHALL NOT APPLY TO LI ABILITY FOR DEATH OR PERSONAL
I NJURY RESULTI NG FROM SUCH PARTY' S NEGLI GENCE TO THE EXTENT APPLI CABLE LAW PRCHI BI TS
SUCH LI M TATI ON. SOVE JURI SDI CTI ONS DO NOT ALLOW THE EXCLUSI ON OR LI M TATI ON OF

| NCI DENTAL OR CONSEQUENTI AL DAMAGES, SO THI S EXCLUSI ON AND LI M TATI ON MAY NOT APPLY TO
YQU.

8. U. S. GOVERNMVENT END USERS.

The Covered Software is a "commercial item" as that termis defined in 48 C.F. R 2.101
(Cct. 1995), consisting of "comercial conputer software" (as that termis defined at 48
C.F.R © 252.227-7014(a)(1)) and commercial conputer software docunentation" as such
terns are used in 48 C.F. R 12.212 (Sept. 1995). Consistent with 48 CF. R 12.212 and 48
C.F.R 227.7202-1 through 227.7202-4 (June 1995), all U S. Governnment End Users acquire
Covered Software with only those rights set forth herein. This U S. Governnent Rights
clause is in lieu of, and supersedes, any other FAR, DFAR, or other clause or provision
that addresses CGovernnent rights in conputer software under this License.

9. M SCELLANEQUS.

Thi s License represents the conpl ete agreenent concerning subject nmatter hereof. |If any
provision of this License is held to be unenforceabl e, such provision shall be refornmed
only to the extent necessary to nmake it enforceable. This License shall be governed by
the law of the jurisdiction specified in a notice contained within the Oiginal Software
(except to the extent applicable law, if any, provides otherw se), excluding such
jurisdiction's conflict-of-law provisions. Any litigation relating to this License shall
be subject to the jurisdiction of the courts located in the jurisdiction and venue
specified in a notice contained within the Original Software, with the |osing party
responsi ble for costs, including, without linmtation, court costs and reasonabl e
attorneys' fees and expenses. The application of the United Nations Convention on
Contracts for the International Sale of Goods is expressly excluded. Any |aw or

regul ati on which provides that the | anguage of a contract shall be construed agai nst the
drafter shall not apply to this License. You agree that You al one are responsible for
conpliance with the United States export adm nistration regulations (and the export
control laws and regul ation of any other countries) when You use, distribute or

ot herwi se nmake avail abl e any Covered Software.

10. RESPONSI BI LI TY FOR CLAI V5.
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As between Initial Devel oper and the Contributors, each party is responsible for clains
and damages arising, directly or indirectly, out of its utilization of rights under this
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Li cense and You agree to work with Initial Devel oper and Contributors to distribute such
responsibility on an equitable basis. Nothing herein is intended or shall be deened to
constitute any adnmission of liability.

24 of 24



	AS2Protocol Assertion (Custom) - User Documentation

