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[bookmark: _Toc265538709]Setup IIS to require a certificate

Need to set up IIS to require a client certificate for the URL.

https://<site> /siteminderagent/cert/
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[bookmark: _Toc265538710]Setup Custom Auth Scheme

The main thing to note is the parameter, that will redirect to the certificate credential’s collector (SmGetCred.scc) when we have not yet collected the certificate.

The physical file, SmGetGred.scc does not need to exist, but the URL does need to be within the URL range requiring a client certificate.
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[bookmark: _Toc265538711]Setup Custom Auth Scheme
[bookmark: _Toc265538712]Query Method
In the query method we need to :

a) ResponseCode needs to specify both SSL_REQUIRED | X509CERT 

b) ResponseBuffer needs to specify the https:// URL that will be used to collect the credentials.  Here we use the “parameter” which is the value passed in from the Auth Scheme menu.

    public SmAuthStatus query(String parameter, String secret, 
SmAuthQueryCode request, SmAuthQueryResponse response) {
                ….
        else if (SmAuthQueryCode.SMAUTH_QUERY_CREDENTIALS_REQ == request) {
            
           response.setResponseCode(SmAuthQueryResponse.SMAUTH_CRED_SSL_REQUIRED|
       SmAuthQueryResponse.SMAUTH_CRED_X509CERT|
SmAuthQueryResponse.SMAUTH_CRED_X509CERT_USER_DN);

           response.setResponseBuffer(parameter);

(please ignore the X509CERT_USER_DN, it seems that this is still not collected automatically by the credientials collector).

[bookmark: _Toc265538713]Disambiguation in the authentication() Method

If we do not have a user context then we extract the binary x509 cert, parse out the DN, and then the user name in this case from the CN.

    public SmAuthenticationResult authenticate(….
       ….
       ….
        // Resolving context using the certificate details.
        if ((null == theUserContext) || !theUserContext.isUserContext()) {

            byte[] rawCertificate = userCredentialsContext.getCertAsBinary();
            log(context, "rawCertificate len: " + rawCertificate.length);

            …
            userX509Cert = X509Certificate.getInstance(rawCertificate);
            …
            String userDN = userX509Cert.getSubjectDN().getName();
            …
            Pattern patternCN = Pattern.compile("CN=([^,]*)");
            Matcher matcher = patternCN.matcher(userDN);

            String userName = matcher.group(1);


We now have a user name, so we pass it back to Siteminder which then checks that user exists in the “contect” ie in that user store.

             context.setUserText(userName);
             return new SmAuthenticationResult(SmAuthStatus.SMAUTH_SUCCESS, 
                                              SmAuthenticationResult.REASON_NONE);
    }

[bookmark: _Toc265538714]Authentication in the authentication() Method

For the large part, use of the certificate, and passing the CRL on the webserver then tells us the user is authenticated, other checks can be performed however.

        return new SmAuthenticationResult(SmAuthStatus.SMAUTH_ACCEPT,
                                 SmAuthenticationResult.REASON_NONE);


[bookmark: _Toc265538715]Log of CustAuthCert in Operation

Just some notes on running the cust auth scheme, and what I got on my output log.  I have cut out a lot of the extra debug lines, but here are the highlights:  

You can run the siteminder policy store from the command line (in both DOS, and in Unix) which lets you see the Stdout/Stderr.  That is helpful for easy debugging.

   C:\ca\netegrity\siteminder\bin>smpolicysrv.exe


Query parameter returns the URL it will redirect to collect the credentials.

AuthApiCertSample AuthApiCert:: [' query : 
 query::Parameter :  https://www.sample.com/siteminderagent/cert/SmGetCred.scc


User Certificate is read, parsed, and user DN extracted.


AuthApiCertSample AuthApiCert:: ['rawCertificate len: 972']

The DN is extracted.

AuthApiCertSample AuthApiCert:: ['User DN : EMAILADDRESS=user1@here.com, CN=user1, OU=Test Unit, O=test Org, L=Melbourne, ST=vic, C=AU']

The username is extracted as CN from DN.

AuthApiCertSample AuthApiCert:: ['UserName : user1']
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