
DELEGATED SERVICE PROXY 

ACCOUNT FOR CA IM TO 

MANAGE ACTIVE DIRECTORY 

DOMAIN 2008+

Alan Baugher

Dec 2013



ASSUMPTIONS

 Client’s active directory domain(s) follows the security policies 
standard of least privileged access, such that two (2) accounts 
are created for users that will access the Active Directory solution 
with higher access than a standard AD users account.

 Active Directory’s default delegation model prevents delegation 
access from having equal or higher access than 
Enterprise/Domain Admins built-in accounts, to avoid creating a 
security gap; that a newly delegated admin could reset other 
admins passwords to gain higher privileges via account takeover.

 This default delegation is enforced by AD domain polices.

 This default delegation is typically enforce by client domain policies 
for non-built-in accounts.   This needs to be validated for each client.



CREATE A NEW DELEGATED 

ADMIN GROUP & ASSIGN DELEGATED CONTROL TO 

THE ROOT OF ACTIVE DIRECTORY DOMAIN



ASSIGN CRUD SERVICES TO NEW GROUP

 You chose to delegate control of objects

 in the following Active Directory folder:

 exchange.dom/

 The groups, users, or computers to which you

 have given control are:

 IM_DelegatedAdmin_Group (EXCHANGE\IM_DelegatedAdmin_Group)

 You chose to delegate the following tasks:

 Create, delete, and manage user accounts

 Reset user passwords and force password change at next logon

 Read all user information

 Modify the membership of a group



CREATE USER AND ASSIGN 

MEMBERSHIP TO NEW AD GROUP



DEFAULT ADMINISTRATOR VERSUS 

DELEGATED ADMIN ACCOUNT



PERFORM EXPLORE OF USER CONTAINER & ATTEMPT 

TO CHANGE PASSWORD OF ADMINISTRATOR BY 

DELEGATED ACCOUNT.    FAILED



ATTEMPT A 

MODIFY 

OPERATION -

CHANGE FIRST 

NAME FIELD OF 

ADMINISTRATOR

FAILED



VALIDATE THAT FULL 

ADMINISTRATOR HAS 

NO ISSUE WITH 

CHANGING 

PASSWORD (SAME 

PROCESS ON PRIOR 

SLIDE)

SUCCESS MESSAGE 

AT BOTTOM OF GUI



CREATE THREE TEST ADMIN ACCOUNTS

TO CHECK DEFAULT AD GROUP /DOMAIN POLICIES



PERFORM EXPLORE OF OU FOR TEST ACCOUNTS



SELECT THE OU AND TEST ACCOUNTS TO CHECK

WITH THE DELEGATED ADMIN ACCOUNT



SUCCESS –

DEFAULT AD 

DOMAIN

POLICIES DO NOT 

STOP BY HIGHER 

ACCESS LEVEL FOR 

DELEGATED 

ACCOUNT 

GRANTED ACCESS 

TO THE TOP OF THE 

DOMAIN



CHECK IF COPY 

OF DEFAULT 

ADMINISTRATOR 

IS PROTECTED AS 

WELL.

NO.  DELEGATED 

ADMIN IS ABLE TO 

CHANGE THIS 

ACCOUNT’S 

PASSWORD. 



VALIDATE CRUD FOR 

NORMAL ACCOUNTS



EXCHANGE ACCESS CHECK  - NO EXCHANGE SERVER SEEN WITH 

DELEGATED ACCOUNT WITH CRUD ACCESS  - FAIL



USE MS TOOL, ADSIEDIT, AS AN EXISTING AD ADMIN, TO UPDATE/VIEW SECURITY OF EXCHANGE 

CONFIGURATION IN THE ACTIVE DIRECTORY DOMAIN 
& ADD NEW SECURITY GROUP WITH READ ACCESS



SELECT ADVANCED / EDIT TO GRANT READ ACCESS TO 

“APPLIES TO: THIS OBJECT AND ALL DESCENDANT OBJECTS”



CHECK ACCESS IS CORRECT.  CLICK ADVANCE 

AND USE NEW SERVICE ACCOUNT & PASSWORD



IF ACESS IS INCORRECT, ACCOUNT WILL NOT BE ABLE TO 

ACCESS BEYOND CN=MICROSOFT EXCHANGE.

IF ACCESS IS CORRECT, ACCOUNT WILL BE ABLE TO VIEW ALL 

EXCHANGE SERVERS IN THE ACTIVE DIRECTORY DOMAIN



ENSURE SERVICE’S AD ACCOUNT 

TAB IS POPULATED FOR BOTH USER 

LOGIN NAME FIELDS

OTHERWISE THIS ERROR WILL 

APPEAR IN THE IMPS ADS LOGS

“UNABLE TO RESOLVE OBJECTSID”



BOUNCE IM_CCS 

SERVICE

AND FORCE A 

“REFRESH” OF THE 

AD DOMAIN 

(OR CREATE A NEW 

ONE)
set HOST=imps001
set USER=etaadmin
set PWD=Password01
set DOMAIN=im
set ADS=Example_03_Delegated_Access_with_Exchange
set PROVPATH=C:\Program Files (x86)\CA\Identity Manager\Provisioning Server\bin\
"%PROVPATH%ldapsearch.exe" -x -LLL -h %HOST% -p 20389 -D "eTGlobalUserName=%USER%,eTGlobalUserContainerName=Global Users,eTNamespaceName=CommonObjects,dc=%DOMAIN%,dc=eta" -w %PWD% -b 
"eTADSDirectoryName=%ADS%,eTNamespaceName=ActiveDirectory,dc=%DOMAIN%,dc=eta" -s base "(objectclass=eTADSDirectory)" eTADSexchangeStores eTExploreUpdateEtrust
pause



OPEN IMPS MANAGER AND THE AD ENDPOINT PROPERTIES TAB TO CHECK 

EXCHANGE GENERAL IS NOW POPULATED.   CHECK CHANGE AND SELECT THE

“GATEWAY SERVER” EXCHANGE SERVER ENTRY



ADDED THE CORRECT 

EXCHANGE SERVICE 

GROUP LEVEL OF 

ACCESS TO ALLOW 

CREATION & 

MANAGEMENT OF 

MAILBOXES  (& RIGHTS)

FULL ACCESS –

ORGANIZATION 

MANAGEMENT

MINIMAL ACCESS –

DISCOVERY 

MANAGEMENT

https://supportcontent.ca.com/cadocs/0/CA%20IdentityMinder%2012%206%202-ENU/Bookshelf_Files/HTML/idocs/index.htm?toc.htm?1569112.html

https://supportcontent.ca.com/cadocs/0/CA IdentityMinder 12 6 2-ENU/Bookshelf_Files/HTML/idocs/index.htm?toc.htm?1569112.html


UPDATE SERVICE ACCOUNT ON EXCHANGE SERVER



TEST CRUD WITH ADDING EXCHANGE MAILBOX





ADDITIONAL NOTES – IMPS ON WINDOWS 2012 

SERVER



ADD .NET 3.5 FRAMEWORK 

FOR WINDOWS 2012 TO 

AVOID LOAD MODULE 

ERROR MESSAGE

 2013.12.23.17:23:55.746    INFO C++ Connector Server - TID=0x8a8: 
create DMODirectoryEntry 0x27d8eb0

 2013.12.23.17:23:55.746    INFO C++ Connector Server - TID=0x8a8: 
create DMODirectoryEntry 0x27d9030

 2013.12.23.17:27:07.302   FATAL C++ Connector Server - Failed to 
load module W2KNamespace.dll

 2013.12.23.17:27:07.317   FATAL C++ Connector Server - Failed to 
load module W2KNamespace.dll

 2013.12.23.17:28:54.679   FATAL C++ Connector Server - Failed to 
load module W2KNamespace.dll



USE THIS 

ALTERNATIVE 

TOOL TO 

VIEW IF AD 

DOMAIN OR 

SERVER CA 

CERT IS 

DEPLOYED & 

AVAILABLE 

FOR IMPS USE



USE THE BINARY 

IN THE IMPS 

FOLDER TO 

CHECK SSL 

CERT FOR AD 

DOMAIN



ENSURE EXCHANGE 

SERVER HAS .NET 3.5 

INSTALLED; 

OTHERWISE IT WILL 

REQUIRE A REBOOT 

OF THE EXCHANGE 

SERVER + ANOTHER 

REBOOT FOR MS

VC++ 2008 


