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Client’s active directory domain(s) follows the security policies
standard of least privileged access, such that two (2) accounts
are created for users that will access the Active Directory solution
with higher access than a standard AD users account.

Active Directory’s default delegation model prevents delegation

access from having equal or higher access than
En’rerpnse/Domoln Admins built-in accounts, to avoid creating a
gap; that a newly delegated admin could reset other
1 higher privileges via account takeover.

S

ASSUMPTIONS



MNew Object - Group et
File Action View Help

e

% Createin: exchange.dom/fimusers * * f’; |T." D D L

A

= HED PR ETTEIR

Group name:

b | Saved Cueries
A

Active Directory Users and Com|| Name

| IM_DelegatedAdmin_Group d Builtin
| armmistars
Group name (pre-Windows 2000): | Builtin D‘E|EgEtE' Control...

|IM_DeIegated.ﬁ.dmin_Grnup ' Computers . Ei

;|_ _ Df&m‘ain Co c

43 exchan ge.dom_
[
I+
E

Group type
() Domain local (®) Security

®) Global () Distribution

Group scope

() Universal

CREATE A NEW DELEGATED

Delegation of Control Wizard

Tasks to Delegate

You can select common tasks or customize your own.

[

(#®) Delegate the following common tasks:

Create, delete, and manage user accounts

Reset user passwords and force password change at next logon
Read all user information
Madify the membership of a group
[] Jein a computer to the domain
[] Manage Group Paolicy links
[ ] Generate Resuttart Set of Policy {Planning)

<|

() Create a custom task to delegate

| <Back

Next =

| | Cancel

Help

ADMIN GROUP & ASSIGN DELEGATED CONTROL TO

THE ROOT OF ACTIVE DIRECTORY DOMAIN




Select Users, Computers, or Groups Delegation of Control Wizard -

Select this objsct type: Users or Groups -
Select one or more users or groups to whom you want to delegate control.
|U5E.-rs. Groups, ar Builtin secunty principals

FErom this location:
|exd1E|r1ge.dum

Selected users and groups:
$L IM_DelegatedAdmin_Group (EXCHANGEWM_Delegated Admin_Group)

Enterthe object names to select (zxamples):
IM_DelegatedAdmin_ Group|

Delegation of Control Wizard

Completing the Delegation of
Control Wizard

@ |
\ fou have successfully completed the Delegation of Control

wizard.

S,

You chose to delegate control of objects -
in the following Active Directory folder:

You chose to delegate control of objects
exchange.dom/

in the following Active Directory folder:

The groups, users, or computers to which you
Nexd > have given control are:

exchange.dom/

The groups, users, or computers to which you IM_DelegatedAdmin_Group (EXCHANGE M_Delegate

have given control are: You chose to delegate the following tasks:

IM_DelegatedAdmin_Group (EXCHANGE\IM_DelegatedAdmin_Group)

You chose to delegate the following tasks: To close this wizard, click Finish.

Create, delete, and manage user accounts

Reset user passwords and force password change at next logon < Back ”
Ba

Fiish | | Cancel Help

Read all user information

Modify the membership of a group

ASSIGN CRUD SERVICES TO NEW GRO



File Action

Mame Type Description Pre-Windows 2000 Logon ...
caadmin User caadmin
ﬂ‘,IM_DEIegatedAdmin_Group Security Group...  Used to delegated CRUD...  IM_DelegatedAdmin_Group
E,, imadmin InetQrgPerson imadrmin

2, imexchadmin InetOrgPerson imexchadmin
o Hrare = Active Directory Domain Services Folder
Domain Users exchange.dom/Users

IM_DelegatedAdmin_Group  exchange.domAAD_Service_Accounts
|Jsers exchange.dom./Builtin

B

Primary group: Domain Users

) There is no need to change Primany group unless
Set Primary Group you have Macintosh clients or POS¥-compliant
applications.

CREATE USER AND ASSIGN
MEMBERSHIP TO NEW AD GROUP



EndpointMame I Domain |
le_01_with_Full_Domain_Admin_Access
Example_02_Delegated_Access im
Active Directory Endpoint ? .
Endpoint Settings I Program Exits Reference Attribute Mapping I Logging I Statistics
ADS Server | Security I Failover Bxchange General Configuration

* Mame: Example 01 with Full Domain_Admin_Access

Description: I
— Functional level

Mode: Mative

Domain Controller: Windows Server 2008 R2 Mode

Domain: Windows Server 2008 R2 Domain Mode

Forest: Windows Server 2008 R2 Forest Mode
— Server

* Host: IchD'I exchange.dom

= User [D: IMminidHnr@Mange.dnm Update |
— Account Template

Domain ﬁccoLﬁ ;I Searchl
Default: Iim ;I I ;I
Active Directory Endpoint E
ok | canced | ipp

EndpointMame  * | Domain I
Example_01_with_Full_Domain_Admin_Access im
Example 02 Delegated_Access lim |
Active Directory Endpoint _
Endpoirt Settings I Program Exits Reference I Attribute Mapping I Logaing I Statistics
ADS Server | Security I Failowver | Bxchange General | Configuration
* Name: IBEmpIe_ﬂZ_Delegated_Access
Description: I
— Functional level
Mode: Mative
Domain Controller: Windows Server 2008 R2 Mode
Domain: Windows Server 2008 R2 Domain Mode
Forest: Windows Server 2008 R2 Forest Mode

— Server

* Host: Idc{H]1 exchange .dom

= User ID: :aadmin@amane.dnm Update |

— Account Template

Domain Pu:chﬁ ;I Search |

Defautt: Iim ;I I

=]

Active Directony Endpo :

| @ Time |

DEFAULT ADMINISTRATOR VERSUS

DELEGATED ADMIN ACCOUNT




ca Provisioning Manager - by CA (im:etaadmin@im) - [Endpoint Task/1 (Active Dir. Account)] Set Password =
T File Edit View Frame Object  Window Help
B e M N g =
e — — e e IE:ElmpIe_DZ_Delegated_ﬁccess..Pu:iiveDireduw.imesersmeinistmtur
J Object Domains: Iim ;I :l Domains | J Object type: I Active Directory Endpoint -
| Simple attribute: |Endpaintiame | advanced ||| Value: [f |
| ADSAccount Password: I
DiscoverySearchMailbox { DS 19BADS- Content... Confirm password: [
Exchange Online-ApplicationAccour Check Account Synchronization
FederatedEmail 4c1f4d8b-8173-4142- Show Svnchronization Detail
Guest e [~ User must change password at nexd logon
HealthMailbox3ad34fa26cecd2b120b List User

HealthMailboxadalas0eed 384f 332651 Exolore/Correlat
HealthMailboxe3800a6f45e04e 71932 HPIOTE - OTrEIane.

krbtgt | Custom... 3 Set Password ... Cancel |

Migration.2f3e7716-2011-4324-96b1-

SystemnMailbox] 1§052927- e7F0-4£93-¢ Rename... Create Mailbox — Provisioning Manager - by CA (im:etaadmin@im)
SysternMailbox{bb358c35-97F1-4ch? Move... Move Mailbox
S}rster'nl"-ﬂaill::n:lx{e'l]dc'l c29-20c3-4034 Duplicate... Delete Mailbox
] . Set Password call failed. Reason:
Delete... Remove Exchange Attributes 40\ .ETA_E 0008<MAC>, Active Dir. Account 'Administrator’ on
Rermove Account from User... '‘Example_02_Delegated_Access' modification failed: Connector Server
i Modify failed:
CETILETETEIIIL e Unable to set Password Attribute: eTPassword
Synchronize Accounts with Account Termplates.., Reason: Insufficient Rights (Idaps://imps001.exchange.dom:20403)

Relocate Accounts by Account Ternplate...

Copy Object(s) e -

S Provisioning Manager - by CA (imetaadmin@im) LX||

Wizards »

m Properties

lx Set Password call failed!

PERFORM EXPLORE OF USER CONTAINER & ATTEMPT o
TO CHANGE PASSWORD OF ADMINISTRATOR BY

DELEGATED ACCOUNT.



ATTEMPT A
MODIFY
OPERATION -
CHANGE FIRST
NAME FIELD OF

ADMINISTRATOR

@

Provisioning Manager - by CA (im:etaadmin@im) - [Endpoint Task/1 (Active Dir. Account)]

K7 File Edit View Frame Object  Window Help

€ b4
- b b

Wizards Users Roles

Endpoints System

v@,‘s:!

| Object Domains: [im

;I 'I Daraing || | Object type: I Active Directory Endpoint ;I 'l

J Simple attribute: IEndpoinlNar

| ADSAccount %

Copy_of_Administrator
DiscoverySearchMailbox {D919BA
Exchange Online-Applicationfccy
FederatedEmail 4c1f4d8b-8179-41
Guest
HealthMailboxBa934fa2bcecd2b18
HealthMailboxa%alas0eed 324338
HealthMailboxe3800abf45elde719
krbtgt
Migration.8f3e7716-2011-43e4-96
SystemMailbox 1f03a%27-e7f0-4f3
SystemMailbox{bb558c35-97F1-4g
SystermnMailbox{eldclc29-89c3-40

<J

Active Directory Endpoint

8 | Time
12/23/2013 7:04:11 PM
12/23/2013 6:58:24 PM

Active Directory Account | x
User Cetticates | Object |

Telephaones I
* General

Account Templates I Security |dentity Mapping I
Organization I Groups (Member Cf) I Dial-n I Custom
Common Account Settings I Address I * Account I

g Container: IUsers

First name: IMmin

Statistics |
Teminal Services I
Password I Profile

Last name: |

* Display name: IMmin

Description: |Bui|t-ir1 account for administering the computer/domai

Office: |

Telephone number: |

E-mail: IMministmtor@exﬁange.dnm

Web page: I

ETA_E_Q0D8<MAC=, Active Dir. Account 'Administrator’ on
‘Example_02_Delegated_Access' modification failed: Connector Server

Modify failed: Insufficient Rights

{Idaps://imps001.exchange.dom:20403)

ol x ([

-~y

modification failed: Connector Server Modify failed: InsquJ

eated successfully

<

For Help, press F1

|Server: IMPS001 |Object Count: 14




VALIDATE THAT FULL
ADMINISTRATOR HAS

JObject Domains: irn |

J Simple attribute: |EndpaintM ame

NO ISSUE WITH
CHANGING
PASSWORD (SAME
PROCESS ON PRIOR
SLIDE)

SUCCESS MESSAGE
AT BOTTOM OF GUI

ADSAccount

Administrator

DiscoverySearchMailbox {D919BA05-46A6-415f-80AD-7E09334BBE.,
Exchange Online-ApplicationAccount

FederatedEmail 4c1f4d8b-8179-4143-93bf-00a95fa 1042
Guest

HealthMailboxBad934fa2beecd2b180ba36f71481f785
HealthMailboxa%ala50eed584f33865f4d4c2cObe2 B4
HealthMailboxe3800a6f45e04e7193c2ebedd55a0d8b
krbtgt

Migration.8f3e7716-2011-43e4-96b1-abab2d 229136
SystermMailbox] 1f05a927-e7f0-4f93-8e42-3bca5d1d5f7a}
SystermMailbox{bb558c35-97f1-4ch9-8f7-d 533741 d c828c}
SystemMailbox{eldc1c29-89c3-4034-b678-ebc29d823ed}

<«  oow
Active Directory Endpoint Active Dir. Account
1 _with_Full_Domain_Ad

12/23/2013 B:4544 PM :ETA 5 0006<MAC>, Active Dir. Account 'Administrator’ on 'Example 01_with_Full_ Domain_Admin_Access' modified successfully
12/23/2013 &:35:17 PM :ETA_S_0006<MAC=>, Active Dir. Account 'Copy_of_Administrator' on 'Example_02_Delegated_Access' modified successfully

P ; .

For Help, press Fl

AN\ QN

N



3 Active Directory Users and Computers [DCD07.exchange.
B Saved Queries
E ,ﬁﬂ exchange.dom

AD Service_Accounts
Builtin
CompanyABC_Users_OL
(2] Office 001

b [2] Office 002

~| Computers
Domain Controllers
ForeignSecurityPrincipals
Managed Service Accounts
Microsoft Exchange Security Groups
Users

s 2nd_Account_Domain_fdmin
s 2nd_Account_Account_Operator
3 2nd_Account_Enterprise_Admin

Member of:
Name Active Directory Domain Services Folder
Diomain Admins exchange.dom/Users
Domain Users exchange.dom/Users

oo

Primary group: Domain Users

Primany Gro There is no need to change Primary group unless
nimary roup you have Macintosh clients or POSIX-compliant
applications.

Description
test_admin_01
test_admin_02
test_admin_03

Member of:
Active Directory Domain S

Account Operators  exchange dom./Buittin

Domain Users exchange dom/Users

Primary group: Domain Users

There is no need to change Primary group unless
you have Macintosh clients or |¥-compliart
applications.

CREATE THREE TEST ADMIN ACCOUNTS

TO CHECK DEFAULT AD GROUP /DOMAIN P

Pre-Windows 2000 Logon ...

Remote Desktop Services Profile m
Telephones Organization
Member of:
Name Active Directory Domain Services Folder

Domain Users exchange.dom/Users

Enterprizse Admins  exchange.dom/Users

N\

Primary group: Domain Users

- There is no need to change Primary group unless
Set Primary Group you have Macintosh clients or POS[X-compliant

applications.

LICIES



Loyl

C2 Provisioning Manager - by CA (im:etaadmin@im) - [Endpoint Task/1 (Active Directory Endpoint)]

= | O x

%5 File Edit View Frame Object Window Help - |
‘ . . S, ‘ =
Wizards Users Roles Endpoints System
J Object Domains: Iim ~| 'I Damains I“ Object type: I Active Directory Erndpoint | A Mew
J Simple attribute: |Endpointiame 7| Advanced ||J Value: |* x| Seach

Active Dir. Accourt

Active Directory Endpoint
ple_02_Delegated_Ac:

J

B[] Example_01_with_Full_Domain_Admin_A

#-[JAD_Service_Accounts View/Edit Endpoint Type

EndpointName I Domain I
Example_01_with_Full_Domain_Admin_Access N
Example_02_Delegated_Access im
E 3 - [ O
ca Explore and Correlate Endpoint
Container tree: Endpoint name: Example_01_with_Full_Domain_

View/Edit Endpoint

[+ Buiti
H o — Action

[-kACompanyABC_Users_OU
--|:|Computers

-] Domain Controllers

--|:| ForeignSecurityPrincipals

B[ IManaged Service Accounts

--|:| Microsoft Exchange Security Groups
& ]Program Data

--B Usars

V¥ Explore endpoint for managed objects

[ Comelate accounts to global users
7 Use existing global users

" Create global uszers az nesded

[~ Update global user fields

— Results

Status:

Explore /Comelate finished.

Cperation detail count: &4

Start I

Done

Help

a Provisioning Manager - by CA (im:etaadmin@im) - [Endpoint Task/1 (Active Directory Endpoint)]
%5 File Edit View Frame Object  Window Help
L. M
Wizards Users Roles Endpoints System
J Object Domains: Iirn | '| Domains ||J Object type: I Active Directory Endpoint | :I:
| Simple attribute: [Endpointiame | Advanced ||JVaIue: § =1
EndpeointMame ° | Domain |

Artive Directony Fodooint Active Dir. Accoy

Example_01_with_Full_Demain_Admin_Access im
Example 02 Delegated Access _
o Explore and Correlate Endpoint
Container tree: Endpoint name: Bxample_02_Delegated_Access

E-[]Example_02_Delegated_Access
E-[JAD_Service_Accounts
Builtin

MCompanyABC_Users_OLU

[Computers

[ Domain Cortrollers

[ ForeignSecuntyPrincipals

[Managed Service Accounts

[ Microsoft Exchange Security Groups

[JProgram Data

- Users

View/Edit Endpoint Type View/Edit Endpoint

r Action

|w Explore endpoirt for managed objects

[~ Comelate accounts to global users

" se existing global users

" Create global users as needed

[~ Update global user fields

— Results
Status:

Explore/Comelate finished.

Cperation detail court: 64

Start I

Done Help

PERFORM EXPLORE OF OU FOR TEST ACCOUNTS




. . L . . . . | ll w
a Provisioning Manager - by CA (im:etaadmin@im) - [Endpoint Task/1 (Active Directory Endpoint)] &g Provisioning Manager - by CA (im:etaadmin@im) - [Endpoint Task/1 (Active Dir. Account)] - | O x
%5 File Edit View Frame Object Window Help B File Edit View Frame Object Window Help _lalx
L' M yo= Y ¥ ?
Wizards Users Roles Endpoints Systermn Wiards v‘ Users - Roles Endpoints v‘ Sy?tem -
Object Domains: |im - :l Domains | Object e | Active Directary Endpoint . . - .
J _ ! - | E H ject type: | | Object Domains: [im ~| +|  Domains ||J Object type: | Active Directory Endpoint | Hew |
]Slmple attribute: |Endpointtiame | Advanced |“Va|ue: | = =
. _ | Simple attribute: [Endpointiame v|  Advanced ||JVaIue: [ | seach |
EndpointName | Domain |
Example_01_with_Full_Domain_Admin_Access im ADSAccount * I
|_Example 02 Delegated Access . [im | 2nd_Account_Account_Operator
2nd_Account_Domain_Admin
5 o 2nd_Account_Enterprise_Admin
Endpoint Content =
Endpoint Content == -
Object type: | Active Dir. Accourt LI - Create new cortent
I = Objectype: 7] [ Create new conten
= Eﬁmple_ﬂE_Delegated_Access —Container tree New
- Buittin
: = Bxample_02_Delegated_Access
" mDaﬂYﬁEC_Llsers_OLl — Search for content " BE“ti; —LEleg —
- Users :
Attrbute: | ADSAzcourt | B ComparyABC_Users OU — Search for content
[#- Users
Value: I ;I Attribute: IADSACcourrt j
Advanced | Search I Value: I' ;I /
Cortainer type: IADSOrgUn'rt ot | Se=rch I
[ Search only one container level Container typ e
ainer type: g Un
Done Help ™ Search orly one container level
I Done Help
Active Dlirectory Endpoint Active Dir. Account Appl Feset Help

SELECT THE OU AND TEST ACCOUNTS TO €HECK

WITH THE DELEGATED ADMIN ACCOU



Account:

g IfCumpan}rAEC_Users_D I/Ofice_0071/2nd_Account_Account_Operator

Message

M58 PM GETA_5_0006=MAC>, Active Dir. Account '2nd_Account_Accoutr_c e avor on 'Bvomp e 01 delec ated A ces: modified successfully
4:50 PM GETA_S D023<ECT=, Object 'Users' exploration successful: (obje : ET O delofes 0, afed: O unchfrmed ailures: 0) [9cbdeab3-3ael-4cla

I-ﬁHHHHi m »

Password:

Server: IMPS0DT L4 BT

Confim password: I‘““““'|

™ User must change password at next logon
Account:

V= —
g |nfCumpanyAEC_Um_uummce_m1f2r1d_n.cmum_5

AC
7\

Passwaord:

I

\ecount: Corfim password: I

g IrjmeompanyAEC_Users_ﬂ I/ Office_001/2nd_Accourt_Domain_»Admin

[ User must change password at next logon

Password:

Confirm password:

[~ User must change password at next logon

| 5 I Tirme Message
1272372013 €:30:27 PM :ETA_S 0006« MAC>, Active Dir. Account '2nd_Account_Enterprise_Admin' on 'Example_02_Delegated_Access' modified successfully
12/23/2013 82911 PM - :ETA_S_0006<MAC=, Active Dir, Account '2nd_Account_Domain_Admin' on 'Example_02_Delegated_Access' modified successfully

<| i |

For Help, press F1 Server: IMPS001 \Object Count: 3




“5 File Edit View Frame Object  Window Help

L5 i k3 =
Y
= ‘ v‘ v|

Wizards Users Reoles Endpeints Systermn M

JObJECt DDn'IEIInS:Iim | 'l Domaing IHObJECt type| Active Directory Endpoint | - Mew

JSimpIe attribUtE:IEndpointName v|  Advanced ||JVEI|I..IE:|" w|  Search |

ADSAccount

Administrator

Copy_of_Administrator

DiscoverySearchMailbox {D919BA05-46A6-415f-80AD-7E09334BBE.,
Exchange Online-ApplicationAccount

FederatedEmail 4c1f4dBb-8179-4148-33bf-00a95faleld2
Guest

HealthMailbox8ad34fa2bcecd2b180ba3ef 71481725
HealthMailboxa%ala30eed584f33865fdddc2c0bc2B4
HealthMailboxe3800a6f45e04e7193c2ebedd35aldib
krbtgt

Migration.2f3e7716-2011-43e4-96b1-abab2d229136
SysternMailbox{ 1f05a927-e7f0-4f93-8e42-3bcasd1d5f7a}
SystemMailbox{bb558c35-97F1-4ch - Bff 7-d53741d c928c}
SystemMailbox{eldc1c29-89c3-4034-b678-26c29d823ed9)

<| m

Active Directory Endpaint Active Dir. Account
imple_02_Delegated_Acc

B I Time Message

:ETA_5_0006<MAC= ive Dir. Account 'Copy_of_Administrator’ on _Delegated_Access' modified succ y
& 12{23!201363456 PM GETA S 0023<ECT=>, ObJECt Users Exploratmn successful: (ohjects added: 'I deleted 0, updated 0, unchanged 31 fallures 'D) [655333-’1b 5980- -Mbe b1,

<| m | >

For Help, press F1 [Server: IMPSDD1 |Object Count: 14

CHECK I[F COPY
OF DEFAULT
ADMINISTRATOR
IS PROTECTED AS
WELL.

NO. DELEGATEZ
ADMIN IS ABKE]
CHANGE TS
ACCOUNT'S
PASSWORD.




Password

@

R File

Edit View Frame

Provisioning Manager - by CA (im:etaadmin@im) - [Endpoint Task/1 (Active Directory Endpoint)]
Object  Window Help

E

Create in- Create Object
£, ] A
_ - ki - %‘_ = g |Office_002
Wizards Users Roles Endpoints System
Object Domains: |im - :I Domaing || Object 2| Active Directary Endpaint hd
J d I _I J ) yp I el _I :I Tt IM g Creating Account with the following parameters:
| Simple attribute: [Endpeirthame | advanced ||| Value: [ ~|
— Corfi rd 3
EndpointName 7 | Domain | Endpoint Content -0 x T passie I Object DN: =0ﬁ'|ce 002.0U=CompanyABC_Users OU.DC=exchangs.DC=dom
Example_01_with_Full_Domain_Admin_Access im r
i = = = = L st chi rd at nexd |
Example_02_Delegated_Access N Object type: Iﬂ.ctive Dir. Accourt LI r~Create new content SEr Must ETENgE passwors &t nex ogon Mtribute | Value |
[™ User cannat change password -
i givenName test_user 01
|—Contamertree New I~ Password never expires displayMame test_user 01
N 4 Access ™ Account s disabled userPrincipalName test_user_01@exchange.dom
New Object - Account - - sAMAccourt Name test_user_01
objectClass user
prs_OU r~ Search for cortert S P asnard e
P pwdlast Set -1
g Createin: pFﬁ::e_DDZ Attribute: IﬁDSﬂccoum LI e I 512
Value: I‘ LI < Back Mext > Can|
First name: Itest_user_m Initizls: e | pcch |
Uit
Last name: I
her level
* Full name: Ilest_user_m

Active

* User logon name:

Itest_user_ﬂ'l

I @exchange dom

* User logon name (pre-Windows 2000):

|EXCHANGE\

Itest_user_ﬂ‘l

< Back Next =

Cancel |

8 | Time

I Message

< Back I Finish I

Cancel

<]

12/23/2013 &58:24 PM  :ETA_5_0002<AAC>, Active Dir. Account 'test_user 01" on 'Bxample_02_Delegated_Access' created successfully

12/23/2013 64544 PM :ETA_S_0006<MAC>, Active Dir. Account 'Administrator’ on 'Example_01_with_Full_Domain_Admin_Access' modified successfully

For Help, press F1

[Server: IMPS001

|Obj ect Count: 1

BT [t

Help |

VALIDATE CRUD FOR
NORMAL ACCOUNTS

=
File Action View Help
LI TE R IR EEEN R Y YR 25

Active Directory Users and Computers

i

/
=18

j Active Directory Users and Computers [DC001.exchange.
I [ Saved Queries
Fl _fj exchange.dom
2] AD_Service_Accounts
I | Builtin
4 (2] CompanyABC_Users_OU
[2| Office 001
|2 Office_002
I [ Computers
I 21 Domain Controllers
I [ | ForeignSecurityPrincipals
I ] Managed Service Accounts
I [2] Micresoft Exchange Security Groups
7 Users

Mame
E, test_user_01

Type
User

Description

test_user_01 Properties

= |

Pre-Windows 2000 Logon ...

test_user_01

| Member Of I Diakin I Environment I Sessions
Remote control | Remote Desktop Services Profile I COM=

General | Address I Account I Profile I Telephones I Organization

Display name

& test_user_01
First name: est user 01 | Initials: | |
Last name: |

|lest_user_ﬂ1




a Provisioning Manager - by CA (im:etaadmin@im) - [Endpoint Tas
%i File Edit View Frame Object Window Help

mo.E M ¥ ]S
Wizards Users Roles Endpoints System
| Object Domains: [im |- Domains
JSimpIe attribute: |EndpointName | A
I EndpointMame | Domain I

le_01_with_Full_Domain_Admin_fccess
Example_02_Delegated_Access im

Active Directory Endpoint

Program Exits Reference I Attribute Mapping | Logging | Statistics
Securty | Failover Exchange General Configuration

Endpoint Settings I
ADS Server |

This ADS Server is also running an Bxchange 2000 Server

Home MTA: Boft Bxchange CN=5ervices CN=Corfiguration, DC=exchange, DC=dom

Exchange Gateway Server : I ;I Change |
Specific parameters

IVCameaﬂtimeout: |1EDD seconds Keep Cam/Caft 1/0 files: v

Groups in the following Active Directony container will not have members
removed during synchronization. Use LDAP name, for example:
CN=MyCrgUnit CM=Users, DC=ca, DC=com

ia Provisioning Manager - by CA (im:etaadmin@im) - [Endpoint Task/1 (A

%5 File Edit View Frame Object  Window Help

8 M| Y |
Wizards Users Roles Endpoints System
| |Object Domains: [im ] | Domains_| HObj
| JSimpIe attribute: |EndpaintName | Advanced
EndpointMame  * |Domain I
Example_01_with_Full_Domain_Admin_Access im
Example 02 Delegated Access lim |
Active Directory Endpoint _
Endpoint Settings I Program Exits Reference I Attribute Mapping I Logging I Statistics
ADS Server I Security I Failover Exchange General Configuration

This ADS Server does not un an Exchange 2000 Server

Home kT I

Exchange Gateway Server I

;I Change |

Cam/Caft timeout: I'I 200 zeconds

Groups in the following dctive Directory container will not have members
removed during synchronization. Use LDAP name, for example:
Ch=kpOrgUnit CH=Uzers DC=ca DC=com

Specific parameters
’7 Keep Cam/Caft 140 fles:. W

oK I Cancel

Apply

EXCHANGE ACCESS CHECK - NO EXCHANGE SERVER SEEN WITH

DELEGATED ACCOUNT WITH CRUD ACCESS -




Z

File Action View Help

o 7F XE &= HE

ADSI Edit

2’ ADSI Edit
Fi ﬂ Configuration [DC001.exchange.dom]
4 || CN=Configuration,DC=exchange, DC=dom
|| CM=DisplaySpecifiers
|| CM=Extended-Rights
|| CM=ForestUpdates
] CM=LostAndFoundConfig
] CN=NTDS Quotas
] CM=Partitions
] CN=Physical Locations
4 || CN=Services
[ "] CM=Claims Configuration
[ | CM=Group Key Distribution Service
4 | CM=Microsoft Exchange
4 [ CN=First Organization
] CM=Address Lists Container
] CM=AddressBook Mailbox Policies
[ | CM=Addressing
4 || CN=Administrative Groups
4 || CN=Exchange Administrative Group (FYDIBOHF235PDLT)
[ CN=Advanced Security
[ CN=Arrays
] CM=Database Availability Groups
] CM=Databases
|| CM=Folder Hierarchies
[ CN=Routing Groups
4 || CH=Servers
4 [ CN=EXCHDD
] CM=InformationStore
] CN=Microsoft MTA
7] CMN=Microsoft System Attendant
7] CN=Protocols
[ "] CN=Transport Cenfiguraticn

|| CM=Approval Applications
T CK= Atk Canfiaoratinn

A ||| Name Class Distinguished Mame

[ "] CM=First Organization msExchOrga...

Securty

Group or user names:

- 4 A thenticated Users

%Organizatinn Management (EXCHANGE \Organization Manage...
% Public Folder Management (EXCHANGE Public Folder Manage. ..

% Delegated Setup (EXCHANGE \Delegated Setup)

% Exchange Servers (EXCHANGE \Exchange Servers)
2 Exchange Trusted Subsystem (EXCHANGE \Exchange Trusted ... | ¥

| Add..

|| Bemove |

Pemissions for Autherticated Users Allow

Full cortrol

Read

Write

Create all child objects
Delete all child objects

>

[ ]

]I:IDDI:IDE?l

<

For special permissions or advanced settings, click
Advanced.

Leam about access control and permissions

&
'S
!

ok || Cancel ||

CM=First Organization, CN=N

Attribute Editor | Security

Actions

CMN=Microsoft Exchange -

More Actions

Group or user names:

% Bxchange Trusted Subsystem (EXCHANGE \Exchange Trusted .. | ~
& Administratar (Administrator@exchange dom)

E Domain Admins (EXCHANGE Domain Admins)

% Enterprise Admins (EXCHANGE \Enterprise Admins)

- 4|M_Delegated Admin_Group (EXCHANGENM_Delegated Admin...

Pemizsions for
IM_Delegated Admin_Group

Full contral
Read
Write
Create all child objects
Delete all child objects

For special pemmissions or advanced seftings, click

Advanced.

Leam about access control and pemissions

OK || Cancel || oy | Heb

USE MS TOOL, ADSIEDIT, AS AN EXISTING AD ADMIN, TO UPDATE/VIEW SEC}JRITY OF EXCHANGE

CONFIGURATION IN THE ACTIVE DIRECTORY DOMAIN
& ADD NEW SECURITY GROUP WITH READ ACCESS




il Advanced Security Settings for Microsoft Exchange = | = iF Permission Entry for Microsoft Exchange u_-' o
)
Principal:  IM_DelegatedAdmin_Group (EXCHANGE\IM_DelegatedAdmin_Group) Select a principal D
Chwner: Enterprise Admins (EXCHAMNGE\Enterprise Admins) Change
Type: |Allow v|
Permissions Auditing Effective Access Applies to: |This ohject and all descendant objects v|
For additional information, double-click a permission entry, Te modify a permission entry, select the entry and click Edit (if available).
Permission entries: Permissions:
Type Principal Access Inherited from Applies to [C]Full control [] Create msExchOmaDeliveryProvider ohjects
d IM_DelegatedAdmin_Group (... This object and all descendant...
. . List content: Delet ExchOmaDeliveryProvider object:
5.3, Allow  Exchange Servers (EXCHANGE... Read MNone This object and all descendant... 15t contents [JDelete mskxchOmaDeliveryProvider objects
82 Allow  Public Folder Management (E... Special MNone This object and all descendant... Read all properties [] Create msExchOmaDeviceCapability objects
82 Allow  Delegated Setup (EXCHANGE..  Special MNone This object and all descendant...
82, Mllow  Organization Management (E..  Full control Nene This object and all descendant... [[]Write all properties [[]Delete msExchOmaDeviceCapability objects
82, Mllow  Exchange Trusted Subsystem ... Full contral MNone This ohject and all descendant... ) )
o . . . [[] Delete [] Create msExchOmaDeviceType objects
& Allow  Administrator (Administrator..  Full control MNone This cbject and all descendant...
&3‘ Allow  Authenticated Users Special MNone This chject only [ Delete subtree [] Delete msExchOmaDeviceType objects
83, Mllow  Enterprise Admins (EXCHANG... Full contral CN=Cenfiguration,DC...  This object and all descendant...
H2 Allow  Domain Admins (EXCHANGE...  Special CN=Cenfiguration,DC...  This object and all descendant... [v] Read permissions [] Create msExchOrganizationContainer objects
[] Modify permissions [[] Delete msExchOrganizationContainer objects
| Add || Remove || Edt | Restore defaults
[ Madify owner [] Create msExchOrganizationSettings objects
| Disable inheritance |
[ All validated writes [ ] Delete msExchOrganizationSettings objects ~
oK | | Cancel | | Apply | oK | | Cancel

SELECT ADVANCED / EDIT TO GRANT READ ACCESS TO

"APPLIES TO: THIS OBJECT AND ALL DESCENDANT OBJECTS™




Connection Settings

Specify Credertials
Credentials

semame:
Connection Point Usemame:
O Select or type a Distinguished Name or Naming Context: For e.g. Domain*User or DM ar sAMAccountMame or userPrincipalMame

(®) select a well known Naming Context:

- Port Mumber: I:I

Computer Protocal

() select or type a domain or server: (Server | Domain [:port]) B
] o
(®) Default (Domain or server that you logged in to) (_) Global Catalog

[ ]Use 55L-based Encryption

[] Simple bind authertication

CHECK ACCESS IS CORRECT. CLICK ADVA
AND USE NEW SERVICE ACCOUNT & PASSWORD



P

Eile  Action

&= >

View Help

XEG= H

E ADS| Edit
4 _ﬂ Configuration [DC001.exchange.dom)
4 [ | CM=Configuration,DC=exchange, DC=dom
[ CM=DisplaySpecifiers
[ 7] CMN=Extended-Rights
[] CMN=ForestUpdates
[ ] CM=LostAndFoundConfig
| CM=Partitions
[ ] CM=Physical Locations
4 || CM=Services
[ CM=Claims Configuration
[ CM=Group Key Distribution Service
4 [ | CN=Microsoft Exchange
|| CN=First Organization |

[ CM=Microsoft Exchange Autodiscover
[ CM=Microsoft SPP
[ CM=MsmgServices

IF ACESS IS

Z ADSI Edit
File Action View Help
e 7nE XE = B
A i Configuration [DC001.exchange.dom] ~ || Name Class Distinguished Name Actions
4[] CN=Configuration,DC=exchange,DC=dom | L2 CN=InformationStore msExchinfor..  CM=InformationStore CN=EX CN=EXCH001 -
] CN=Display5pecifiers 7] CN=Microsoft MTA mTA CN=Microsoft MTA,CM=EXC :
J_ CN=Extended-Rights ] CN=Microsoft Systern Atte.. exchangedd.. CMN=Microsoft System Attend More Actions ’
J_ CN=ForestUpdates ) ] CN=Protocols protocolCfg..  CN=Protocols, CN=EXCHO01,
[ CN=LostAndFoundCenfig ] CN=Transport Configuration msExchExch.. CM=Transport Configuration,

7] CMN=Partitions
| CM=Physical Locations
4 [ | CN=Services
] CN=Claims Cenfiguration
] CN=Group Key Distribution Service
4 [ ] CN=Microsoft Exchange
4[| CM=First Organization
7] CN=Address Lists Container
7] CN=AddressBook Mailbox Policies
[ CM=Addressing
4[| CN=Administrative Groups
4 [ | CN=Exchange Administrative Group (FYDIBOHF235PDLT)
] CN=Advanced Security
[ CM=Arrays
[ | CM=Database Availability Groups
| CN=Databases
"] CMN=Folder Hierarchies
| CM=Routing Groups
4 [ 7] CM=Servers
4155 ncpxcrmn|
"] CM=InformationStore
[ CN=Microsoft MTA
] CN=Microsoft System Attendant
7] CM=Protocols
] CM=Transport Configuration
[ | CMN=Approval Applications
| CM=Auth Configuration
[ ] CN=Availability Configuration
T CM=lient Arrece

, ACCOUNT WILL NOT BE ABLE T

ACCESS BEYOND CN=MICROSOFT EXCHANGE.

IF ACCESS IS

, ACCOUNT WILL BE ABLE TO'VIEW ALL
EXCHANGE SERVERS IN THE ACTIVE DIRECTORY DOMAIN




ENSURE SERVICE'S AD ACCOUNT
TAB IS POPULATED FOR BOTH USER
LOGIN NAME FIELDS

OTHERWISE THIS ERROR WILL
APPEAR IN THE IMPS ADS LOGS /

“UNABLE TO RESOLVE OBJECTSIV




sProgram Files (x86>~CA~Identity Manager~Provizioning Sewrver~hin’net stop im_ccs
he CA IdentityMinder — GConnector Server (C++) service iz stopping.
he CA IdentityMinder — Connector Server (C++) service was stopped successfully.

wProgram Files <(x863>~CA~Identity Manager~Proviszioning Server“binrnet start im_ccs
he CA IdentityMinder — Connector Server (C++) zepuvice iz starting...
he GA IdentityMinder — Connector Server (C++) service wasz started successfully.

= CAWindows\system32\cmd.exe | = | o |

slzepssadministrator . ERCHANGE-Desktoprzset USER=etaadmin
slzepssadministrator. EACHANGESDesktoprzet PUD=PassuwordBfi
slzepssadministrator. EACHANGE~Dezktoprzset DOMAIMN=im

slzepssadministrator . EACHANGESDesktoprzet ADS=Example_@A3_Delegated_Access_with
Exchange

sslzerssadmninistrator ERCHANGESDezktopXset PROVPATH=C:“Program Files <x86>“CA%I
entity Manager~Provizioning Server~hin

slzepssadministrator . EACHANGESDesktop»''C:snProgram Files (x86>~CA~Jdentity Mana
iger~Provisioning Servershinsldapsearch.exe" —x —LLL —h imps@#81 -p 28389 -D "eTGl
phallserMame=etaadmin,eTGlohalllzserContainerMame=Glohal Users.eTMameszpaceName=Com
onObjects . dec=im.dc=eta'" —w PasswordBl -bh "eTADSDirectoryName=Example_BA3_Delegat
ed_Access_with_Exchange .eTMamespaceMame=ActiveDirectory,.dc=im,.dc=eta' —s hase '(
phjectclass=eTADSDirectory’’ eTADSexchangeStores eTExplorelpdateEtrust
Additional information: :ETA_S_@A@23<EDI>, Active Directory Endpoint *Example_BA3
De legated_Access_with_Exchange’ expluratlun successful: {objects added: B, delet
ed: B, updated: 1. wnchanged: B, failures: B>

tslzepssadministrator . ERCHANGESDesktopipause
ress any k to continue . . .




? Active Directory Endpoint [ [ x|

Active Directory Endpoint
Endpoint Settings I Program Exits Reference I Attribute Mapping | Logging I Statistics I Endpoint Settings I Program Exits Reference I Attribute Mapping | Logging I Statistics
ADS Server I Security I Failover Exchange General | Configuration ADS Server I Security I Failover Exchange General | Corfiguration

This ADS Server is also running an Bxchange 2000 Server This ADS Serveris also running an Exchange 2000 Server
Home MTA: N=Microsoft MTACN=EXCHDI01 CHN=5ervers, CN=Exchange Adminis Home MTA: B a
Exchange Gateway Server I ;I Change | Exchange Gateway Server : IE}{CHEN ;I Change |

Specific parameters Specific parameters
’7Camf'Caﬁ timeout: I'IEDD seconds Keep Cam/Caft 140 files: W ’VCameaﬁ timeout: I'IE'[H] seconds Keep Cam/Caft /0 files: v
Groups in the following Active Directony container will not have members Groups in the following Active Directory container will not have members
removed during synchronization. Use LDAP name, for example: removed during synchronization. Use LDAP name. for example:
CM=MyOrgUnit CH=Users, DC=ca.DC=com CM=MyOrgUnit CH=Users, DC=ca, DC=com

ok | Cancel Al ok | cancel | il

OPEN IMPS MANAGER AND THE AD ENDPOINT PROPERTIES TAB TO ZHECK
EXCHANGE GENERAL IS NOW POPULATED. CHECK CHANGE AXD SELECT THE

"GATEWAY SERVER" EXCHANGE SERVER ENTRY




ADDED THE CORRECT
EXCHANGE SERVICE

cur Sessions

Address Account Telephones

Remote Desktop Services Profile Attribute Editor Remote Desktop Services Profile
Member Of | Password Replication Member OF

Remote control

GROUP LEVEL OF
ACCESS TO ALLOW
CREATION &
MANAGEMENT OF
MAILBOXES (& RIGHTS)

FULL ACCESS —
ORGANIZATION
MANAGEMENT

MINIMAL ACCESS -
DISCOVERY
MANAGEMENT

Member of :
Mame Active Directory Domain Services Folder
Domain Users exchange.dom/Users
IM_Delegated Admin_Group  exchange dom/AD_Service_Accounts

Organization Management exichange dom./Microsoft Bxchange Secu

|zers exchange .dom./Builtin

g w ]

Primary group: Domain sers

There iz no need to change Primary group unless
S L NELEILLL you have Macintosh clients or POS1X-compliant

applications.

Member of:

MName Active Directory Domain Services Folder

Discoverny Management exchange dom/Microsoft Exchange Secu

Domain Users exchange.dom/Users
IM_DelegatedAdmin_Group  exchange domAAD_Service_Accounts
|zers exchange.dom./Builtin

g w ]

Primany group:

There iz no need to change Primary group unless
SRl TLE LI you have Macintosh clients ar POS1X-compliant

applications.

Domain Users

AR\

AN


https://supportcontent.ca.com/cadocs/0/CA IdentityMinder 12 6 2-ENU/Bookshelf_Files/HTML/idocs/index.htm?toc.htm?1569112.html

o

__,'5}

File Action View Help

Services

— I —

e« F E .= HI

CA Message Queuing Server Properties (Local Comput... | = |

Mame
Ok ActiveX
....r Applicat

. Services (Local)

i Applicat
% Applicat
..-.r Applicat
i Applicat
5 Applicat
7 ASP.NET
., Backgrol
. Backgro)

., Base Fily

Services

General | Log Cn |Hecu'u'er'_.r | Dependencies |

Log on as:

() Local System accourt
Allow service to interact with desktop

(@ This accourt: |caadmin@exd13nge.dnm | | Browse. ..

Password:

Confirm password: |||-||||-|| |

Help me configure uger account log on options. e

L CAM

% Certif

Services

The new logon name will not take effect until you stop and restart the
SEMViCE,

Windows Security

Run as different user

Please enter credentials to use for
ChAWindows\ System 32\ WindowsPowerShellvwl.0hpowershell exe.

4 Claim
5 CNG B
% COM]
0% COM]
,..r Comg

S Crede

% Crypt

The account caadmin@exchange.dom has been granted the Log On As
A Service right,

OK

[caadmin ]

[ceeessense ]

Dormain: EXCHAMNGE

5, DCONm

Lo Device A

OK || Cancel || Apply

Lo Device |

UPDATE SERVICE ACCOUNT ON EXCHAI\K{SERVER




ca Provisioning Manager - by CA (im:etaadmin@im) - [Endpoint Task/1 (Active Dir. Accol

: . . . . . Znd_Account_Enterpri;e_Admin
“: File Edit View Frame Object Window Help

£ hd % P :
Wizards Users Roles Endpoints Systermn Mailbox .

| Object Domains: [im |- Domains ||| Object type g Create Maibbox -
JSimpIe attribute: IEndpnintName ;I Advanced | Val [

ADSAccount

2nd_Account_Account_Operat...
2nd_Account_Domain_fdmin
2nd_Account_Enterprise_Admin

test_user_01 Mailbax server:

[E—

[¥ Create an Exchange maibox

Alizs:
|test_user_|]'l

Content | First Organization/Exchange Administrative Group (FYDIBOHF23SPDLT)V/EXCHO0T |
Check A Svnchronizati Mailbox store:
eck Account Synchronization
¥ (Automatic Mailbox, Distribution) -
Show Synchronization Detail... T O
List User
EKP'DF&-‘rCDFFE|EtE... g Creating Account with the following parameters:
Custom.. r Set Password ... Object DN: ICN:test_user_D‘l OU=Cffice_002,0U=CompanyABC_Users_OLU,DC
Rename... Create Mailbox e TV I
7 " mailMickname test_user 1
Move... Move Mailbox homeMDEB (Automatic Mailbox Distribution)
Duplicate... Delete Mailbox mDBlseDefauits TRUE
Delete... Remowve Exchange Attributes

Remove Account from User...

Remowve from Account Template...

Synchronize Accounts with Account Templates...

Relocate Accounts by Account Template...

< Back I Finish I Cancel

Copy Object(s)
Paste Object(s)

Wizards

Properties

TEST CRUD WITH ADDING EXCHANGE MAILBOX







ADDITIONAL NOTES = IMPS ON WINDOWS 20172
SERVER



2013.12.23.17:23:55.746 INFO C++ Connector Server - TID=0x8a8:
create DMODirectoryEntry 0x27d8eb0

2013.12.23.17:23:55.746 INFO C++ Connector Server - TID=0x8a8:
create DMODirectoryEntry 0x27d%030

2013.12.23.17:27.07.302 FATAL C++ Connector Server - Failed to
load module W2KNamespace.dll

20] 3] 223] 727073] 7 FATAL C++ Connecfor "%‘ i A
load module W2KNamespace.dll

2013.12.23.17:28:54.679 FATAL C++ Connector
load module W2KNamespace.dll P

Installation started on IMP5001.exchange.dom

Installation progress

MET Framework 3.5 Features
.NET Framework 3.5 (includes .NET 2.0 and 3.0)

Results

ADD .NET 3.5 FRAMEWORK
FOR WINDOWS 2012 TO

ress
page again by clicking MNotifications in the command bar, and then Task Details.

ERROR MESSAGE




Certificate Installation Checker

This option will perform an 551 handshake with a local or remote
S5L socket (https, pop3s, imaps, ldaps, etc) and then show you Server Address: | dc001.exchange.dom
what certificates that service serves to dients.

This is useful for troubleshooting intermediate certificate issues, Port Mumber:
similar to DigiCert's anline tool at www . digicert. com/help but the
online version can only diagnose services which have public IP

addresses, S5L/TLS Mode: |Auto determine by port number W |

T O O L T O You can double-dick on each certificate in the results to view
more of its details. |Q..|eryr Server | | Close
v | E W | F A D Certficate list returned from server

dec001.exchange.dom

D O M A | N O R Subject CM=dc001. exchange.dom
Issuer CMN=2013-11-13 ROOT CA for CA IM Active Directory Connection

Serial Mumber 01

SERVER CA e Sovovs

Valid Ta 11-MOV-2023

CERT IS
DEPLOYED &
AVAILABLE
FOR IMPS USE




Administrator; Command Prompt

sProgram Files <(xB6>-CAxIdentity Manager“Provisioning Serversbinradsldapdiagy —v dcBBl.exchange.dom —u caadminlexchange
.dom Passworddl

c2 61 dB ad d7 81
7?5 be 6c 3f 67 La:de 38 9 eb . 17gNZ @Bom.s. k
4h 11:688 13 E
8 9c:8h 76 >....1k

?1:3d h?
d4:1f 14
1a:5h bc
hd:ea 82 1
e3:=27 Bc B }7B....Eu...)
?2:fh 66 2o x."pljLH.LE.
cA:=92 28 .8 P.. K..uw .
df :4c bha
da:43 eb "’;]g C.{..7.
c3:=46 9hb .. ..F._.R._.8
88:1c 92 H
11:FF a2
hd = 4F 892
67:56 8d i
id:=h1l a2 h.o.=z..J....JA™..
£f5:16 dd la..@R
?1:94 5h @ k....q...x_:[.
A3:0808 98
17:40 31
I1L:F7 Ba
42 :@h 5h

71 bytes of handshake data received

14 83 60 B0 81 61 B2:80 A8 3c Sf

d?7 57 2@ d2 46 B9 c3:8c ch 7d 58

15 35 28 11 da 2c 54:84 33 ae hB .

c2 ab 51 57 Ad 5d 40 A3:e8 @b 1e d ..QY. 18....38. %
eb 36 49 cB al cl1 26 .Bl...6

andshake was successful

eprtificate Information

Berver subject: CH=dcBBl.exchange.dom
ersion: a
alid From: Wed, Mov 13, 2813 92:58:82 AM
alid To = Sat,. Mov 11, 2823 92:58:092 AN
Fublic key: RERA
Signature algorithm:
shalREA
Berial number: B1
Gerver issuer: CH=2013-11-13 ROOT CA for CA IM Active Directory Connection

Frotocol: S5L3
ipher: RC4
ipher strength: 128
ash: SHA
ash strength: 168

Key exchange: RSA

Key exchange strength: 46876

Rending Close Motify

e QR il




DESTIMATIOM SERVER

Installation progress EXCHOO1 exchange dom

ENSURE EXCHANGE

SERVER HAS .NET 3.5 —_————
INSTALLED; N e e

OTHERWISE IT WILL B

REQUIRE A REBOOT
OF THE EXCHANGE
SERVER + ANOTHER
REBOOT FOR MS

VC++ 2008

NN



