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BLC Background

The CA Identity Manager Bulk Loader Client (BLC) is a pre-built java module to call the CA Identity Manager Task
labeled as “ObjectFeeder” with the friendly business name of “Bulk Loader”

This “Bulk Loader aka ObjectFeeder” task is exposed through the Identity Manager TEWS.
 When IM TEWS is enabled, this will allow a remote client to communicate via authentication to select Identity Manager
Tasks, that have the “checkbox” for Web Service enabled.
The BLC may be configured in four (4) way(s) for authentication:
* No authentication, UserID only. {Fine for testing; Not for production environments}
* UserID/Password via IMCD Userstore (J2EE or via Web Server redirect to J2EE)
» UserlD/Password via SM Authentication (via IMCD Userstore) & SM WebAgent on Web Server
* UserlD with WSS (Web Services Security) {when using other Web Security Solutions}

The BLC URL should be the protected URI for the IME to avoid security exposure by using an anonymous bind to
submit requests/updates to the IME

Recommend a new userlID, for SOD business requirements, be used for the BLC Feed process, e.g. idmfeed.
* This ID only has access to a single IM Admin Task, e.g. “Bulk Loader aka ObjectFeeder” via a new IM Admin Role “IM Feed”
* Create the new IM Admin Role “IM Feed” and assign the “Bulk Loader” IM Admin Task & the IM User “idmfeed”
* Rotate the password for “idmfeed” as needed; update the BLC as needed.

Use more than one (1) BLC, to speed up processing to multiple J2EE servers (directly) or via a Web Server Farm.
* Use Pentaho / Spoon to pre-identify the use-cases for new, modify, rename, suspend, terminate, etc. & assign them unique actions.



Process / Methodology

Goal: Validate IM/SM bookshelf notes & TECH Note: TEC560908
For deployment / configuration of IM BLC with Siteminder (SM/SSO) & use of SSL for secure communication.

1)

2)

3)

4)

Deploy BLC with no SM auth nor SSL enabled within Web Server (redirected to J2EE tier)

a. No issues with bookshelf notes.

b.  Clarified steps for password reset after installation {to address business requirements that service account password must
rotate on a bi-annual basis}

Deploy BLC with no SM auth but with SSL enabled within Web Server (redirected to J2EE tier)

a. Clarified issue with SSL tokens required to be set for Web Server configuration; to ensure SSL certs were passed correctly.
b. Used SM bookshelf for clarification with Apache Web Server

Deployed BLC with SM auth and no SSL enabled Web Server (redirected to J2EE tier)

a. Clarified steps on which checkboxes to enable or disable on the IME Advance Settings Page
b.  Use XPSExport to capture pre & post states of SM enabled objects for IM TEWS
C. Identified gap with re-enablement of SM Auth & how to resolve

Deployed BLC with SM auth & SSL enabled Web Server (redirected to J2EE tier)

a. No issues after resolving the prior test cases



Bulk Loader CheckList - TEC560908

o

10.

11.

12.

Enable Web Services within your environment via IM Management Console for IME/Advance Settings/WebServices/ Enable Web Service checkbox.
Enable Web Services for "Bulk Loader" admin task within the IM User Console (IME) / Role&Tasks/AdminTasks/ModifyAdminTasks/ModifyBulkLoaderAdminTask/ Enable Web Service checkbox.
] Ensure the “Bulk Loader” IM Task is assigned to an IM Admln RoIe (System Manager or new Role) & the BLC userID (|dmfeed or idmadmin) is associated with the new IM Admin Role
W AE}-[Not required for BLC; only ObjectFeeder Task]

Ensure flelds are |dent|cal (case W|se) in both CSV and |mbquIoach|ent propertles -
If you are using IM 12.5 SP9 or later - ensure you are using Task tags in "actionToTaskMapping" field [Older release used Task Names, which had spaces]

For example: actionToTaskMapping=create.CreateUser;modify.ModifyUser;delete.DeleteUser

Make sure actionToTaskMapping contains correct mapping (of existing tasks) for all action types.
Note: Incorrect task, even if not used in the CSV you are trying to process, will fail the validation and therefore the entire Bulk Load process.

Verify the same CSV file can be used with the Bulk Loader Admin Task from Identity Manager
Special instructions for using Bulk Loader in a tokenized environment:
If you are using IM 12.5 SP9 or later with a tokenized environment - you must be using Task tags in "actionToTaskMapping" field

For example: actionToTaskMapping=create.CreateUser;modify.ModifyUser;delete.DeleteUser

Special instructions for using Bulk Loader with SiteMinder Authentication:
Make sure Identity Manager is functioning correctly with SiteMinder protecting it. Establish a normal login to Identity Manager Ul using the browser through the web server port (rather than the
usual application server port). If basic integration doesn't work, make sure you fix this before moving forwards with using TEWS and bulk loader client.

Set the isProtectedBySiteMinder variable in the imbulkloadclient.properties file to true.  [This will create IM TEWS6 related objects in SM objectstore]
Set the serverURL variable in the imbulkloadclient.properties file to reflect the web server port rather than the application server port.
Make sure that the SiteMinder user being used for the admin_id is valid and not locked out or disabled

Update Web Services configuration via the Management console Home / Environments / <YOUR_ENVIRONMENT> / Advanced Settings / Web Services to use the Basic Authentication for Site
Minder. [Ensure “Admin Password is required” checkbox NOT enabled]

Verify SiteMinder domain includes: TEWS realm (protected by same agent as Identity Manager), TEWS rule, TEWS policy (ensure that users tab have users that can authenticate and the rules tab has
both realm and rule associated).

Use SiteMinder Test Tool (from SM SDK) to test the connectivity, protection, authentication and authorization for the /idm/TEWS6/<IMEName> realm.

http://www.ca.com/us/support/ca-support-online/product-content/status/release-notes/using-the-siteminder-test-tool-sm-test.aspx
2. https://support.ca.com/cadocs/0/CA%20SiteMinder%2012%2052-ENU/Bookshelf Files/HTML/idocs/index.htm?toc.htm?347394.html

=



http://www.ca.com/us/support/ca-support-online/product-content/status/release-notes/using-the-siteminder-test-tool-sm-test.aspx
https://support.ca.com/cadocs/0/CA SiteMinder 12 52-ENU/Bookshelf_Files/HTML/idocs/index.htm?toc.htm?347394.html

How to run BLC on LINUX

blc_change_password.sh

#!/bin/bash
/opt/CA/blc/bin/blc.sh --storeEndpointinfo --endpointinfoFile imblc_pwd_reset_input_file.txt

1. Install & extract the Windows or Solaris Build of BLC

2. Copy the extracted files and folders (jar files) to a folder on Linux

3. Extract the shell script from Solaris build.

4. Update the shell script to reflect Linux environment, shell, & paths

5. Update the shell script with extra mail.jar file from IAMSuite Tools / Workflow Client / Lib folder

6. Update properties file to current URL, ID, Password, use of SM.

7. Update JDK keystore if SSL is to be used.

8. Create a feed.csv file and validate load.

blc.sh

W1 bin/sh blc_example.sh
DIRNAME="dirname $0' #!/bin/bash
cd "$DIRNAME" Jopt/CA/blc/bin/blc.sh -v -f CSV -i Jopt/CA/blc/bin/feed.csv

TRUSTSTORE="/opt/CA/blc/bin/imblc.ks"
TRUSTSTORE_PASSWORD=changeit
JAVA_HOME=/opt/CA/jdk/jdk1.7.0_71_x64
PATH=SPATH:SJAVA_HOME/bin

if [ -x../_uninst/_jvm/bin/java]; then

../_uninst/_jvm/bin/java -mx1024m -Djava.util.logging.config.file=../conf/imbulkloadclient_logging.pro
perties -Djavax.net.ssl.trustStore="STRUSTSTORE" -
Djavax.net.ssl.trustStorePassword="STRUSTSTORE_PASSWOR
D" -Dcom.ca.commons.logging.nologdj=true -cp ".:../conf:../lib/mail.jar:../lib/imbulkloadclient.jar" com
.ca.iam.imbulkloadclient.IMBulkLoadClientApp S$*
else

java -mx1024m -Djava.util.logging.config.file=../conf/imbulkloadclient_logging.properties -Djavax.net.
ssl.trustStore="STRUSTSTORE" -Djavax.net.ssl.trustStorePassword="STRUSTSTORE_PASSWORD" -
Dcom.ca.commons.
logging.nolog4j=true -cp ".:../conf:../lib/mail jar:../lib/imbulkloadclient.jar" com.ca.iam.imbulkloadcl
ient.IMBulkLoadClientApp $*
fi

imblc_pwd_reset_input_file.txt

# Select the Inputs to be convert or copied to the properties file
# User and serverURL may be skipped for updates

# Password is clear text; and will be hashed (Crypt)

#

#user=idmadmin

password=Password01
#serverUrl=https://imwa001.im.dom/iam/im/TEWS6/cam

feed.csv

action, uid, %FIRST_NAME%, %LAST _NAME%,%FULL_NAME%,%0ORG_MEMBERSHIP%
create, bob02, bob, bob01, bob01 bob01,"ou=people,ou=cam,o=ca"

imbulkloadclient.properties

#serverUrl=https\://sandbox01.lab.dom/iam/im/TEWS6/cam?wsdI
serverUrl=http\://sandbox01.lab.dom:48080/iam/im/TEWS6/cam?wsd|I
uniqueldentifierAttrName=uid
actionToTaskMapping=create.CreateUser;modify.ModifyUser;delete.DeleteUser
primaryObject=USER

user=idmadmin
feederParserClass=com.ca.identitymanager.feeder.parser.CSVParser
actionAttrName=action

isProtectedBySiteMinder=true
password=devrhQ2YEm5REQIGa3tyoPkiTOeOuYNpgjS1ZIsz9B8\=




Test IM BLC with SM + SSL

i Administrator: CA\Windows\system32\cmd.exe — O

I:\im_win_blc\caim-bulk-loader\bin>imbulkloadclient.bat -uv -f CSU -1 feed.csvu
java version "1.7.0_79"
Java(TH) SE Runtime Environment (build 1.7.0_79-b15)
Java HotSpot(TM) 64-Bit Server UM (build 24.79-b02, mixed mode)
IM Bulk Loader invoked ...
Loaded configuration options from properties file: ../conf/imbulkloadclient.prop
erties
Input file name: feed.csu WORKING WITH SM AUTH AND SSL
Input file format: CSU .
Transformation of input file finished successfully (Self-signed Cert)
Server URL: https://sandboxB01.lab.dom/iam/im/TEWSE/cam
Submitting all records in one request
to use feeder parser class: com.ca.identitymanager.feeder.parser.CSUP

to use unique ID attribute name: uid

to use action attribute name: action

to use primary object: USER

to use action to task mapping: create.CreateUser;modify.ModifylUser ;de
lete.Deletelser
Finished successfully - Transaction ID: ddéi4TtaTc-7f88799a-3T4aee9c-0f0223
I:\im_win_blc\caim-bulk-loaderibin>




Additional and Supporting Notes

The below slides may be considered as support notes, with regards to
capture of error messages, troubleshooting steps, and ssl
configurations.



Enable SiteMinder Basic Authentication For IM TEWS




(= C' A [) sandbox01.lab.dom:8080/iam/immanage/webservice.do?method=edititem&envoid=1 wl E3

(O] Bookshelves (] CAUrls (3 LAB_New (O3 Other (@ vSphere Web Cl... (] SFDC & Documents - O... » (J Other bookm
;‘a. Management Console Hel
[technologies

Home > Environments > cam > Advanced Settings > Web Services

Web Services Properties

Value
Enable Execution < Enable Web Service
Enable WSDL Generation Enable Web Services Dynamic WSDL Generation l
Enable admin_id (allow . Enable admin_id (allow impersonation)

Admin password is required Disable Admin Password ... when using SM Auth
SiteMinder Authentication (None) '
» Basic Authentication || Enable SM Basic Auth;

Other May view new SM Policies for TEWS6 URI Realm

Username Token
(Password Text)

Generate WSDL in WS-
form (Note: your existing
TEWS code may need to be
modified).

Generate Exception when
No Items are found




Enable admin_id (allow impersonation)
Specifies whether TEWS supports impersonation.
When this option is selected, TEWS uses the admin ID found in the SOAP message sent to the web service to authenticate the request.
When this option is not selected, the ID of the user who generated the request is used to authenticate the request.
This option is ignored when using WSS authentication.

Admin password isrequired  [Needs to be disabled for SM AUTH]

Specifies that CA Identity Manager obtains the admin ID from the session information to determine whether the administrator is
authorized to perform the task.

This field is ignored when using WSS authentication.
SiteMinder Authentication
When CA Identity Manager integrates with SiteMinder, you can configure SiteMinder to secure the URL for web services.
_ None (default)
SiteMinder does not secure the web services URL. In this case, use an external method to secure the web services URL.
_ Basic Authentication
SiteMinder basic authentication secures access to the web services URL.

When selected, CA Identity Manager automatically creates the authentication schemes, domain, realm, rule, and policies that are

required to secure the URL for web services. You can modify these configuration settings in the SiteMinder Policy Server user
interface.




A View of SiteMinder Objects Added when TEWS is

enabled for SM Basic Authentication




SiteMinder F55 Administrative Ul

S

| Session Edit View Tools Advanced Help

All three (3) IM Realms under IME Domain

| System Domains | Global Palicies

Marme Agent Resource Filter Description
+ @ Domains i cam_ims_realm idmembedded Jiamfimjcam/
b @ FedBackChannelBasicDomain i cam_pub_realm idmembedded fiamfirmjcampublicf
b @& FedBackchannelCertDomain i cam_TEWSE realm  idmembedded fiamfimTEWSE/cam
b @ FederationwebServicesDomain
= @ camDomain These three (3) realms are built automatically via the IM:SM integration via ra.xml & the IM library for Siteminder.
T
i cam_ims_realm * IME (IMS + PUB) are built when a new IME is created in the IM Management Console
i cam_pub_realm * WebService (TEWS6) is ONLY built after IME & WS=true & SM Auth=Basic in the IME Advance Settings/Web Services.
J cam_TEWSE_realm
< Responses

= policies ; R Ad ministrative Ul

[+ [=] wariables

Session Edit View Tools Advanced Help

BB E| | x|

Systern | Domains | Global Policies List of Rules and Realms for cm_TE".ﬂv‘Sﬁ_realm _ __
f Mame Resource Agent [Action €4| Active |Enabled | Description
- & Domains T cam_TEWS6_rule  Jfiam/im/TEWSE cam™ Get,Post e

I @ FedBackChannelBasicDomain
b @ FedBackcChannelCertDomain

P @ FederationWebServicesDomain
- @ camDomain

| Dive into the TEWS6 Realm

= i Realms

i cam_pub_realm
. cam_TEWS6 _realm| NOTE the URI (Resource) Path & Allowed Actions
+ Responses
= Policies
[» [=] WVariables



im:SM

SiteMinder Realm Dialog
Realm Properties

*hHame: Description:

cam_TEWSG _realm |
Resource | Session | Adwanced |

Fesource

*AQENT: |idmembedded

[ ek Agent )

Lookup...

Resource Filter: |/iam/im/TEWSE/cam

Effective Kesource:
idmembedded{imwadd Ll im. domfiam fimfTEWSe fcam

Authentication scherme Default Eesource Protection

cam__idm_defauli_auth (i Protected

N Unprotected

Defaults

QK | Cann:el| ,&,t:lplﬂ

Fealm cam_TEWS&_realm

Primary Agent used by IM

(defined with a SM ACO object)

Note: Auth Schema may be default or BASIC
(default includes BASIC Auth)

SiteM

*Mame:

inder Rule Dialog

Rule Properties

HELF |

Description:

fram_TEWS6 _rule

Fealm and Eesource

Fealm: cam_TEWSE _realm

Fesource:

Allowe fDemy and EnablefDisable
'hen this Fule fires:

i Allave Access _Demy ACcess

Effective Resource:
idmembedded{imwado L. im. dom) fiam fimJ TEWS G fcam™

Enahble or Disakle this Fule:

W Enabled
[ | Perfarm regular expression pattern matching
Artion Arhvanced
O Welb Agent actions Connect T TRE T | Active Rula |
o Delete
~Aunenticatin events
_Authorization events  |Head
Qptions Set | |
~Impersonation events

Artion: Get,Post

(8] ;8

(Mo Time Eestrictions applh

Defaults

Apply |

Canl:el|

Fule cam_TEWSE_rule




SiteMinder Realm Dialog

SiteMinder Realm Dialog

Realm Properties _HELI Realm Properties HELF
ThHame: Description: *Marme: Description:
cam_TEWS6_realm | cam_TEWS6_realm |
Resource SESSION | igvanced | Resource | Session Advanced |
Session Timeouts
Hours  Minutes
Fegistration Directory Mapping
W Maximurm Timeout Enabled |2 0
lEw LISers ACCRSSiNG reSOUFCES in Ilsers who acCess resaources in
W Icle Timeout Enabled 0 20 this Realm will be registered using this Realm will ke authorized
this registration scheme: against this directory
(None) | (Defaulty |
Fersistent Session
Create Edit Mappings. ..
" Mo Persistent Sessian | ERIng
_Persistent Session Hours Minutes Seconds
= ‘ ‘ ‘ Ewvents
W Process Authentication Ewvents
synchronous Auditing Defaults
W FProcess Authaorization Events
_lsynchronous Auditing Defaults
QK Cancel | ,&pplﬂ (8]:4 Cann:el| Apply |

Realm cam_TEWSE _realm Realm cam_TEWSS_realm




Compare SiteMinder Objects for

Protected (cam) and Public (campublic



SiteMinder Realm Dialog

s Protected ENV (cam)

Marme: Description:

cam_ims_realm | SiteMinder Realm Dialog

Resource | Spssion | Advanced | Realm Properties HELF
Fesalrce *Marne: Descriptighs - . -
: SiteMinder Realm Dialog
cam_ims_realm |
: Realm Properties HELF
Resource SeSSion | igvanced |
. . *Mame: Description:
- . i Session Timeouts
Agent: ||dmembedded LooH cam_ims._realm |
{ Web Agent Hours  Minute
. . Resource | Session Advanced
Fesource Filter: |;'iam;'im,-'|:am,-' W b aximum Timeout Enabled |2 0 |
Effective Resource. _ - Wldle Timeout Enabled 0 20
idmembedded{imwad L. im. dom)fiam fimfcam/ Registration Directory Mapping
Fersistent Session BlEw USErS ACCessing resources in Users who acCess resources in
this Eealm will be registered using this Eealm will be authorized
i Mo Persistent Session this registration scheme:; against this directorg
Authentication Scheme Default Fesource Protection _IParsistent Session Hours  Minute iHone) _|| (Default) _||
HTML Form C Protected = Create| Edit Mappings... |
A nprotected
Syhichronous Auditing
OK | Cancel| Apply| » Events
_Isvnchronous Auditing
Realm cam_ims_realm W Process Authentication Events
. W Process Authorization Bvents Defaults
NOT Default. Changed from Basic to HTML Defaults gk | [Eancel] 1A
For better look and integration _—
Fealm cam_ims_realm
AR
(0], Cancel| ,&pplﬂ
Fealm cam_ims_realm




SiteMinder Rule Dialog

el Protected ENV (cam)

*Marme: Description:
1 l:am_rule
Fealm and Fesource AllowefDemy and EnaklefDisable
Fealm: cam_ims_realm When this Eule fires:
Fesource: i Allowe ACcess _Dery Arcess
Effective Resource: Enable or Disable this Rule:
idmembedded{imwad0 1 it dam)fiam fimf cam,™ W Enabled
_ Perform regular expression pattern matching
Artion Advanced

(" Web Agent actions Connect

AT AT

_Authorization events  (Head
Cptions Set | |
JAmpersonation events (S

Time Restrictions | Artive Rula |

I

iHo Time Restrictions appha

Action ShOW a” ACtionS Acvanced

Artion: Get,Post

. i i ;
(CWeb Agent actions  Options Time Restrictions Active Rule
Defaults Authentication events 5 oo et
i ProcessimL
AUthorization events bt Artive Rule: |
Q. Cann:el| APy |

Ampersanation events |Trace

Rule carm_rule Defaults M M

|




SiteMinder Realm Dialog

Realm Properties HELF

*Harme: Drescription:

cam_pulb_realm |
Resource | Session | Advanced |

Fesource

TAQent: |idmemt:uedded Lookup...

[ Web Agent )

Fesource Filter: |fiam,’im,’n:amput:uli|:;

Effective Fesource:
idmembedded{imwald L im. domfiam fimfcampublic/

Althentication Acherme Default Eesource Protection
cam__idm_anan_auth i Protected
[l Unprotected
Defaults OK | Cancel| Apply |

Fealm cam_pub_realm

mMarme:

Public ENV (campublic)

SiteMinder Realm Dialog

Realm Properties

Description:

HELF |

cam_pub_realm

Feagistration

Resource | Session Ad“"fﬂd|

Directory Mapping

Fealm cam_pub_realm

Mlewy Users accessing resaurces in Users whio access resaurces in
this Realtm will be registered using this Eealm will be autharized
this registration scheme: against this directoms
(Mone) | {Default) |
Create| Edit Mappings. ..
Defaults
Events
W
W
0] Cancel | Ay |




SiteMinder Rule Dialog

ol Public ENV (campublic)

*Mame: Diescription:
cam_pub_rule

Fealm and Fesource AllowefDemy and EnahlefDisable
Fealrm: cam_pub_realm When this Eule fires:
Fesource: (0 Allowy ACcess _Demy ArCcess
Effective Resource: Enable or Disahle this Eule:
idmembeddedimmwado im. dom)fiam fimfcampuilic f~ W Enabled
_ Perform regular expression pattern matching

Artion Adhvanced

(" Weh Agent actions Connect
Delete

Autnertieation evnts
_Authorization events  |Head

Qptions St | |
JAmpersonation events |

Time Restrictions | Artive Rule |

(Mo Time Restrictions apph

AT (G P o Show all Actions

Anvanced

i Wel Agent actions Cptions A

Defaults _ Post
_JAlthentication events ProcesssOAP

Titne Restrictions Active Rule

_Authorization events  |ProcessiML
Fut
Jmpersanation events (Trace

Fule cam_pub_rule d Edit Clear
— DefaU|tS 4 4

Ok | Cancel| Apply| Active Rule: |




SiteMinder FSS Administrative Ul

Session Edit View Tools Advanced Help
D ) [ ) o) [ <) 12

System | Domains | Global Policies

Mame £5| 1P | Expression | Ac... | Enabled | Description

- @ Domains &l cam_policy mr’

b # FedBackChannelBasicDomain & cam_policy TEWSE o

b @ FedBackChannelCertDomain

I @ FederationwebServicesDomain

= @ camDomain

~ i Realms
y cam_ims_realm cam policy are the IME Policies for protected and unprotected pages

i cam_pub_realm
J cam_TEWS6E_realm
+ Responses

=] wariables

TEWSS6 policies are unique Policies for the web service




SiteMinder Policy Dialog

Policy Properties

*Hame: Description:

cam_policy |

W Enabled
Users | REules | IF addresses | Tirme | Expression | Achvanced |

CAM Unified User qUU) |

Mame | ser Class

e ou=people, ou=im001,0u=cam,o=ca Crganization

User store used by both protected and public resources for IME

Add/Eemowe. .. | _lAllow Mested Groups _LARMD Users fGroups
(CAM Unified User (ULY is an Authentication and Authorization Directord

(0], Canl:el| Ay |

Policy cam _policy

*ame:

SiteMinder Policy Dialog

Policy Properties

Description:

cam_policy

W Enabled

Users Rules

I[P addreszes | Tirme | Expression | Adhvanced |

Fule

| Fealm

Fesponse

-4+ cam_rule

-4+ cam_pub_rule

g cam_ims_realm
o Ccam_pub_realm

Add/Remove Rules... | |

Defaults

Policy cam_policy

Ok | Canl:el|

Apply |




( SiteMinder Policy Dialog SiteMinder Policy Dialog

Policy Properties Policy Properties
r ¥

. IP Address




SiteMinder Policy Dialog : : : -
SiteMinder Policy Dialog
Policy Properties ] ]
Policy Properties

cam_policy

Defaults




SiteMinder Policy Dialog

Policy Properties

*Hame: Description:

cam_policy TEWSE |

W Enakiled
Users | Fules | IP addresses | Titne | Expression | Arhvanced |

CAM Unified User (UU) |

Current Members

Users/Groups forCAM Unified User (ULDH HEL

d=zer Class
Qrganization

S 0U=people, ou=imd0], 0u=Cam, 0=Cca

User store used by both for TEWS6 to IME

Add/Eemoe. . | _lAllow Mested Groups _1AMD UsersfGroups
CAM Unified U=ser (UUY is an Authentication and Autharization Directond

(0], Cancel| ﬁpplﬂ

Policy cam_paolicyTEWSe

Awailable Members

Marme User Class Mame | Uszer Class
fr ou=people, ou=imO01, ou=carm,0: Qrganizatio
Manual Entrhy Expression Editor
Entry. | Create Mew Expression ... |
Artion: Walidate Dk | |
Defaults
(], Cancel| Apply |

To add users, mowve users to the |eft takle



i siteMinder Policy Dialog

Policy Properties

*Narme: |DE5'3”F3“'3'”3 3 SiteMinder Policy Dialo

cam_policyTEWSE

Policy Properties
W Enatiled

*Mame: Description:

Users Rules | |p addresses | Titme | Expression | Arfvanced | CUTEWSE |
cam_policy

| Fule | Fealm | Fesponse
4+ cam_TEWSE _rule ;cam_TEWSE _realm

W Enabled

Users | Rules [P addresses | Tirne | Expression | Adhvanced |

NOTE: THIS RULE MAY GET RE-ATTACHED CORRECTLY IF SM P Address | Subnet Mask | Endl of Range | Name

AUTH WAS CHECK ON THEN OFF THEN ON AGAIN FOR THE IM
WEB SERVICE.

IF MISSING, RE-ATTACH MANUALLY WITH SM Ul (FSS or WAMUI)

AddjRemove Rules. . | | Set Response.. | Set Global Respd
Defaults ] | Canl:el| ﬁpplﬂ
Adel | PEAT EERTEVE
Policy cam_paolicyTEWSe
Defaults oK | cancel| Apply |

Policy cam_policyTEWS &



SiteMinder Policy Dialog

Policy Properties
SiteMinder Policy Dialog
e Policy Properties

EE T E:



SiteMinder Policy Dialog

Policy Properties

Defaults




SiteMinder Authentication Objects

The IM:SM integration will make unique copies of the SM OOTB Authentication Objects and add in the
IM IME as a pre-appended test to the usual SM authentication template objects.



im:SM

SiteMinder Authentication Scheme Dialoc

SiteMinder Authentication Scheme Dialog

Authentication Scheme Properties HELF AIEDEETE SHNETE i eries

ThHame: Description:

*Mame: Description:

cam__idm_anon_auth ||:am__|dm_an|:|n_auth

Scheme Commaon Setup scheme Comrnon Setup

Althentication Scheme Twype  Anomdanous Template S oMl T emplate

Frotection Lewel: 5 [0 = 1,000, higher iz more securea] Procim Level g 19 = 1L 010, Tl 05 fge SEee)

b -

Scheme Setup | agpanced Scheme Setup Advanced |

Defaults

Defaults

Libhrary: smauthanaon

- : ) : ) Uid=idmpublic,ou=people,au=im001, ou=cam,o=ca
Folicies associated with this user will apply to anomamnous Users: R A

T ser DM uid=idmpublic,ou=people,ou=imO0]1, ou=cam,o=ca Lookup

(0], Cancel | ,&pplﬂ

(0], Cancel| ﬁpplﬂ

Authentication Acheme cam__idm_anon_auth

Authentication Scheme cam  idin anon auth




SiteMinder Authentication Scheme Dialog

SiteMinder Authentication Scheme Dialo

Authentication Scheme Properties Authentication Scheme Properties
*Mame: Description: *rame: Description:
cam__idm_default_auth cam__idm_default_auth
Scheme Comiman S5etup Scheme Comman Setup
Althentication 5chetme Tywpe Basic Template Authentication 3cheme Tywpe Basic Template
Protection Lewel: ] [1- 1,000, higher is more secure] Frotection Lewel: 5 [1- 1,000, higher is more secure]
W Password Policies Enakbled for this Authentication Scheme W Password Policies Enabled for this Authentication Scheme
Scheme Setup | acvanced scheme Setup  Advanced
Defaults
Defaults

Library:  |smauthdir

-

(8] 8 Cancel | ARy | OF. Cancel | Afpaly |

Authentication 5cheme cam__idm_default_auth Authentication Scheme cam__idm_default_auth




SiteMinder Authentication Scheme Dialog

Authentication Scheme Properties SiteMinder Authentication Scheme Dialog

"Mame: Description: Authentication Scheme Properties HELR
HTML Form
Mame: Description:
Scheme Common Setup LTML Form
Authentication scheme Tyioe | HTML Form Termplate Scheme Comman Setup
Protection Lewel: 5 [1- 1,000, higher is more secure] Authentication 5cheme Type  HTML Form Template
W Password Policies Enabled for this Authentication Scheme Protection Lewel: 5 [1- 1,000, higher is more secura]

W Password Policies Enabled for this Authentication Scherme

Scheme Setup | Agvanced |

Scheme Setup  Advanced |

SM Default; NOT IM

_IUze Felative Target
SM Default; NOT IM

Web Server Mame: imwa001.im.clam

_ Use S5L Cannection Library: lsmauthhtml
*Target: |;5iteminderagent;furmz;lngin.fcc http: /fimwa00 1. im. dom/siteminderagent fforms/flogin.fcc ACS =0 EEL=0

Parameter:

W Allowe this scheme to save credential 1 Support non-browser clie

Additional Attribute Li | v
QF. Cancel | Apply |
Authentication 3cheme HTML Form oK Caleel | Apply |

Althentication Scheme HTML Fartm




SiteMinder Authentication Scheme Dialog

Authentication Scheme Properties SiteMinder Authentication Scheme Dialog

*hame: Descriptian: Authentication Scheme Properties HI
l:am_ime__idm_baSic_nr_}{SOg_auth *Name: Description:
Scheme Comman Setup cam_ime__idm_basic_or_x509_auth

Althentication Scheme Type ®509 Client Cert aor Basic Template dtheme Cormmon >etup

: : : Authentication 5cheme Type X509 Client Cert or Basic Template
Frotection Lewel: 5 [1- 1,000, higher is matre secure]

Protection Lewel: 5 [1- 1,000, higher is more secure]
W Password Policies Enabled for this Authentication Scheme

W Password Policies Enabled for this Authentication Scheme

Scheme Setup | Acvanced

Scheme Setup  Advanced

Defaults
Defaults
TLerver Mame: imwa001.im.dom:-1
*Target: |,’5iteminderagent,’tennptinnalfzmgetcred.5|:|: Library: |5mauth|:er1
_ Basic Credentials Ower 551

https: /fimwad0 l.im.dom:-1/siteminderagent /certoptional /smoetcred. sccicertark
| Parameter; | asic

|j5iteminderagEnt;nucenfsmgetcred.scc

0], Cancel | Ay |

Authentication Scheme cam_ime__idm_basic_or_x509_auth O Cancel | Apply |




SiteMinder Authentication Scheme Dialog

Authentication Scheme Properties

*hHame: Description:

SiteMinder Authentication Scheme Dialog

Authentication Scheme Properties

*Harme: Description:

Basic Directory Username fpassword

Scheme Cammon Setup

Althentication Scheme Type Basic Template
Frotection Lewel: 5 [1- 1,000, higher is more secure]

W Paszwiord Policies Enabled for this Authentication Scheme

Scheme Setup | Advanced

SM Default; NOT IM

], Cancel | Ay |

Althentication Scheme Basic

Basic Directory Username/fpasswor

Scheme Comimon Setup

Authentication 5cheme Twpe Bazic Template
Protection Lewel: 5 [1- 1,000, higher is more secure]

W Password Policies Enabled for this Authentication Scherme

Scheme Setup  Advanced

SM Default; NOT IM

Library.  [smauthdir

~

(0], Cancel| Apply |

Authentication 5cheme Basic




SiteMinder Domain Objects

The IM:SM integration will make a new unique SM domain for the IME.
This new SM domain will be labeled after the IME and create two (2) Realms (protected/public)

The protected realm will be labeled IME_ims_realm
The public realm will be labeled IME_pub_realm

The TEWS6 realm will ONLY be created when the IME Advanced Settings for Web Services is enabled for
SM Basic Auth. Validated with XPSExport before & after updating this setting.

The TEWS6 realm will be labeled IME_TEWS6_realm

Where IME = the real “ime” name


im:SM

i SiteMinder Domain Dialog x

Domain Properties HELF
*Marme: Description:
camDomain lﬁ'@:ess contral to lcentingdinder emvironment cam
Domain Type
_IGlabal Palicies Apply b
R = i == B o e 3 SiteMinder Domain Dialog
Domain Properties HEL
User Directories | spministrators | Realms | IdentityMinder Environments | .
T ame: Description:
@ CAM Unified User (UL} S;i;';p |camDumain L&ccesz contral to ldentityMinder environment can
Domain Type
_IGlobal Palicies Apply b
j P alics e aAfiliEte D
j User Directories Administrators | Realms | IdentityMinder Ervironments |
Defaults & siterninder
Defaults
Create| FedBCCertUserDirectorny << Add | FE I EE

(0], Cancel | Apply |

Diomain camDomain

Create e ] | FErae |

OF | Cancel| ,&,t:lplﬂ

Domain cambDamain




SiteMinder Domain Dialog

HELF |

Domain Properties

Marme: Description:

cambDomain IAU:ESS control to ldentityMinder environment cam

Diomain Tywpe

~IGlobal Policies Apply SiteMinder Domain Dialog

¢ e [ e = e i = = B e

Domain Properties HELF

L . P )

User Directories | Administrators  Realms | gentintinder Ervironments | Marme: Description:
camDaomain L&ccess control to ldentityMinder environment cam

Jocam_ims_realm

Jcam_pub_realm _ Damain Type
.\ cam_TEWSS. realm _IGlakal Policies Apply

(7 A [ e = e e [ = B =

User Directories | Administrators | Realms 1dentityMinder Environments

Defaults

Defaults

Create

I Cancel | Apply |

Ciamain cambDamain

cam < < Add R E

QF, Canl:el| ,&pplﬂ

Dnmain camDomain




SiteMinder Domain Dialog

Domain Properties HELF
THame: Description:
camDomain P-‘xccess contral to lcentityMinder emvironment cam
Diomain Tywpoe

_IGlobal Policies Apply
(e [ e =] o ] [ = = B =

User Directories | Administrators | Realms ldentityMinder Environments |

Added. Seems to have NO Value or Impact

%5 A Femaoye |

O | Cancel| ,&pplﬂ

Domain camDomain




SiteMinder UserStore Objects

The IM:SM integration will create a userstore object in Siteminder when a new Directory object is
created in the IM Management Console via a directory.xml

Create the IMCD / IMPS objects first without SSL for LDAPS, to confirm the objects are created.

To enable SSL for LDAPS, there are several pre-steps that need to be done.



im:SM

SiteMinder I.Iser_DirE:tnry Dialog

User Directory Properties HELF
"Hame:

Description:
lcAM Unified User (UU)

|DO HOT REMOVE - For use by [dentityMinder

Directory Setup | Cregentials and Connection | User Attributes

Directory 3etup
"Mamespace:
ReT=T o=l imwad0l: 41389 Canfigure. ..
LOAP Search LDAR User DM Lookup
Foot: Atar:
ou=people,ou=imO01,ou=cam,o0=ca ||:&|:uid=
SCope: Subtree End: b{nbjectclaSS=camU59rj}
i ax time: 30 seconds Example:
(Giuid=1D-From-Loginiobjeciclass=caml
Max results: 0
Defaults

Wiew Contents. .. |

(0], | Canl:el| ﬁpplﬂ

ser Directory CaM Unified User (LU

SiteMinder User_DirE::tnry Dialog

Mratme:

User Directory Properties HELHA

Description:

CAM Unified User (LILD

Administrator Credentials

W Fequire Credentials

_I5ecure Connection

Directory Setyp  Credentials and Connection | User Aftributes

_IREun in Authenticated User's Security Context

|DD HOT REMOVE - For use by ldentityiMinder

*lUsername: Lid =idmadmin,ou=people, ou=im:C

*PaSSWDrd Procdrdrdrdrdrdrdrdr

*Confirm Passworg; [Frsses

Defaults

Wiew Contents. . |

Qe | Canl:el| ,&pplﬂ

ser Directorny CaM Unified User (ULY




i SiteMinder User Directory Dialog

FMame:

User Directory Properties

Description:

CAM Unified User (UL

Directory Setup | Credentials and Connection User Attributes

DO MOT EEMOWE - For use by den

These are the names of directory user profile attributes siteMinder
will use. These attributes must be available in the directory and
must not be used by any other application. Attributes marked R must

he readahle; attributes marked EW must be read-write.

Universal 1D (R): |uid

Disabled Flag (R |camEnat:|IEdStatE

Password Attribute (FW: |userF‘assward

Password Data (R: |camP355wurdData

Anarsraous 10 (RW: |

EM ail (R: |

ChallengefFesponse (R |

SiteMinder User Directory Dialog

£ SiteMinder Directory List Dialog

Search LDAP/AD Directory CAM Unified User (UU)

Defaults

Artribute-Yalue Pair

HELP
L LODAP Directory Attribute Search

Attribute: |uid
Walue: I
LOAP Query

Search Expression: |

— OF, Cancel

x

—T —— T ———T =l

o]

Listing all members.

x

>

HELH

dinder

Wiew COntents. . |

Defaults

I | Cann:el| ,&pplﬂ

Uzer Directory CaM Unified User (UL




i
= [CA]

41

SiteMi

nder FSS Administrative Ul

SiteMinder User Directory Dialog

SiteMinder Directory List Dialog

Listing all members.

x

HELP

MHlame

| lzer Class

AN
LAY

fr uid=johnsmith004, ou=people, ou=imO0 1, ou=cam,o=c camUser
U uid=johnsmith003, ou=people, ou=imO01, ou=cam,o=c camUser
e vid=testuserd0 12, ou=people, ou=im001, ou=cam,o=c: camUser
o uid=testuser00], ou=people, ou=imQ01, ou=carm,o=ca cambUser
i uid=test00], ou=people, ou=imQO01, ou=carm,o=ca camllzer
o uid=siteminder,ou=people,ou=imo01, ou=cam,o=ca camUser
o uid=manager0l, ou=people,ou=imd01, ou=cam,o=ca camUser
fr uid=johnsmith002, ou=people, ou=im00 1, ou=cam,o=c camUser
U vid=johnsmith00 1, ou=people, ou=imO01, ou=cam,o=c camUser
e vid=immokile, ou=people, ou=imd01,0u=cam,o=ca camldser
o uid=idmpublic,ou=people, ou=imd01, ou=Cam,o=ca camllzer
Uid=idminbound, au=peaple, ou=im00Ll, al=cam,o=ca person

Cuid=idmembedded,ou=people,ou=imO0l1, ou=cam,o= camUser

1..20 of 20 from uid=" jﬂﬂlﬂ

Defaults

Listing all memkbers.

oK

HEL

lincler

Wigw CONtEnts. |

)8

Cancel | Ay |




SiteMinder IM Environment Object

The IM:SM integration will create an IM environment object, but this seems to have little use or function



im:SM

SiteMinder FS Use the command line o x
Session Edit View Tools Advanced Help

BB X [T

Global Policies IdentityMinder Environment List

User Directory

| System | Domains

= &8 Systern Configuration
4t Agents
=¥ Agent Conf Objects
@ Host Conf Objects
2 |dentityMinder Environm:
Bl User Directories
@ Domains

Defaults

@ Administrators

) Authentication Schemes
[ Registration Schemes

% Password Policies




SiteMinder Web Agent Object

The IM:SM integration will ask for an web agent information & require that a HCO/ACO object exist prior.
Upon IM:SM integration, the web agent will be created for primary IM:SM tunnel agent functionality.

This agent will be used, with the IM’s ra.xml & IM library on SM Policy Server to communicate to
SiteMinder.



im:SM
im:SM
im:SM

i Set Agent/Group Dialog x

Available Agents or Agents Group

M
ar
MHarme | Description
:ﬂ° 4xagent l=zed for FS5UI only - Created by perl script by AB
Agent Created by ldentityMinder Installer

+fF idmembedded
fF imwa00 1 _webhagent
w] FederationWebServicesAgentGroup

WebAgent for IM - Created by AB for testing
agent group to secure the federation webserices comp

A .

1.40f 4

0] Cancel

Select a name and click "OFE"




HOW TO CHANGE THE PASSWORD FOR BLC

Create an INPUT FILE with three tokens and values

The password will be clear text in the input file and then
converted to CRYPT format

user=idmadmin

password=Password01

serverUrl=https://imwa001.im.dom/iam/im/TEWS6/cam?wsd]

Execute the following line:

#imbulkloadclient.bat --storeEndpointinfo --endpointinfoFile I:\im_win_blc\caim-bulk-loader\conf\imblc_input_file.txt
#IM Bulk Loader invoked ...
#Loaded configuration options from properties file: I:\im_win_blc\caim-bulk-loader\conf\imblc_input_file.txt
#Storing server URL: https://imwa001.im.dom/iam/im/TEWS6/cam
#Storing user name: idmadmin
#Storing obfuscated password: devrhQ2YEm5REQOIGa3tyoPkiTOeOuYNpgjS1ZIsz9B8=

#End point information stored in configuration file: ../conf/imbulkloadclient.properties

https://support.ca.com/cadocs/0/CA%20Identity%20Manager%2012%206%204-ENU/Bookshelf Files/HTML/idocs/index.htm?toc.htm?676576.html?intcmp=searchresultclick&resultnum=1227



https://support.ca.com/cadocs/0/CA Identity Manager 12 6 4-ENU/Bookshelf_Files/HTML/idocs/index.htm?toc.htm?676576.html?intcmp=searchresultclick&resultnum=1227

Test with SOAP-UIl to BLC IM ObjectFeeder Task

The BLC functionality may be emulated with the SOAP-UI tool, http://www.soapui.org/

The IM TEWS6 protocol uses SOAP for requests & submissions.

This was confirmed with Wireshark monitoring the BLC to J2EE server.


http://www.soapui.org/

SOAP Ul “BLC" BODY FORMAT

BLC SOAP BODY FORMAT

<soapenv:Envelope xmlins:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlins:wsdl="http://tews6/wsdI">
<soapenv:Header/>

<soapenv:Body>

<wsdl:TaskContext>

<wsdl:admin_id>idmadmin</wsdl:admin_id>

<l-- <wsdl:admin_password>Password01</wsdl:admin_password> -->
</wsdl:TaskContext>

<wsdl:ObjectsFeeder>
<wsdl:ObjectsFeederRecordsDetailsTab>
<wsdl:ActionAttrName>action</wsdl:ActionAttrName>
<wsdl:UniqueldentifierAttrName>uid</wsdl:UniqueldentifierAttrName>
<wsdl:FileContent>action, uid, %FIRST_NAME%,
%LAST_NAME%,%FULL_NAME%,%ORG_MEMBERSHIP%
create, bob02, bob, bob01, bob01
bob01,&quot;ou=people,ou=im001,ou=cam,o=ca&quot;
</wsdl:FileContent>
<wsdl:FileName>feed.csv</wsdl:FileName>

<wsdl:ParserClass>com.ca.identitymanager.feeder.parser.CSVParser</wsdl:ParserClass
>
</wsdl:ObjectsFeederRecordsDetailsTab>
<wsdl:ObjectsFeederFeederActionsMappingTab>
<wsdl:PrimaryObject>USER</wsdl:PrimaryObject>

<wsdl:Action2TaskMapAsString>create.CreateUser;modify.ModifyUser;delete.Delete
User</wsdl:Action2TaskMapAsString>
</wsdl:ObjectsFeederFeederActionsMappingTab>
</wsdl:ObjectsFeeder>
</soapenv:Body>
</soapenv:Envelope>

Captured with WireShark
<soapenv:Body>

<TaskContext xmIns="http://tews6/wsd|">
<admin_id>idmadmin</admin_id>
</TaskContext>

<ObjectsFeeder xmIns="http://tews6/wsd|">
<ObjectsFeederRecordsDetailsTab>
<ActionAttrName>action</ActionAttrName>
<UniqueldentifierAttrName>uid</UniqueldentifierAttrName>
<FileContent>action, uid, %FIRST_NAME%,
%LAST_NAME%,%FULL_NAME%,%ORG_MEMBERSHIP%
create, bob02, bob, bob01, bob01
bob01,&quot;ou=people,ou=im001,ou=cam,o=ca&quot;
</FileContent>

<FileName>b.csv</FileName>

<ParserClass>com.ca.identitymanager.feeder.parser.CSVParser</ParserClass>

</ObjectsFeederRecordsDetailsTab>
<ObjectsFeederFeederActionsMappingTab>
<PrimaryObject>USER</PrimaryObject>

<Action2TaskMapAsString>create.CreateUser;modify.ModifyUser;delete.Delete
User</Action2TaskMapAsString>

</ObjectsFeederFeederActionsMappingTab>

</ObjectsFeeder>

</soapenv:Body>
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Search Forum

Em S0AP REST Import Save All Forum Trial Preferences Pro: Online Hel
P 3 Xy P
5 = Af blc_soap_edit cE EH =
&y Projects Yo@OL s 8| http://sandbox01.lab.dom:48080/iam/im/ TEWS6/cam [~]% + @ ®
% | =B Lowes IM AD Sync =
= Eksnapenv:invelc:pe x3i:schemalocation="http://schemas._xmlscap.org/scap/envelope/ http://schemas.xmlsoap.or -

El<scapenv:Envelope xmlns:scapenv="http://schemas_xmlsczsp.org/socap/envelope/" xmlns:wsdl="http:{%* ;

= TewsBPublicSoapBinding
= Tewsf5capBinding

<3papenv:Header/> =] <3spapenv:Body>

Rz | #hL
Rawy | ML

— I = <spapenv:Bodyr =] <ImsStatus version="&.0"> @
- ChangeMyMobilePin . . R, . P . S -3ms
P . =] <wsdl:TaskContext> <transacticonld>32261£24-5d0882ef-80e01551-bdlbZa</transactionld>
(#-7> ChangeMyMabilePinQuery <wsdl:admin_id>idmadmin</wsdl:admin_id> </ImsStatus>
- DeleteAllBOReports <!-- <wsdl:admin_password>PasswordOl</wsdl:admin passwordr --» </soapenv:Body>
2] DeleteAllBOReportsCuery </wadl :TaskContext> </3capenv:Envelope> aults
[t DeleteAllBOReportsSearch = <wsdl:ObjectsFeeder>
E}"Q ManageReportServerConnection = <wadl:ObjectsFeederRecordaDetailsTab>
E}"G ManageRepDr‘tSeNerCDnnectionSearch <wadl:ActionBttcrNameraction</wsdl:ActionRttrNames
<wadl:UniqueldentifierAttrNamer>uid< /wadl :UniqueldentifierAttrName>
(=3 &.Tews

-2 ObjectsFeeder i - -
=] <wsdl:FileContent>action, uid, %FIRST _NAMES, %LAST NAMER, $FULL_NAMER, 30RC MEMBERS

create, bobl2Z, bob, bobll, bobOl bobk0l, squct;ocu=pecple, cu=im001, cu=cam, oc=caiguot;

: TEST OF THE BLC SOAP BODY
""" }g blc_soap_edit R :Fllec:::::‘:;ile}lamb-feed_csv<_.-'wsdl :FileName>
"__J" ObjectsFeederQuery <w3sdl:ParserClassrcom. ca.identitymanager . feeder parser.CSVParser</wadl:ParserClas TO I M O BJ ECTF E E D E R TAS K

G
[}..f‘_j. ObjectsFeederSearch </wadl:0bjectsFeederRecordaDetailsTab>
- TaskStatusQue
E}":_"_: TransferDo?umrintOwnership = <wsdl :zi}j:ctsFee;:r]i‘eed;:k:ticnz};aipingIaz}: W ITH S M BAS I C AUTH E NTI CATI O N
. <wadl:PrimaryCbject>USER</wadl:PrimaryCbject>
D...g TransferDocumentOwnershpruer}r <wsdl:ActioniTaskMapisString>create.Createlser; modify.ModifylUser;delete . Deletelse
- TransferDDcumerltOwnershlpSearch </wasdl:0bjectsFeederFeederfctionsMappingTab>
- TransferDocumentOwnership-Tab-Tran </wsd] -ObjectsFeeders
- ViewAllBOReportsQuery </ soapenv:Body> = =
5] ViewAlIBOReportsSearch | > | »
o - _ Header Value |
Autherization: ’Basm - ) Content-Length 70 A
Zstatus® HTTR/1.1 200 0K
Expires Fri, 20 Nowv 2015 14:57:34 GMT
Username: |idmadmin | Set-Cookie SMCHALLENGE=; expires=5un, 24 May 2015 14:57:33 GMT; path=/; domain=.lab.dom
Set-Cookie SMSESSION=h70kOqeMLeacVxTnOfVIuFgpaMIQEFOIU Sbik/vEwenAJfVieggFMP GpzNg+4dpnfl/+zAg9+ LY.,
Password: sesnssseee | Set-Cookie SMIDENTITY=05ttmjUSwm3EGPTh+EfSbKxBhnc/fIDvKjdqTifmDPZNrOnlhxSrbreGUwhFITztOSrovtenkK29VEd. ..
Domain: | | Set-Cookie JSESSIONID=teHGj+ u¥YMhTh:f QU pwrwgM.iamnodel1; Path=/iam/im
Connection Keep-Alive
Pre-emptive auth: (3) Use global preference Server Apache-Coyote/1.1
Cache-Control max-age=1
O Authenticate pre-emptively Date Fri, 20 Nov 2015 14:57:35 GMT
Vary User-Agent, Accept-Encoding =
Cnntont T i ;
Regquest Properties B Auth (Basic)| Headers (0) Attachments (0) WS-A WS-RM Headers (15)| Attachments (0)
Property Value | response time: 1317ms (356 bytes) 1:1
MName blc_soap_edit -
Description
Message Size 1307 ]
Encoding UTF-8 -
Endpoint http://sandbox01.lab.d... B Auth (Basic) |Headers (0)| Attachments (0) WS-A  WS-RM Headers (7) Attachments (0)
g:nmdei:tdress response time: 31ms (876 bytes)
Follow Redirects true
Username idmadmin
Password r——— -

SoapUllog httplog jettylog errorlog wsrm log  memory log
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5 = = blc_soap_edit E =
5 Projects Y i E O &2 [ @fhte//sandboxdl.lab.dom:48080/iam/im/ TEWS6/cam % + @
% I8 Lowes IM AD Sync Tl
z TewsﬁpublicSDEpBinding g H=s i?) hlc_soap_edit_with_ssl n‘ d‘ E ‘envelope/ http://schemas_xmlsocap.or
- %= Tews6SoapBinding o 9. . — |
e ChangeMyMohilePin .;'\:% = ¥ e B O ; AE ﬂ|https:.-".-"sandboxﬁ‘l.Iab.dom.-"lam.-"lm.-"TEWSE.-"cam [']V + B e s _xmls
[oXte] ChangeMyMobilePinQuery g H <soapenv:Envelope xmlns:soapenv="http://schemas_xmlsczp.org/soap/emre | ; g B <soapenv:Envelope xsi:schemalocation="http://schemas. xmlsoap.org/scep/envelope/ http|4|
[Ete] DeleteAllBOReports =3 <scapenv:Header/> == <spapenv:Body>
B DeleteAllBOReportsQuery = = <soapenv:Body> = = <ImaStatus versicn="&.0"> _
- DeleteAllBOReportsSearch o |£|= <wsadl :IaskCc:r.n:eJ.uw. o o &= ) <transactionId>5d291410-87976£d0-321730£d-409dZaa</transactionld> faults
-0 ManageReportServerConnection = <wsdl.ad.mln_:rd:—ldmadm:\.n{.-wsdl_ad.mln_lcb- . ' </ImsStatus>
o~ M n e c ctions. h <!-- <wsdl:admin_password>Passwordll</wsdl:admin_ password> —- </ 3pcapenv:Body>
E :: anageneportever-onnection>earc </wsdl:TaskContext> </scapenv:Envelope>
E_}"‘TJ ObjectsFeeder = = <wsdl:0bjectsFeeder> &.Tews
ap Requestl = = <wsdl:CbjectsFeederBecordsDetailsTaby .
</ <wadl:ReticnhttrNameraction</wadl:RcticnhttrName> ed.</t
,o, blc_soap_edit <wsdl:UniqueldentifierAttrName>uid</wadl:Tniqueldentifiexy
o i i = <wsdl:FileContentraction, uid, %FIRST WAMER, %LAST MAME: = =
r blc_soap_edit_with_ssl . . = . = . bl S m d & SS L
D"'CJ" ObjectsFeederQuery c]ieate, }f}nbeZ, bob, bob0l, bobOl bob0l, sguct;ocu=pecple, ou=im001, cu=csy E n a e Ite I n e r
B> ObjectsFeederSearch </wsdl:FileContents i )
o~ TaskStatusQ = <wadl:FileNamerfeed.csv</wadl:FileName>
& ;_” askotatusiuery ) <wsdl:ParserClass>com.ca.identitymenager. feeder.parser.CS
[ TransferDocumentOwnership </wsdl:0bjectsFeederfecordsDetailsTabs>
4 2 Tty VALIDATE NO ISSUE WITH SOAP Ul
B TransferDocumentCOwnershipSearch = <wsdl:0ObjectsFeederFeederAotionsMappingTaby
- TransferDocumentOwnership-Tab-Tran <wadl:Primary0bject>USER</wadl:Primarylbject> [~] =
D...Q ViewAllBORepDrtsQuery L “w3dl:RetioniTaskMaplsString>create Createlser;modify _Mod S
-5 ViewAlIBOReportsSearch L1 </wsdl:ObjectsFeederFeederictionsMappingTabs [»]a]
</wsdl:CbjectsFeeder> Header Value |
Auth </scapenv:Body> Content-Length 280 o
</apapenv:Envelope> Zstatyuss HTTP/1.1 200 QK
| |Expires Fri, 20 Nov 2015 13:36:11 GMT
s | |Set-Cookie SMCHALLEMGE=; expires=5un, 24 May 2013 13:36:10 GMT:... |th=/: domain=.lab.dom
L Set-Cookie SMSESSION=layztG8RdHSUzB QzzhgETurkAXqoMEVDlxOz... 92T guiayg90nyMjTkWksBbaTnmc TMH1p8X...
Pa Set-Cookie SMIDENTITY=00M1005/LFHF53U1yzUJUUBZAZ GUUxhzo5x... (boAVDSZTwwqDjMUyk/OLZ+3+0o1eqSCDEN...
D Authorization: ’Basic - L Set-Cookie JSESSIOMID=yCVOCre8cUuWK i1 gZE3riamnodell; Pat... |- fiam/im
g Connection Keep-Alive
Pri Server Apache-Coyote/1.1
Username: |idmadmin | Cache-Control max-age=1
' Date Fri, 20 Nov 2015 13:368:12 GMT
Password: |.......... | i |Vary User-Agent, Accept-Encoding 3
u ' Content-Enceding gzip
Request Properties a8 Au Domain: | | Keep-Alive timeout=3, max=9%
Content-Type text/xml;charset=utf-2
Property ‘u'a.lue - | response Pre-emptive auth: (3) Use global preference b 1:1
Mame blc_soap_edit_with_ssl |~
Description () Authenticate pre-emptively
Message Size 1307 i
Enceding UTF-8
Endpeint https://sandbox01.lab.... ments (0)
Bina [ ]
Bind Address & Auth (Bas..| Headers.. Attachments.. WS.. W5-R. Headers (15)| Attachments (0} S5L Info (2 certs)
Follow Redirects true response time: 1213ms (357 bytes) 1:1
Username idmadmin
Password R -

SoapUllog http log jetty log errorlog wsrmlog  memory log

Jngaadsu)



Troubleshoot: BLC Error Message(s): Not Authenticated

 SM Auth enabled (BLC =true & WS SMAuth=true)

* If WS “Admin ID impersonation” = true & “Admin Password is required” = true
* BLC will attempt to authenticate just once, but WS will require two (2) logins.

e Observations:

* Error from BLC Client & Error from JBOSS server.log / No error message from SM Web Agent Trace logs.
Failed to submit data to server
ImsException caught:
Fault Code: Client
Fault String: Not authorized for service.
Exceptions:

Name: com.netegrity.ims.tews6.Tews6Exception
Code: 400
Description: Not Authenticated.



Troubleshoot: BLC is missing the CA Public Cert

[N Administrator: C\Windows\system32\cmd.exe —

I:\im_win_blc\caim-bulk-loader\bin>imbulkloadclient.bat -v -f CSU -1 feed.csv
java version “1.7.0_79"
Java(THM) SE Runtime Environment (build 1.7.0_79-b15)
Java HotSpot(TM) 64-Bit Server UM (build 24.79-b02, mixed mode)
IM Bulk Loader invoked ...
Loaded configuration options from properties file: ../conf/imbulkloadclient.prop
erties
Input file name: feed.csv
Input file format: CSU
Transformation of input file finished successfully
: https://sandbox01.lab.dom/iam/im/TEWSE/cam

all records in one request
to use feeder parser class: com.ca.identitymanager.feeder.parser.CSUP

to use unique ID attribute name: uid

to use action attribute name: action

to use primary object: USER

to use action to task mapping: create.CreateUser;modify.ModifylUser ;de
lete.DeleteUser
Failed to submit data to server: ; nested exception is:

javax.net.ssl.SSLHandshakeException: sun.security.validator.VUalidatorExc

eption: PKIX path building failed: sun.security.provider.certpath.SunCertPathBui
lderException: unable to find valid certification path to requested target
I:\im_win_blc\caim-bulk-loader\bin>




B

Update BLC Properties File to use SSL URL

TextPad - I\im_win_blc\caim-bulk-loader\conf\imbulkloadclient.properties — &

EEiIe Edit Search View Tools Macros Configure Window Help

N @| E%&| & @‘QQLEE o 1 |@ﬁ9%¢@|@q¢%‘ elle p _ { Find incrementally | Ik 1 L] Match case .

v Lo

—

#Fri Nov 06 13:12:32 CST 2015
serverUrl=https\://sandbox01.lab.dom/iam/im/TEWS6/cam
#serverUrl=http\://sandbox01.lab.dom:48080/iam/im/TEWS6/cam?wsdl
uniqueldentifierAttrName=uid
actionToTaskMapping=create.CreateUser;modify.ModifyUser;delete.DeleteUser
primaryObject=USER

user=idmadmin
feederParserClass=com.ca.lidentitymanager.feeder.parser.CSVParser
actionAttrName=action

isProtectedBySiteMinder=true
password=devrhQ2YEmS5REOIGa3tyoPkiTOe0uYNpgjS1Z1sz9B8\=

Search Results

Search Results JaalRele]K®1V1ie s

For Help, press F1




Create BLC with SSL CA Certificate & Keystore

The below process demonstrates a process to remotely query the CA Public Certificate used by the Web
Server; and allow the admin user to save this information to a file; using openssl CLI process.

This file can then be imported to a custom BLC keystore, using Java tools / CLI processes.

REfZ https%3A%2F%2Fcommunities.ca.com%2Fdocs%2FDOC-231159591%3Fsr%3Dstream%26ru%3D1654155&usg=AFQjCNEyW 14Mqgwvw2XUICrhvOHUi-rm5MQ



Step 1: Identify the CA Certificate from J2EE Server

* Navigate to the JAVA_ HOME folder used by the Web Server or J2EE Server.

* Example: JBOSS

* JBOSS HOME/bin/standalone.sh or standalone.bat will have JAVA_HOME defined.
* Use the command “set” for either Win or Linux/Unix to view environmental variables.

* Change to JAVA_HOME/jre/lib/security (Must be JIDK; need keytool)

* |dentify keystore
* Default: cacerts

{bash-4.1$ pwd

/opt/java/jdkl.6.0 45 x64/jre/lib/security
Ebash-4.1$

bash-4.1$%

Ybash-4.1% 1s

blacklist java.policy javaws.policy

java.security local policy.jar

.. '.
[




Step 2a: Export the CA Certificate from J2EE Server

* Use the JAVA tool, keytool, to extract the CA Certificate
* keytool -list -V -keystore <your keystore name>
* keytool -list -V -keystore cacerts

* If the CA cert does not show, OR you are using a self-signed certificate, then use openssl to validate.
* openssl s_client —connect hostname:port -showcerts

C:\Program Files (x86)\UMware\UMuare lWlorkstation>openssl s_client -connect imwa@
01.1m.dom: 443 -showcerts

WARNING: can't open config file: /usr/local/ssl/openssl.cnf

Loading ‘screen’ into random state - done

CDHMECTED(BBBEB1EE)

donthafoConannopebhene Dafon b S ity Oone Rafault. Company Ltd, CH 1mwadd1.1im. dom

verify error: hum=18:self signed certlflcate
verify return:1

depth=w L = Us, L = Uerault Llty, U = vetault Company Ltd, CN imwa®01.im. dom
verify return:1

Certificate chain
0 s:/C=us/L=Default City/0=Default Company Ltd/CN=imwaB0O1.im.dom
1:/C=us/L=Default City/0=Default Company Ltd/CN=imwa®B1.im.dom
BEGIN CERTIFICATE
MIICLTCCAZYCCOD1L/Z2BGreC9)jANBgkghk1G9wOBAQUFADBbMAsWCAYDUAAGEWJ1
czEUMBHGATUEBWWHMRGUmYXUsdCBDaxR5HRwWGgYDUQQKDBNEZWZhdWxBIENUbABh




Step 2b: Export the Self-Signed Certificate

 If you are using a self-signed
certificate, then use openssl| to
validate & then copy from the
screen.

e openssls_client —connect
hostname:port —showcerts

e Select the body between the
FIRST two markers, including
the markers.

--—--BEGIN CERTIFICATE----

----END CERTIFICATE-----

* Save to a new file.

N Select Administrator: CA\Windows\system32\cmd.exe — O -
closed

C:\Program Files (x86)\UMware\UMware Workstation>openssl s_client -connect imwa®
01.1im.dom: 443 -shouwcerts

LIARKMTR™ . newm 'k msss; s lem LT Froomum F1nm=T fmmT S ==
- - - (]

Loading ‘screen’ into random state - done

CONNECTED( 00000160)

depth=0 C = us, L = Default City, 0 = Default Company Ltd, CN = imwa®®1.im.dom
verify error:num=18:self signed certificate

verify return:1

depth=0 C = us, L = Default City, 0 = Default Company Ltd, CN = imwa®®1.im.dom
verify return:1

=== B TextPad - Document1 *

certificate chain ?LIlE Edit Search View Tools Macros Configure Window Help )
- -3 B % E D EE 20 9V 4 % s p _|iFind incrementally Il 1 [J Match case _
0 s:/C=us/L=Default City/0=Default Company L {fEEckaaeuiies CoeenE =

i:/C=us/L=Default City/0=Default Company L |y BEGIN CERTIFICATE————-
__________ MIICLTCCAZYCCQDlL/ZBGreC9jANngqhkiG9w0BAQUFADBbMQSWCQYDVQQGEWJI
MIICLTCCAZYCCOD1L/ZBGreCjANBGKGhKiGOWOBAAUFA| ooy ik ikt ot DUOODDASOX MDA Lt Loty A EO5M Ey¥ aeo s b
czEUMBMGA1UEBWWMRGUmMYXUsdCBDaXRSMRuWGGYDUQAKDE| FwOyMjEYMTgxNzQ3MzBaMFsxCzAJBgNVBAYTANVZMRUWEWY DVOQHDAXE ZWZDdWX0
b gTHRKHRCFOYDUQQDDASpDXGNHDAXLAL ELNRVBTAGF | ZEXTL0CEnsob oot el e olcoaion convesmmicont mmaninl
FwOyMjEyMTgxNzQ3MzBaMF sxCzAJBgNUBAYTANUZMRUWEY| x520j0nce+Isv12d3c0UY+7B2omAyo2cqUIAYNIX/vINL 6b5+A0DX6g4bbbiazil
rkKjf0i4rvVgUsSTaczvwQ182g]j6TCSplseBO6IK1m8JtLlmlvemdcxgoce8yNVA36
IEdiHkXHDnaBgNUBQOHEBRIZmF1bHuQuZStCGFUESBHd blnNg/9ayEHeKH+mUBbvQUWEF JmGCMKATx1wIDAQABMAOGCSgGSIb3DQEBBQUAALGB
d2EWMDEUallOuUZGItMIGFMAOGCSqGSIb3DAEBAAUARAGNAL A&dgm&g&Mﬁuemmmmmmgmmﬁmlmwwmwﬂm9mgmmxm3yMPmmsu
x52[]j QAee+JSU1 2d3c0UY+ ?BZomﬂgochUJﬁlﬂN‘l X/UTHNig| +vQTD43t2dcmu+eXgBgYBFFelygnvRIVEVA30rgpYQRKs4TM78ChCzz1lfUu2pdce
r_kKJ 'FUl’-lr'UgUSTEICZUHCH 829] GTCSP1 SEBOGIK1 mthLl FB19TOHS5foNpM2TZ30Wm1 0LCABYACL58myZ0YYN+nUSt
blmNg/9ayEHeKH+mUBbuvQUWF JnGmKATxiwIDAOABMAOGC
ABxIGUKKOS/MYnlegClGnp0JOog8SmXfobIKwYubbuwfSS9E
+uQTDY43t2dcmutexgBgYBFFelygnuRIvHUA3orgpYQRKs
FB13TOHSToNpM2TZ30limlOLCdBYACLS8myZOYYN+nUSt
----- END CERTIFICATE-----

Search Results

_@ Search Results [GEREINelVivTE

For Help, press F1

Server certificate
subject=/C-us/L=Default City/0-Default Company Ltd/CN=imwa@@1.im.dom




Step 3a: Copy the CA Certificate to BLC Client

* If you are using a CA Public Signed certificate, then use openssl to validate & then copy from the
screen.

* openssls_client -connect hostname:port -showcerts

e Select the body between the SECOND two markers, including the markers.



Step 3b: Copy the Self-Signed Cert to BLC Client

B Save As
@ - T « |Image (I) » im_win_blc » caim-bulk-loader » bin W
Organize ~ MNew folder
-
-~ Favorites ~ Name Date modified
B Desktop E-| feed.csv 11/5/2015 5:22 PM
% Downloads imblcks 11/6/2015 12:22 A...
<p Recent places -.] imbulkloadclient.bat 11/6/2015 1225 A..
imbulkloadclient.orginal.bat 10/21/2015 6:02 A..
& This PC new_feed_pwd.cmd 11/6/2015 12:20 A..
& Desktop SSL_notes.txt 11/6/2015 12:32 A.
Documents v
File name: | self-signed-cert.cer
Save as type: All Files (*.%)




Step 4b: Import the Self-Signed Cert to BLC Client

i:\im:uin:blc\caim-bulk-loader\bin>"c:\Program Files\Java\jdk1.8.0_31\jre\bin\keytool . exe” -import -alias iam_web_agent
-file self-signed-cert.cer -keystore imblc.ks

keytool error: java.lang.Exception: Keystore file exists, but is empty: imblc.ks

i:\im_win_blchcaim-bulk-loaderibin>del =.ks

i:\im_win_blchcaim-bulk-loader\bin>"C:\Program Files\Java\jdk1.8.0_31\jre\bin\keytool.exe" -import -alias iam_web_agent

-file self-signed-cert.cer -keystore imblc.ks .
Enter keystore password: Delete prior
Re-enter new password: er -

Owner: CN=imwa@®1.im.dom, O=Default Company Ltd, L=Default City, C=us keyStore if it
Issuer: CN=imwa®01.im.dom, O=Default Company Ltd, L=Default City, C=us exists

Serial number: f52ff6411abT82f6
Ualid from: Thu Dec 20 11:47:30 CST 2012 until: Sun Dec 18 11:47:30 CST 2022
Certificate fingerprints:
MDS: FA:9A:BB:TA:22:4D:1D:D7:D5:29:8B:EA:56:69:F5:E9
SHA1: BA:7TO:CB:B5:BC:4D:53:EF:DO: 24 :4E:45:05:14:2E:B5:B6:82:92: 76
SHAZ256: 69:CO:6E:CO:EE:AA:C8:F2:62:A9:9A0:D8:93:19:52:29:E6:FA:44:80:B7:1F:6A:5A:22:FC:45:E1:36:39:1B: 06
Signature algorithm name: SHAlwithRSA
Uersion: 1
Trust this certificate? [no]: yes
Certificate was added to keystore

i:\im_win_blehcaim-bulk-loaderibin>

* Import file and create CA keystore for BLC

» keytool -import -alias iam_web_agent -file self-signed-cert.cer -keystore imblc.ks
* Keytool must be in path, or use full PATH to executable




Step 5b: Validate the Self-Signed Cert in Keystore

i:\im_win_blc\caim-bulk-loader\bin>
1:\im_win_blc\caim-bulk-loader\bin>"C:\Program Files\Java\jdk1.8.0_31\jre\binikeytool.exe” -list -U -keystore imblc.ks
Enter keystore passuword:

Keystore type: JKS
Keystore provider: SUN

Your keystore contains 1 entry

Alias name: iam_web_agent
Creation date: Nou 6, 2015
Entry type: trustedCertEntry

: CN=imwa®@1.im.dom, O=Default Company Ltd, L=Default City, C=us
: CN=1imwaf®1.im.dom, O=Default Company Ltd, L=Default City, C=us
Serial number: fS52ff6411ab782f6
Ualid from: Thu Dec 20 11:47:30 CST 2012 until: Sun Dec 18 11:47:30 CST 2022
Certificate fingerprints:
MD5: FA:9A:BB:7A:22:4D:1D:D7:D5:29:8B:EA:56:69:F5:E9
SHAT1: BA:TO:CB:B5:BC:4D:53:EF:DD:2Y4:4E:45:05:14:2E:B5:B6:82:92: 76
SHAZ256: B9:CO:GE:CO:EE:AA:C8:F2:62:A9:9A:D8:93:19:52:29:E6:FA:44:80:B7:1F:6A:5A:22:FC:45:E1:36:39:1B:06
Signature algorithm name: SHATwithRSA
Uersion: 1

keytool -list -V -keystore imblc.ks

o e 7 e S S S S S e e S S e e S S S S e S S e e e e S S S SR S S S e e e e S S S SR M B
e e 2 e S S S S S S S S e e s ST S S T e S S e e S S S S S T T S e e e e S S T e e R




Retest with IM BLC with SM + SSL

i Administrator: CA\Windows\system32\cmd.exe B
]

I:\im_win_blc\caim-bulk-loader\bin>imbulkloadclient.bat -uv -f CSU -1 feed.csvu
java version "1.7.0_79"
Java(TH) SE Runtime Environment (build 1.7.0_79-b15)
Java HotSpot(TM) 64-Bit Server UM (build 24.79-b02, mixed mode)
IM Bulk Loader invoked ...
Loaded configuration options from properties file: ../conf/imbulkloadclient.prop
erties
Input file name: feed.csv
Input file format: CSU WORKING WITH SM AUTH AND SSL (Self-
Transformation of input file finished successfully signed Cert)
Server URL: https://sandboxB01.lab.dom/iam/im/TEWSE/cam
Submitting all records in one request
to use feeder parser class: com.ca.identitymanager.feeder.parser.CSUP

to use unique ID attribute name: uid

to use action attribute name: action

to use primary object: USER

to use action to task mapping: create.CreateUser;modify.ModifylUser ;de
lete.Deletelser
Finished successfully - Transaction ID: ddéi4TtaTc-7f88799a-3T4aee9c-0f0223
I:\im_win_blc\caim-bulk-loaderibin>




How to Use Kettle Pentaho with the IM Bulk Load Client

You can use the Bulk Load Client to also run a Kettle job before the bulk load
process using the Bulk Load Client command line options.
The sample uses the following options:
imbulkloadclient.bat -f Kettle -t C:/MyKettlelob.kjb -o C:/MyOQutput.csv -x 60
The following sections explain each option:

Select the Kettle Job Option

Specify the Kettle Job File

Specify the Output File to Bulk Load

Specify a Timeout for the Kettle Job

Example of Executing a Bulk Load Client with Kettle

Select the Kettle Job option -f Kettle

This option specifies that a Kettle job is going to be run. The base option, -f / -
format <value>, determines the format of the input file / transform.
Specify the Kettle Job file -t C:/MyKettleJob.kjb

This option specifies C:/MyKettleJob.kjb as the file (and its location) used as the
template for the input file transformation.

Note: This command string does NOT use the existing -i / --inputFile option for a
Kettle Job. Loading the input file should be part of your Kettle Job/Transform

Specify the output File to Bulk Load

There are two ways to specify the output for the Kettle Job that will be bulk loaded.

When outputting the Kettle to a single file, you would use an option similar to the following: -0 C:/MyOutput.csv
The -0 / --outputFile <value> option determines the file of transformation process.
When outputting the Kettle to several files, you would use options similar to the following:
-d C:/MyOutputDir -O MyOutputl.csv,MyOutput2.csv
This uses the following command line options:
-d / --outputDirectory <value> : the directory that contains files output from the transformation process. Note that thisis a
Kettle-only option.
-0 / --outputFileList <value> : A comma-delimited list of files located in the outputDirectory. Note that this is a Kettle-only
option
Specify a Timeout for the Kettle Job -x 60
This is the Timeout for Kettle transformation, in seconds.
-x / --transformTimeout <value>

This command is based on the following format:

Note: This command is optional.

Example of Executing a Bulk Load Client with Kettle

For a single output file:

imbulkloadclient.bat -f Kettle -t C:/MyKettleJob.kjb -o C:/MyOutput.csv -x 60
For multiple output files:

imbulkloadclient.bat -f Kettle -t C:/MyKettleJob.kjb -d C:/MyOutputDir -O MyOutputl.csv,MyOutput2.csv -x 60




Troubleshoot: Eliminate the “attachment related” error

message when running Bulk Loader Client

e Tech Note:

http://www.ca.com/us/support/ca-support-online/product-content/knowledgebase-articles/tec615198.aspx

* Summary:
* Update missing jar file by coping a version of the mail.jar to BLC lib folder
* Use the IAMSuite tool workpoint lib folder (mail.jar)
* Update bat (sh) file to reference jar file in both location (where imbulkloadclient.jar exists).
* Done

-Dcom.ca.commons.logging.nolog4j=true -cp ".:../conf:../lib/mail.jar:../lib/imbulkloadclient.jar"
-Dcom.ca.commons.logging.nologdj=true -cp ".:../conf:../lib/mail.jar:../lib/imbulkloadclient.jar"



http://www.ca.com/us/support/ca-support-online/product-content/knowledgebase-articles/tec615198.aspx

Enable Web Services for IM Admin Task “Bulk Loader” &

Ensure the BLC userID (idmfeed) is associated to an IM Admin Role

Home

My Access

Services

Users

Organizations

Groups

Roles and Tasks
Admin Roles

= Admin Tasks
¥ Create Admin Task
¥ Delete Admin Task
* Manage Admin Tasks
¥ Modify Admin Task
" View Admin Task

Access Roles
Provisicning Roles

Tasks Modify Admin Task: Select Admin Task

Home GH

My Access an Search for an admin task

Services g Search for an admin task

Users - where 4| Name (2| = [Bulk* ],:},ﬁ|ﬂj

Groups G

Roles and Tasks = Select| « Name

- ﬁm:g -?;;E: @ |Bulk Loader
¥ Create Admin Task (O |Create Bulk Task Definition
¥ Delete Admin Task O |Delete Bulk Task Definition
[ Eiﬂ?ﬁu Admin Tasks O |Execute Bulk Task
Y View Admin Task ) |Manage Bulk Loader Notifications
Access Roles ) |Modify Bulk Task Definition
Provisioning Roles 0 |View Bulk Task Definition

Endpoints &k ) |View My Bulk Loader Notifications

Meodify Admin Task: Bulk Loader

Profile

Search

Tabs Events

This task appears in the following roles:

Role Name

Description

System Manager

Use System Manager Admin Role

Role Use

Or Create a NEW SOD Role and add the “Bulk Loader” IM Admin Task to the new Role

Endpoints
Certification
Policies
Reports
System

Search

Description

Task Order

= Category

Category Order
Category 2
Category 2 Order
Category 3
Category 3 Order
* Primary Object

= Action

User Synchronization

Tabs Fields

Events

Modify Admin Task: Bulk Loader

Role Use

[Bulk Loader

[ObjectsFeeder

Account Synchronization | Off

Hide In Menus

Public Task O

Enable Auditing il

Enable Workflow i

Enable Web Services ||

L) 0 [ S o o [ )
Task Priority (Low |2

low process selected

Copyright © 2




Troubleshoot: Possible Error Seen if HTTPS (SSL) Enabled and using IP Address Instead of FQDN

€a 403 Forbidden S
= C' A | B b#ps://192.168.92.133/iam/im/TEWS6/cam?wsd|

_ o

) —
FPAS —

3 Bookshelves (3] CAUrls (O LAB_New (3 Other (@ vSphere Web Cl... (J SFDC » [J Other bookmarks

Forbidden

You don't have permission to access /iam/im/TEWS6/cam on this server.

Apache/2.2.15 (CentOS) Server at 192.168.92.133 Port 443

e 403 error due to use
of IP instead of FQDN

b — —— — T [=]

smuser@imwa001:/etc/httpd/logs

File Edit View Search Terminal Help
ux 2.6.32-431.29.2.el6.x86 64) Java/l.6.0 33" [E
192.168.92.133 - - [05/Nov/2015:16:16:16 -0608] "GET /siteminder/images/check.gif HTTP/1.1" 280 855 "-" "Mozilla/4.8 (L1
nux 2.6.32-431.29.2.elﬁ.x86_64] Java/1.6.0 33"
192.168.92.1 - - [05/Nov/2015:16:19:47 -8608] "GET /fiam/im/TEWS6/cam?wsdl HTTP/1.1" 481 48 "-" "Mozilla/5.0 (Windows NT
6.3; WOWE4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/46.8.2498.80 Safari/537.36"
192.168.92.1 - - [85/Nov/2015:16:20:38 -8600] "GET /iam/im/TEWSG6/cam?wsdl HTTP/1.1" 280 7055 "-" "Mozilla/5.0 (Windows N
T 6.3; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/46.08.2490.80 Safari/537.36"
192.168.92.1 - - [05/Nov/2015:16:28:38 -8600] "GET /favicon.ico HTTP/1.1" 200 476 "https://imwaB@l.im.dom/iam/im/TEWSG/C
am?wsdl" "Mozilla/5.8 (Windows NT 6.3; WOWG64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/46.08.2490.80 Safari/537.36"
192.168.92.1 - - [05/Nov/2015:16:21:42 -8600] "GET /fiam/im/TEWS6/cam?wsdl HTTP/1.1" 483 246 "-" "Mozilla/5.0 (Windows NT
6.3; WOW64) ApplewWebKit/537.36 (KHTML, like Gecko) Chrome/46.8.2498.80 Safari/537.36"
192.168.92.1 - - [B5/Nov/2015:16:22:53 -0600] "GET /iam/im/TEWS6/cam?wsdl HTTP/1.1" 403 246 "-" "Mozilla/5.0 (Windows NT
6.3; WOwe4) ApplewWebKit/537.36 (KHTML, like Gecko) Chrome/46.0.2490.80 Safari/537.36"
192.168.92.1 - - [B5/Nov/20815:16:22:53 -8600] "GET /favicon.ico HTTP/1.1" 280 476 "https://192.168.92.133/iam/im/TEWS6/C
am?wsdl" "Mozilla/5.8 (Windows NT 6.3; WOWG64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/46.08.2490.80 Safari/537.36"
192.168.92.1 - - [05/Nov/2015:16:22:54 -0600] "GET /iam/im/TEWS6/cam?wsdl HTTP/1.1" 403 246 "-" "Mozilla/5.0 (Windows NT
6.3; WOwe4) ApplewWebKit/537.36 (KHTML, like Gecko) Chrome/46.0.2490.80 Safari/537.36"
192.168.92.1 - - [B5/Nov/2015:16:22:54 -8600] "GET /favicon.ico HTTP/1.1" 280 476 "https://192.168.92.133/iam/im/TEWSG/C
am?wsdl" "Mozilla/5.8 (Windows NT 6.3; WOWG64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/46.08.2490.80 Safari/537.36"
192.168.92.1 - - [05/Nov/2015:16:22:55 -86088] "GET /iam/im/TEWS6/cam?wsdl HTTP/1.1" Hﬁﬂ 246 "-" "Mozilla/5.0 (Windows NT
6.3; WOwWe4) ApplewWebKit/537.36 (KHTML, like Gecko) Chrome/46.0.2490.80 Safari/537.36"
192.168.92.1 - - [B5/Nov/2015:16:22:55 -8680] "GET /favicon.ico HTTR/1.1" 200 476 ”https:f{192.168.92.133fiamfimeEW56ch:

am?wsdl" "Mozilla/5.8 (Windows NT 6.3; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/46.08.24908.80 Safari/537.36"
|




Troubleshoot: JBOSS Error Message may occur if too many entries are defined in a directory.xml

(during onboarding of Directory in IM Management Console)

<« C A [} 192.168.92.129:8080/iam/immanage/newdirectory.do oy H =

..........

(3 Bookshelves 3 CAUrls (J LAB_New (3 Other &) vSphere Web Cl... (O SFDC #& Documents - O... [ csu_laal » (] Other bookmarks

BWEBO000065: HTTP Status 500 - JBWEB002004: More than the maximum number of
request parameters (GET plus POST) for a single request (512) were detected. Any

parameters beyond this limit have been ignhored. To change this limit, set the
maxParameterCount attribute on the Connector.

AR e ER i JBWEBDOOOG6: Exception report

JEWEBDDZ2004: More than the maximum number of request parameters (GET plus POST) for 2 single request (5127 were detected. Any paremeters beyvond this
limit have been ignored. To chanae this limit, set the maxParameterCount attribute on the Connector.

e B e el | JBWEBDDD145: The server encountered an internzal error that prevented it from fulfilling this request.
BWEBQOO0070: exception

java.lang.IllegalStateException: JBWEBB©2004: More than the maximum number of request parameters (GET plus POST
org.apache.tomcat.util.http.Parameters.addParameter(Parameters.java:184)
org.apache.tomcat.util.http.Parameters.processParameters(Parameters.java:360)

Update JBOSS_HOME/standalone/configuration/standalone-full-ha.xml

<!—IM CONFIGURATION CHANGE MARKER #2-->
<l-- Added to address possible max parameters limit on loading IMCD parameters with the default MAX_COUNT=5000 -->
<!l-- Add immediately after /extensions> section -->
<system-properties>
<property name="org.apache.tomcat.util.http.Parameters. MAX_COUNT" value="10000"/>
</system-properties>

<l-- Added to address possible max parameters limit on loading IMCD parameters with the default MAX_COUNT=5000 -->




MESSAGE RETURNED WHEN VIEWING TEWS6 BEFORE ENABLING THE WEB SERVICES

“WEB SERVICES NOT AVAILABLE “

-y

i Management Conso! x | @ CA |dentity Manager % / % https;//sandbox01.la x

= C M & b#ps//sandbox01.lab.dom/iam/im/TEWS6/cam e =
(1 Bookshelves (1 CAUrls O LAB_New (3 Other (& vSphere Web Cl... [0 SFDC #& Documents - O... [7 csu_laal X Managing Shar... » [J Other bookmarks

This XML file does not appear to have any style information associated with it. The document tree is shown below.

¥ <soapenv:Envelope xmlns:scapenv="http://schemas.xmlsoap.org/scap/envelope/" =mlns:tews="http://tewse/wsdl" xmlns:xsd="http:/ www.w3.org/2001/XMLSchema”
¥mlns: SOAP-ENC="http://schemas.xmlscap.org/soap/encoding/" mmlns:xsi="http:/ www.w3.org/2801/XML5chema-instance”
xsi:schemalocation="http://schemas.xmlscap.org/scap/envelope/ http://schemas.xmlscap.org/scap/envelope/">
¥ <soapenv:Body:
¥ <soapenv:Fault:
<faultcodersoapenv:Client</faultcode:
«faultstring:Not authorized for service.</faultstring:
¥<detail>
¥ <tews:ImsException xmlns="http://tewse/xsd/common” wversion="6.8">
¥ <tews:exception»
<tews:name>com.netegrity.ims. tews6. TewseException</tews: name>
<tews:code>488</tews: code>
¥<tews:description:
<! [CDATA[ Web Service Mot Awvailable. ]]»
<ftews:description:
(tews:transaction/»
</tews:exception>
</tews:ImsException:
«fdetail:
</soapenv:Fault:>
</soapenv:Body>
</soapenv:Envelopex

L




NOTE: MESSAGE RETURNED WHEN VIEWING TEWS6 AFTER ENABLING THE WEB SERVICES

“GET METHOD NOT SUPPORTED BY TEWS6SERVELET”

<« C' f (& bh#ps://sandbox01.lab.dom/iam/im/TEWS6/cam oy ﬂ =
(3 Bookshelves [ CA Urls (O LAB_New (3 Other (&) vSphere Web Cl... 1 SFDC #& Documents - O... [ csu_laal X, Managing Shar... » (] Other bookmarks

This XML file does not appear to have any style information associated with it. The document tree is shown below.

¥ <soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/scap/envelope/" xmlns:tews="http://tews6/wsdl" xmlns:xsd="http://waw.w3.org/2801/XMLS5chema”
xmlns: SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/" xmlns:xsi="http://waw.w3.org/2001/XMLSchema-instance”
xsi:schemalocation="http://schemas.xmlsoap.org/scap/envelope/ http://schemas.xmlscap.org/scap/envelope/":
¥ <soapenv:Body>
¥ <soapenv:Fault>

faultcode>soapenv:Client</faultcode> TEWS6 DESCRIPTION CHANGES WHEN ENABLED

<faultstring>Not authorized for service.</faultstring:>

¥ <detail> SAME ERROR CODE =400

¥ <tews:ImsException xmlns="http://tewsé/xsd/commen” version="6.8">
¥ <tews:exception>

<tews:namer>com.netegrity.ims. tewss. Tews6Exception</tews: name> L ——— S S VR S S s == F
<tews:code>488</tews:code> ¥ {soapenv:Body>
¥ <tews:description: ¥ <soapenv:Fault:
<![CDATA[ GET method not supported by TewséServlet ]]» <faultcodersoapenv:Client</faultcodes
</tews:description: «faultstring:Not authorized for service.</faultstring:
<tews:transaction/> ¥<detail>
</tews:exception> ¥ <tews:ImsException xmlns="http://tews&/xsd/common” version="G.@">
</tews:ImsException> ¥ <tews:exception:
</detail: <tews:name>com.netegrity.ims.tews6.TewsbException</tews: name>
</soapenv:Fault: <tews:code>488</tews: code>
</soapenv:Body?> ¥<tews:description>
</soapenv:Envelope> <![CDATA[ Web Service Not Available. ]]>
<ftews:description>
<tews:transaction/>
</tews:exception:>




NOTE: IM WSDL WILL DISPLAY BEFORE & AFTER WEB SERVICES ARE ENABLED FOR USE

VALIDATE TEWS6 WSDL RESPONSE BEFORE ENABLING TO CONFIRM

— — T — =

This XML file does not appear to have any style information associated with it. The document tree is shown below.

¥ <definitions xmlns:tns="http://tewss/wsdl"” xmlns="http://schemas.xmlscap.org/wsdl/" xmlns:http="http://schemas.xmlsoap.org/wsdl/http/"
¥mlns:mime="http://schemas.xmlsoap.org/wsdl/mime/" xmlns:socap="http://schemas.xmlscap.org/wsdl/scap/"
¥mlns:soapenc="http://schemas.xmlscap.org/soap/encoding/" xmlns:xs="http://www.w3.org/2801/XMLSchema”™ name="cam" targetNamespace="http://tewst/wsdl">
¥ <types>
¥<xs:ischema xmlns:tns="http://tews6/wsdl" xmlns:xs="http:// waw.w3.0rg/2001/XMLSchema"” targetMNamespace="http:// tewse/wsdl" elementFormDefault="qualified"
attributeFormbefault="unqualified">
¥<xs:element name="Search":>
¥ <xs:complexType:
¥{xs:isequence:
<xs:element name="CreateCopy" type="xs:boclean" minOccurs="@"/:
¥<xs:element name="Organization" minOccurs="@":
¥ <xs:complexTypes
¥ {x5:sequence:
<xs:element name="UniqueName" t
<xs:element name="AndLower" typ
</xs:sequence>
<fxs:complexType:
</xs:element:
¥ <xs:element name="Subject” minOccurs="8" maxOccurs="unbounded">
¥ <xs:complexTypes
¥ {x5:sequence:
¥<xs:choicer
<xs:element name="UID" type="xs:string"/>
<xs:element name="UniqueMName" type="xs:string"/>
<¥s:element name="FriendlyName" type="xs:string"/:
<¥s:element name="Name" type="xs:string"/:
<xs:element name="Tag" type="xs:string"/>
<¥s:element name="0ID" type="xs:string"/>
</xs:choice>
<xs:element name="Check" type="xs:boolean” minOccurs="8"/:>
</xs:sequence>

ype="xs:string"/>
e="xs:boolean" />

<xs:iattribute name="index" type="xs:integer" use="required"/>




TROUBLESHOOT: ERROR MESSAGE EXAMPLE: INCORRECT HOSTNAME

root@sandbox01:/opt/CA/blc
[root@sandbox01 bin]# ./blc example.sh
IM Bulk Loader invoked ...
Loaded configuration options from properties file: ../conf/imbulkloadclient.prop
erties
Input file name: /opt/CA/blc/bin/feed.csv
Input file format: CSV
Transformation of input file finished successfully
Server URL: https://sandbox0l.lab.im.dom:443/iam/im/TEWS6/cam
Submitting all records in one request ...
Configured to use feeder parser class: com.ca.ldentitymanager.feeder.parser.CSVP
arser
Configured to use unique ID attribute name: uid
Configured to use action attribute name: action
Configured to use primary object: USER
Configured to use action to task mapping: create.CreateUser;modify.ModifyUser;de
1lele.DeleLleuser
Failed to submit data to server: ; nested exception 1is:
Java.net.UnknownHostException: sandbox01l.lab.im.dom
[root@sandbox01 binl# cd ..
[root@sandbox01 blc]l#
[root@sandbox01l blcl#




TROUBLESHOOT: ERROR MESSAGE EXAMPLE: MISSING CA TLS CERT IN BLC KEYSTORE

root@sandbox01:/opt/CA/blc/bin
[root@sandbox01 bin]# ./blc example.sh
IM Bulk Loader invoked ...
Loaded configuration options from properties file: ../conf/imbulkloadclient.prop
erties
Input file name: /opt/CA/blc/bin/feed.csv
Input file format: CSV
Transformation of input file finished successfully
Server URL: https://sandbox0l.lab.dom:443/iam/im/TEWS6/cam
Submitting all records in one request ...
Configured to use feeder parser class: com.ca.ldentitymanager.feeder.parser.CSVP
arser
Configured to use unigque ID attribute name: uid
Configured to use action attribute name: action
Configured to use primary object: USER
Configured to use action to task mapping: create.CreateUser;modify.ModifyUser;de
lete.DeleteUser
Failed to submit data to server: ; nested exception is:
Javax.net.ssl.SSLHandshakeException: sun.security.validator.ValidatorExc
eption: PKIX path building failed: sun.security.provider.certpath.SunCertPathBuil
lderException: unable to find valid certification path to requested target
[rootldsandbox01l bin]#
[root@sandbox0l binl#




SUCCESSFUL MESSAGE EXAMPLE: TRANSACTION ID RETURNED FOR CREATE USER RECORD

root@sandbox01:/opt/CA/blc/bin
[root@sandbox01 binl# ./blc example.sh
IM Bulk Loader invoked
Loaded configuration options from properties file: ../conf/imbulkloadclient.prop
erties
Input file name: /opt/CA/blc/bin/feed.csv
Input file format: CSV
Transformation of input file finished successfully
Server URL: https://sandbox0l.lab.dom:443/iam/im/TEWS6/cam
Submitting all records 1in one request
Configured to use feeder parser class: com.ca.ldentitymanager.feeder.parser.CSVP
arser
Configured to use unique ID attribute name: uid
Configured to use action attribute name: action
Configured to use primary object: USER
Configured to use action to task mapping: create.CreateUser;modify.ModifyUser;de
lete.DeleteUser
Finished successfully - Transaction ID: e915dfbd-2c05d09%e-7d13b035-cb84e’
[root@sandbox01l bin]#
[root@sandbox01 bin]l#




BLC EXAMPLE: IM VST OF SUCCESSFUL SUBMITED TASK FOR CREATE USER

- Description -~ Status | - Priority | - Initiated by -Submitted - Last Updated| - Last Operation
All feeder records were
. . 11/3/2015 11/3/2015 2:53 |submitted for execution. Total
#|Bulk Loader task Completed|Low idmadmin 5:53 PM oM number of records submitted
is 1
Create User task, User . ) . 11/3/2015 11/3/2015 2:53
V4 bob02 Completed Medium  |idmadmin 5:53 PM oM

Subject name

Task status

Identity Policy Violations

bob02 (bob01 bob01)

Task performed by idmadmin (idmadmin)
Task creation time Tuesday, November 3, 2015 2:53:02 PM EST

Completed

Identity Policy Name

Type

Workflow Status

Message

No results.

Create User Task Details: bob02

Included Events
- Event Name - Description - Status | - Submitted @ - Last Updated - Last Activity
/st user | Crote e 0L bob08 (BeB02)" 0 compiereq LI/3/2015 | 11/3/2015 253
i:g;:hronize Synchronize user "bob01 bob01 (bob02)" Completed élégfr?’lﬁ ;;{3{2015 2153




SUCCESSFUL MESSAGE EXAMPLE: TRANSACTION ID RETURNED FOR DUPLICATE OF SAME USER RECORD

root@sandbox01:/opt/CA/blc/bin
[root@sandbox01 bin]l# ./blc example.sh
IM Bulk Loader invoked
Loaded configuration options from properties file: ../conf/imbulkloadclient.prop
erties
Input file name: /opt/CA/blc/bin/feed.csv
Input file format: CSV
Transformation of input file finished successfully
Server URL: https://sandbox0l.lab.dom:443/iam/im/TEWS6/cam
Submitting all records in one request
Configured to use feeder parser class: com.ca.ldentitymanager.feeder.parser.CSVP
arser
Configured to use unigue ID attribute name: uid
Configured to use action attribute name: action
Configured to use primary object: USER
Configured to use action to task mapping: create.CreateUser;modify.ModifyUser;de
lete.DeleteUser
Finished successfully — Transaction ID: 192ff3f5-7bbblef0-346ca3b55-b9%9e5384
[root@sandbox01 bin]#
[+t @ecandlbawrN]l hinld




SUCCESS ON LOAD FOR BLC AND IM CORRECTLY IDENTIFIED DUPLICATE WITH RE-SUBMISSION OF SAME RECORD

Bulk Loader Task Details

Subject name NONE
Task performed by idmadmin (idmadmin)
Task creation time Tuesday, November 3, 2015 2:55:36 PM EST

Task status Completed

Identity Policy Violations

Identity Policy Name Type Workflow Status Message

No results.

Included Events

Event Name - Description Status - Submitted Last Updated Last Activity
# Feed Objects |Bulk Loader Event Completed|11/3/2015 2:55 PM 11/3/2015 2:55 PM

Initiated Tasks
These tasks were created as part of initiating this task, and began executing immediately.

Description - Status - Priority - Initiated by - Submitted - Last Updated - Last Operation

. . . . 11/3/2015 11/3/2015 2:55 An error object was posted to the task
R e e e 2:55 PM PM with text: User id bob02 is a duplicate.

Task History

~Time

Source Description
2015-11-03 14:55:37.0

TASKSESSION An error object was posted to the task with text: User id bob02 is a duplicate.




PERFORM SM EXPORT TO VIEW CHANGED IN SM POLICY STORE BEFORE & AFTER ENABLING SM AUTH IN IM

2 root@sandbox01:/opt/CA/|boss/im_01/jboss-eap-6.2/standalone/deployments — O

bash-4.25 XPSExport —-xb —-npass y 03 XPSExport IM and SM integrated via ra-xml
IMCD and IME WS BulkTask working no IMPS no SM Auth for WS.xml

[XPSExport - XPS Version 12.52.0001.154]
Log output: XPSExport.2015-11-03 145713.1og
Initializing XPS, please wait.

-L—HHlHH] Iﬂltldll 1nq XPS

(INFO)
(INFO)
(INFO)
(INFO)
D.16
(INFO)
(INFO)
(INFO)
0.16
(INFO)
(INFO)
(INFO)
)
)
)

T'--'qu_“j_"']_lll'l 12.52.0001. _]_l_4

SMPolmyReader v4.0-Alpha (Build: 318)

Find:

Linux/DX [ Globals | xPsDict
—01160 ] | system | Applications

-01120] e
—DllED]
Linu:z;’[‘n}i Use Mark O’Donohue fantastic tool to view deltas between
exports of the “before” and “after” states.

(INFO https://communities.ca.com/thread/100333222

@ne
(INFO _
ObtL™. | Properties | stats | References |

(INFO TTM— T ST S My Sues Label

- S 'E_UJ4LU] No validation warnings will be logged (controlled by

ol

CA.XPS::SLogValidationWarnings) .

LN LR} LR} LR} LR} LR} [ J L] LN LR} [ J LR} LR} LR} L]




Example Error Message: Validate with BLC submission before changing BLC configuration to use SM Basic Auth

root@sandbox01:/opt/CA/blc/bin — OB
[root@sandbox0l binl# ./blc example.sh
IM Bulk Loader invoked ...
Loaded configuration options from properties file: ../conf/imbulkloadclient.prop
erties
Input file name: /opt/CA/blc/bin/feed.csv
Input file format: CSV
Transformation of input file finished successfully
Server URL: https://sandbox0l.lab.dom:443/iam/im/TEWS6/cam
Submitting all records 1n one request ...
Configured to use feeder parser class: com.ca.ldentitymanager.feeder.parser.CSVP
arser
Configured to use unique ID attribute name: uid
Configured to use action attribute name: action
Configured to use primary object: USER
Configured to use action to task mapping: create.CreateUser;modify.ModifyUser;de
lete.Deletellser
IFailed to submit data to server: (401)Authorization Required

L 1 P | i

LR et e B L N AL ML LL |




&

Enable SM Auth in BLC: Change Boolean value from false to true for SM Auth

TextPad - INtemp\find_secret\blc\conf\imbulkloadclient.properties — O

EEiIe Edit Search View Tools Macros Configure Window Help

N @| E%&| X E|£—3Q|EE = 1 |@ﬁ?%¢@|@q¢%| elle p _ : Find incrementally [ db 1 L] Match case .

e _ _ _ _________~_~~=~=~@~n@nB@n=B=@=6n&6&-=~~__<~=@-9%9%6%;; N

J—

#Sun Nov 08 13:48:45 CST 2015
serverUrl=https\://sandbox01l.lab.dom/iam/im/TEWS6/cam
uniqueldentifierAttrName=uid
actionToTaskMapping=create.CreateUser;modify.ModifyUser;delete.DeleteUser
primaryObject=USER

user=idmadmin
feederParserClass=com.ca.lidentitymanager.feeder.parser.CSVParser
actionAtirName=action

isProtectedBySiteMinder=true] |

password=devrhQZYEmoREVIGal3tyoPkiTOe0uYNpgjS1Z21sz9B8\=

Search Results

Search Results EaalelslR@Vi1sll]3

For Help, press F1



Review APACHE Web Server with SSL: Tokens Required

Listen Port Defines the port number that Apache uses for the SSL communication.
SSL Engine Specifies the status of the SSLEngine.

SSL Certificate File Path Defines the location of the SSL certificates.

Default: installation_path/httpd/conf/SSL/certs/server.crt

SSL Key File Path Defines the location of the key to the SSL certificates.

Default: installation_path/secure-proxy/SSL/keys/server.key

SSL Certificate Chain File Path Defines the location of the CA certificates which form the certificate chain.

SSL CA Certificate File Path Defines the location of the CA certificates that are used for client authentication.
Default: installation_path/secure-proxy/SSL/certs/ca-bundle.cert

SSL CA Revocation File Path Defines the location of the CA certificate revocation lists that are used for client authentication.
SSL Verify Client Specifies the certification verification level for the SSL client authentication.

SSL Verify Depth Defines the number the levels in the certificate chain that must be searched for the certificate.

https://wiki.ca.com/display/sm1252sp1/Configuring+SSL+on+Apache+Web+Server+Using+Administrative+Ul|

https://wiki.ca.com/display/sm1252sp1/Configuring+SSL+on+Apache+Web+Server+Manually

https://wiki.ca.com/display/sm1252sp1/SSL+Troubleshooting



https://wiki.ca.com/display/sm1252sp1/Configuring+SSL+on+Apache+Web+Server+Using+Administrative+UI
https://wiki.ca.com/display/sm1252sp1/Configuring+SSL+on+Apache+Web+Server+Manually
https://wiki.ca.com/display/sm1252sp1/SSL+Troubleshooting

Apache httpd ssl configurations (w/wo SM Agent)

LoadModule ssl_module modules/mod_ssl.so
Listen 443

Listen 8443

AddType application/x-x509-ca-cert .crt
AddType application/x-pkcs7-crl .crl
SSLPassPhraseDialog builtin

SSLSessionCache shmcb:/var/cache/mod_ssl/scache(512000)
SSLSessionCacheTimeout 300

SSLMutex default

SSLRandomSeed startup file:/dev/urandom 512
SSLRandomSeed connect builtin
SSLCryptoDevice builtin

ServerName ssl.domain.com

DocumentRoot /opt/CA/httpd/htdocs
ScriptAlias /cgi-bin /home/site/cgi-bin
SSLEngine on

SSLProtocol all -SSLv2

SSLCipherSuite ALL:!ADH:!EXPORT:!SSLv2:RC4+RSA:+HIGH:+MEDIUM:+LOW
SSLCertificateFile  /opt/CA/httpd/conf/ssl/ssl.domain.com.server.crt
#SSLCertificateKeyFile /opt/CA/httpd/conf/ssl/ssl.domain.com.server.key

# Replace the below key with a password protected key for production environments

SSLCertificateKeyFile
Jopt/CA/httpd/conf/ssl/ssl.domain.com.server.nopassword.key

# Replace the below CertChain from SSL Public Vendor

#SSLCertificateChainFile
Jopt/CA/httpd/conf/ssl/parent_root_or__intermediate_bundle.crt

# Needed for SM and IM BLC

#https://support.ca.com/cadocs/0/CA%20SiteMinder%2012%2052%20SP1-
ENU/Bookshelf_Files/HTML/idocs/index.htm?toc.htm?346046.html?intcmp=searchr
esultclick&resultnum=730

SSLVerifyClient optional  {Needed for IM BLC to function correctly with SSL Certs}

SSLVerifyDepth 10 {Needed for IM BLC to function correctly with SSL Certs}




