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PREFACE

CA IT Client Manager (CA ITCM) is the new comprehensive solution that replaces the
stand-alone products within the CA Client Management Solution. CA IT Client Manager
combines the following products into one fully functional solution:

CA Asset Management (formerly Unicenter Asset Management)
CA Asset Intelligence (formerly Unicenter Asset Intelligence)
CA Software Delivery (formerly Unicenter Software Delivery)
CA Remote Control (formerly Unicenter Remote Control)

CA Patch Manager (formerly Unicenter Patch Management)

CA Desktop Migration Manager (formerly Unicenter Desktop DNA)

This document focuses on various components of the new CA IT Client Manager solution,
and therefore has used the old product names when addressing these functional areas.
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Chapter 1: Introduction

This document contains information that gives you a deeper look and a better
understanding of the Object Level Security feature. The document is a supplement to the
product documentation provided with the components of the CA ITCM solution. The
guidelines and best practices are provided to assist you with setting up a CA ITCM
environment that fits the security needs of your enterprise.

Document Scope

The security features in CA ITCM cover the following subject areas:

Authentication

Provides confidence that the requesting object is what it says it is.

Authorization

Provides the configuration and validation of access rights and privileges for performing
operations on secured objects.

This document focuses on Authorization only.

Audience

This document is intended for administrators working with CA ITCM. It provides useful
information that enables an administrator to set up and customize the security settings in
an existing CA ITCM installation on the Domain Tier and Enterprise Tier.

CA IT Client Manager / CA Unicenter Desktop and Server Management 9






Chapter 2: Object Level Security

The CA IT Client Manager (CA ITCM) management database provides class and object-level
security (OLS). The permissions assigned in the database are associated with a security
profile, which is represented by an object Uniform Resource Identifier (URI). Certificate
URIs can be associated with security profiles and therefore can be used to regulate access
to the CA ITCM management database.

Authorization

Authorization controls the rights and privileges for an object associated with an
authenticated entity, typically, a logged-in user. An authenticated entity is managed by
security profiles. This means that a user or a user group is represented by a security profile
and all permissions are managed in connection with the security profile.

The CA ITCM security subsystem manages the authorization by providing a robust and
generic security option for the entire CA ITCM system. It is responsible for controlling the
rights and privileges for an object associated with an authenticated entity nhamed security
profile. The following illustration shows a standard scenario where a user is a member of a
user group.
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user 1
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Authorization

The terms user and user group refer to a directory user account and a directory user group
definition. As illustrated earlier, the user group is represented by a security profile definition
which is stored in the MDB.

In addition, the MDB stores the permissions as assigned to security profiles. If a user
launches the DSM Explorer or runs a DSM command line utility, then each user request will
be processed based on the permissions as defined for the security profiles that the user is a
member of.

For example, you can create security profiles to determine which operating
system-dependent groups and users can access the CA ITCM system. You can also establish
class permissions, group and object permissions, and restrict the access of users or user
groups to selected folders or objects.

12 Chapter 2: Object Level Security



Security Profiles

Security Profiles

A security profile is an operating system user account or group either in the domain
manager (local profiles) or in its network domain (domain profile).

The security subsystem in CA ITCM supports multiple security profiles. A security profile is
either built-in (that is, created during installation) or user-defined.

A user-defined security profile represents either a single user or a user group.

The most important security profiles created during installation include:
m  Owner (virtual account, represents the owner of an object)

m  Everyone (default virtual account for all users)

In addition to the security profile, a set of security classes is associated with a profile. The
security classes are the same across all security profiles, but each security profile has
different permissions to the classes. A security class allows setting the permissions that will
be assigned to an instance of such a class as soon it is created.

You can also create security profiles for users in the trusted domains. Every user is required
to have a valid security profile to log in to the system. If new users are added to a
managed group, they automatically inherit the access rights given to the group and can log
in to the system instantly.

Single user, multiple profiles

A user can have multiple profiles. However, each profile can be mapped to only one

user or group. For example, if a user is a member of a group, then that user can have
two profiles—one mapped to the user account and the other mapped to the group. In
this case, the user will have the [mathematical] union of permissions in both profiles.

If a user is a member of more than one security profile, then the effective permission

for that user is a [mathematical] union of the individual permissions defined for each
security profile (like applying [mathematical] OR to all permissions).

Remove or deny access

If you want to deny access for a user of an individual security profile, you must remove
that user from the security profile. In case a user is member of more than one security
profile or group, then it is required to remove the user from all security profiles.

CA ITCM provides predefined security profiles and lets you create as many profiles as
you want using the Security Profiles dialog.

We recommend that at least one of these profiles has Full Control as access rights to
the system.

CA IT Client Manager / CA Unicenter Desktop and Server Management 13



Permissions

Permissions

Authorization covers the following types of permissions:

Class permissions

Permissions that act as the default permission assigned to every object of the class.

Object permissions

Permissions that are assigned individually for a single object.

Area permissions

Permissions that are used to define which objects are visible in an area.

A Permission definition is represented by an access control entry (ACE), which represents
the following permissions:

ACE Description Remarks

Vv View Allows you to show objects

R Read Allows you to read sub-objects of an object; for
example, members of a group

C Create Allows you to create objects

W Write Allows you to change an object

X Execute Allows you to execute objects; depends on the type of
the object

D Delete Allows you to delete objects

Permission Allows you to change the permission itself
o] Ownership Allows you to take ownership of an object

The security subsystem manages all types of permissions and uses a cumulative approach
to reach the effective permissions.

Note: If you have enabled area permissions, then both object and area permissions are
selected to get access to objects. In this case, users need object permissions and area
permissions to manage objects. If area support is disabled, then only object permissions
are selected.

14 Chapter 2: Object Level Security .V



Chapter 3: Use Cases

The following sections describe the various use cases such as CA ITCM Administration use
case, Software Delivery use case, and so on.

The general use cases are as follows:
Manage collect tasks
Manage AM collect jobs.

Manage collection modules

Manage inventory modules for inventory detection and inventory templates.

Manage configuration policies

Create, modify, or delete computer policies.

Manage configuration view

Configuration views are not subject to security.

Manage configuration jobs

Create or delete configuration jobs for computers asset groups.

Manage configuration reports

View or request configuration reports for computers.

CA IT Client Manager / CA Unicenter Desktop and Server Management 15



CA ITCM Administration Use Cases

CA ITCM Administration Use Cases

The following illustration shows the major CA ITCM administration use cases. This
illustration covers all activities that are related to the infrastructure and configuration of CA
ITCM as queries and groups.
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CA ITCM Administration Use Cases

Actors
The actor in the CA ITCM administration use case, and his or her scope is as given below:

CA ITCM Administrator

The owner of CA ITCM responsible for setting up its environment.

Tasks on Directory Integration

The following table gives details of tasks, security classes the tasks belong to, and the
corresponding permission required on these classes.

Task ‘ Security Class ‘ Permissions

General GUI access Domain VR
Control Panel Access

Configured Directory

Add directory Configured Directory cw

Delete directory Configured Directory D

Change properties Configured Directory w

Configure directory sync job Engine VRW
Engine Task

-» CA IT Client Manager / CA Unicenter Desktop and Server Management 17



CA ITCM Administration Use Cases

Permissions for Directory Integration

The following permissions are available for directory integrations:

Create (C)

Adds a configured directory.

View (V) and Read (R)

Lets you navigate to and access Directory Integration in the Control Panel.

Delete (D)

Lets you delete a configured directory.

Execute (X)

This permission is not used in this scenario.

Write (W)

Lets you add or change the properties of a configured directory, and configure the

engine job.

Permission (P)

This permission is not used in this scenario.

Tasks on Engine

The following tasks are available on the engine:

Task Security Class Permissions
General GUI access Domain VR
Control Panel Access VR
Engine VR
Create a new engine Engine C
instance
Start or stop engine Engine X
Administrator user rights on the
machine where the engine runs
Create engine task Engine w
Engine Task C
Link or unlink existing task Engine w
to the engine Engine Task VR

18 Chapter 3: Use Cases




Security Class

CA ITCM Administration Use Cases

Permissions

Editing engine task Engine Task VRW
properties or status
Set as next task to be Engine X
executed Engine Task VR
Changing the order of Engine W
engine task Engine Task VR
Link or unlink a domain Domain VRW
Domain Group VR
Configure replication job Engine W
Engine Task VRW

Permissions for Engine
The following permissions are available on the engine:
Create (C)

Lets you create an engine instance or engine task.
View (V) and Read (R)

Lets you navigate to and access the engine and engine tasks in the Control Panel.
Delete (D)

Lets you delete an engine instance.
Execute (X)

Lets you start or stop engine instance, and set task ordering.
Write (W)

Lets you create, link or unlink, and edit the engine task.
Permission (P)

This permission is not used in this scenario.

-v CA IT Client Manager / CA Unicenter Desktop and Server Management 19



CA ITCM Administration Use Cases

Tasks on Replication

The following table gives details of tasks on replication, security classes the tasks belong to,
and the corresponding permissions required on these classes.

Task ‘ Security Class Permissions

General GUI access Domain VR

View domains Domain Group

Control Panel Access

Link or unlink a domain Domain W
Configure replication job Engine VRW
Engine Task

20 Chapter 3: Use Cases .t



CA ITCM Administration Use Cases

Permissions for Replication
The following permissions are available on replication:

Create (C)
This permission is not used.
View (V) and Read (R)
View permission is required to view the properties of a domain.

Read permission is required to list the members of a domain group.

Both View and Read permissions are required to navigate to access domains in the
Control Panel.

Delete (D)
This permission is not used in this scenario.
Execute (X)
This permission is not used in this scenario.
Write (W)
Lets you link or unlink a domain and configure a replication job.
Permission (P)

This permission is not used in this scenario.

Tasks on Groups

The following table gives details of tasks on groups, security classes the tasks belong to,
and the corresponding permissions required on these classes.

Task Security Class Permissions

Create a group Asset Group RVCW

Server Group

Domain Group

Delete a group Asset Group RVDW

Server Group

Domain Group

-v CA IT Client Manager / CA Unicenter Desktop and Server Management 21



CA ITCM Administration Use Cases

Task Security Class Permissions
Search computer Computer RV
Search user account User RV
Search profile Computer User RV
Power up computer Computer RX
Computer User
Asset Group
Add computer Asset Group RP
Set permissions Asset Group RVP
Set software rights Domain VR
Asset Group VRW
Software Definition VR

22 Chapter 3: Use Cases




CA ITCM Administration Use Cases

Permissions for Groups
The following permissions are available on groups:

Create (C)

Lets you create an Asset, Server, or Domain Group. This permission is required on the
class.

View (V)
Lets you search for a Computer, User Account or User Profile.
Read (R)

Lets you power up a group of Computers or User Profiles. This permission is required
on the group.

Delete (D)

Lets you delete an Asset, Server, or Domain Group. This permission is required on the
group.

Execute (X)

Lets you power up a Computer or User Profile.

Write (W)

Lets you create or delete a group, or add a computer under the parent group. This
permission is required on the parent group.

Permission (P)

Lets you change the permissions on the group. This permission is required on the
group.

Tasks on Queries

The following table gives details of tasks on queries, security classes the tasks belong to,
and the corresponding permissions required on these classes.

Task Security Class Permissions

General GUI access . VR
Domain

Common Query

Create query Common Query VC

Delete query Domain VRD

-v CA IT Client Manager / CA Unicenter Desktop and Server Management 23



CA ITCM Administration Use Cases

Task Security Class

Create new query folder

Common Query

Permissions

\

Import definition

Common Query

c

Run query

Common Query

VRX

Submit to engine

(first available)

Common Query

VR

Submit to engine

(specific engine)

Common Query

Engine

VR

VR

Export definition

Common Query

VR

Copy query

Common Query

VRC

Rename query

Common Query

VRW

Set permissions

Common Query

Security Profile

VRP

Modify properties

Common Query

VRWX
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CA ITCM Administration Use Cases

Permissions on Queries
The following permissions are available on queries:

Create (C)

Lets you create, copy, or import a query definition. This permission is required on the
class.

View (V)

Lets you view queries, create, rename, or delete query folders, and access query
wizards.

Read (R)
Lets you view the pre-defined queries and query properties.
Delete (D)
Lets you delete a query.
Execute (X)
Lets you run a query and modify the properties of the query.
Write (W)
Lets you modify the properties of the query and to rename the query.
Permission (P)

Lets you change the permission on the query.

Tasks on External Asset Definition

The following table gives details of tasks on External Asset Definition, security classes the
tasks belong to, and the corresponding permissions required on these classes.

Task ‘ Security Class Permissions
General GUI access Domain VR
Control Panel Access \
Create external asset External Asset C
definition
Delete external asset External Asset D
definition
Modify properties External Asset VC

-v CA IT Client Manager / CA Unicenter Desktop and Server Management 25



CA ITCM Administration Use Cases

Permissions on External Asset Definition

The following permissions are available on external asset definition:

Create (C)

Lets you create external asset definitions or modify the external asset definition
properties. This permission is required on the class.

View (V)

Lets you view the external asset definition and properties.
Read (R)

This permission is not used in this scenario.
Delete (D)

Lets you delete an external asset definition.
Execute (X)

This permission is not used in this scenario.
Write (W)

This permission is not used in this scenario.
Permission (P)

This permission is not used in this scenario.

Tasks on File Collection

The following table gives details of tasks, security classes the tasks belong to, and the
corresponding permissions required on these classes.

Task Security Class Permissions
General GUI access Domain VR

Control Panel Access \'%
List file collection definition | Control Panel Access \'%
Create file collection File Permissions Administrator/root
definition

26 Chapter 3: Use Cases .V



CA ITCM Administration Use Cases

Tasks on Scalability Server

The following table gives details of tasks on Scalability Server, security classes the tasks
belong to, and the corresponding permissions required on these classes.

Task ‘ Security Class Permissions

General GUI access . VR
Domain

Control Panel Access

Server

Server Group

View Scalability Servers Control Panel Access VR

Server

Server Group

-» CA IT Client Manager / CA Unicenter Desktop and Server Management 27



CA ITCM Administration Use Cases

Permissions for Scalability Server
The following permissions are available on the Scalability Server:

Create (C)
This permission is not used in this scenario.
View (V) and Read (R)
View permission is required to view the properties of a Server.

Read permission is required to list the members of a Server Group.

View and Read permissions are required to navigate to and access Scalability Servers in
the Control Panel.

Delete (D)

This permission is not used in this scenario.

Execute (X)

This permission is not used in this scenario.

Write (W)

This permission is not used in this scenario.
Permission (P)

This permission is not used in this scenario.
Tasks on Managers

The following table gives details of tasks on Managers, security classes the tasks belong to,
and the corresponding permissions required on these classes.

Task ‘ Security Class Permissions
General GUI access Domain VR
View Manager Control Panel Access VR

28 Chapter 3: Use Cases .V



CA ITCM Administration Use Cases

Permissions for Managers
The following permissions are available on Managers:
Create (C)

This permission is not used in this scenario.
View (V) and Read (R)

View permission is required to view the properties of a Manager.

View and Read permissions are required to navigate to and access Manager in the
Control Panel.

Delete (D)

This permission is not used in this scenario.
Execute (X)

This permission is not used in this scenario.
Write (W)

This permission is not used in this scenario.
Permission (P)

This permission is not used in this scenario.

CA IT Client Manager / CA Unicenter Desktop and Server Management 29



Software Delivery Use Cases

Software Delivery Use Cases

The following illustration shows the use cases for providing the following software:
m A software package that can be distributed via DSM Software Delivery Catalog
m  An operating system (OS) image

m A boot image

import
software
package

create Boot
Image

register Boot
Image

create OS
Image

register OS
Image
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Software Delivery Use Cases

The following illustration shows the use cases for distributing software:

create
software

policy

create
software job

deploy
software
package

search

software job oW

Deployment

SW staging
job job

SW Deployment
Admin
schedule OS customize 0S

installation

installations

Actors

The actors in the software delivery use case, and their scope is as given below:

Software provider

Provide software applications and/or image to make it available for publishing or
deployment.

Software deployment administrator

Responsible for deploying software applications and scheduling operating system
installations.

Tasks on Software Jobs

The following table gives details of tasks, security classes the tasks belong to, and the
corresponding permissions required on these classes.

Task Security Class ‘ Permissions
General GUI access Domain VR

View software jobs under Jobs - | Software Jobs \

software jobs folder Software Job Container VR

Modify software jobs under Jobs | Software Jobs VW
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Software Delivery Use Cases

Task Security Class Permissions
~ software jobs folder Software Job Container VRW

View software job under a Computer R

computer folder Asset Group VR

Remove software job under a Computer RW
computer folder Asset Group VR

Tasks on Packages and Procedures

The following table gives details of tasks on packages and procedures, security classes the
tasks belong to, and the corresponding permissions required on these classes.

Task

Security Class

Permissions

General GUI access Domain VR
Software Group Y
View Software Package Software Group VR
Software Package Y,
View Software Package and Software Group VR
Procedure Software Package VR
Procedure Vv
Create Software Package Software Group VRW
Software Package C
Modify Package Software Group VR
Software Package VW
Create Procedure (Unseal the Procedure C
oo S TS, SotareGrous "
Software Package VRW

File permissions

Administrator/root

Delete Procedure (Unseal the
package, delete procedure,
and then seal the package).

Procedure
Software Group
Software Package

File permissions

VD
VR
VRW

Administrator/root

Modify Procedure (Unseal the
package, modify procedure,
and then seal the package).

Procedure
Software Group

Software Package

Al
VR
VRW
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Software Delivery Use Cases

Permissions

Security Class

File permissions Administrator/root

OS Installation Management Tasks on Computers

The following table gives details of tasks on operating system (OS) installation
management, security classes the tasks belong to, and the corresponding permissions

required on these classes.

Task Security Class Permissions

General GUI access Domain VR
Asset Group VR

Show OS installations Computer VR

Show OS installation Computer VR

m
parameters OS Installation Image \
Edit or reset OS installation Computer VRW
m

parameter OS Installation Image \

Enable computer for OS Computer VRW

installation management

Paste or drop OS image to Computer VRW

install

Insta OS Installation Image \

Activate, reinstall, renew, Computer VRX

stop, or abort OS installation

Manage Computer VRC
OS Installation Image V

(unnamed computer)

Manage Computer VRW
OS Installation Image V

(named computer)

Move To Boot Server Computer VRW

Delete from OS installation Computer VRD

management
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Software Delivery Use Cases

Task Security Class Permissions
Delete Computer VRW
(failed, stopped, or planned)
OS installation wizard Computer VRW
OS Installation Image \
(assign OS image)
OS installation wizard Computer VRX
OS Installation Image \Y

(set up OS installation)

Tasks on Boot and OS Images

The following table gives details of tasks on Boot and OS images, security class the tasks
belong to, and the corresponding permission required on these classes.

Tasks ‘ Security Class Permissions
General GUI access Domain VR
Image Prepare System access to None Local admin rights
create, show, customize and delete
local Boot/OS Images

None

Register

Boot/OS Image

OS Installation Image

Local admin rights

Show (registered) Boot/OS Images OS Installation Image v
Edit Default Value (of an OS OS Installation Image vw
Installation Parameter)

OS Installation Image VD

Delete (registered) Boot/OS Image
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Reporter Use Cases

Reporter Use Cases

Typically, an IT Manager or administrator is interested in reports that provide information
about the state of the existing IT infrastructure. These reports can be used as a baseline for
making decisions about costs, investments, and so on. The following illustration shows the
use cases for reporting.

uses— create query

create report
template

schedule

//
/ /_/_,,/-/"/ report
, Y

e

IT Manager

Actors
The actor for the reporter use case, and his or her scope is as given below:

IT Manager

Is a person who needs statistical data or reports, which can be used for the following
purposes:

> Deciding investments
> Auditing
> Provisioning

> Configuration and change-planning (for example, migration projects)
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CA ITCM Deployment Use Cases

Tasks on Report Templates

The following table gives details of tasks, security classes the tasks belong to, and the

corresponding permissions required on these classes.

Task ‘ Security Class Permissions
General GUI access Domain VR
Create a report template Report Template CW
(New one or import existing
report definition)
Run Report Report Template VRX
Delete Report Report Template RWD
Create Schedule Report Report Scheduling CRW
Template Engine RW
Report Template CRW

CA ITCM Deployment Use Cases

The following illustration shows the use cases for deploying the infrastructure for CA ITCM.
The deployment activities frequently include rolling out CA ITCM agents to new systems.

N

ITCM Depldyment
Admin

deploy/stage
components

deployment
job status

continuous
discovery service

create continuous
deployment policy
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CA ITCM Deployment Use Cases

Actors
The actor for the CA ITCM deployment use cases, and his or her scope is as given below:
CA ITCM deployment administrator
Responsible for deploying the CA ITCM infrastructure.
Tasks on Deployment Job

The following table gives details of tasks, security classes the tasks belong to, and the
corresponding permissions required on these classes.

Task ‘ Security Class Permissions
General GUI access Domain VR
Deploy Software Control Panel Access

Deployment Job C

Permissions for Deployment Job
The following permissions are available on the deployment job:

Create (C)

Lets you create a deployment job with the deployment wizard or a Continuous
Discovery Policy using the Continuous Discovery Policy wizard.

View (V)
This permission is not used.
Read (R)
Lets you see the Deployment Jobs node, and Continuous Discovery Policy node.
Delete (D)
Lets you delete a deployment job, or Continuous Discovery Policy.
Execute (X)
This permission is not used.
Write (W)

Lets you enable, disable, or modify a Continuous Discovery Policy.
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Asset Management Use Cases

Asset Management Use Cases

The following illustration shows the use cases for managing assets.

delete asset
job
///
///‘
,// create asset schedule asset
job job
ANE
2.
/ \ \"\_\ delete policy
Asset N
Manager g
create policy
. N\
ex(teﬁds extepds
query based event based
policy policy
Actors

The actor for the asset management use case, and his or her scope is as given below:

Asset Manager

Responsible for managing assets.
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Tasks on Asset Jobs

Asset Management Use Cases

The following table gives details of tasks on asset jobs, security classes the tasks belong to,

and the corresponding permissions required on these classes.

Task Security Class Permissions

General GUI access Domain VR

Create asset job folder Asset Job Vv

Delete asset job folder Asset Job

Rename asset job folder Asset Job \Y

Create asset job Asset Job

Delete asset job Asset Job VRD

Set scheduling for an asset Asset Job VRW

job

Reinitialize checksum for an Asset Job VR

asset Job

Rename asset job Asset Job VRW

Set permission on asset job Asset Job VRP
Security Profile Y,

Modify properties of an asset | Asset Job VRWX

job

CA IT Client Manager / CA Unicenter Desktop and Server Management 39



Asset Management Use Cases

Permissions for Asset Jobs
The following permissions are available on asset jobs:
Create (C)
Lets you create an asset job.
View (V)
Lets you create, rename, or delete Asset Job folders.
Read (R)
Lets you view the asset job properties and reinitialize checksum for an asset job.
Delete (D)
Lets you delete an asset job.
Execute (X)
Lets you modify the asset job properties.
Write (W)
Lets you rename or set the scheduling and modify the asset job properties.
Permission (P)

Lets you change the permission for the asset job.

Tasks on Query-Based Policies

The following table gives details of tasks on query-based policies, security classes the tasks
belong to, and the corresponding permissions required on these classes.

Task Security Class Permissions
General GUI access Domain VR
Create policy folder Policy-Query Based
Delete policy folder Policy-Query Based
Rename policy folder Policy-Query Based
Create policy Policy-Query Based VC
Common Query VR
Delete policy Policy-Query Based VRD
Rename policy Policy-Query Based VRW
Set permissions Policy-Query Based VRP
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Asset Management Use Cases

Task Security Class Permissions

Security Profile \%
Modify properties Policy-Query Based VRW
Disable policy Policy-Query Based VRW
Evaluate now a policy Policy-Query Based VR
View query Policy-Query Based VR
New action on policy Policy-Query Based VRW

Permissions for Query-Based Policies
The following permissions are available on query-based policies:
Create (C)

Lets you create a query-based policy.
View (V)

Lets you create, rename, or delete query-based policy folders.
Read (R)

Lets you view policy properties, and query and evaluate the policy.
Delete (D)

Lets you delete the policy.
Execute (X)

This permission is not used.
Write (W)

Lets you rename, disable, and modify the policy properties.
Permission (P)

Lets you change the permission for the policy.
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Asset Management Use Cases

Tasks on Event-Based Policies

The following table gives details of tasks on event-based policies, security classes the tasks
belong to, and the corresponding permissions required on these classes.

Task ‘ Security Class Permissions
Create policy Policy-Event Based VC

Delete policy Policy-Event Based VRD

Rename policy Policy-Event Based VRW

Set permissions Policy-Query Based VRP

Security Profile \

Modify properties Policy-Query Based VRW

Disable policy Policy-Query Based VRW

New action on policy Policy-Query Based VRW

42 Chapter 3: Use Cases




Asset Management Use Cases

Permissions for Event-Based Policies
The following permissions are available on event-based policies:
Create (C)
Lets you create an event-based policy.
View (V)
Lets you create, rename, or delete event-based policy folders.
Read (R)
Lets you view the policy properties.
Delete (D)
Lets you delete the policy.
Execute (X)
This permission is not used.
Write (W)
Lets you rename, disable, and modify the policy properties.

Permission (P)

Lets you change the permission for the policy.
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Security Administration Use Cases

The following illustration shows the use cases to set up and customize the security settings
in an existing CA ITCM environment.

take
ownership

change
ca_itrm

password ‘

1

A

/

manage
security
profiles naen-Cbhject Owner

manage class link/unlink

level areas area
Al permissions

Security Admin
manage area
support

s uses

modify default

delete area area settings

create area

set permission
on an object

link/unlink - ~
object to an o Object Owner
area
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Security Administration Use Cases

Actors
The actors for the security administration use cases, and their scope is as given below:

Security administrator

Responsible for managing the security environment of CA ITCM.

Object owner

Any user who can access CA ITCM through DSM Explorer, Web Admin Console, or
Command Line Interface.

The Object Owner has an object created directly or indirectly.

Note: The term directly refers to an object created manually. The term indirectly refers
to an object that was created indirectly, for example, at the time of deployment.

Non-Object owner

Any user who can access CA ITCM through the DSM Explorer, Web Admin Console, or
Command Line Interface.

The user is able to see an object that was not created either directly or indirectly.

Tasks on Security Profiles

The following table gives details of tasks on security profiles, security class the tasks belong
to, and the corresponding permission required on these classes.

Task Security Class ‘ Permissions
General GUI access Domain VR
Show security profiles Security Profile Y
Delete security profile Security Profile VD
Add security profile Security Profile C
Re-map security profile Security Profile VW
Turn area support on or off Security Profile VW
Link security profile to security area Security Profile VW
Security Area \
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Security Administration Use Cases

Tasks on Security Areas

The following table gives details of tasks on security areas, security class the tasks belong
to, and the corresponding permission required on these classes.

Task ‘ Security Class Permissions
General GUI access Domain VR
Show security areas Security Area \
Delete security area Security Area VD
Add security area Security Area C
Change properties of a security area Security Area VW
Link security area to security profile Security Area \
Security Profile VW
Define default security areas Security Area VP
Turn Area Support on or off (global) Area P

Tasks on Class Permissions

The following table gives details of tasks on class permissions, security class the tasks

belong to, and the corresponding permission required on these classes.

Task ‘ Security Class Permissions
General GUI access Domain VR

Security Profile \
Show class permissions Class Permissions VR

Class Permissions VRP

Change class permissions

General Security Tasks on Secured Objects

The following table gives details of tasks, security class the tasks belong to, and the

corresponding permission required on these classes.

Task ‘ Security Class Permissions
General GUI access Domain VR
Show group or object permissions <Object Class> VR
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Remote Control Use Cases

Task Security Class Permissions

Security Profile Vv
Change group or object permissions <Object Class> VRP
Security Profile Vv
Link object to security area <Object Class> VRP
Security Area \
Revert security level of security area <Object Class> VRP
Security Area \
Take object ownership <Object Class> VRO

Remote Control Use Cases

The following illustration shows the use cases to set up and customize the remote control

settings in an existing CA ITCM environment.

manage
address book
entries

replay session

close all
sessions

connect to
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Remote Control Use Cases

Actors
The actor for the remote control use cases, and his or her scope is as given below:
RC Admin
Responsible for managing assets via remote control.
Tasks on Remote Control

The following table gives details of tasks on remote control, security classes the tasks
belong to, and the corresponding permissions required on these classes.

Task ‘ Security Class Permissions
General GUI access Domain VR
Enable remote control usage Control Panel Access

Remote Control Access \Y
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Remote Control Use Cases

Permissions for Remote Control Access
The following permissions are available for remote control access:

Create (C)
This permission is not used.
View (V)

View permission is required to make the Remote Control Node visible in the domain
tree, under group details, and computer.

View permission is required to send commands to RC agents (Lock, Unlock, Reboot).
You have to set the Write permissions on the computer or the group object to allow
sending commands.

Read (R)
This permission is not used.
Delete (D)
Lets you delete user permission from a group.
Execute (X)
This permission is not used.
Write (W)
Lets you add user permissions to a group.
You require the Write permission on a Group object before you can add RC Permissions to

it. To set permissions on the Root Global Address Book, you require the Write permission on
the domain class.

Note: The Delete and Write permissions are not used in r11.2.
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Configuration Use Cases

Configuration Use Cases

The following illustration shows the use cases to configure the CA ITCM environment.

manage
collect tasks

manage
collection
modules

manage ccnf
computer
policies

manage
configuration
views

manage
configuration
jobs

manage
configuration
reports

Actors

The actor for the configuration use cases, and his or her scope is as given below:

Configuration Administrator

Responsible for configuring CA ITCM infrastructure and its assets.

Tasks on Collection Tasks

The following table gives details of tasks, security classes the tasks belong to, and the
corresponding permissions required on these classes.

Security Class Permissions

General GUI access Domain VR
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Configuration Use Cases

Task Security Class Permissions
Create a Collect Task folder Control Panel Access VR
Delete Collect Task folder Control Panel Access VR
Rename Collect Task folder Control Panel Access VR
Create a collect task Control Panel Access VR
Delete a collect task Control Panel Access VR
Set scheduling on a collect task Control Panel Access VR
Modify properties on a collect task Control Panel Access VR
Set permissions on a collect task Control Panel Access VR

Tasks on Collection Modules

The following table gives details of tasks on Collection modules, security classes the tasks
belong to, and the corresponding permissions required on these classes.

Security Class Permissions

General GUI access Domain VR

Tasks on Configuration Policies

The following table gives details of tasks on configuration policies, security classes the tasks
belong to, and the corresponding permissions required on these classes.

Task Security Class Permissions
General GUI access Domain VR
Configuration policy folder access Control Panel VR

List configuration policies Policy-Configuration Computer V

Browse configuration policies Policy-Configuration Computer VR

Create configuration policies Policy-Configuration Computer C

Modify configuration policies Policy-Configuration Computer W

Delete configuration policies Policy-Configuration Computer D
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Configuration Use Cases

Tasks on Configuration Views

Configuration views are not subject to security.

Tasks on Configuration Jobs

The following table gives details of tasks, security classes the tasks belong to, and the
corresponding permissions required on these classes.

Task ‘ Security Class Permissions
General GUI access Domain VR
Configuration policy folder access Control Panel VR
Configuration policy access Policy-Configuration \

Computer
Create or delete computer configuration job Computer VRX
Create or delete group configuration job Asset Group VRX
View computer configuration job Computer VR
View group configuration job Asset Group VR

Tasks on Configuration Reports

The following table gives details of tasks on configuration reports, security classes the tasks
belong to, and the corresponding permissions required on these classes.

Tasks ‘ Security Class Permissions
General GUI access Domain VR

View configuration report Computer VR

Request configuration report Computer VRX
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Chapter 4: Scenarios

This section has examples of best practice recommendations for setting up Authorization in
your CA ITCM environment.

Allow Software Delivery for Single User

This scenario demonstrates the security concept of software delivery tasks.

You can grant permissions for a user to create, edit, and distribute software for a specific
group of computers, while you can deny these permissions to other users. You can create
one or more user groups, thus creating independent islands of sub-administrators.

To grant permissions to users
1. Open the Security Profiles dialog.
Reserve the Administrators group for users with more extensive privileges.
Note: Do not make changes to the Everyone and Owner/creator groups.
2. Create a new security profile, USER1 (a user account) that will have restricted usage.

3. Use the Administrator group and set the class permissions for this profile as shown in
the following table:

Object Class Class Permissions H Comments

Software Package Special Access (C) Creates the software package. No
other rights are required as you
are the owner of the software
package after you create it.

Procedure Special Access (C) Creates a procedure.

Software Job Special Access (C) Creates a software job on the
target computer.

Software Job Special Access (CVRW) Creates, writes, and views the job
Container container. This is available under
the Jobs, Software Jobs, and All
Software Jobs folders.

All Other Object No Access Restricts a user from accessing
Classes other objects.
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Allow Linking of Engine Jobs

Allow Linking of Engine Jobs

You can allow users to link engine tasks to an engine.

To allow a user to link engine tasks to an engine

1. Create a new security profile, USER1 (a user account), that will have restricted usage.

2. Set the class permissions for this profile as shown in the following table, using the
Administrator group:

Object Class Class Permissions Comments

Engine

<Change>

To start, stop, or modify engine objects,
you must grant Full Control rights to the
engine.

Requires NT Administrator or root rights
to the computer where the engine is
running.

Engine Task

<Manage>

Use Area Support

You can have two or more profiles where all security profiles have the same class level
permissions. However, objects created by one profile should not be seen by the other

profiles.

To use area support

1. Log on as a user with Security Admin permissions.

2. Set up the requested security profile including the class permissions.

3. Create an area definition for each security profile.

4. Enable area support at the global level.

5. Enable area support for each security profile.

6. Link a security profile to a single area. Ensure that the each security profile is linked to
a different area.

Note: A maximum of 32 area definitions are supported.
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Allow Software Delivery for Certain Objects

Allow Software Delivery for Certain Objects

You can have two Software Delivery Admin groups to create Computer groups, but the
Software Jobs created by one Software Delivery Admin group should not be visible to other
groups.

To allow software delivery for certain objects
1. Log on as a user with Security Admin permissions.
2. Create a security profile for each Security Admin group.

3. Assign the same class level permissions for each group allowing Software Delivery
features.

4. Create an area for each Software Delivery Admin group.
5. Link the security profile for each Software Admin group to a different area.
6. Enable area support at global level.

7. Enable area support for each security profile.

Restrict Permissions for Administrator Profile

You can restrict the permissions for the Administrator profile.

To restrict permissions for the Administrator profile
1. Log on as a user with Security Admin permissions.
2. Modify the class permissions for the profile according to the requested restrictions.

3. Ensure someone or another security role will be able to modify permissions when you
make this change.

You do not want to restrict all users and all roles from being able to modify permissions
when you make this change.
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Restrict Access for Local Administrator Group

Restrict Access for Local Administrator Group

During installation, CA ITCM creates a security profile for the local administrator group with
Full Access rights.

You can restrict the permissions for the local administrator group.

To restrict permissions for the local administrator group
1. Create a new security profile for a user or a user group which has full access.

2. Restrict the permissions for the local administrator profile. For example, you may give
only read and view permissions for all security classes.
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Chapter 5: Performance
Considerations

Consider the following points when setting up the object-level security (OLS) environment:

m  The number of security profiles has a significant impact on the performance of the OLS
environment.

m  When you create a security profile, the permissions for all existing secured objects are
calculated and stored in the MDB.

m  The number of dynamic groups has a significant impact.
m  The Engine, which runs in the background, evaluates the dynamic groups. Every time a

dynamic group is evaluated, the permissions for the group members are updated or
recreated.

The following scenario describes the impact of these considerations.
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Scenario: Multiple Security Profiles and Dynamic Groups

Scenario: Multiple Security Profiles and Dynamic Groups

Pre-Condition

A CA ITCM administrator creates 20 security profiles and more than 20 dynamic groups.
There is one extra engine for group evaluation.

Action

The CA ITCM administrator creates an additional security profile using DSM Explorer. The
administrator has also executed a group evaluation process.

Result

The CA ITCM administrator receives an error message saying the command timed out and
the security profile was not created.

Root Cause

The creation of the security profile and the evaluation of the group are running in parallel;
both processes access the same table when accessing the MDB table where the permissions
are stored.

Solution
1. Stop the engine that is responsible for group evaluation.
2. Create the security profile.

3. Start the engine again to resume the group evaluation when the security profile create
is completed.

You can reschedule, postpone, or even disable the group evaluation of the engine until
the security profile is created.

Security Classes Reference

Each security profile has its own set of security classes. A security class allows setting the
permissions that will be assigned to an instance of such a class as soon as it is created.

CA ITCM supports the following security classes:
m Discovered Hardware (Computer)

m Class Level Security
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Security Classes Reference

Discovered Hardware (Computer)

The following security classes are used for Discovered Hardware only:
m  Users

m Computer Users

m  Manager

m  Servers

m  Asset Groups

m  Server Groups

m  Domain Groups

m  Queries

m  Security Classes

m  Security Profiles

m  Software Packages

m Software Procedures

m  Procedure Groups

m Job Containers

m Software Jobs

m  Asset Jobs

m  Modules

m  Query Based Polices

m Event Based Policies

m  OSIM Boot Images

m  OSIM OS Images

m  Engine

m  Configuration Policies Computer
m  Configuration Policies User

m External Directory Access
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Security Classes Reference

m  Report Templates

m  Inventory modules

Class Level Security

Every object or instance of a class will get the permission as defined for the class by
default.

The following security classes are used for Class Level only:
m MDB Access
m  Enable Control Panel

m Enable Remote Control
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