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Goal: Clarify the external DB requirements & execution steps

Challenge: Three (3) References for setting up the IP/IG Database for MS-SQL exist.

1.  vApp Readme file for External Database
a) Outlines suggestive DB names for IP and 1G

v O Search ms

Name ype Co e Ratio Date modified

ReportDB

2. |G manual installation readme file “Manual_DB_installation.txt” 508
a) Defines the need for Case-Sensitive Collation for the DBs. L
b) Other Collation Notes: https://support.ca.com/cadocs/0/g016411e.pdf

TXT File

3. IG/IP Bookshelf
a) Defines the XA requirement for both MS-SQL & Oracle (but only MS-SQL needs additional steps) for WPDS DB

b)  https://docops.ca.com/ca-identity-governance/14-1/EN/release-notes/release-notes-14-1/installation-and-upgrade-considerations

c) https://docops.ca.com/ca-identity-suite/14-1/EN/upgrading/upgrading-ca-identity-suite-virtual-appliance

d) https://support.ca.com/cadocs/0/CA%20ldentity%20Suite%2012%206%205-ENU/Bookshelf Files/PDF/SIGMA Installation Guide.pdf

e) J2EE Datasource for IG demonstrates need for XA-datasource (see example) for WPDS DB. XA not required for IP due to no WPDS DB

f)  WPDS Database tables/stored procedures will NOT deploy to MS-SQL Database if XA Driver & Configuration is NOT enabled. Review requirement if Workflow is required for IG use-cases.

CA Identity Suite <datasource jndi-name="java:]boss/datasources/jdbc/sigmadb” pool-name="sigma-ds" enabled=

weminges Virtual Appliance
<connecticmfurl>j dbcisglserver://192.168.242.135:1433; databaseName=TDENTITY PORTAL DB

<driver>sqlserver</driver>
<pool>

Configure Database

java: fidbc/WPDS" pool-name="WPDS"
pert ste="URL" >

Jst perform the prerequisites listed in thg readme filefto o jdbc:oracle:thin:@database srv:1521fxe

tio

name="User" > ca
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Scenario: VApp Prod/Non-Prod deployment with external
MS SQL DB 2014

MEREN (R

1. Manually create IG DBs (as case-sensitive per IG notes; except WPDS DB)

2. Install MS-SQL XA Driver on MS-SQL Servers (per 1G wiki) for WPDS DB

3. Validate XA is working with sample java program “testXA.java” or view Component
Services DTC or MS-SQL ERRORLOG file.

Post-Task(s):

1. Create the IG Connector in IP (If missing)

2. Create User property for UserID with the new IG Connector in IP (If missing)
3. Add Modules for use in IP

G
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Content/Sections:

*  Pre-Tasks:

. Create MS-SQL Databases for IP (1) and IG (4)

. Use existing MS-SQL Database Server(s)
. Optional: Test process/steps with free MS-SQL 2014/2017 Express Edition

. Create a new DB login ID with Server Role = public (least privileged model)

. Create new Databases
. Assign ownership to the new db login ID
. Update the collation to case-sensitivity for 3 of the 4 1G databases (per readme)
. Optional: Tune EUREKIFY_DB with the following MISC options:

Allow Snapshot Isolatation = True & Is Read Committed Snapshot On = True

. Enable MS-SQL XA Configuration/Driver for IG Workflow (WPDS) DB.
. Step 1: What is XA?
. Step 2: How to download the XA Driver & SQL Script.
. Step 3: Enable MS-SQL XA Configuration for DTC
. Step 4: Copy the XA DLL File to all MS-SQL Servers
. Step 5: Execute pre-built XA DB SQL Script
. Step 6: Add the IG db login user to new Database Role under ‘master’ db
. Step 7: Restart the MS-SQL Server’s Services
O Step 8: Validate XA driver is working

* Deploy vApp with IG/IP Configuration
. Update IP Modules as needed

© 2017 CA. ALL RIGHTS RESERVED.
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Step 1a: Ensure that MS-SQL Database Server is TCP Enabled &
Check Port is Listening (Default TCP 1433)

Administrator: Command Prompt For testing, suggest
downloading MS-SQL 2014 Express DB

https://www.microsoft.com/en-US/download/details.aspx?id=42299

Or MS SQL 2017 Express DB

https://www.microsoft.com/en-us/sql-server/sqgl-server-editions-express

Windows IP Configuration

Ethernet adapter Ethernet@:

Connection-specific DNS Suffix . : localdomain

Link-local TPv6 Address . . . . . : fe8@::ad7d:ec27:1bcf:9b27%7 s g
IPv4 Address. . . . . . . . . . . : 192.168.242.135

Subnet Mask . . . . . . . . . . . : 255.255.255.9 Microsoft SQL Server 2014 Expre: powerful and reliable free data management
De'FaU ].t Gateway .. . . . . .t 192.168.242.2 system that delivers a rich and reliable data store for lightweight Web Sites and desktop

applications.

Note: There ar files available for this download, Once you dlick on the "Download” button, you will be prompted
to select the

Administrator: Command Prompt

Version: Date Published:

C:\>netstat -an | findstr 1433 e s

i\ BEFORE TCP LISTEN MODEL ENABLED

are
The QL §
upported feat:

®
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Step 1b: Update SQL Server TCP/IP Configuration

TCP/IP Properties

@ Sqgl Server Configuration Manager

File Action View Help Protocol 1P Addresses

®$|;‘_|Bj| E General
48 SQL Server Configuration Manager (Local) Protocol Name  Status Enabled
REED AlIVE

B SQL Server Services ¥~ Shared Mem... Enabled Listen All

.. SaL Ser\._fer Ne_twork ConflgL_Jratlor_1 (32b|t)_ ¥ Named Pipes  Disabled

& 50L Mative Client 11.0 Co_nflgur_atlon (32bit) N TCP/IP Disabled
~ B sQL Server Network Configuration

& Protocols for SQLEXPRESS Protocol P Addresses

£ SQL Native Client 11.0 Configuration

TCP/IP Properties

TCP Port
B p7

Active

Enabled

IP Address
ENABLE TCP/IP and Ensure IPAll is set to TCP Port 1433 T yramic s
IP8
Active Yes
Enabled Mo
IP Address 127.0.0.1
TCP Dynamic Ports o
Warning TCP Port
P9
Active Yes
Enabled Mo
fed0:5efe:192,168.242,135%4

o Any changes made will be saved; however, they will not take P Address I

effect until the service is stopped and restarted. TCP Port

1PAII

TCP Dynamic Ports
TCP Port

TCP Port
TCP port




Step 1c: Restart MS-SQL & Check TCP Port is available

C:\>netstat -an | findstr 1433

C:\>netstat -an | findstr 1433
&

C:\> File Action View Help

State Start Mode Log On As
)L Server Browser Stopped Other (Boot, Sy.. NT AUTHORITY...
)L Server (SQLEXPRESS) Running Automatic NT Service\MSs...
)L Server Agent (SQLEXPRESS) Stopped Other (Boot, Sy.. NT AUTHORITY...

[Z T ]

er Network Configuration
Protocols for SQLEXPRESS
| Mative Client 11.0 Conf

SQL Server Configuration Manager

Starting service...

dministrator: Command Prompt

C:\>netstat -an | findstr 1433

C:\>netstat -an | findstr 1433

—|C:\>netstat -an | findstr 1433

TCP 0.0.0.0:1433 0.0.0.0:0 LISTENING
TCP [::]:1433 [::]:0 LISTENING
C:\og

G
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Step 1d: Ensure MS-SQL OS F/W has rule for TCP 1433

Avoid this error message: Open the F/W port for the MS-SQL TCP Port 1433 on the database server
- Open the MS Windows F/W Wizard & create a new F/W Rule for TCP Port 1433

Failed to connect to the database: The TCR/IP connection to the host 192.168.242.135, port 1433 has failed. Error: "connect timed out. Verify
the connection properties. Make sure that an instance of SOL Server is running on the host and accepting TCP/IP connections at the port. M

ake sure that TCP connections to the port are not blocked by a firewall "
.‘Newlnboumd Rule Wizard

Protocol and Ports

Specify the protocols and ports to which this rule applies

Steps:

@ Rule Type

» Protocol and Ports @ 1cp
Action O unP
Profile

Does this rule apply to TCP or UDP?

Name
Does this rule apply to all local ports or specific local ports?

O Al local ports

@ Specific local poris: 1433
Example: 80, 443, 5000-5010

ﬂ Windows Firewall with Advanced Security

&3 Inbound Rules Name Group ~ Profile  Enabled  Action  Override

& Outbound Rules L 10pen MS-5QL Port for vAPP All Yes Alow  No

B C tion S ity R
& Connection Securily Rl g, o IAMCS Server Ports Al Yes Allow  No
& Monitoring

@ Open IM CCS Server Ports All No

'\ New Inbound Rule Wizard

Name

Specify the name and description ofthis rule.

Steps:
Rule Type
Protocol and Ports
@ Action Name
Profile |_Open M3-SGL Port for vAPP

Name
Description (optional)

LISTENING
LISTENING

G
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Step le: Before State View Prior to adding a new login
ID or IG/IP Databases

A2 Microsoft SQL Server Management Studio (Administrator)

._a!JConnecttoServer File Edit View Debug Tools Window Help

Pl e (5 | S NewQuery Ly v v (D
Microsoft SQL Server 2014

Object Explorer

Connect~ ¢ 4 m [ (2] .5
Server type: Database Engine = (& WIN-PL4TO5ECGTE\SQLEXPRESS (SQL Se
=] Databases
Server name: |WIN—PL4?05ECG?S\SOLEXPRESS [ server Properties - WIN-PL47OSECG76\SQLEXPRESS £ Ca System Databases
|J master
|J model
# Security = 1 msdb
j Connections Product ! e ) l_J tempdb
; Database Settings Operating System N ot Security
2 Advanced
= 3 Logins
H;:?:f‘“” SO &, ##MS_PolicyEventProcessinglog
Processors &, ##MS_PolicyTsglExecutionLogin
g e 5 BUILTINUsers
Is Clustered = & NT AUTHORITY\SYSTEM
Is HADR Enabled e .
NT Service\MSSQL$SQLEXPRESS
NT SERVICE\SQLWriter
\cSVEIrNV-EF"LﬁOSECG?S\SQLE) & NT SERVICE\Winmgmt

Connection: [hms ch 5a
sa Name of the server and instance. o

%3 view connection &h WIN-PL4TOSECGTEN\Administrat
- 3 Server Roles

Authentication: SQL Server Authentication S:':‘:ﬂ:r‘:qe 5 Seript ~ [ Help

Login: |SEI

Password:

2 Permissions

Connection

Progress iy Changes to server properties and settings may affect the H
performance, security, and availability of this SQL Server instance. 3 Credentials

Before making any such changes, consult the product 3 Server Objec‘ts
3 Replication
Cancel 3 Management
© 2017 CA. ALL RIGHTS RESERVED.
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Step 2: Create new Login ID

3 Login - New

Sgleclapaga 5 Script v I3 Help
& General

2 Server Roles

2 User Mapping Login name:

A Securables

] O Windows authentication
2 Status

© SAL Server authentication

Password: |uuu""

Confirm password: |"||"|l"

Enforce password poli
P palicy

Con - O Mapped to certificate

Sarver O Mapped to asymmetric key
WIN-PL4705ECGT76\SQALE? [ ] Map to Credential
Connection: -
sa Mapped Credentials Credential  Provider
2 View connection

Progress

Ready Default database: master

Default language: <default>

|J Login Properties - igdba

Selecta page 25 Script + I3 Help
= General

iy Server Roles|
2 User Mapping
# Securables

# Status erver roles:

Server role is used to gra

bulkadmin
dbcreator

|| diskadmin
processadmin
public

|| securityadmin
serveradmin
|| setupadmin
|| svsadmin

Create a new Login ID with Database Server Role = public

4z Microsoft SQL Server Management Studio (Administrator)
Eile Edit View Debug TIools Window Help

P~ - (5 e @ | O NewQuery Ly v v £

Object Explorer > 0 x
Connect~ 4 4 m [ [£] 3_5
BT WIN-PLATOSECGT6\SQLEXPRESS (SQL S4
= 3 Databases
= [ System Databases
| master
| model
| msdb
[J tempdb
= 3 Security
= @ Logins
&, ##MS_PolicyEventProcessinglog
&, ##MS_PolicyTsglExecutionLogin
o5 BUILTIN\Users
A& NT AUTHORITY\SYSTEM
A NT Service\MSSQL$SQLEXPRESS
A NT SERVICE\SQLWriter
A NT SERVICE\Winmgmt

3 Credentials
3 Server Objects
3 Replication
3 Management

- Least Privileged Model: This will allow authentication but not expose the other databases

© 2017 CA. ALL RIGHTS RESERVED.

technologies



Step 3a

. View vVApp Readme for external Database setup

5) Bnapshots (reporting)

6] Workflow
You may either create a si
of them)

. Create an Identity Mana

vApp Readme note describes the naming convention used for the databases for IG and IP
-Pay Attention to the additional notes pulled from addition readme/wiki.

. The takles will ke creat

ed automatically by Identity Manager upeon first run

a
b. Create a user with DEA privileges on the Identity Manager database.
=
d

. After the first run, you should revoke the DBA privilege and assign the following privileges instead:

Create/alter/drop tables
Create/alter/drop view
Create/alter/drop INDEX

Create/replace/drop stored procedures

Create/replace/drop fun

tion

Create/drop sequence

Create/replace/drop tri
Create/replace/drop typ
Insert/select/delete re
CREATE BESSION / connec

gers
=

ords

to database

vApp_r14-1_Pre-requisites_readme_for_an_external_database_2017-11-21_readme.txt

a. Create an Identity Manager database.
b. Create a user with DEO privileges on the Identity Manager database.

Identity Governance

a. Create a login user on t
The leogin user neads to

TICKET DB
REFORT DB
WPDS

he Identity Governance database server (you may create separate users for each of the below databases
have a "dbcreator” SQL server role

Note 1: Case- Sensitivity Collation Note for EUREKIFY_SDB, TICKET_DB, & REPORT_DB within IG readme file under
CA-ldentityGovernance-14.0.1-Core\Utils&Conf\SQL Scripts\mssql\ Manual_DB_Installation.txt

Note 2: XA Transactions Configuration Notes for MS-SQL Server (for IG WPDS DB) under
https://docops.ca.com/ca-identity-governance/14-1/EN/release-notes/release-notes-14-1/installation-and-upgrade-considerations




Step 3b: Create |G Databases

| MNew Database [ New Database

Select a page = Script « I Help Selecta page 5 Script ¥ [ Help
4 General

2 Options
27 Filegroups

%A General

s
Database name: EUREKIFY_SDB = Options
2 Filegroups

Database name: TICKET_DB
Owner: igdba

Owner: igdba

Database files: Database files:
Logical Na... File Ty... Filegroup Initial Size (...  Autogrowth / Max

EUREKIFY... ROW.. PRIMARY By 1 MB, Unlimite
EUREKIFY... LOG Not Applic... 1 By 10 percent, U

Logical Na... File Ty... Filegroup Initial Size (...  Autogrowth / Max
TICKET_DB ROW... PRIMARY By 1 MB, Unlimite
TICKET_D... LOG Not Applic... 1 By 10 percent, U

8 script « 3 Help

8 Script = 3 Help
Collation: QQL_Latin1_GeneraI_CP1_CS_AS Connection

Recovery model: imple

Server Collation: I SQL_Latin1_General_CP1_CS_AS I
Compatibility level: SQL Server 2014 (120) WIN-PL47058

Connection: Recovery model: Simple
Containment type: None

] Compatibility level: SAL Server 2014 (120)
Other options:

Containment type: MNone
Progress

Other options:
Ready <

I FaTrs 1 fal

Create the “Case-Sensitive” Databases for |G for Eurekify SDB & Ticket_DB & Report_DB
- Ensure Owner is the new DB Login ID (This ownership will allow the ID to
manage all create/mod/del functionality of the DBs




Step 3c: Create IG Databases

| New Database | New Database

Sglecla page % Script [ Help Select a page
& General
2 Options
|27 Filegroups

: 5 Script » [ Help
& General
# Opti
Database name: REFORT_DB ) Fire';rlﬁups

Database name:
Owner:

Cwner: igdba

Database files: Database files:

Logical Na... ... Filegroup Initial Size ( Autogrowth / Max Logical Na... File Ty... Filegroup Initial Size ( Autogrowth / Max
REPORT_... ... PRIMARY . By 1 MB, Unlimit¢ WPDS ROW...  PRIMARY : . By 1 MB, Unlimit¢
REPORT_... Not Applic... 1 By 10 percent, U WPDS_log LOG Not Applic... By 10 percent, U

5 script « 3 Help

Connect

Collation: I SQL_Latin1l_General_CP1_C5_AS _J Database Properties - WPDS
;SV?LV.SPL Recovery model: Simple Select a page  Script v I Help
Comecl)  Compatibilty level: SQL Server 2014 (120) e _
2 Vied T type: None # Filegroups Collation: l SQL_Latin1_General_CP1_CI_AS

_~‘5" Recovery model: Simple
Other options:

% Change Tracking Compatibility level: SQL Server 2014 (120
Progress 2 Permissions (120)

> Containment type: None
Ready = Ex}ended Properties typ

Bemove Remave

Cancel Cancel

Create the Case-Sensitive Databases for |G for Report_DB but NOT WPDS DB
- Leave WPDS as “default” or SQL_Latinl_General _CP1_CI_AS

technologies



Step 3d: Supporting / Additional Notes:

Validate & Review Manual Creation of DB per |G readme

Cormpressed Folder Toals  Mssql
fiew Extract
1v] [z

« CA-ldentityGovernance-14.0.1-Core *» Utils&Conf » SQL Scripts » mssql

Mame Type Compresse..  Password p..  Size
ReportDB File folder
SDB File folder
TMS File folder

I Manual_DB_Installation. bt TXT File

W

4 items 1 item selected 2.08 KB

14 © 2017 CA. ALL RIGHTS RESERVED.
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Step 3e: Supporting / Additional Notes

CA Identity Governance

EUREKIFY_SDB Collation: SQL_Latinl_General_CP1_CS_AS
Manual db installation instructions: Options/Misc:

Allow Snapshot Isolatation = True
In case the database cannot be create by the installer, it is simple to create it manually: Is Read Committed Snapshot On =True
REPORT_DB Collation: SQL_Latinl_General_CP1_CS_AS Owner: igdba
SDB creation: TICKET_DBCollation: SQL_Latin1_General_CP1_CS_AS Owner: igdba
- - WPDS Collation: Defaultor SQL_Latinl_General_CP1_Cl_AS Owner: igdba

. Create a new db. Recommended name: =db . Collation should be case sensitive. XA Driver/CQnﬁguration on MS-SQL Server required to build tables.
. Run the SAGE BUILD TABLES SP.=sql script file. This will create a stored procedure in the new db.
. Execute the SAGE BUILD TABLES_SF stored procedure. This will create the main DB tables.

the QRTZ_BUILD_TABLES.sql sql script file. This will create Quartz scheduler tables. IDENTITY_PORTAL_DB Collation: Default or SQL_Latinl_General_CP1_CI_AS Owner: igdba

the SAGE_REPORTS_TABLES.sql script file. This will add some more tables and indexes to the new d o q a S
the Sage Build Procs.sgl sql script file. This will add stored procedures, views and functions t XA Drlver/Conflguratlon on MS_SQL Server reqUIred to optlmlze tables.

the Eurekify Insert Default Email Templates_EN_Us.sql sql script file. This will create default ciarr cowpiavco.

the UPDATEiPﬁOPERTIES.Sql script file. This will update database properties. SQL Latinl General CPl CS AS

Optional:

Execute the SAGE BUILD DEMO DATA.sql sql script file. This will create demo data for testing.

| Database Properties - eurekéy_sdb [ o] @ =

Select apage S )
S v H
4 General & Scipt ~ I Help

# Fies .

O ) SQL_Latinl_General_CP1_CS_AS

% Filegroups 7 1.1 s _— — A —
==pns

ge Tracking

hissions

1. Create a new db. Recommended name: ticketdb . Collation should be case sensitive. hded Properties

2. Run the createTmsDbZ2005.sgl sql script to create DB tables. 1ing

3. Run the UPGRADE TMS.sql sgl script to upgrade the DB. saction Log Shipping

9DB Upgrade (from older versions):

Run steps 5, 6 , 7 & 8 from the SDB creation procedure.

TicketDE creation:

4 Backup

s S IR X )

ReportDE creation:

Create a new db. Recommended name: reportdb .|Collation should be case sensitive.

Run RCM RDBE CREATE TABLES 35P.5ql This will create a stored procedure in the new db.
execute the RCM RDB CREATE_TRBLES_SF stored procedure. This will create the main DB tables.
Run UPGRADE ReportDB.sgl sql script. This will update the database.

15 © 2017 CARTATCRIGM TS RESERV LD,
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Step 3f: Set Collation before starting I1G

Per IG Readme.txt for manual installations of db
Only update: eurekify _sdb, report_db, ticket db
Do NOT update: WPDS (workflow) db

Will not be able to change after data is loaded.
Otherwise, the DB will need to be dropped and rebuilt.

Microsoft SQL Server Management Studio
| Database Properties - EUREKIFY_SDB

Select a page 5 Script v [ Help

#A General

4 Files — |
 Filegroups Collation: SQL_Latinl_General_CP1_CS5_AS

## Options Recovery model: imple
#* Change Tracking
# Permissions

& Extended Properties

'Q Alter falled for Database 'EUREKIFY_SDB'. (Microsoft.SglServer.Smo)
@~ Additional information:

“» An exception occurred while executing a Transact-SQL statement or batch.
(Microsoft.SglServer.ConnectionInfo)

-+ The object 'SAGE_CONFIG_FIELD_NAMES_RESOURCES_VIEW' is dependent on database colation. The
database collation cannot be changed if a schema-bound object depends on it. Remove the
dependencies on the database collation and then retry the operation.

i The object 'SAGE_DETAILED_ROLE_RESOURCES_DIRECT_FUNC' is dependent on database collation.

g‘hi'lc"p"ms' The database collation cannot be changed if a schema-bound object depends on it. Remove the
Z

&= dependendcies on the database collation and then retry the operation.
A 1 U d t St it ‘ A h False Th ot 'O C_OWCTATICD. DAl C DECALINCEC DAL TR e A A A !
uto Update atistics Asyncnror

Containment Microsoft SQL Server Management Studio
Default Fulltext Language LCID | 1033

Default Language English 'Q Create failed for Database 'EUREKIFY_SDB'. (Microsoft.SqlServer.Smo)
y

Compatibility level: SQL Server 2014 (120)
Containment type: MNone

Nested Triggers Enabled True
Transform Noise Words False
Two Digit Year Cutoff 2049
Connection Cursor

@~ Additional information:

L+ An exception occurred while executing a Transact-SQL statement or batch.
(Microsoft.SqlServer.ConnectionInfo)

Server Close Cursor on Commit Enablec False L Cannot create file 'C:\Program Files\Microsoft SQL

WIN-PL4705ECG76\SOLES Default Cursor GLOBAL

Connection
sa

# View connection

FILESTREAM
FILESTREAM Directory Name
FILESTREAM Non-Transacted A Off

Progress
Ready

Miscellaneous
Allow Snapshot Isolation False

Allow Snapshot Isolation

o By

Server\MSSQL12.SQLEXPRESS\MSSQL\DATA\EUREKIFY_SDB.mdf" because it already exists. Change the
file path or the file name, and retry the operation.

CREATE DATABASE failed. Some file names listed could not be created. Check related errors. (Microsoft
SQL Server, Error: 5170)

SQL_Latin1_General_CP1_C5_AS. (Microsoft SQL Server, Error: 5075)
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Step 4: Supporting / Additional Notes:
Tune EUREKIFY_SDB

42 SQLQuery1.sql - WIN-PL47O5ECGT6\SQLEXPRESS.EUREKIFY_SDB (sa (54))* - Microsoft SQL Server Management Studio (Administrator)

File Edit View Query Project Debug Tools

-j' |~ 5 |,;l,ﬂeruery Ly
i 4/ 43¢ | |EUREKIFY SDB

Object Explorer
Connect~ 4 %) m [ 2] .5
=1 [ WIN-PL47O5ECGT6\SQLEXPRESS (SQL Server 1
=] (3 Databases
+ [3 System Databases
+ |3 IDENTITY_PORTAL_DB
+ [ WPDS
+ |J EUREKIFY_SDB
+ [ Security
+ 3 Server Objects
+ (3 Replication
+ [ Management

Boh 4adle-e-E-5
'H ! Execute P Debug

Window Help

=
2 I ERE
SQLQuery1.sql - WI...EKIFY_SDB (sa (54))* X

'JSE [EUREKIFY_SDB]
GO

—IALTER DATABASE EUREKIFY_SDB
SET READ_COMMITTED_SNAPSHOT ON;
GO

—IALTER DATABASE EUREKIFY SDB
SET ALLOW_SNAPSHOT_ISOLATION ON;
GO

100 % -
3 Messages

Command(s) completed successfully.

© 2017 CA. ALL RIGHTS RE{

| Database Properties -

Select a page

# General

2 Files

2 Filegroups

47 Options

% Change Tracking
& Permissions

|## Extended Properties

Connection

Server.
WIN-PL4705ECG76\SALES

Connection:
sa

2# View connection

Progress
Ready

USE [EUREKIFY_SDB]
GO

ALTER DATABASE EUREKIFY_SDB

SET READ_COMMITTED_SNAPSHOT ON;

GO

ALTER DATABASE EUREKIFY_SDB

SET ALLOW_SNAPSHOT_ISOLATION ON;

GO

EUREKIFY_SDB

S script « [ Help

Collation: SQL_Latin1_General_CP1_CS_AS

Recovery model: Simple
SAL Server 2014 (120)

None

Compatibility level:
Containment type:

Other options:

a2t |
FILESTREAM Non-Transacted Access | Off

* Miscellaneous
True
ANSI NULL Default False
ANSI NULLS Enabled False
ANSI Padding Enabled False
ANSI Warnings Enabled False
Arithmetic Abort Enabled False
Concatenate Null Yields Null False
Cross-database Ownership Chaining E False
Date Correlation Optimization Enabled False
Delayed Durability Disabled
Is Read Committed Snapshot On True
Numeric Round-Abort False
Parameterization Simple

Allow Snapshot Isolation

Cancel




Step 5: Final View of |G four

Management Studio GUI

(4) Databases in MS-SQL

42 SQLQuery1.sql - WIN-PLATOSECGTE\SQLEXPRESS. master (sa (55)) - Microsoft SQL Server Management Studio (Administrator)

Eile Edit Miew Project Debug Tools
Pl e 1S b @ | S New Query [

=13 | master ‘

M ‘l':?jk"g';

Window Help
DD a9 -e -85 )
Execute P Debug ® ¥k ‘ Uy g8 -’J| = ';|5 AL

Object Explorer > O x

Connect 43 4 m ﬂj_s

SQLQuery1.sgl - WLL..55.master (sa (55)) *

1 B WIN-PL4TOSECGTE\SQLEXPRESS (SQL S¢
= 3 Databases
3 System Databases
o
| TICKET_DB
|J REPORT_DB
3 wPDS
(= (3 Security
= 3 Logins
&, ##MS_PolicyEventProcessingloc
&, ##MS_PolicyTsglExecutionLogin
o BUILTIN\Users
& NT AUTHORITN\SYSTEM
NT Service\MSSQL$SQLEXPRESS
NT SERVICE\SQLWriter
NT SERVICE\Winmgmt
sa
WIN-PL4705ECGTE\ADmiInistrat
igdba
3 Server Roles
3 Credentials
3 Server Objects
3 Replication
3 Management

B PbE

Four (4) new IG Databases & one (1) new IP Database
All databases are “owned” by the new login ID of “igdba”

& “igdba” only has the Database server Role of “public”

100% ~

2 Connected. (1/1) WIN-PL4TOSECG76\SQLEXPRESS ...

sa (55) master

00:00:00 ' O rows

-

Prop [
Current connection parameters @
BN =
v
Connection failure
Elapsed time
Finish time
Name WIN-PL4705ECGT6\SQ
Rows returned 0
Start time
State Open
Connection name  WIN-PL4705ECGTH\SQY

Connection elapse
Connection finish t
Connection rows rc 0
Connection start t

Connection state  Open

Display name WIN-PL4705ECGT6\SQY
Login name sa

Server name WIN-PL4705ECGT6\SQ
Server version 12.0.2000

Session Tracing ID

SPID 55

Name
The name of the connection.




Pre-Task: Enable MS-SQL XA Configuration for IG
WPDS aka Workpoint Workflow Engine (1G/IM)
DEIELENER

Required if planning on using any workflows in current or future state

19 © 2017 CA . ALL RIGHTS RESERVED .
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Step 1a: Review what is XA?

https://en.wikipedia.org/wiki/X/Open_XA
https://en.wikipedia.org/wiki/Two-phase _commit_protocol

Transaction XA Resource
Manager ,

Request to Prepare —M

|

| Prepare
I Phase
|
|

&— Prepared ——  __-

Commit ———m

Image Ref: https://dzone.com/articles/xa-transactions-2-phase-commit

20 © 2017 CA. ALL RIGHTS RESERVED.
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Step 1b: Review XA and MS-SQL Implementation Notes

Filter

High Awailability, Disaster
Recovery

Using Result Set Metadata

Using Auto Generated Keys

Using Database Mirroring
JDBC)

National Character Set
Support

Understanding Cursor
Types

Programming with SQLXML

Using a Stored Procedurs
with a Return Status

Using an 5GL Staterment
with No Parameters

Connecting ta an Azure SGL
Aatahaze

J Download PDF

Understanding XA Transactions

& 0171972017 « O 10 minutes to read « Contributors  Q Q

@Download JDBC Driver

The Microsoft JDBC Driver for SQL Server provides support for Java Platform, Enterprise Edition/JDBC 2.0 optional
distributed transactions. JDBC connections abtained from the SQLServerXADataSource class can participate in
standard distributed transaction processing environments such as Java Platform, Enterprise Edition (Java EE)

application servers.

& Warning

Microsoft JDBC Driver 4.2 {(and higher) for SQL includes new timeout options for the existing feature for
automatic rollback of unprepared transactions. See Configuring server-side timeout settings for autom atic

rollback of unprepared transactions later in this topic for more detail.

Remarks

The classes for the distributed transaction im plem entation are as follows:

Class Implements Description

Waiting for mem.gfxms...

https://docs.microsoft.com/en-us/sql/connect/jdbc/understanding-xa-transactions

G
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Step 1c: Review XA & MS-SQL Server OS’s DTC Service

Running the MS DTC Service

The MS DTC service should be marked Automatic in Service Manager to make sure that it is running when the SQL

Server service is started. To enable MS DTC for XA transactions, you must follow these steps:
On Windows Vista and later:

. Click the Start button, type dcomenfg in the Start Search box, and then press ENTER to open
Component Services. You can also type %windir%\system32\comexp.msc in the StartSearch box to

open Component Services.
2. Expand Campaonent Services, Com puters, My Com puter, and then Distributed Transaction Coordinator.
3. Right-click Local DTC and then select Properties.
. Click the Security tab on the Local DTC Properties dialog box.
. Select the Enable XA Transactions check box, and then click OK. This will cause a MS DTC service restart.
. Click OK again to close the Properties dialog box, and then close Component Services.

. Stop and then restart SQL Server to make sure that it syncs up with the MS DTC changes.

Configuring the JDBC Distributed Transaction Components
You can configure the JDBC driver distributed transaction com panents by following these steps:

1. Copy the new sqljdbc xa.dll from the JDBC driver installation directory to the Binn directory of every SQL
Server com puter that will participate in distributed transactions.

https://docs.microsoft.com/en-us/sql/connect/jdbc/understanding-xa-transactions ca
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Step 1d: Review MS-SQL XA DLL in MS-SQL Server’s
Binn Folder & Execution of MS-SQL XA SQL Script to
create a new DB Role on “master” db

Configuring the JDBC Distributed Transaction Components

httgs://docs.microsoft.com/en-us/sql/connect/jdbc/understandingXa-transacti ons:VeD. technologies



Step le: Review assignment of the new DB Role
“SqlJDBCXAUser” on “master” db to the new IG login ID

Configuring the User-Defined Roles

™ Copy
master
p_grantdbaccess "shelby®, "shelby®

p_addrolemember [Sql]DBCXAUser], "shelby’

https://docs.microsoft.com/en-us/sql/connect/jdbc/understanding-xa-transactions

G
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Step 1f: Review how to validate XA is working

How a DBA can confirm if Microsoft JDBC XA
transactions are set

Rate this article

I am from Microsoft SQL Developer Support team, we support many data access technologies.

Recently | had a chance to work with SQL DBA, who was fading issue to confirm to his developers whether XA transactions were
configured correctly or not, After resolving his problem thought it would be easier for everyone if | blog on XA transactions.

For the benefit of novice DBA here are few concepts that vou should be aware of.
What is XA Transactions’

An XA transaction is a "global transaction” that may span multiple resources. An XA transaction involves a coordinating transaction
manager, with one or more databases (or other resources, like JMS) all involved in a single global transaction.

What is Distributed Transaction Coordinator?

The Microsoft Distributed Transaction Coordinator (MS DTC) DTC can act as either an XA-compliant resource manager or as a
transaction manager. When the DTC acts as an XA-compliant resource manager, it allows SQL Server, Message Queuing (also known as
MSMQ), and other OLE transactions-compliant resource managers to participate in transactions that are controlled by X/Open DTP XA-
compliant transaction processing monitors,

htt%://blogs.msdn.microsoft.com/dataaccesstech nologies/2011/10/26/how-a-dba-can-confirm-if-microsoft-jdbc-xa-transactions-are-set/ ca

© 2017 CA. ALL RIGHTS RESERVED.
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Step 1f: Review how to update XA validation Java script

Steps to confirm whether XA transactions are configured correctly

1. Copy the code from the URL http://msdn.microsoft.com/en-us/library/aa342335.aspx

import java.net.Inet4Address;

import java.sal;

import java.util Random;

import javaxtransactionxa™

import javaxsgl*;

import com.microsoft.sqlserverjdbe™;

public class testXA |
public static void main(String[] args) throws Exception
[

/f Create variables for the connection string , change the serverName , portNumber databaseName user 8 password as per your
environment

String prefix = "jdbcsglsener /"
5tring serverMame = "MyServerName";
int portNumber = 62204;
String databaseName = "MSTest";
5tring user = "Testlogin®;

String password = "12345";

String connectionUr! = prefix + serverName + " + portNumber

+ "'databaseName=" + databaseName + ";user=" + user + ";password=" + password;

https //blogs.msdn.microsoft.com/dataaccesstechnologies/2011/10/26/how-a-dba-can-confirm-if-microsoft-jdbc-xa- transactlovcaset/
https://docs.microseftleb My 8h- G544 fEdHEBt/jdbc/understanding-xa-transactions technologies




Step 1g: Review XA validation Java script

import java.net.Inet4Address;

import java.sql.*;

import java.util.Random;

import javax.transaction.xa.*;

import javax.sql.*;

import com.microsoft.sqlserver.jdbc. *;

public class testXA {
public static void main(String(] args) throws Exception {

// Create variables for the connection string.

String prefix = "jdbc:sqlserver:/,

String serverName = "localhost";

int portNumber = 1433;

String databaseName = "AdventureWorks";

String user = "UserName";

String password = "***#*!';

String connectionUrl = prefix + serverName + ":" + portNumber
+";databaseName="+ databaseName + ";user="+ user + ";password=" + password;

// Establish the connection.
Class.forName("com.microsoft.sqlserver.jdbc.SQLServerDriver");
Connection con = DriverManager.getConnection(connectionUrl);

// Create a test table.
stmt = con.ci ()

try{
stmt.executeUpdate("DROP TABLE XAMin");

}
catch (Exceptione) {

}

stmt.executeUpdate("CREATE TABLE XAMin (f1int, f2 varchar(max))");
stmt.close();

con.close();

// Create the XA data source and XA ready connection.
sQLServerXADataSource ds = new SQLServerxADataSource();
ds.setUser(user);

ds.setPassword(password);

ds.setServerName(serverName);
ds.setPortNumber(portNumber);
ds.setDatabaseName(databaseName);

XAC ion xaCon = ds.getXAC ion();

con = xaCon.getConnection();

// Get a unique Xid object for testing.
XAResource xaRes = null;

Xid xid = null;

xid = Xidimpl.getUniqueXid(1);

// Get the XAResource object and set the timeout value.
xaRes = xaCon.getXAResource();
XaRes.setTransactionTimeout(0);

// Perform the XA transaction.
System.out.printin("Write -> xid = " + xid.toString());
xaRes.start(xid,XAResource.TMNOFLAGS);

PreparedStatement pstmt =

con.prepareStatement("INSERT INTO XAMin (f1,f2) VALUES (2, 2)");
pstmt.setint(1,1);

pstmt.setString(2,xid.toString());

pstmt.executeUpdate();

// Commit the transaction.
ﬁ?.end(xid,XAResource.TMSUCCESS);
's.commit(xid, true);

// Cleanup.
con.close();
xaCon.close();

// Open a new connectionand read back the record to verify that it worked.
con = DriverManager.getConnection(connectionUrl);

ResultSet rs = con.createStatement().executeQuery("SELECT * FROM XAMin");
rs.next();

System.out.printin("Read-> xid = " + rs.getString(2));

rs.close();

con.close();

//Handle any errors that may have occurred.
catch (Exceptione) {
e.printStackTrace();

}
}

class Xidimpl implements Xid {

publicint formatid;

public byte[] gtrid;

public byte[] bqual;

public byte[] getGlobalTransactionld() {return gtrid;}
public byte[] getBranchQualifier() {return bqual;}
publicint getFormatld() {return formatid;}

Xidimpl(int formatld, byte[] gtrid, byte[] bqual) {
this.formatid = formatid;
this.gtrid = gtrid;
this.bqual= bqual;

}

public String toString() {
int hexval;
StringBuffer sb = new StringBuffer(512);
sb.append("formatid="+ formatld);
sb.append(" gtrid(" + gtrid.length + ")={0x");
for (int i=0; i<gtrid.length; i++) {
hexVal = gtrid[i] &OXFF;
if (hexVal < 0x10 )
sb. 0"+ Integer.to i id[i] &OXFF));
else
sb.append(Integer.toHexString(gtrid[i]&O0xFF));

}
sb.append("}bqual(" + bqual.length + ")={0x");
for (int i=0; i<bqual.length; i++) {
hexVal = bqual [i] &OxFF;
if ( hexVal < 0x10 )
sb.append("0" + Integer.toHexString(bqual ] &0XFF));
else
b toHexStri i|&OXFF);

}
sb.append("}');
return sb.toString();

b

//Returns a globally unique transaction id.
staticbyte [] locallP = null;

staticint txnUniquel ;

staticXid getUniqueXid(int tid) {

© 2017 CA. ALL RIGHTS RESERVED.

Random rnd = new Random(System.currentTimeMillis());
txnUniquelD++;
int txnUID = txnUniquelD;
inttidID = tid;
intrandID = nd.nextint();
byte[] gtrid = new byte[64];
byte[] bqual = new byte[64];
if ( null == locallP) {
try {
locallP = Inet4Address.getLocalHost().getAddress();

catch ( Exception ex ) {
locallP= new byte[] { 0x01,0x02,0x03,0x04 };
}

}
System.arraycopy(locallP,0,gtrid,0,4);
System.arraycopy(locallP,0,bqual,0,4);

//Bytes 4 ->7 - unique transactionid.
//Bytes 8->11 - thread id.
// Bytes 12->15 - random number generated by using seed from current time in milliseconds.
for (int 3;i+4) {
gtrid[i+4] = (byte)(txnUID%0x100);
bquali+4] = (byte)(txnUID%0x100);
txnUID >>=8;
gtrid[i+8] = (byte)(tidID%0x100);
bqual[i+8] = (byte)(tidID%0x100);
tidID>>=8;
gtrid[i+12] = (byte)(randID%0x100);
bqual[i+12] = (byte)(randID%0x100);
randID >>= 8;

return new Xidimpl(0x1234, gtrid, bqual);
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Step 2a: Download latest MS-SQL XA Driver

Download the Microsoft JDBC Driver 6.2 for SQL Server, a Type 4 JDBC driver that
provides database connectivity through the standard JDBC application program
interfaces (APls) available in Java Platform, Enterprise Editions.

Details

Date Published:

File Size:

https://www.microsoft.com/en-us/download/details.aspx?id=55539 https://go.microsoft.com/fwlink/?linkid=852460 ca
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Step 2b: MS-SQL XA Driver is included in XA sub-folder

Choose the download you want

File Narme

Download Summary:
license62. ot KEMBGE

1. sgljdbc_6.2.2.0_enu.tar.gz
sqljdbe_6.2.2.0_enu.exe

.
o = sqljdbe_b.2.2.0_enutargz

) Total Size: 2.0 MB
Share Wiew

« sgljdbe_f.2 » enu » xa > whd Search 64

o

Mame Date modified Type Size

7 Quick ac
12| sqljdbc_xa.dll 10/52017 6:24 PM Application extens...
m Desl

Do
= Doc

Pictiah ¥

1 item selected 193 KB =
https://www.microsoft.com/en-us/download/confirmation.aspx?id=55539&6B49FDFB-8E5B-4B07-BC31-15695C5A2143=1 ;
© 2017 CA. ALL RIGHTS RESERVED. .
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Step 2c: Review Installation Notes for MS-SQL XA Driver

=. Thank you for downloading Microsoft JDBC Driver 6.2 for SQL Server

Ifyour download does not start after 30 seconds, dick here to download manually

@ Install Instructions

Installation Instructions for the Microsoft Windows version of the JDBC Driver

Note: By downloading the Microsoft JIDBC Driver for SQL Server, you are accepting the terms and conditions of the End-User
License Agreement (EULA) for this component, Please review the End-User License Agreement (EULA) located on this page and
print a copy of the EULA for ywour records,

1. Download sgljdbc_<wversion=_<language:.exe to a temporary directory.

2. Run sgljdbc_<version»_<language = exe.

3. Enter an installation directory when prompted. We recommend that vou unpack this zip file in %ProgramFilest with the default
directory: "Microsoft IDBC Driver xx for SQOL Server”.

Installation Instructions for the UNIX version of the JDBC Driver
1. Dewnload sqljdbe_<version=_<language=.tar.gz to a temporary directory.

2. To unpack the zipped tar file, navigate to the directory where you want the driver unpacked and type gzip -d
sqljdbc_<version=_<languages tar.gz.

3. To unpack the tar file, move it to the directory where you want the driver installed and type tar —f
sqljdbe_<version=_<language > tar.

G
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Step 3a: Enable MS-SQL XA Configuration for DTC

https://support.ca.com/us/knowledge-base-articles. TEC573182.html

Below are examples scripted steps:

Get-ltemProperty "HKLM:\\SOFTWARE\\Microsoft\\MSDTC\\Security\\" -Name "XaTransactions"
Set-ltemProperty "HKLM:\\SOFTWARE\\Microsoft\\MSDTC\\Security\\" -Name "XaTransactions" -Value "1"

net stop msdtc
net start msdtc

Next page displays GUI method

G
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Step 3b: Enable MS-SQL XA Configuration for DTC via GUI

Local DTC Properties

Tracing Logging Security

©. File Action View Window Help Security Settings

o= nHEEE HE [INetwork DTC Access

Client and Administration

(3 Console Root Name
w #: Component Services |=]Transaction List

v [ Computers &l Transaction Statistics
~ & My Computer Allow Inbound Allow Outbound
1 COM+ Applications

| DCOM Config

Allow Remo lients Allow Remote Administration

Transaction Manager Communication

Mutual Authentication Required

Incoming Caller Authentication Required

S _ Mo Authentication Required
~ [ Distributed Transaction C fAuimentieston mequ

& Local DTC

Enable XA Transactions Enable SNA LU 6.2 Transactions

T ——
Account NT AUTHORITY\MetworkService Browse...

“: Services (Local)

Password:

Confirm password:

Leam more about sefting these properties.

a
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Step 3c: View MS-SQL XA Configuration for DTC via PS

PS C:\Users\Administrator> Get-ItemProperty

XaTransactions : 1

PsPath : Microsoft.PowerShell.Core\Registry: :HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSDTC\Security)
PSParentPath : Microsoft.PowerShell.Core\Registry: :HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSDTC
PSChildMame : Security

PSDPIV‘? : HI,(LM . Local DTC Properties
PSProvider : Microsoft.PowerShell.Core\Registry

Tracing Logging Security

S

A ent and Administration
PS C:\Users\Administrator> nts

Enable SNA LU 6.2 Transactions

Account: NT AUTHORITY\NetworkService Browse

Confirm password

Learn more about setfing

33

{ Cancel
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Step 3d: View MS-SQL XA Configuration for DTC via PS

PS C:\Users\Administrator> Get-ItemProperty

XaTransactions : @

psPath MICrosoft.PowerShell.Core\Registry
PSParentPath : Microsoft.PowerShell.Core\Registry
PSChildName : Security

PSDrive : HKLM

PSProvider : Microsoft.PowerShell.Core\Registry

PS C:\Users\Administrator:

34

: tHKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSDTC\Security)
: tHKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSDTC

© 2017 CA. ALL RIGHTS RESERVED.

Local DTC Properties

Tracing Logging Security

E Enable SNA LU 6.2 Transactions

Account NT AUTHORITY\NetworkService Browse...
Password:

Confirm password:

Learn more about sefting

Cancel
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Step 3e: Set MS-SQL XA Configuration for DTC via PS

Bl Administrator: Command Prompt - powershell

PS C:\Users\Administrator>
PS C:\Users\Administrator> Set-ItemProperty -Name -Value
PS C:\Users\Administrator> Get-ItemProperty -Name

XaTransactions : @

PSPath : Microsoft.PowerShell.Core\Registry: :HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSDTC\Security\

PSParentPath : Microsoft.PowerShell.Core\Registry: :HKEY LOCAL MACHINE\SOFTWARE\Microsoft\MSDTC

PSChildName : Security

PSDrive : HKLM

PSProvider : Microsoft.PowerShell.Core\Registry

PS C:\Users\Administrator> Set-ItemProperty ~-Name -Value

PS C:\Users\Administrator> Get-ItemProperty -Name

XaTransactions : 1

PSPath : Microsoft.PowerShell.Core\Registry: :HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSDTC\Security\
PSParentPath : Microsoft.PowerShell.Core\Registry: :HKEY LOCAL MACHINE\SOFTWARE\Microsoft\MSDTC
PSChildName - Security

PSDrive » HKLM

PSProvider : Microsoft.PowerShell.Core\Registry

PS C:\Users\Administrator> v



Step 3f: Restart MS SQL Server OS’s DTC Service

Administrator; Command Prompt - powershell

PS C:\Users\Administrator> net stop msdtc
The Distributed Transaction Coordinator service
The Distributed Transaction Coordinator service

PS C:\Users\Administrator> net start msdtc
The Distributed Transaction Coordinator service
The Distributed Transaction Coordinator service

PS C:\Users\Administrator>

is stopping.

was stopped successfully.

15 starting.

was started successfully.

net stop msdtc

net start msdtc

36 © 2017 CA. ALL RIGHTS RESERVED.
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Step 4a: Copy the XA DLL File to

Folder(s)

= | whd
Hame Share Wiew

~

« sgljdbc 6.2 ?

MName

F Quick ac

m Desl
3 Dow
= Doc

= Picit ™
1 item 1 item selected 193 KB

37

enu * xa » xod

Date modified

10 7 624 PM

© 2017 CA. ALL RIGHTS RESERVED.

MS-SQL Servers’ BINN

Type

Application extens...

Search x4

Lo e
S1Ze

194 KB

G
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Step 4b: Copy file to MS-SQL Servers’ BINN Folder(s)

Local Disk (C:) * Program Files > Microsoft SQL Server > MSSQL12.SQLEXPRESS * JMSSQL > Binn *

~ Name N Date modified Type

[ A I TR ] e TV

|14 SQLIOSIM 014 625 AM  Aoplication

1] sqlidbc_xa.dll 10/5/2017 6:24 PM  Application extens..
| sgllang.dll 2/21/2C VM Application extens...
[ sqlmaint 1625 AM  Apolication

%] sglmin.dll

] crmel ADCe Ml

© 2017 CA. ALL RIGHTS RESERVED.
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Step 5a: Copy MS SQL’s pre-built XA DB SQL Script to
MS SQL Server to prepare to execute

Share WiEw

R « sgljdbc g » enu * xa

3 Downl¢ ™ Name Date modified

d Music 64 11/20/2017 11:07 .. File folder
= Picture: %86 11 11:07 .. File folder
B Yideos ¥a_install.sql 10/5/2017 6:24 PM CkWisualizer SQL f...

£ M2-08

3 items 1 item selected 5.58 KB

39 © 2017 CA. ALL RIGHTS RESERVED.

G

technol

logies



Step 5b: View MS SQL’s pre-built XA DB SQL Script

This script installs the extended stored procedures that implement
distributed transaction and XA support for the Microsoft JDBC Driver 6.0 for 3¢L 3erver.
Works only with SQL 2008 and above

Motes for S90L Administrators:

#1. Prior to running this script you must copy the extended stored procedure dll SQLJIDBC XA.d11
to the target 3QL Server's Binn folder.

#2 . Permissicons to the distributed transaction support procedures for the Microsoft JDBC Driver 6.0
for 3QL Server are granted through the 3QL Server role [SglJDBCXAUser]. To maintain a secure default
configuration, no user iz granted access to this role by default.

14 -- Drop and re-create the extended stored procedure definitions in master.

16 use master

17 go

18

19 -- Drop any existing procedure definitions.

20 if exists (select * from sys.objects where object id = object_id('xp =sglidbc za init') and OBJECTFROPERTY (object_id, N
21 if exists (select from sys.objects where object id object id{ xp =sqglidbc xa . T start! } and COBJECTPROPERTY {okject id,
Z2Z if exists (select from sys.objects where object id object_id(’ xp_aql]dbc_xa_end') and OBJECTFROPERTY (object_id, N’
23 if exists (zelect from sys.objects where object id object id{'xp =glijdbc xa prepare’) and OBJECTPROPERTY (object_id
24 if exists (select from svs.objects where object_id object_id('xp_aqudbc_xa_commit') and CBJECTPREOPERTY (object id,
5] if exists (zelect from sys.objects where object id object id{'xp =glijdbc xa rollback’™) and OBJECTPRCPERTY (object i
26 if exists (select from sys.objects where object_id object_id("xp =sglidbc xa forget') and OBJECTPROPERTY (object_id,
Zh if exists (select from sys.objects where object id object id('xp =gljdbc xa recover’) and OBJECTPROPERTY (object_id
28 if exists (select from sys.objects where object_id object_id("xp =sglijdbc xa rollback ex’) and OBJECTPROPERTY (objec
20 if exists (select from sys.objects where object id ocbject id(’ xp_squdbc_xa_forget_ex') and CBJECTPROPERTY (object
30 if exists (select from sys.objects where object id object id{ xp =sgljdbc xa prepare ex’) and OBJECTPROPERTY (object
31 if exists (select from sys.objects where object id = object id('xp =qgljdbc za init =x') and OBJECTPROPERTY (object id
22 go

O % F % * F ¥ F ¥ ¥

© 2017 CA. ALL RIGHTS RESERVED.
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Step 5c¢: Copy XA DB SQL Script to “New Query”

File Edit View Query Project Debug Tools Window Help
(et Gl [ Anevan] B B 4 a9 oS-G e
i 2 | [ master ~|| ¥ Execute P Debug ¥ o« 1J @ B Rl e |
AL Ol 32 install.sql - WIN...ESS.master (sa (53)) > [OIRONT Y Re| B RS  EC A R YD)
Connect~ % %) m 7 [2] . is script installs the extended stored procedures that implement

o [ WIN-PLATOSECGT76\SOLEXPRESS (SQL S¢ distributed ‘Fr‘ansactlon and XA support for the Microsoft JDBC Driver 6.0 for SQL Server.
Works only with SQL 2008 and above
=3 Databases

4 System Databases

|4l EUREKIFY_SDB

| IDENTITY_PORTAL_DB
|J REPORT_DB

|4 TICKET_DB

= WPDS #2. Permissions to the distributed transaction support procedures for the Microsoft JDBC Driver 6.0
3 Security for SQL Server are granted through the SQL Server role [SqlIDBCXAUser]. To maintain a secure default

& L3 Server Objects configuration, ng_user is granted access to this role by default.
[ 3 Replication

Notes for SQL Administrators:

#1. Prior to running this script you must copy the extended stored procedure dll SQLIDBC_ XA.d1l
to the target SQL Server's Binn folder.

[+ [4 Management -- Drop and re-create the extended stored procedure definitions in master.

use master
go

-- Drop any existing procedure definitions.

if exists (select * from sys.objects where object_id = object_id('xp_sqljdbc_xa_init') and OBJECTPROPERTY(object_id, N'IsExtendedPrc
if exists (select * from sys.objects where object_id = object_id('xp_sqljdbc_xa_start') and OBJECTPROPERTY(object_id, N'IsExtendedPr
if (select * from sys.objects where object_id = object_id('xp_sqljdbc_xa_end"') and OBJECTPROPERTY(object_id, M'IsExtendedProc
if (select * from sys.objects where object_id = object_id('xp_sqljdbc_xa_prepare') and OBJECTPROPERTY(object_id, N'IsExtended
if (select * from sys.objects where object_id = object_id('xp_sqljdbc_xa_commit') and OBIECTPROPERTY(object_id, N'IsExtendedP
if (select * from sys.objects where object_id = object_id('xp_sqljdbc_xa_rollback"') and OBJECTPROPERTY(object_id, N'IsExtende
if (select * from sys.objects where object_id = object_id('xp_sqljdbc_xa_forget') d OBJECTPROPERTY(object_id, N'IsExtendedP
(select * from sys.objects where object_id = object_id('xp_sqljdbc_xa_recover') and OBJECTPROPERTY(object_id, N'IsExtended
(select * from sys.objects where object_id = object_id('xp_sqljdbc_xa_rollback_ex') and OBJECTPROPERTY(object_id, N'IsExte

x

e
n
A

if
if
100% ~
4 Connected. (1/1) WIN-PL4705ECGT6\SQLEXPRESS ... | sa (53) | master | 00:00:00 ' 0 rows

M Mm mT™MTMTMM




Step 5d: Execute XA DB SQL Script

File Edit View Query Project Debug Tools Window Help

Pl - T e o | NewOuey [y RS | & D@9 - S0 i b
i 30 | master -‘ Debug B v I3 3 J|° @ |G = 2|
Object Explorer xa_install.sgl - WIN...ESS.master (sa (53)) x

Connect~ 3 % m 7 [£] .5 This script installs the extended stored procedures that implement
o (B WIN-PLA7OSECGT6\SQLEXPRESS (SQL S distributed "cr‘ansactlon and XA support for the Microsoft JIDBC Driver 6.8 for SQL Server.
Works only with SQL 2008 and above
= 3 Databases

3 System Databases

|J EUREKIFY_SDB

|Jl IDENTITY_PORTAL DB
|J REPORT_DB

|l TICKET DB

u WI?DS #2. Permissions to the distributed transaction support procedures for the Microsoft IDBC Driver 6.0
H 13 Security for SQL Server are granted through the SQL Server role [SqlIDBCXAUser]. To maintain a secure default

= [ Server Objects configuration, no user is granted access to this role by default.
[ Replication

Notes for SQL Administrators:

#1. Prior to running this script you must copy the extended stored procedure dl1 SQLIDBC_XA.d1ll
to the target SQL Server's Binn folder.

& 3 Management -- Drop and re-create the extended stored procedure definitions in master.
100 % -

O3 Messages

SQLIDBC XA DLL installation script complete.
Check for any error messages generated above.

100% ~
(@ Query executed successfully. WIN-PL47O5ECGTO\SQLEXPRESS ... sa (53) master 00:00:00 0 rows




Step 6: Add the IG db login user to new Database Role
under ‘master’ db

4z xa_install.sgl - WIN-PL4TOSECGTH\SQLEXPRESS.master (sa (53)) - Microsoft SQL Server Management Studio (Administrator)
File Edit View Project Debug TIocls Window Help

i Sl ANewauey BB G4 Q@9 e L5 g
’ 3838

Connect~ &) 3 m 7 7] . This script installs the extended stored procedures that implement 4
distributed transaction and XA support for the Microsoft JDBC Driver 6.8 for SQL Server.
Works only with SQL 2008 and above

[T

- 1 | master ‘ ! Execute » Debug ® ) 5

W

=l [ Databases
[ System Databases
= | master

L Tables

3 Views

3 Synonyms

3 Programmability

3 Service Broker

3 Storage

[= [ Security

3 Users
=& Roles -- Drop and re-create the extended stored procedure definitions in master.
(= 3 Database Roles 100% -

™ db_accessadmin
™ db_backupoperator
™ db_datareader
™ db_datawriter
M db_ddladmin
™ db_denydatareader
™ db_denydatawriter
o db_owner
™ db_securityadmin

Application Roles
3 Schemas
3 Asymmetric Keys

Notes for SQL Administrators:

#1. Prior to running this script you must copy the extended stored procedure dll SQLIDBC_XA.d1ll
to the target SQL Server's Binn folder.

. Permissions to the distributed transaction support procedures for the Microsoft JIDBC Driver 6.0

for SQL Server are granted through the SQL Server role [SqlJDBCXAUser]. To maintain a secure default
configuration, no user is granted access to this role by default.

3 Messages

SQLIDBC XA DLL installation script complete.
Check for any error messages generated above.

100% ~

@ Query executed successfully. WIN-PL47O5ECG76\SQLEXPRESS ... | sa (53) master ' 00:00:00




Step 6b: Add the IG db login user to Database Role

“SqlJDBCXAUser”

d Login Properties - igdba

Select a page 8 Seript « [ Help
%4 General

A ServerRoles
2 User Mapping
%4 Securables
A Status

Users mapped to this login:

Map  Database Default Schema
EUREKIFY_SDB dbo
IDENTITY_PORTAL_DB dbo

master dbo

model

msdb

REPORT_DB

tempdb

TICKET_DB

]
]
|

Connection Database role membership for: master

Server: LI accessadmin

WIN-PL4705ECG76\SQLE: | || db backupoperatar
datareader

datawriter
ddladmin
denvdatareader
L | denvdatawriter
Progress owner
securityadmin

Connection:
53

24 View connection

Ready public

ud| SalJDBCXAUser
Cancel

_| Database Role Properties - SqlJDBCXAUser

Select a page 5 Script » [ Help

# General

# Sacurables

% Extended Properties Role name: SglJDBCXAUser

Owner:

Schemas owned by this role:
Owned Schemas
. db_accessadmin
dbo
db_securityadmin
sys
db_owner

lembers of this role:

: Role Members
Connection .g igdba

Server.
WIN-PL4705ECG76\SALE:

Connection:
sa

24 View connection

=]

technologies




Step 7: Restart the MS-SQL Server’s Services

4z xa_install.sgl - WIN-PL47O5ECGT6\SQLEXPRESS.master (sa (53)) - Microsoft SQL Server Management Studio (Administrator)
File Edit View Project Debug Tools Window Help
-l 5l @ | L Newovery Lyt Gl 4 0 &9 - - L5 (| b

2f 1 ‘ master ‘ ! Execute P Debug ® ) 5 ‘

Object Explorer ~ 1 X W xa_install.sql - WIN...ESS.master (sa (53)) X Properties
Connect~ % %) m T (2] .5 El-- This script installs the extended stored procedures that implement Current connection parameters

Sl Y WIN-PLA7O5ECGT6\SQLEXPRESS (SQL -- distributed t.ransa(tlon and XA support for the Microsoft JDBC Driver 6.8 for SQL Server. & Qll
£ C3 Databases Connect.. only with SQL 2008 and above

Disconnect
(23 System Databases - Connection failure
Register... for SQL Administrators: =
J EUREKIFY_SDB EQIster. psed time
J IDENTITY_PORTAL_DB New Query

~

~ior to running this script you must copy the extended stored procedure d11 SQLIDBC_XA.d11 Finish time
Activity Monitor o the target SQL Server's Binn folder. Name

- Rows returned
Start

ermissions to the distributed transaction support procedures for the Microsoft IDBC Driver 6.8 Start time
EL"SE(“”FY Ben or SQL Server are granted through the SQL Server role [SqlIDBCXAUser]. To maintain a secure default State
/4 Logins Pause onfiguration, no user is granted access to this role by default.

&, ##MS_PolicyEventProcessingL Resume

&, ##MS_PolicyTsqlExecutionLog Restart and re-create the extended stored procedure definitions in master.

28 BUILTIN\Users T —
igdba
NT AUTHORITY\SYSTEM
NT Service\MSSQL$SQLEXPRE Start PowerShell
NT SERVICE\SQLWriter TEms | o Connection start ti 11/,
NT SERVICE\Winmgmt Connection state  Open

Policies Connection elapse O
Facets b Connection finish 1 1
Connection rows rc 0

Refresh JLL installation script complete.

sa R W error messages generated above.
& WIN-PL4705ECGTE\Administr Properties Login name
(23 Server Roles Server name
[ Credentials Server version
(23 Server Objects Session Tracing ID

3 Replication SPID
3 Management

Display name

100% ~ Name
The name of the connection.

(@ Query executed successfully. WIN-PL4705ECGT6\SQLEXPRESS ... ' sa(53) master 00:00:00 0 rows
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Step 8a: Validate XA driver is working for MS-SQL

46

Testing process may be executed on the MS SQL Server or
from remote workstation

Ensure Java JDK is installed or available to compile the sample
validation java code.

Copy sample validation java code from Microsoft Web Site

https://docs.microsoft.com/en-us/sql/connect/jdbc/understanding-xa-transactions

@

© 2017 CA. ALL RIGHTS RESERVED.



Step 8b: Update testXA.java file with DB hostname &
credentials

~ | testXA java - Notepad

File Edit Farmat View Help

import java.net.Inet4address;
import java.sql.*; o ad
. . . ar
import java.util.Random;

import javax.transaction.xa.*;

import javax.sql.*;

import com.microsoft.sqglserver.jdbc.*;

A

public class testxa {

public static void main(String[] args) throws Exception {

// Create variables for the connection string.
String prefix = "jdbc:sqlserver://";
String serverName = "localhost";
int portNumber
// String databaseName = "AdventureWorks";
String databaseName = "EUREKIFY SDB";
// string user = "UserName";
// String password = "¥¥EEEM.
String user = "igdba";
String password = "Passwordel”;

https://docs.microsoft.com/en-us/sql/connect/jdbc/understanding-xa-transactions

' + portNumber

String connectionurl = prefix + serverName +
+ ";databaseName=" + databaseName + "j;user=" + user + ";password=" + password; ca

47 © 2017 CA. ALL RIGHTS RESERVED. technologies



Step 8c: Compile testXA.java with JDK javac command

Administrator: Command Prompt

Volume in drive C has no label.

Volume Serial Number is 482D-4F5B

Directory of C:\Users\Administrator\Desktop\testxa

11/20/2017
11/20/2017
05/30/2017
11/20/2017

11
11
@5
11

230 PM <DIR>
130 PM <DIR> ..
46 PM 585,020 sqljdbcd.jar

124 PM 6,114 testXA.java
2 File(s) 591,134 bytes

2 Dir(s) 26,558,394,368 bytes free

Ensure that sgljdbc4.jar file exist in the same folder as the testXA.java script

C:\Users\Administrator\Desktop\testxa>"C:\Program Files\Java\jdk1l.8.0 152\bin\javac.exe" -cp "$CLASSPATH;sgljdbc4d.jar" testXA.java

C:\Users\Administrator\Desktop\testxa>dir

Volume in drive C has no label.
Volume Serial Number is 482D-4F5B

Directory of C:\Users\Administrator\Desktop\testxa

11/20/2017
11/20/2017
05/30/2017
11/20/2017
11/20/2017
11/20/2017

11:
11: .
46 PM 585,020 sqljdbcd.jar
11:
11:
11:

a5

30 PM <DIR>
30 PM <DIR>

38 PM 3,198 testXA.class
24 PM 6,114 testXA.java
38 PM 2,439 XidImpl.class
4 File(s) 596,771 bytes

2 Dir(s) 26,558,382,080 bytes free

C:\Users\Administrator\Desktop\testxa>g

48
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"C:\Program Files\Java\jdk1.8.0_152\bin\javac.exe" -cp "SCLASSPATH;sqljdbc4.jar" testXA.java

. |

technologies



Step 8d: Execute testXA java program

Administrator: Command Prompt

C:\Users\Administrator\Desktop\testxa>dir
Volume in drive C has no label.
Volume Serial Number is 482D-4F5B

Directory of C:\Users\Administrator\Desktop\testxa

11/20/2017 11:30 PM <DIR>
11/20/2017 11:30 PM <DIR>

©5/30/2017 ©5:46 PM 585,020 sqljdbcd.jar
11/20/2017 11:38 PM 3,198 testXA.class
11/20/2017 11:24 PM 6,114 testXA.java
11,/20/2017 11:30 PM 2,439 XidImpl.class
4 File(s) 596,771 bytes java -classpath ".;sqljdbc4.jar" testXA

2 Dir(s) 26,558,214,144 bytes free

C:\Users\Administrator\Desktop\testxa>java -classpath ".;sqljdbc4d.jar" testXA

Write -» xid = formatId=4660 gtrid(64)={0xad%feb83001000000010000001d5218100000000000000R00BRDNPEENODRDORRDRADANEABRDEADNNEENODBRORREORODRBAA
?0PPRAPERRRARREAREARERRRERRE} bqual(64)={Bxa9feb83001000000010000001d5218c10000PARAREAREARAEAREANEARRERREEPERARARRERREENNEANERREDRERARERREARRY
P000000E00NRRERRNRRERERRRER0 }

Read -> xid = formatId=4660 gtrid(64)={0xa%feb83001000000010000001d52181000000000000000000000NRRCRENBHHDONRRAEANARAREAABNNEONRNAEDNRAREOABAD
00PPDAPENRRPREPAREARERRREBE T bqual(64)={0xa9fteb33001000000010000001d5218.10000000DAR0ABRAREOAREANDNRRORREOPEDRRONRERRERADBARERDEDREDARERRRARRY
ulalslalelslalslelalslalslalalaTale el Tale T e ol 1o s

C:\Users\Administrator\Desktop\testxa>, XA is working if we can see the xid values being returned.

o
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Step 8e: Validate XA via DTC Transaction Stats

. Component Services
o

File Action View Window Help
|

3 Console Root
~ . Component Services
~ [ Computers
~ (& My Computer
| COM+ Applications
| DCOM Config
“ Running Processes
1 Distributed Transaction Coordinator
~ 1% Local DTC
|:=|] Transaction List
= Transaction Statistics
{2 Event Viewer (Local)
% Services (Local)

Current
Active

Max. Active
In Doubt
Aggregate
Committed
Aborted
Forced Commit
Forced Abort
Unknown

Total

Response Times (milliseconds)

Minimurm: 78 Average:

Actions
Transac.. =

M. »

XA is working if we see the DTC
aggregate Total # increase every time
we use the java “testXA” testing
program or if IG is updating the DB

Maximum: 109

—orsmoutea Trarsacon Coordinator
~ 1% Local DTC
|=] Transaction List
= Transaction Statistics
&l Event Viewer (Local)
wees (Local)

Current
Active

Max. Active
In Doubt
Aggregate
Committed
Aborted
Forced Commit
Forced Abort
Unknown

Total
>

v

Response Times (milliseconds)

Minimum 78 Average 85 Maximum: 109

Actions
Transac..

M. P




Step 8f: Validate XA via MS-SQL ERRORLOG

Home Share View

v 4 » This PC * Local Disk (C) * Program Files » Microsoft SOL Server * MSSOL12.50QLEXPRESS * MSSQOL * Log ~ | | Search Log

~

~ Name Date modified Type

#F Quick access
|| ERRORLOG 11/20/2017 11:39 ...

_| ERRORLOG.1 11/20/2017 11:29 ...
1 ERRORIOG 2 11/2042017 1129

m Desktop

& Downloads

| ERRORLOG - Notepad

File Edit Format View Help

2017-11-20 23:09:20.81 Setting database option DATE_CORRELATION_OPTIMIZATION to OFF for database 'REPORT_DB'.

2017-11-20 23:09:20.81 Setting database option PARAMETERIZATION to SIMPLE for database 'REPORT DB'.

2017-11-20 23:09:20.82 Setting database option READ_COMMITTED SMAPSHOT to OFF for database 'REPORT_DB'.

2017-11-20 23:09:20.82 Setting database option READ WRITE to ON for database 'REPORT_DB'.

2017-11-20 23:09:20.82 Setting database option RECOVERY to SIMPLE for database 'REPORT_DB'.

2017-11-20 23:09:20.82 Setting database option MULTI USER to ON for database 'REPORT DB'.

2017-11-20 23:09:20.82 Setting database option PAGE_VERIFY to CHECKSUM for database 'REPORT_DB'.

2017-11-20 23:09:20.82 Setting database option target recovery time to @ for database 'REPORT_DB'.

2017-11-20 23:09:20.83 Setting database option delayed durability to disabled for database 'REPORT DB'.

2017-11-20 23:39:56.25 Attempting to load library 'EVEDEIGBAMEIEE into memory. This is an informational message only. No user action is r
2017-11-20 23:39:56.31 Using 'SQLIDBC_XA.dll' version '0006.02.02"' to execute extended stored procedure 'xp_sqljdbc_xa start'. This is an

2017-11-20 23:39:57.43 Attempting to initialize Microsoft Distributed Transaction Coordinator (MS DTC). This is an informational message o
2017-11-28 23:39:57.44 Recovery of any in-doubt distributed transactions involving Microsoft Distributed Transaction Coordinator (MS DTC)

MS-SQL ERRORLOG shows us that the library file sqljdbc_XA.dll is loading into memory with no issues.

© 2017 CA. ALL RIGHTS RESERVED.
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CA Identity Suite
wemonees Virtual Appliance

Step 1: Select either the Non-Prod or Prod Deployment

Demo

For demonstrating the
Identity Suite features and
capabilities

Please select the configuration type you wish to deploy

This Wizard will help you get started and set up a running environment in minutes. Lets get started

Sandbox / Custom

Non Production

iy
To quickly develop and

prototype Identity

Production

For lower customer For production and pre-
environments like QA or
Management solutions and Development environments
lHea fracoc

production (Staging)

, environments
It offers a highly available

cluster for the Identity

Portal, Identity Suite and
Identity Governance

components. A customer

supplied, external database

is required. This deployment
type requires minimal
hardware resources

You are currently connected to 192.168.242.146 (vapp_nordstrom_01). This is an unconfigured node
In case you wish to add this machine to an existing Virtual Appliance solution, close your browser and connect to a previously configured machine in order to proceed

@ Help

O Logout



Step 2: Set vApp master Password (used for all components)

ca CA Identity Suite

U
Virtual Appliance @ Help O Logout

[

Configure Password Previous

Please enter a master password to be used by the Identity Suite products
Password

Confirm password

0000000000 @

I Validate I
\ Password submitted successfully




Step 3a: Add in required Oracle JCE Extension

CA Identity Suite

U
wmaeges Virtual App O Logout

Upload Java Cryptography Extension Previous

The Identity Suite requires Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy
You need to download and provide the JCE Unlimited Strength Jurisdiction Policy archive.

Please perform the following steps:
1. Click here to visit the Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy Files 8 download page
2. Download file named: jece_policy-8.zip
3. Upload the jee_policy-8.zip archive to the vApp
4 Click "Next” to proceed.

Drag & Drop your file here

You can also browse for a file

BROWSE




Step 3b: Add in required Oracle JDK8 JCE Extension

http://www.oracle.com/technetwork/java/javase/downloads/jce8-download-2133166.html

> InstallMedia * 3rd_Par
Name

SetupBul1l.exe
jce_palicy-8zip
| =2 jdk-Tu79-windows-1586.exe
|22 jodk-Tu7 9-windo (Bd.exe
| jdk-7u151-linux-x64.tar.gz
|=2) jdk-Tul5T-window

55 jdk-8u111-window

Cate modified

11/22/2016 12118 ..,

T 112 AN
016 4:50 PM

Type

Application

essed (Zipp...

ation

ation
GZ File
Application
Application

© ZU1/ CA. ALL KIGH IS RESERVED. technologies

Java Cryptography Extension {JCE) Unlimited Strength
Jurisdiction Policy Files & Download

Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy
Files 8

You must accept the Oracle Binary Code License Agreement for the Java SE Platform
Products to download this software.

License Agreement for the Java

oftware
w Download

¥ jce_policy-8.zip

721 KB

9 KB
141,631 KB
143,420 KB
150,202 KB
144,230 KB

ca




Step 3c: Confirm Success for Oracle JDK8 JCE Extension

CA Identity
wennoiges Virtual App

Upload Java Cryptography Extension Previous

The Identity Suite requires Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy.
You need to download and provide the JCE Unlimited Strength Jurisdiction Policy archive.

Please perform the following steps:
1. Click here to visit the Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy Files 8 download page
2 Download file named: jce_policy-8.zip
3. Upload the jce_policy-8.zip archive to the vApp
4. Click "Next” to proceed

v
jce_policy-8.zip uploaded successfully




Step 4a: View Configure JDBC Connections to Databases

A Identity Suite

U
Virtual Appliance @ Help O Lo

Configure Database Previous

Database connections must be tested before you can continue

Important: yvou must perform the prerequisites listed in the readme file to create the database schemas before proceeding with the external
database configuration

Please configure services database credentials Clear All

‘ skip
Identity Governance

Type

skip
@ Identity Manager

Type




Step 4b: View Configure JDBC Connections to Databases

ca_ CA Identity Suite

U g
wminess Virtual Appliance @ Help O Logout

Please configure services database credentials Clear all

skip
@ Identity Manager

Type

) skip
o ldentity Portal

Type




Step 4c: Set MS-SQL for JDBC Connection Type

CA Identity Suite ) .
wamage, Virtual Appliance @ Help O Logout
PTevious

Database connections must be tested before you can continue

Important: you must perform the prerequisites listed in the readme file to create the database schemas before proceeding with the external

database configuration

Please configure services database credentials Clear All
) skip
e Identity Governance
Type
r
Oracle
MS SaL _
define
Identity Manager
skip

Identity Portal




Step 4d: View common error messages for DB connections

Example: TCP Port 1433 not open on MS-SQL Server or OS/Network Firewall is blocking the TCP Port

WIN-PLATT)

=ted by the login. The login failed. ClientC

G
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Step 4e: Update JDBC Connection Info for Databases

CA Identity Suite _
Virtual Appliance @ Help O Logout

Please configure services database credentials Clear All

TR

Eurekify
IP Address

192.168.242.135

Part
1433

Database Name

EUREKIFY_SDB

Username

igdba

Password

(XL L LR ] Y] )

Recommendation: Use notepad or Notepad++ ; with
JDBC Connection info available to copy-n-paste the same information five (5) times

Tickets DB

. E

Ps



Step 4f: Update JDBC Connection Info for Databases

CA Identity Suite
Virtual Appliance

Please configure services database credentials Clear All

Tickets DB
IP Address

192.168.242.135

Port
1433

Database Name

TICKET_DB

Username

igdba

Password

DB_PASSWORD_IG_TICKETDBE I

@ Help

O logout

Recommendation: Use notepad or Notepad++ ; with

IP Address

JDBC Connection info available to copy-n-paste the same information five (5) times

192.168.242135

Ps

.




Step 4g: Update JDBC Connection Info for Databases

CA Identity Suite »
" Virtual Appliance @ Help O Logout

Please configure services database credentials Clear All

Reporis DB
IP Address

192.168.242.135

Paort
1433

Database Name

REPORT_DB

Username

igdba

Password

Recommendation: Use notepad or Notepad++ ; with
JDBC Connection info available to copy-n-paste the same information five (5) times

IP Address
192.168.242.135

=



Step 4h: Update JDBC Connection Info for Databases

CA Identity Suite _
Virtual Appliance € Help O logout

Please configure services database credentials Clear All

Workpeint DB
IP Address

192.168.242135

Paort
1433

Database Name
WPDS

Username

igdba

Password

Recommendation: Use notepad or Notepad++ ; with
JDBC Connection info available to copy-n-paste the same information five (5) times

@ Identity Manager

. E

Ps



Step 4i: Test All Connections before proceeding

CA Identity Suite _
MC?M Virtual Appliance @ Help O Logout

Please configure services database credentials Clear All

Paort
1433

Database Name

WPDS

Username

igdba

Password

define
@ Ildentity Manager

define
o Identity Portal




Step 4j: Successful JDBC configuration will be GREEN

CA Identity Suite .
e Virtual Appliance @ Help ® Logout

Please configure services database credentials

192.168.242.135
1433

WPDS

igdba

0K

define
@ Ildentity Manager

n define
2 |dentitv Portal




Step 4k: Successful JDBC configuration will be GREEN

CA Identity Suite _
m@m Virtual Appliance @ Help O Logout

Please configure services database credentials

Workpoint DB

192.168.242.135

1433

WPDS

igdba

OK




Step 4l: Successful JDBC configuration will be GREEN

w. CA Identity Suite

By |
wmoness Virtual Appliance @ Help O Logout

Please configure services database credentials Clear All

Reports DB

192 1 v6‘8./242. 135
1433
REP’ORT_D‘E;
|gdt;a :

Workpoint DB



Step 4m: Successful JDBC configuration will be GREEN

CA Identity Suite _
m%,., Virtual Appliance @ Help O Logout

Please configure services database credentials

0K

Tickels DB

192.168.242.135

1433

TICKET_DB

igdba

0K




Step 4n: Successful JDBC configuration will be GREEN

m. CA Identity Suite

U q
amanges Virtual Appliance @ Help & Logout

Please configure services database credentials

Eurekify

192.168.242.135

1433

EUREKIFY_SDB

igdba

0K

Tirkate NR



Step 5a: Configure IP Database in MS-SQL with same
IOgin 1D 9 New Database

5 Seript « 3 Help

IDENTITY_PORTAL_DB

Database files:

Logical Na... Filegroup itial Si Autogrowth [ Max
IDENTITY .. PRIMARY ; 5y 1 MB, Unlimite
IDENTITY... Mot Applic... By 10 percent, U

May be done earlier with 1G configurations in MS-SQL
- Default collation Connection

- Ownership: login ID Server:
WIN-PL4705ECG76\SALE
Connection:
53

24 View connection

Progress

Cancel
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Step 5b: Configure IP Database in vApp JDBC

CA Identity Suite W
amanges Virtual Appliance @ Help & Logout

Please configure services database credentials Clear All

Type
S SaL

Identity Portal
IP Address

192.168.242.135

Port
1433

Database Name

IDENTITY_PORTAL_DB

Username

igdba

Password




@ Help O Logout

Step 5c¢: Validate IP Database in vApp JDBC

Clear all

m CA Identity Suite
e Virtual Appliance

Please configure services database credentials

M3 SaL

Identity Portal

192.168.242.135

1433

IDENTITY_PORTAL_DB

igdba

OK



Step 6: Validate IG & IP Configuration is Supported in vApp

= 8 CAldentity Suite

5
womees Virtual Appliance @ Help ® Logout

g9 Identity Governance ° Identity Portal

“ Identity Portal Oracle Database Express 11g

Oracle Database Express 11g

Note: The vApp HELP Guide will not list external databases.
Focus on the CA Solution components for validation




Step 7a: Deploy IG and IP

CA Identity Suite

By |
wmee Virtual Appliance @ Help ® Logout

changes not deployed yet

@® Services £ Machines (1) + Add Machine
vapp. 01 [ =
ﬁ 192.168.242.146 4024MB / 9888MB

- 0 REMOVE ANY OTHER SERVICES
- Other services may initially populate.

g External Database

Identity Governance

— ENSURE THE EXTERNAL DATABASE
ca SECTION IS DEFINED HERE




Step 7b: Monitor IG and IP Deployment

CA Identity Suite

s
wamoges Virtual Appliance @ Help O Logout

Deploying solution Deployment in progress .

ﬁ vapp/| 101 Generating and distributing public SSH key
5 192.168.242.146 MB / MB

Generating and distributin
g 9 Private IP: 192.168.242.146  Public IP.

public SSH key
Synchronizing cluster . 5

2 Y ' geu Identity Governance Identity Portal
configurations

3 Initializing services

Updating post-initialization,
Cluster and High-availability
configurations

5 Starting services

Finalizing installation




Step 7b: Note DB Tables for IG and IP Deployment

CA Identity Suite © Help

U
wamoiges Virtual Appliance O Logout

Deploying solution Deployment in progress .

192.168.242.146

X ' Identity Governance @ Identity Portal

ﬁ vapp, 01 B Populating tables for Identity Governance on the embedde..

(;:ﬁ Generating and distributing
W public SSH key

3 Initializing services

Updating post-initialization,

4 Cluster and High-availability
configurations
Ignore part of message that mention “embedded”.
[P Saringservices The external database is being populated.

A L Note: The following database will auto-create tables upon restart of the J2EE services
IG WPDS, IP DB, IM (all)

The following databases if dropped, will need this re-deployment process to rebuild the tables
IG (Eurekify _db, report_db, ticket_db)




Step 7c: Starting of IG and IP Services

CA Identity Suite

0 g
womiee Virtual Appliance @ Help ® Logout

Deploying solution Hang in there, this might take a while ..
ﬁ vapp._| 101 Starting services
Generating and distributing & el il
public SSH key i .
Identity Governance Identity Portal
Synchronizing cluster ? Initialized @ Initialized
configurations © Dependencies fulfilled @ Dependencies fulfilled

Initializing services

Updating post-initialization,
Cluster and High-availability
configurations

0000




Step 7d: Optional: Address this issue if it occurs

CA Identity Suite
wamanges Virtual Appliance p ® Logout

Deploying solution

ﬁ vapp. | 01 Starting services
@ Generating and distributing ; 102155 282 16
public SSH key i .
Identity Governance Identity Portal
@ Synchronizing cluster x‘r’e‘ Initialized © |Initialized
configurations f:";* Dependencies fulfilled @ Dependencies fulfilled
@ Started O Starting

&

Initializing services

@ Updating post-initialization, . .
Cluster and High-availability This screen will/may NOT advance.

configurations

Starting services The post-creation task to define an IG connector in IP,
does not seem to complete for earlier releases of vApp
- Resolved in r14-1cr04

Finalizing installation

https://docops.ca.com/ca-identity-suite/14-1/EN/release-notes/ca-identity-suite-virtual-appliance-release-notes/virtual-appliance-service-
packs-and-cumulative-patches-14-1/latest-cumulative-patches-14-1/cp-va-140100-0004-release-notes

https://support.ca.com/us/knowledge-base-articles. TEC1907759.html




Step 7e: Optional: Address this issue if it occurs

Tsing username "config".

configlleZ2.168.242.146"s password:
Last login: Thu Nov 1o 12:43:54 2017

CA Identity Suite Virtual Appliance versgion 14.1.0

Server IP addresses: 192.168.242.14¢6
Enabled services:
External Datzbase 192.168.242.135 [0OK] Connecticon to IP database (192.168.242.135:1433) succeeded
[OK] Connection to IG database (1592.168.242.135:1433) succeeded
Identity Portal 192.168.242.146 [OK] WildFly (Portal) is running (pid 6z24), port 5031
[ERROR] Tdentity Portal is not available
Identity Governance 192.168.242.146 [OK] WildFly (IG) is running i(pid 13%1), port 8082
[OK] IG 1s running
[OK] Java heap size used by Identity Governance: J718MB/151ZMB (47%)

=== LAST UPDATED: Fri Nov 17 01:15:10 CS8T 2017 ====
configlvapp [ 1 v2rr-14.1.0 (192.168.242.146):~ > [I

IP management console is available, but the IP user console needs
additional post-install configuration steps completed.
- Resolved in r14-1cr04

https://docops.ca.com/ca-identity-suite/14-1/EN/release-notes/ca-identity-suite-virtual-appliance-release-notes/virtual-appliance-service-
packs-and-cumulative-patches-14-1/latest-cumulative-patches-14-1/cp-va-140100-0004-release-notes

https://support.ca.com/us/knowledge-base-articles. TEC1907759.html



Step 7f: Optional: Address this issue if it occurs

— CA Identity Suite

U
e Virtual Appliance @ Help ® Logout

% Servers (1) Last updated 4 minutes ago | Refresh
vapp_ 01
O e 3637MB / 0888MB
Identity Governance Identity Portal
Management console Management console | User console
Vv [OK] WildFly (IG) is running (pid 1391), port 8082 v [OK] WildFly (Portal) is running (pid 624), port 8081
+ [OK] IG is running A [ERROR] Identity Portal is not available

v [OK] Java heap size used by Identity Governance: 729MB/1512MB (48%)

less

P TS IP management console is available, but the IP user console
Xterna atapase

needs additional post-install configuration steps completed.
Identity Manager = Re50|ved |n r14'1cr04

Ident ity Governance https://docops.ca.com/ca-identity-suite/14-1/EN/release-notes/ca-identity-suite-virtual-appliance-release-notes/virtual-appliance-service-

packs-and-cumulative-patches-14-1/latest-cumulative-patches-14-1/cp-va-140100-0004-release-notes

Ident ity Porta I https://support.ca.com/us/knowledge-base-articles. TEC1907759.html

Comorim Z Caviiinn im viommime mramar b




Step 7g: Optional: Login to IP Admin Management Console

Identity Portal
Management console

Welcome

Admin Ul Deployment Xpress Market Place

Configure your Identity Portal Search and deploy new use cases
environment from the market place

N 4




Step 7h: Optional: Setup/Connectors — Create IG Connector

c CA Identity Portal
. AdmirlJ|

technologies

v Setiings £ connectors g

Connectors

IMedules Elements aals Laealization Branding Market Place

General Configuration

Managed Okject Attributes

Gui Configuration

Create a NEW IG connector (if missing)




Step 7h: Optional: Create |G Connector as Main Connector

+ Create Connector X

Configuration Advanced

Tag*

CONNECTOR_IG

Type™

CA Identity Governance 14

Cennectoer Legin Source

Main Connector user id

Main Connector

D Debug Mode

Create




Step 7i: Optional: Update Credentials & SSL Port

+ Create Connector X

° Details o Configuration Advanced

Admin Name*

ADTEAdmIn

Admin

Servername*

192.168.242.146

Server port ™

443

Enable 851

Enakle Advanced Logging

Demain Prefix Methed




Step 7j: Optional: Select All; Then Click Create

+ Create Connector X

° Configuration

No data will display for All, but is required to advance and allow the Create Button to be used.




Step 7k: Optional: Restart the new IG Connector to validate

CA Identity Portal o )
Adminl| Maodules Elements Tacls Lacalization Branding Market Place

technologies
o a

v Setlings Connectors

Connectors
General Configuration Stap

Managed Object Attributes

Gui Configuration




Step 71: Optional: Add missing primary UserlD attribute

CA Identity Portal . .
. AdmirlJl IMadules Elements Taals Lacalization Branding Market Flace
technologies

v~ Setlings Edit Managed Object Attributes

USER ATTRIBUTES GROUP ATTRIBUTES

Connectors

General Configuration

Display Name Connector Backend Name Searchable

Managed Okbject Attributes

- = = UserlD 1G < UserName
Gui Configuration m

+ Add User Attribute

Add the mandatory required attribute of USERID.
- Mark as Searchable
- Use the IG Connector & Backend Name = UserName

- Add in other attribute if you wish




Step 7m: Optional: Restart IG Connector

CA Identity Portal . .
. AdmirlJI IMadules Elements Taals Lacalization Branding Market Flace
technologies

v Setlings & Connectors & Q + Create

Connectors

General Configuration 162 1G Up Restart Stap b el
Managed Object Attributes

Gui Configuration

Refresh the IG Connector; to allow IP User Console to be aware of the change




Step 7m: Launch IP User Console

Identity Portal
° Management console | User console IP User COnSOIe nOW |OadS

technologie:

e CA Identity Portal

Fi 1 d?
0rgot Your passwor Lagin
Register

Authenticate with an ID from the userstore.

Note: Since IG only has the current single userlD in its |G objectstore of AD1\Eadmin, log in with this ID.



Step 7n: View default IP modules

L

My Profile

Add in extra modules to see more options



Step 70: Optional: Add in all predefined IP Modules

CA Identity Portal . . .
. AdmilJ] Setup Elements Tacls Localization Branding Market Place
technologies

+ Create new module

My Modules

£ Edit Module: Apps Launchpad K save

DETAILS PROFILES ICON APPS

Home ;
Title ¥

Apps Launchpad
Wy Profile

Tag*

Access MODULE_Apps Launchpad

Type™
My Requests
Apps Launchpad v

Tasks
Certifications

Dashboard Add in all modules to view possible screens to use

Apps Launchpad

Madule created su




Step 7p: Optional: View all predefined IP Modules

m CA Identity Portal
technologies

Home

My Profile
Access

My Requests
Tasks
Certifications
Dashboard

Apps Launchpad

L

My Profile

Dashboard

&

Access

Apps Launchpad

G Y| Q

AN

My Requests Tasks Certifications

All pre-defined modules loaded in the IP User Console



Step 8a: Confirm no startup issues for IG/IP services

type=1185 audit(1518918676.193:6913): user pid=3018 uwid=PF auid=5B88 ses=327 msg="
op=PAM:session_open acct="root" exe="susr-binssudo” hostname=?7 addr=7 terminal=r
devsttyl res=success’

CA Identity Suwite Virtwal Appliance version 14.1.8

Server IP addresses: 192 .168.24Z.146
Enabled serwvices:

External Database 192.168.242.135

Identity Portal 192 .168.242 . 146

Identity Gowvernance 192.168.242.146

=== LAST UPDATED: Fri Now 17 B3:24:39 C3T 2817 ====

type=1186 audit(1518918679.628:6914): user pid=3018 uwid=B auid=5B88 ses=327 msg="
op=PAM:session_close acct="root" exe="rusr-binssudo” hostname=7 addr=7 terminal=
sdevsttyl res=success’

G
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Step 8b: Confirm no startup issues for IG/IP services

CA Identity Suite

| g
e Virtual Appliance @ Help ® Logout

_Q.J Ser\/ers (T) Last updated 41 seconds ago | Refresh
vapp)| _01
ﬁ 192168242146 3568MB / 9888MB

Identity Governance Identity Portal
Management console Management console | User console

~ [OK] WildFly {IG) is running (pid 1391}, port 8082 ~ [OK] WildFly (Portal) is running (pid 624), port 8081

~ [OK] 1Gis running ~ [OK] Identity Portal is available

~ [OK] Java heap size used by Identity Governance: 478MB/1512MB [31%) ~ [OK] Java heap size used hy Identity Partal: 592MB/1512MB (39%)
less less

€ cExternal Database

Identity Manager
Identity Governance

Identity Fortal

Camaiin ST i e e mm m e e e




Advance Topic: How to force Re-Deployment/Rebuild
of IG/IP Database Tables

Object Explorer
Connect~ % %) m [ 2] .5

EUREKIFY SDB = [ WIN-PL4705ECGT6\SQLEXPRESS (SQL Server 12.0.2000 - sa)
REPORT DB = 3 Databases
- [+ 3 System Databases
UHEAET_ D EE)E ] FUREKIFY_SDB]
WPDS = J REPORT_DB
= [ TICKET_DB
IDENTITY_PORTAL_DB [+ [ WPDS

= [ IDENTITY_PORTAL_DB
= 3 Security

[+ [ Logins

[+ [ Server Roles

G

96 © 2017 CA. ALL RIGHTS RESERVED. technologies



Step 1: Shutdown active connections

&P PUTTY (inac

nfigll%2.168.242.14
Last login: Tue Nov

CA Identity Suite Virtual Appliance version 14.1.0
Server IP addresses: 192.168.242.14¢
Enakled services:

External Database 192.168.242.,135

nnecclo
Connectio
WildFly
dentity
a heap
1dFly (IG]
] IG is running

[OK] Java heap size used by Identity Governance: 59ZMB/1512MB (39%

=== LAST UPDATED: Tue Nov 21 16:05:04 CST 2017 ====
configlvapp 01 VAPP-14.1.0 ({192.168.242.146):~ > poweroff

Identity Portal 192.168.242.14¢6

Identity Governance 192.168.242.14¢

The system is going down for power off NOW!

. @
\ ®
97 © 2017 CA. ALL RIGHTS RESERVED. technologies



2 Delete Object

Select a page 8 Script « I Help

# General

Obiject to be deleted
Object Name
TICKET_DB

Object Type Ow... Status
Database ig...

Delete all prior Database Instances
- Right click in SQL Management Studio
Select Delete
Select the bottom two (2) checkboxes as well.

Connection
Server:
WIN-PL4705ECG76\SQLES

Connection:
sa

3 View connection

Message

Progress

Ready Delete backup and restore history information for databases
Close existing connections

Cancel

2: Delete all prior DB & their associated info

4z SQLQuery1.sql - WIN-PL47O5ECGTE\SQLEXPRESS.WPDS (sa (81)) - Micr,
File Edit View Query Project Debug Tools Window Help

Pl - 5 e | Sl NewQuery yrhyvh (Tl & -3

3y 9% | |WPDS '|| ! Execute P Debug

Object Explorer

Connect~ % 3 w [ ﬂz_’j

= [ WIN-PL4705ECGT6\SQLEXPRESS (SQL Server 12.0.2000 - sa)
= 4 Databases
[ System Databases
= 3 Security
&0 Logins No IP nor IG Databases.
3 Server Roles
3 Credentials
3 Server Objects
3 Replication
3 Management

G

technologies




Step 3: Start up vApp & view/run Status Message “s

Note that vApp IG & IP DB definitions still exist, but the IP & |G DB do not

configlvapp_ 01 VAPP-14.1.0 (192.168.242.146):~ > s

CA Identity Suite Virtual Appliance version 14.1.0

Server IP addresses: 192.168.242.14¢6

Enabled services:

External Database 152.168.242.135 [OK] Connection to IP database
[OK] Connection to IG database

Identity Portal 192.168.242.14¢ [tK] WildFly ({(Portal) is running
[ERROR] Identity Portal is

Identity Governance 192.168.242.14¢ [JK] WildFly (IG) is running

[ERROR] IG is not runnindg
=== LAST UPDATED: Tue Nov 21 16:27:37 CST 201? —=

99 © 2017 CA. ALL RIGHTS RESERVED.

{1_!2 .....
u._plc_l 35 21) ;
c available
(pid 2136},

Il 14

35:1433) succeeded
35:1433) succeedec
port 8081

8082

Ld

technologies



Step 4a: Rebuild IG / IP Databases

EUREKIFY_SDB Collation: SQL_Latin1_General_CP1_CS_AS Owner: igdba
Options/Misc:
Allow Snapshot Isolatation = True
Is Read Committed Snapshot On = True

REPORT_DB Collation: SQL_Latin1_General_CP1_CS_AS Owner: igdba
TICKET_DBCollation: SQL_Latin1_General_CP1_CS_AS Owner: igdba
WPDS Collation: Default or SQL_Latinl_General_CP1_CI_AS Owner: igdba

XA Driver/Configuration on MS-SQL Server required to build tables.

IDENTITY_PORTAL_DB Collation: Default or SQL_Latinl_General_CP1_CI_AS Owner: igdba
XA Driver/Configuration on MS-SQL Server required to optimize tables.

_| ig_database_settings - Notepad
File Edit Format View Help
EUREKIFY_SDB Collation: SQL_Latinl _General CP1_CS_AS Owner: igdba
Options/Misc:
Allow Snapshot Isolatation = True
Is Read Committed snapshot On = True
REPORT DB Collation: sQL Latinl General CP1 CS AS Owner: igdba
TICKET_DB Collation: SQL Latinl General CP1 CS_AS Owner: igdba
WPDS Collation: Default or SQL Latinl General CP1 CI AS Owner: igdba
XA Driver/Configuration on MS-SQL Server required to build tables.

IDENTITY PORTAL DB Collation: Default or SQL Latinl General CP1 CI AS Owner: igdba
XA Driver/cConfiguration on MS-SQL Server required to optimize tables.

100




Step 4b: View of IG/IP Databases prior to re-population

Object Explarer
Connect~ % %) m [ 2] .5

Object Explorer
Connect~ 34 3. m

Object Explorer
Connect> 4 &) m [ 2] .5

= [ WIN-PL47O5ECGTHE\SQLEXPRESS (

= L& Databases SRS B TICKET_DB

3 System Databases [d Database Diagrams

=RE§ EUREKIFY_SDB = 3 Tables

£ Database Diagrams 3 System Tables
=4 Tables 3 FileTables

[ System Tables Ca Views

3 FileTables
3 Views
3 Synonyms

L3 Synonyms
[d Programmability
3 Programmability (3 Service Broker
3 Service Broker L3 Storage
3 Storage 3 Security
3 Security = | WPDS
= [ REPORT_DB (3 Database Diagrams
[0 Database Diagrams = B3 Tables
=1 (3 Tables
3 System Tables
[ System Tables & }f
3 FileTables

3 FileTables ]
L3 Views L3 Views

|J REPORT_DB
| TICKET_DB
|J WPDS
=0
1 Database Diagrams
= 3 Tables
3 System Tables
[ FileTables

G

technologies




Step 5a: Reboot Server to identify which DB are NOT
Populated by “reboot action”

config@vapp 01 VAPP-14.1.0 (192.168.242.146):~ > rel
Broadcast me rom config@vapp 01

The system is going down for reboot NOW!

config@vapp v 01 VAPP-14.1.0 (192.168.242.146):~ > |

configlvapp 01 VAPP-14.1.0 (192.168.242.146):~ > s

CA Identity Suite Virtual Appliance version 14.1.0
Server IP addresses: 192.168.242.14¢6
Enabled services:

External Database 192.168.242.135

Identity Portal 192.168.242.146

Identity Governance 192.168.242.14¢6

2017 ====

.168.242.146):~ > |}
L C

technologies

=== LAST UPDATED: Tue Nov 21 16:35:14
configlvapp 01 vapp-14.1.0 (



Step 5b: 1IG WPDS & IP DB Auto rebuild Tables

*** WPDS will ONLY auto-rebuild if XA Driver & Configuration is deployed to MS-SQL Server(s)

Object Explarer
Connect~ % ) m [ 2] .§
= (& WIN-PL4705ECGT6\SQLEXPRESS (S
= 3 Databases
[+ 3 System Databases
=0
[+ 3 Database Diagrams
= 3 Tables
[+ [ System Tables
[+ 3 FileTables
[+ 3 Views
[+ [ Synonyms
= (3 Programmability
[+ (3 Service Broker

Object Explarer

Connect~ ¥ ) m [ ﬂ___,__s

Object Explorer
Connect~ % %) m [ 7] .5
ERE] TICKET D)

[+ 3 Database Diagrams
= 3 Tables
[+ 3 System Tables
[+ [ FileTables
3 Views
[+ C3 Synonyms
[ (3 Programmability
[+ 3 Service Broker

IDENTITY_PORTAL_DB

[+ (3 Database Diagrams

=3 Tables
[+ 3 System Tables
[ O3 FileTables
[+ 3 dbo.account_action_profile
[+ = dbo.account_actions_names
[ & dbo.account_actions_rule
= 5 dbo.account_attrs

[+ [ Storage
H 3 Security

. ) IG EUREKIFY_SDB
[+ 3 Database Diagrams IG REPORT DB

=/ Tables IG TICKET DB
[+ 3 System Tables -

# 3 FileTables

= = dbo.WP_ACT

# & dboWP_ACT_ALERT IG WPDS

# = dbo.WP_ACT_DATA IP IDENTITY_PORTAL_DB ca

© 2017 CA. ALL RIGHTS RESERVED.

[+ (3 Storage
[+ (3 Security
= |J REPORT_DB
[+ 3 Database Diagrams
= 3 Tables
[+ 3 System Tables
[+ 3 FileTables
+ [ Views

technologies



Step 6: View IG & IP base J2EE Services only available

— ) CA Identity Suite @ Help

L}
— o Virtual Appliance ® Logout

a vel__lo

192.168.242 146

Identity Governance Identity Portal
Management console Management console | User console

" [OK] WildFly (IG) is running {pid 2160), port 8082 + [OK] WildFly (Portal) is running {pid 3615), port 8081

3030ME / 9888MB

A [ERROR] IG is not running A [ERROR] Identity Portal is not ava

€ External Database

Identity Manager
Identity Governance
Identity Portal

Status v/ Service is running properly

more details

technologies



Step 7a: Click Setup/Deploy to force |G Database Refresh

— CA Identity Suite
— _.,G.;, VirtualAptgllance @ Help ® Logout

Drag & Drop Services to desired machines

¥ Services 2 Machines (1)

& vapp_:m [ S

192.168.242.146 4024MB 7 9888MB

€ External Database

Identity Manager

Identity Governance

© 2017 CA. ALL RIGHTS RESERVED.

technologies



Step 7b: View message for rebuild of DB tables

— CA Identity Suite

W 0o
— . Virtual Appliance @ Help ® Logout

Deploying solution yeployment in progress

f‘ vapp@_m Populating tables for Identity Governance on the embedd..
Generating and distributing + 182168,
public SSH key

Synchronizing cluster e Identity Governance o Identity Portal

configurations
3 Initializing services

Updating post-initialization,

% Cluster and High-availability
oonﬂgurauons
§ Starting services NOTE: This screen displays the phrase “embedded” ...
6 Finalizing installation However, the external database configuration will be used.




Step 7c: View all IG DB tables populated

U= Microsoft SQL Server Management Studio (Administi
File Edit View Debug Tools Window Help

42 Microsoft SQL Server Management Studio (Administrator)
File Edit View Debug Tools Window Help

Pl o (5 @ | S Newauery [y 05 i) 5

42 Microsoft SQL Server Management Studio (Administrator)
File Edit View Debug Tools Window Help

42 Microsoft SQL Server Management Studio (Administrator)
File Edit View Debug Tools Window Help

P~ e 5 @ | QL Newauery [y o i

=

Pl e (S @ | S NewQuery [y v iy G

=

Pl e (S @ | S NewQuery [y v iy G

v 0 x * 0 x Object Explorer

Connect~ 3 3 m 7 [Z] .5

Object Explorer >0 x
Connect~ % 4 m T (2] .5

Object Explorer
Connect~ &y ) m [ 53

Object Explorer
Connect~ &y ) m [ 53

= [ WIN-PLATOSECGT6\SQLEXPRESS (SQL Serve A = [ WIN-PL4TOSECGTE\SQLEXPRESS (SQL Serve ~ EIC3 Databases ~ |J TICKET_DB ~
= 3 Databases £ [3 Databases [3 System Databases =RE}WPDS

[J EUREKIFY_SDB
[ IDENTITY_PORTAL DB
|J REPORT_DB

3 Database Diagrams
= 3 Tables
3 System Tables

14 System Databases
= [ EUREKIFY_SDB
1 Database Diagrams

3 System Databases
[J EUREKIFY_SDB
|0 IDENTITY_PORTAL_DB

(=l Tables [=RF] REPORT_DB [=R¥] TICKET_DB 3 FileTables
[+ [ System Tables [# [ Database Diagrams [# [ Database Diagrams 3 dboWP_ACT
[3 FileTables = 3 Tables = 3 Tables = dboWP_ACT_ALERT

3 dbo.Attachments

3 dbo.AuditCards

3 dbo.AuditEntities

3 dbo.AuditEntries

= dbo.AuditStatus

3 dbo.AuditTypeGroups

3 dbo.AuditTypes

3 dbo.BBExecutionContexts

= dbo.BBExecutionContextSignals
3 dbo.BBExecutionContextTimeou
3 dbo.BFDisplayAttributes

= dbo.BFDisplayConfiguration

3 dbo.BFEmailTemplates

3 dbo.BFEntityAttachments

3 dbo.BFEntityComments

= dbo.BFFlowAttachments

3 dbo.BFPreviousStates

3 dbo.BFProcessMappings

3 dbo.BFTaskAlerts

3 dbo.BFTaskAttachments W

3 System Tables

3 FileTables

= dbo.CA_DUMMY_VIEW

= dbo.l2_ACCOUNT_SCD

= dbo.|2_ACCOUNT_SCD_SHDW
= dbo.l2_ACCOUNT_SCD_SHDW?2
= dbo.l2_ACCOUNT_SCD_STG

= dbo.|2_ACCOUNTFIELDS_MRR
= dbo.l2_ACCOUNTS_MRR

= dbo.|2_ALERT_GROUP_TYPE

= dbo.l2_ALERT_GROUP_TYPE_MRI
= dbo.l2_ALERT_GROUP_TYPE_SHL
= dbo.l2_ALERT_MRR

= dbo.|2_ALERT_PRE_APPROVED_S
= dbo.l2_ALERT_SCD

= dbo.|2_ALERT_SCD_SHDW

= dbo.|2_ALERT_SCD_SHDW2

= dbo.|2_ALERT_STATUS

= dbo.|2_ALERT_STATUS_MRR

= dbo.|2_ALERT_STATUS_SHDW ,

< >

3 System Tables
3 FileTables

= dbo.EXTERNAL_TICKET_DATA
= dbo.GENERAL_COUNTERS

= dbo.OPTIONAL_OWNERS

= dbo.REQUEST

= dbo.REQUEST_PROPERTY

= dbo.TICKET_ATTACHMENTS

= dbo.TICKET_COMMANDS

= dbo.TICKET_COMMENTS

= dbo.TICKET_OPTION_VALUES

= dbo.TICKET_PROPERTIES

= dbo.TICKET_PROPERTY_TYPES
= dbo.TICKET_TYPE

= dbo.TICKET_TYPE_COMMANDS_
= dbo.TICKET_TYPE_PROPERTY_TY|
= dbo.TICKETS

= dbo.TICKETS_TICKET_ATTACHM
= dbo.TMS_REGISTRY

= dbo.TMS_VERSION

= dbo.WP_ACT_DATA

3 dbo.WP_ACT_MAIL

3 dbo.WP_ACT_MILESTONE
= dbo.WP_ACT_PART_DEF

E dboWP_ACT_SCRIPT

3 dbo.WP_ACTI

= dbo.WP_ACTI_ALERT

H dboWP_ACTI_DATA

3 dbo.WP_ACTI_MAIL

= dbo.WP_ACTI_MILESTONE
E dboWP_ACTI_PART_DEF
3 dbo.WP_ACTI_SCRIPT

= dbo.WP_ALERT

E dboWP_ALERT_ACT

3 dbo.WP_ALERT_ACT_STATE
= dbo.WP_ALERT_CAT

E dboWP_ALERT_MONITOR
3 dbo.WP_ALERT_STATE

= dbo.WP_ASSIGN_TYPE

E dboWP_BULK_DATA w

=]
=]

=]
=]

®H #H
®H #H

=]
=]

®H #H
®H #H

=]
=]

®H #H
®H #H

=]
=]

B H
B H

=]
=]

B H
B H

=]
=]

=
=




Step 8a: Deployment Status Message should advance
to the below messages

m CA Identity Suite

wiee, Virtual Appliance © Help O Logout

Deploying solution

& vapp_:)I Starting services
Generating and distributing R B2 10D
public SSH key . )

Identity Governance Identity Portal

Synchronizing cluster = @ Initialized ° @ Initialized

configurations <? Dependencies fulfilled @ Dependencies fulfilled
& Started ) Starting
Initializing services

Updating post-initialization,
Cluster and High-availability
configurations

Starting services

Finalizing installation

ca
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Step 8b: Expect IG to start, but IP may not

= |G should restart. If not stop it via putty session and alias: restart_ig

=  |P will not start if vApp r14.1 cr03 or earlier due to missing two (2) configurations in IP: The |G Connector
& primary identifier from IG

=  |f vApp screen does NOT advance, issue: restart_ip or stop_ip

configlvapp_ | 01 VAPP-14.1.0 (192.168.242.146):~ > s

CA Identity Suite Virtual Appliance wversion 14.1.0
Server IP addresses: 192.168.242.14¢6
Enabled services:
External Database 192.1668.242.135
Identity Portal 192.168.242.14¢6

~tal 1s not
Identity Governance 192.168.242.14¢ running (pic port 2

1 I 1tity n B/ 1f E

=== LAST UPDATED: Tue Nov 21 16:57:3
configlvapp | 01 VAPP-14.1.0
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Step 8c: Error due to missing |G Connector in IP

= G

wenmsnees Virtual Appliance

2 Servers (1)

N m—

. 192.168.242.14
Identity Governance
Management console

v Service is running properly

mare details

& External Database

Identity Manager
Identity Governance
Identity Portal

Status

@ Help ® Logout

Last updated 8 seconds ago | Refresh

1584MB / 988EMB

Identity Portal
Management console | User console

+ [OK] WildFly (Portal) is running (pid 11681), port 8081

A [ERROR]| Identity Portal is not available

v Service is running properly



Step 8d: Optional Steps: Resolve IG / IP Configuration

hites//192.168.242,146/sigma/admin/

CALink Workday_Motes Other F AppXpress W . . .
Authentication required

https://192.168.242. 146

Welcome

Username  sigma

Passworg | ek

CA Identity Portal : 2o
AdminJ| Setup Elements Taals Lacalizatian
technologies

Admin Ul Deployment Xpress Market Place

My modules Configure your Identity Portal Search and deploy new use cases
environment from the market place

© ZU1/ CA. ALL KIGH IS RESERVED.
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Step 8e: Optional Steps: Resolve IG / IP Configuration

CA Identity Portal " ,
Modules Elements Taals Localization Branding Market Place

. AdmitU|
£ Connectors g

technologies
v Settings
Connectors + Create Connector

Configuration Advanced

General Configuraticn

Managed Object Attributes

CONNECTOR_IG

Gui Configuration e

CA |dentity Governance 14

Main Connector userid

Main Connector

D Debug Mode

Create

© 2017 CA. ALL RIGHTS RESERVED. technologies
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Step 8f: Optional Steps: Resolve IG / IP Configuration

+ Create Connector

° Details o Configuration Advanced

Admin Name *

. CA Tdentity Portal
ADT\EAdmIn c Admil] i Madules Elements

technologies

Admin pa

Connectors

V¥ Settings
Saervername "

192.168.242.146
Connector

Sarver port *

443 General Configuration

Enable 551 Managed Okject Attributes

D Enakle Advanced Logging
Gui Configuration

Domain Prefix Method

Connectar creatad su

© 201/ CA. ALL RIGHIS RESERVED. technologies




Step 8g: Optional Steps: Resolve IG / IP Configuration

CA Tdentity Portal . .
. Admirl| IMadules Elements Taals Lacalizatian Branding IMarket Place

technologies

~  Seitings Connectors i+ Q + Create

Connectors
General Configuration

Managed Object Attributes

CA Identity Portal . :
. AdminJ] IMadules Elements Taals Lacalization Branding IMarket Place

technologies

Gui Configuration
v Settings Edit Managed Object Attributes

S CaEa USER ATTRIBUTES GROUP ATTRIBUTES

General Configuration
Display Name Cannector Backend Name Searchable
Managed Object Attributes

+ Add User Attribute
Gui Configuration
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Step 8h: Optional Steps: Resolve |G / IP Configuration

CA Tdentity Portal " .
. AdmirJl Madules Elements Taals Lacalizatian Branding Market Place
technologies

v Settings Edit Managed Object Attributes

Conneciors USER ATTRIBUTES GROUP ATTRIBUTES

General Configuration
Display Name Cannector Backend Name Searchable
Managed Object Attributes

. . . UserlD Useriame
Gui Configuration

+ Add User Attribute

Managed Object Attributes Saved Successfully

G

technologies




Step 8i: Optional Steps: Resolve IG / IP Configuration

CA Tdentity Portal " .
. AdmirJI IMadules Elements Taals Lacalization Branding Market Place

technologies

v Settings Connectors £ Q + Create

Connectors
General Configuraticn - Restart

hManaged Chject Attributes

Gui Configuration

RESTART the |G Connector

G
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Step 9: IG / IP Services Available

— ) CA Identity Suite

prmm— womeees Virtual Appliance

2 Servers (1)

ﬁ vapp_l:lﬂl

192.168.242.146

Identity Governance

Management cons
v [OK] WildFly (IG) is running (pid 25011), port 8082
+ [OK] IG is running

v [OK] Java heap size used by Identity Governance
663MB/1512MB (43%)

@ Help O Lo

Refresh

3314MB / 9888MB

Identity Portal
Manac ent console | User console

v [OK] WildFly {(Portal) is running {pid 17922), port 8081
v [OK] Identity Portal is available

v [OK] Java heap size used by Identity Portal
600MB/1512MB (39%)

ess

Portal User Console will now be available.
Give this < 1 min to refresh, or you can click on “User Console” link

117
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Step 10a: IP User Console - Authentication

technologie:

wwes  CA Identity Portal

Usernamea

ADT\Eadmin

Forgot your password?

Register




Step 10b: IP User Console — Default Module
m CA Identity Portal

BASE MODULE “HOME” WILL LOAD.
- Add in other modules as desired




