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Useful Reference Links

e https://docops.ca.com/ca-single-sign-on/12-7/EN/configuring/use-ca-single-sign-on-as-openid-
connect-provider/configure-ca-single-sign-on-as-openid-connect-provider
e https://github.com/pingidentity/mod auth openidc/
e https://github.com/pingidentity/mod auth openidc/wiki
e https://github.com/pingidentity/mod auth openidc/releases
Demonstration
win?012.demo.com/example/ X || Q Search wB ¥ & O =

€A 550 AdminUl @ QIDC APache Test

Authentication Required

0 https://sso.demo.com: 7443 is requesting your username and passwaord. The site says:
y “SecureRedirect”

User Name: ‘ |

Password: | |

Moezilla believes a healthy Internet is a vital resource like fresh water, public
education or reruns of The Simpsens. Discover how to be a better Internet

Citizen at our blog.



https://docops.ca.com/ca-single-sign-on/12-7/EN/configuring/use-ca-single-sign-on-as-openid-connect-provider/configure-ca-single-sign-on-as-openid-connect-provider
https://docops.ca.com/ca-single-sign-on/12-7/EN/configuring/use-ca-single-sign-on-as-openid-connect-provider/configure-ca-single-sign-on-as-openid-connect-provider
https://github.com/pingidentity/mod_auth_openidc/
https://github.com/pingidentity/mod_auth_openidc/wiki
https://github.com/pingidentity/mod_auth_openidc/releases

https://sso.demo.com: 7443 is requesting your username and password. The site says:
“SecureRedirect”

User Mame: |jacksaunders

Password: |- T

() win2012.demo.com/example/ & || Q Search * B8 ¥+ & O

[ 550 AdminUl @ QIDC APache Test

OIDC Protected Test Page

Header Page Dump

@  win2012.demo.com/example/env.cgi € || Q Search wlEa ¥ A =

@ 550 AdminUl @ OIDC APache Test

[HTTP_ACCEPT_ENCODING lgzip. deflate

[HTTP_ACCEPT_LANGUAGE len-US.enig=0.5

[HTTP_CONNECTION keep-alive
SMSESSION=cBPyGCgBIXAOArDheP/EWAX6RSUeWmUclkKmdxvDQxGWpTXEiGBAFfCdq0GisiODtsNMQZwb3ir2AGtgQNT2CtT1/exzL 81U 7VQEeV4ZBBSFvDScyA+gEfy6syrVik CNYOK X078xHpqwlm+h+qi
[9ZDiR gRKbDokmnTouaw1 YLGSxISGKguLL6gNvXxzL S+ YxowhtqdSgR SmGhN+U/ Tbx3koxd4ecD3a4LY rW2rrUfer | JmKkuhrMkjeM3hS 1 JGRTvBNs6 TIgNFrfZIZk51uV 6Fal SEAFqkp/ulSZeJVmyeV7HxO
I TY3bvfGwrxGSvMIE+3ukezl VT WEIbTreI 1yB7P2EgwCkIArWtl B 17xTp7E IMn+1GSX2wBjuX vBGL anKPUeRBo7 Y0  CXPWDIVIOCVOuIUuX As3LsPxe+iXww 75 T0Y+WGu Y 4K FAVOS54gUekd X3KF6wqUtkGvi

'HTTP COOKIE |NUIIAKA9G;1£1p0uls TUglr q 1; QIZ8nFAoldy>: QwxL CPObFNfeqWensWBrmdBhY TuGl 1 XKK; y KRXPsSVN

- [UY Vxtd5tGovL De9ysnKz/mhrk9PrUalP6HQNr651GUnglpS

[inYR; 2XMNKxP12NhC: 4 F2DO0pyY VqVxZ6pturOAOx3aEIPA4xdStEKMUgk YPPS TIVNWEBDip2nqq98u7pTRABEY SyIGjpmi+ NwayDsOMQyPXzgFRjaC2MSLdd Ty-+HscSmB
£5QkUg WMIF3Hawm6 TW94ASAPX WpLtUODK/YNL 02w W/QUAPS5guHvxp8lazU7VrfW Qunal SWzDluXIpo3n5s AzxAlmCSWYCqVDWeXMe YnC3udnATwuynU/c+dt0xIOH2 gdnsbXqC1Aav9AT
imod_auth_openide_session=3¢97fd53-4f1e-944b-80ff-a327577abf0f

[HTTP_HOST (win2012 demo_com

[HTTP_REFERER Ihttp://win2012.demo.com/example/

[HTTP_UPGRADE_INSECURE_REQUESTS |1

[HTTP_USER_AGENT Mozilla/5.0 (Windows NT 6.3; WOWS4; rv:53.0) Gecko/20100101 Firefox/53.0

|0IDC_ACCESS_TOKEN ZjRIMTQ3NDMtNmUS Yi00Zj AWLTINWQtMzUxZjBiZDRIMzAYLVAZV WpIME10SGSY Y 2hVK 3MSRTRIMOhyZXNQYz0=

|0IDC_ACCESS_TOKEN_EXPIRES 1496169821

l0IDC_CLAIM_AUD (000d8372-2758-1927-8162-6283c0a84a7£

|0IDC_CLAIM_AUTH_TIME 1496169522

|0IDC_CLAIM_EMAIL fiack saunders@ca.com

|0IDC_CLAIM_EXP 1496169822

|0IDC_CLAIM_IAT 1496169522

|0IDC_CLAIM ISS Inttps://sso.demo.com:7443

/0IDC_CLAIM_NONCE 08 euKrbdQNX7S -d-cXMPiDVKNHT Ckxa2 VMLL2MOEDQ

|0IDC_CLAIM_SUB i i i

Browser Network Trace
Note! CA SMSESSION cookie is generated after open standards based JWT token validation is successful.



€ ) ® win2012.demo.com/eample/
550 AdminUl @4 OIDC APache Test

OIDC Protected Test Page

3 L1 Inspector Console [ Debugger  {} StyleEditor  (Z Performance £k Memory m

o m HTML €55 JS XHR Fonts Images Media Flash WS Other

Status Method File Domain Cause
302 GET fexample/ & win2012.demo.com @B decument
302 GET authorize?response type=codefiscope=openidaL.. @ sso.demo.com:7443 document
401 GET secureredirectiresponse_type=code8iscope=ope., @ sso.demo.com:7443 document
302 GET secureredirectresponse_type=codeBtscope=ope... @ sso.demo.com:7443 document
302 GET authorize?SMASSERTIONREF=QUERY &iresponse t.. @ sso.demo.com:7443 document
302 GET redirect?state=pbeXiEkbBQERY_6_a_ae2-IvbTY&n.. & win2012.demo.com document

L I 2

200 GET Jexample/ £a win2012.demo.com document

¢ || Q Search * B8 + A& O

BB B & 0 & x

@ 7requests, .16 KE, 15

E - Params Response Timings Preview

Request URL: http://win2@12.demo.com/example/
Request method: GET

Remote address: ::1:88

Filter URLs a]

Status code: @ 208 0K Edit and Resend  Raw headers

Version: HTTP/1.1
Filter headers

Content-Length: "24"

Keep-Alive:

"timeout=3, max=93"

Connection: "Keep-Ali
Content-Type: "test/html"

Request headers (1.56 KB)
Host: "win2012.demo.com”

User-Agent: “Mozilla/" ndows NT &

Accept: "text/html,application/xhtrnl+xm...plication/xml;q=0.9,%/%q=
5

Accept-Language: "en-US,enq
Accept-Encoding: "geip, deflate”
Cookie: "SMSESSION=9kaV hwa X XROBN!

Connection: “keep-alive

1RSR...d-fc17-3847-b5a2-5a6992c924c2"

Upgrade-Insecure-Requests: "1"

Lab Environment Details

OIDC Authorization Provider Host

RHEL7.x running CA SSO 12.7

CA SSO Access Gateway 12.7

Session Server / Store - ** Required for OIDC Support**
Host address = https://sso.demo.com:7443

OIDC Client Host

Windows 2012 Server

Apache 2.4

mod_auth_openidc — 2.2.0 release

Host address = http://win2012.demo.com



http://win2012.demo.com/

Authorization Provider Configuration
Create signing certificate for CA SSO IDP — sso.demo.com

Run below command to convert CA SSO Access Gateway SSL certificate to PKCS format

| openssl pkcs12 -export -out sso.demo.com.pfx -inkey /opt/CA/secure-proxy/SSL/keys/sso.demo.com.key -in /opt/CA/secure-proxy/SSL/certs/sso.demo.com.crt

Imported the certificate using the adminui.

Trusted Certificates and Privaie Keys

Infraswucture =
» Agent
¥ Authentication
» Directory
¥ Hosts
= X508 Certificate Management
* Trusted Cerlificates and Priva
¥ Certificate Authorities
b CDS Settings
¥ Certificate Validity
¥ OCSP Configuration

(&) To import certificates/private keys, click the Import New button. To create a new certificate request, click Request Certificate button. To delete or export a certificate alias, click
the corresponding option under the Actions button

Filter Certificates and Private Keys
Search For: Alias w || = v Search

Get Updates I Import Newl Request Certificate

Certificate and Private Key List

1-1 of L Show All

Palicies
Federation

Reports

Lo BN

Administration

Action ~ Alias ~ Type ~ Signing Status| ~ Issued To ~ Issuer ~ Revoked? ~ Expiration Date ~ FIPS Status | ~ Dep
- Private Key and : May 23, 2027
Actiol vI 1 Certificate Self-Signed sso.demo.com |sso.demo.com |MNo .01:58 PM EDT o Show

Legend : [l Certificate is expired
@ Certificate is not expired
44, Certificate will expire soon

Authorizadon Provider

iew Authorization Providers » Modify ization Provider

*= Required

* Provider Name: | CASS0-0OP

Description:

Authentication and Authorization

* User Directories:

Available Directories Selected Directories

A CA Directory

Hhao o

ODEBC

Search Specification:

* Authorization Server Base URL: | httpsiy/sso.demo.com:7443

* Authentication URL: | https//sso.demo.com:7443/affwebservices/secure/secureredirect

* Authorization Code Expiry Time:

I Use Secure Authentication URL

1

Mins



Signing and Encryption

lmport  Generate

* Signing Certificate Alias: | 1 v @ Expires on: May 23, 2027 01.58 PM EDT
* Signing Algorithm: | RS256 v |

+" Sign ID Token
| Sign User Information

Encryption Certificate Alias: | Select one... |

Encryption Key ID:

Encryption Algorithm: | Select one v

Encryption Method: | Select one... v |

| Encrypt ID Token
(| Encrypt User Information

Mappings

Claims Mapping

Claim Name User Attribute | Add

Claim Mame User Attribute

email mail | Edit || Delete |

Scope Mapping

Scope Name Claim Mames | Add |

Claim Mar

email | Edit || Delete |

OIDC Client Configuration

View Clients » Modify Client Apache-0IDC

*= Required

* Client Mame: |ApacherOIDC |

Description: |Apacne 2.4 Hosted on win2012.demo.com |

ClientID: 000d8370-2758-1927-816a-6283c0a84a7f

Client Secret: Show | Regenerate

Logo URL:

|w" Disable User Consent

User Consent Form: |




Client Authentication

(*) Confidential
*/POST

Application Type: () Public

Authentication Type:
Scope Configuration

Authorization Provider: | CASS50-0P v

Scopes: ~

openid  email

Response Types:
Code

Grant Types: o
Authorization Code

] Send User Information in ID Token
[ Send SMSession in ID Token

Redirect URIs

URI: Add
URI Action
http:/jfwin2012.demo.comfexamplefredirect Edit Delete

Token Expiry Time

* Access Token: 0 5
Hours Minutes

* 1D Token: 0 5
Hours Iinutes

Endpoints

Autharization Endpoint: hitps //sso.demo.com:7443/affwebsenices/CASS O/vidc/authorize
Access Token Endpoint: https //sso.demo.com:7443/affwebsenices/CASSO/oidc/token
User Info Endpoint:  https//sso.demo.com:7443/affwebsenvices/CASSO/oidc/userinfo
Validate Token Endpoint:  https://sso.demo.com:7443/affwebsernices/CASSOloidcivalidatetoken
Revoke Token Endpoint.  https://sso.demo.com:7443/affwebsenices/CASSO/oide/revoke
JWEK Set Endpoint: hitps//sso.demo.com:7443/affwebsernvices/CASSO/oide/jwks ?AuthorizationProvider=CASS0-0OP

Save | Close |

Policy Server Log Reference

[05/26/2017][09:21:16.516][09:21:16](4099](139745116010240][SmM cpp:557][CSmMM! ParseAgentMessage][s13/r439][secureproxy-
o1]innnnnannnnnnniihacksaunders][Receive request attribute 210, data size is 12][][1(1000O00000000OOO0000000000000000000

[05/26/2017][09:21:16.516][09:21:16][4099][139745116010240] [Sm_Auth_Message.cpp:780][CSm_Auth_Message::AuthenticateUser][9356 dcbb-88821138-76fa9231-27133c85-
0b193bcb-8e][secureproxy-01][/affwebservices/secure/secureredirect?response_type=code&scope=openid&client_id=000d837a-2758-1927-816a-
6283c0a84a7f&state=0Vgf704hrtaB1XfBUPq7THISFBM&redirect_uri=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect&nonce=LSjXdfBZUJjajx5k40a0240SF3TmCFIf2)CmVV6
Zc_w&SMPORTALURL=S9M2%2BcMHgmjM3UX4UhVKzm64RdCnVyns73py2kGqrFDICfv3e40dKASrh6UoNtulmDRX00g2s2FvVBeLURNg93mjL7LdJUkjeh%2BhM30OCRoVBIzQTBho%2FKrs3v
LdcR5aQ][jacksaunders][][SecureRedirect][OIDC Auth Url][1100000000N0[0[Authenticating user.][1[11100(5][0][Basicl[1[1[1[1[1[1[jacksaunders][][06-00005ba9-30f7-1927-816a-
6283c0a84a7f](1110000NNNNNNNNNNDDO0N0

[05/26/2017][09:21:16.516][09:21:16][4099][139745116010240][SmDsDir.cpp:272][CSmDsDir::IsValidUsername] [111[101 0000000000001 [User ='jacksaunders'][][Start of call
IsvalidUsername. ] [100N0ON000000OOOOO000000000000000000000

[05/26/2017][09:21:16.516][09:21:16](4099](139745116010240] [SmDsDir.cpp:425][CSmDsDir::Search] ({11000 000NNNNNN 0NN [Advanced search,

Root="ou=policystore,o=siteminder' Filter='(uid=jacksaunders)'][][Start of call Search.J[II1INNNNNNNNNNNNNNNNNNNNNNNNNDNNNN0NN0N




[05/26/2017][09:21:16.516][09:21:16][4099][139745116010240][SmDsLdapProvider.cpp:1901][CSmDsLdapProvider::Searchimpl][1[1(10 0000000000000 [l[search filter is :
(uid=jacksaunders)](101010000000000000NONNNNNNONN0NDODOONDONDN
[05/26/2017][09:21:16.517][09:21:16][4099][139745116010240][SmDsLdapConnMgr.cpp:12071[1[100000NNNNNNNNNNNNN [ [LogMessage:ERROR: [sm-Ldap-02230] Error# '81' during
search: 'error: Can't contact LDAP server' Search Query = ‘(uid=jacksaunders)'I[1[111[101000N0N0N0ON0O0OD0OD0OODO0ONNONDONO0OO00
[05/26/2017][09:21:16.517][09:21:16][4099][139745116010240][SmDsLdapConnMgr.cpp:1218][CSmDsLdapConn::SearchExts][11000000000000NNNMN[LDAP search of
(uid=jacksaunder) took 0 seconds and 241 microseconds][][[1110100NNNNNNNNNNNONNONNNNDNNNNNNOD0O0
[05/26/2017][09:21:16.639][09:21:16][4099][139745116010240][SmDsLdapConnMgr.cpp:1218][CSmDsLdapConn::SearchExts][1100000000000NINNN[LDAP search of
(uid=jacksaunder) took 0 seconds and 212 microseconds][][[1110100NNNNNNNNNNNNNNNNNNNNDNNOOO000
[05/26/2017][09:21:16.639][09:21:16][4099][139745116010240][SmDsLdapProvider.cpp:2344][CSmDsLdapProvider::Search] (1100000000000 [(Search) Base:
‘ou=policystore,o=siteminder’, Filter: '(uid=jacksaunders)". Status: 1 entries.][][Ldap Search callout succeeds.][1[1[](1100NNNNNNNNONNNNNONNNOODONNONNONONON0
[05/26/2017][09:21:16.639][09:21:16][4099][139745116010240][SmDsUser.cpp:95][CSmDsUser::CSmDsUser] [1[1[1110 000000000000 [About to initialize User
‘uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder" in dir 'CA Directory'[][Start of call InitUser. ]I 1110 000O00000000OOO0000000000000000
[05/26/2017][09:21:16.639][09:21:16][4099][139745116010240][SmAuthUser.cpp:5437][CSmAuthUser::Authenticate][][][] [jacksaunders][][][][CA

Directory] (111100 M[[LDAP://sso.demo.com:10389/uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][Authenticating user by the auth
scheme](1[](10J[1(1(1[(Basic][][1[][1[4PP6zVZLykdug18WUN7p4gU1oBY=][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder] [1[1[1][111[101) 0101001000000
[05/26/2017][09:21:16.639][09:21:16][4099][139745116010240][SmDsUser.cpp:229][CSmDsUser::Authenticate][1[1[1[1[100000N0000000[User
='uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder'][][Start of call AuthenticateUser.][I[1[11111I00ONNNNNNNNONNDONONOODNONODONONO0
[05/26/2017][09:21:16.639][09:21:16][4099][139745116010240] [SmDsUser.cpp:272][CSmDsUser::GetDisabled] (][I0 000NN N0 00N User
='uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder'][][Start of call GetDisabledUserState.][1[1[][1I00100NINNNNONNNNNONNNONONDNNNNNONNO0OO0
[05/26/2017][09:21:16.639][09:21:16][4099][139745116010240][SmDsUser.cpp:578][GetCachedAttr][1[1[1111NINNNNNNNNNINININI[Property 'passwordError' for user
'uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder' NOT found in cache](1[1[1[] 110 00NNN0NN0NONONNNNNDONNONDNNNDODONO0O0N
[05/26/2017][09:21:16.639][09:21:16][4099][139745116010240][Sm_Auth_Message.cpp:4226][CSm_Auth_Message::SetAuthContext][9356dcbb-88821138-76fa9231-27133¢85-
0b193bcb-8e][secureproxy-01][/affwebservices/secure/secureredirect?response_type=code&scope=openid&client_id=000d837a-2758-1927-816a-
6283c0a84a7f&state=0Vgf704hrtaB1XfBUPq7THISFBM&redirect_uri=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect&nonce=LSjXdfBZUJjajx5k40a0240SF3TmCFIf2)CmVV6
Zc_w&SMPORTALURL=S9M2%2BcMHgmjM3UX4UhVKzm64RdCnVyns73py2kGqrFDICfv3e40dKASrh6UoNtulmDRXo0g2s2FvVBeLURNg93mjL7LdJUkjeh%2BhM30OCRoVBIzQTBho%2FKrs3v
LdcR5aQ][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][I[1[1[1[111[1110[(](1[Evaluating 'OnAuthAccept’

policy... ][00 [Basicl [I[1[1[1[1[][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][1[1 (111 (1110110101010 NX 0D 00
[05/26/2017][09:21:16.639][09:21:16][4099][139745116010240][SmAuthorization.cpp:1453][CSmAz::1sOK][I[1[] [jacksaunders][][SecureRedirect][OIDC Auth Url][I[1100N00NN0NN0[Start
of user policy analysis for realm.][1[1000000100[1[][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-
6283c0a84a7f](1110000NNNNNNNNNNND00N0
[05/26/2017][09:21:16.639][09:21:16][4099][139745116010240][SmAuthorization.cpp:2325][CSmAz::IsOkGlobal][][][][jacksaunders][][SecureRedirect][OIDC Auth
urllOOO000000000Evaluating OnAuthAccept global policies in the

realm. J(10100000000000[uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder] [OnAuthAccept][1[1 (1IN0 0000000000
[05/26/2017][09:21:16.639][09:21:16][4099][139745116010240][SmAuthorization.cpp:1453][CSmAz::1sOK][][1[] [jacksaunders][][SecureRedirect][OIDC Auth Url][I[1100NN00N0NN0[Start
of user policy analysis for realm.][1[100000000[[][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-
6283c0a84a7f](1110000NNNNNNNNNNND00N0
[05/26/2017][09:21:16.639][09:21:16][4099][139745116010240][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r439][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][1[I[1[1[1[1000NOMN[Y(+.....][Send response attribute 153, data size is

81000000 Basicl 01011 [uid=jacksaunders,ou=Admins,ou=policystore,0=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][I[1[1[1[1] ][] (1(][Login] [59 28 2b cc 00 00 00 00
jnannannoonn

[05/26/2017][09:21:16.639][09:21:16][4099][139745116010240][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r439][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][1[J[1[10000NN0[Y(+.....][Send response attribute 154, data size is

81000000 Basicl 10001 [uid=jacksaunders,ou=Admins,ou=policystore,0=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][I[1[1[1[1][1[](1(][Login] [59 28 2b cc 00 00 00 00
jnannannoonn

[05/26/2017][09:21:16.639]{09:21:16][4099][139745116010240][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r439][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][1[J[1[10000ON0[Y(+.....][Send response attribute 155, data size is

81000000 Basicl 01011 [uid=jacksaunders,ou=Admins,ou=policystore,0=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][I[1[1[1[1] ] [](1(][Login] [59 28 2b cc 00 00 00 00
jnnnannoonn

[05/26/2017][09:21:16.640][09:21:16][4099][139745116010240][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r439][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][1[1[1[1110000000L........ ][Send response attribute 225, data size is

811000000 Basicl ({1000 [vid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][I[1[] (] [1[1[](][I[1[Login] [00 OO Oe 10 00 00 00 00
jnnnannoonn

[05/26/2017][09:21:16.640][09:21:16][4099][139745116010240][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r439][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][1[1[1[1110000000L... ... ][Send response attribute 226, data size is

811000000Basicl ({0001 [vid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][I[1[[][1[1[](][][1[Login] [00 0O 1c 20 00 00 00 00
jnnnannoonn

[05/26/2017][09:21:16.640][09:21:16][4099][139745116010240][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r439][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][1[1[1[1110100000L........ ][Send response attribute 167, data size is

81[1000000Basicl (110001 [vid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][I[1[][][1[1[](][1[1[Login][ff ff ff ff OO 0O 0O 0O
jnnnannoonn

[05/26/2017][09:21:16.640][09:21:16][4099][139745116010240][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r439][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][1[1[1{1[1[]01[1[](][1[4PP62VZLykdug18 WUN7p4gUloBY=][Send response attribute 205, data size is

28111000000 Basicl(1000[[][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][] [1[1[1[1[1[1[1[][][Login][34 50 50 36 7a 56 5a 4c 79
6b 64 75 67 31 38 57 55 4e 37 70 34 67 55 31 6f 42 59 3d 1111000000
[05/26/2017][09:21:16.640][09:21:16][4099][139745116010240][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r439][secureproxy-
01](][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory](1[1[JJ{1[]0[1[](][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][Send response attribute 218, data size is
s410000mnnnasicl (10000 [uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][1 [1[1[1[1[1[1[1[1[][Login][75 69 64 3d 6a 61 63 bb
736175 6e 64 65 72 73 2c 6f 75 3d 41 64 6d 69 6e 73 2c 6f 75 3d 70 6f 6¢ 69 63 79 73 74 6f 72 65 2¢ 6f 3d 53 69 74 65 4d 69 6e 64 65 72 1[1[1[1[1II[I[I]
[05/26/2017][09:21:16.640][09:21:16][4099][139745116010240][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r439][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][1[11I0I[I[1(]1[1[0e-000a3f76-0335-1365-bee6-01030a4090cc][Send response attribute 151, data size is
391[10000000 Basicl (1011 (][] [uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][1[1[1[1[1[1(][1[][][Login][30 65 2d 30 30 30 61 33
66 37 36 2d 30 33 33 35 2d 31 33 36 35 2d 62 65 65 36 2d 30 31 30 33 30 61 34 30 39 30 63 63 J(1[J[111110I(I010
[05/26/2017][09:21:16.640][09:21:16][4099][139745116010240][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r439][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][1[J[1[1[1]{1[[1(](][CA Directory][Send response attribute 213, data size is

12](0000a0Basicl (1000 [uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][1[1[1(1(] (111 [1[1[Login][43 41 20 44 69 72 65 63
746t 7279 10100000000
[05/26/2017][09:21:16.640][09:21:16][4099][139745116010240][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r439][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][1[J[][1[1[J(1[1[1(](}[sso.demo.com:10389][Send response attribute 214, data size is
18]10aaananasicl10000[uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f](1[1[1[1(I[1[1[1[1[1[Login][73 73 6f 2e 64 65 6d 6f 2e
63 6f 6d 3a 31 30 33 38 39 ][I0
[05/26/2017][09:21:16.640][09:21:16][4099][139745116010240][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r439][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][1[][J[1[11((1[1][][LDAP:][Send response attribute 215, data size is

SIN000000Basicl 01011 [uid=jacksaunders,ou=Admins,ou=policystore,0=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][|[1[1[1[1[][]{](](][Login] [4c 44 41 50 3a
jnonnnnonn

[05/26/2017][09:21:16.640][09:21:16][4099][139745116010240][Sm_Auth_Message.cpp:4835][CSm_Auth_Message::SendReply][s13/r439][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][1[J[J11[100II0O[[** Status: Authenticated.

10000000Basicl1 0[] [][uid=jacksaunders,ou=Admins,ou=policystore,0=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][1[1[1[11 0100000000000




[05/26/2017][09:21:16.640][09:21:16][4099][139745149581056][IsAuthorized.cpp:172][CSm_Az_Message::IsAuthorized][][][][jacksaunders][I[][][CA
Directory][1[10101010]00[[1[][2][Validate session and session type for the

user J[I0000000001[1 [ee/q0h7K69Gk3fOMIR+2ePkSEIHUtcWily+iEM1UvhcbQp3TrdCho/R5KSIKZKtuRin06TG4rjLOCjQkVeO/sXhsfXatIX7AGKj/clQHUaTLSDskwxaEtXbRc9a+RrwoVIaKB7vGtS
4GvnMUKkS6IrKjDgewBM8DUUdvDEBXuuUj+QgKmnROpoRia+DWelh//Au2GFSccXA5SHQ509VAUIK96sI7HOWBO+7r8TTjISx2nJR1sPTUSXLs70y+VjyPbhWYilQUEaZ7y8CIKwpK+fnRfp9MUp3x
MoaR3/HYRcv9TUCbepcAfraUatFL5XuVdQoFFqYI7rVt9Fde WvOMRfyclO2czxwiWTL9YsK/FQNreqFzByOBZiDe0tQP965XaO1bPol54NIHFnYhh9XKf6Mp9y9518Lom1PSWwKRZrzg9M3/ZXmb
dUYCnlJfdkeO5LbcLIAGrF/bsmUBITwjrB0g==][4PP6zVZLykdug18 WUN7p4gUloBY=][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][J[]10000000000000000000
[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][SmDsUser.cpp:95][CSmDsUser::CSmDsUser] (111110 IONNNNNN000[I[About to initialize User
'uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder" in dir 'CA Directory'l[][Start of call InitUser.](I[] (110101001000 0NONDNONONNNNONNOONONNDONDNONGN
[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][IsAuthorized.cpp:680][CSm_Az_Message::IsAuthorized][9356dcbb-88821138-76fa9231-27133¢85-0b193bch-
8e][secureproxy-01][][jacksaunders][][SecureRedirect][OIDC Auth Url][1[110000000000[[Authorizing
user...J(I0000000000[+dTvuXzgPksN+rTOSQEQIfu4dn1W/GPGi27h3BDw1C7NJDbhXV+CDzZ94IrMraOu/IKjIMuxsv/btUv7EwKO3qBg8nwmjlsHAIugBpGsNBr+1132GoDE32snHQNk8PcVbY
XjoWT6e+HyIxIOI6fMvDSdCeUngg9o3jglz+av9S23SHadfRofQbhRXr4HcagKnD/IN/IrMFGoso+9CIvgZU1E5zRZ3uJZHHWCtC/69WZxaMzGA/oK60TUVrratIt955qTG33cuFlgZjLpkNuflPAqUSG9g
MalYPwiQalbN6Yr2TfVEO+077GSIS2T6HT5BCPCC7thwF9565xdgJABqQb+1N8VbnOUdrZBGWfRHNGAFYAXZZxt4e/egxQLgVrvj45uvj7SjD/uMo+MLysloNKIN/ /uwqVhIAZRSZHay4WTQRsl4riwW
igq2jEzyUDkbwRDE/UDYKUNWIJ99W1uD6Q==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder] [I[1[1(I(I010101000000000000000
[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][SmAuthorization.cpp:1453][CSmAz::IsOK][][][1[jacksaunders][][SecureRedirect] [OIDC Auth Url][1[11101000000000[Start
of user policy analysis for realm.][1[1[1000000000[][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-
6283c0a84a7f](][110000NNNTDNNNNNNNNDN
[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][IsAuthorized.cpp:786][CSm_Az_Message::IsAuthorized][s13/r440][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][1[1[101000 00001 [][Evaluating OnAccessAccept policy in the realm
100000000000[+dTvuXzqPksN+rTOSQEQIfu4dn1W/GPGi27h3BDw1C7NJDbhXV+CDzZ94IrMraOu/IKjlMuxsv/btUv7EwKO3qBg8nwmjlsHAIugBpGsNBr+1132Go DE32snHQNk8PcVbYxjoWT
6e+HyIxI0I6fMvDSdCeUngq903jglz+av9S23SHadfRofQbhRXr4HcagKnD/IN/IrMFGoso+9CIvgZU1E5zRZ3uJZHHWCtC/69WZxaMzGA/oK60TUVrratlt955qTG33cuFlqZjLpkNuflPAqUS5G9gMalYP
wiQalbN6Yr2TfVE0+077GSIS2T6HTSBCPCC7tbwF9565xdgIABqQb+1N8VbnOUdrZBGWfRHNGAFYAXZZxt4e/egxQLgVrvj45uvj7SjD/uMo+MLysloNKIN//uwqVhIAZRSZHay4WTQRsl4riWigq2jEz
yUDkbwRDE/UDYKUNWIJ99W1uD6Q==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][1[1]0 00111 [][OnAccessAccept] 1INNNNNNN0
[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][SmAuthorization.cpp: 1453][CSmAz::IsOK][][I[][jacksaunders][][SecureRedirect] [OIDC Auth Url][1[11000NNNINI0[Start
of user policy analysis for realm.][J[1110000001({][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-
6283c0a84a7f](1110000NNNNNNNNNNNDN0N0

[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][SmAuthorization.cpp:2325][CSmAz::IsOkGlobal][][][] [jacksaunders][][SecureRedirect] [OIDC Auth
url00000000000[[Evaluating OnAccessAccept global policies in the

realm.J(1[1000000000000 [uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][OnAccessAccept][1[111[10NNNNNNNNNNNONNNO0O0
[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][SmAuthorization.cpp: 1453][CSmAz::IsOK][][][][jacksaunders][][SecureRedirect] [OIDC Auth Url ][I0 000NNNNINI0[Start
of user policy analysis for realm.][J[1[1{1100000010(][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-
6283c0a84a7f](1110000NNNNNDNNNNND00N0
[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s13/r440][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Urll[I[III0OO0MNIY(+.....][Send response attribute 153, data size is
S100000000000+dTvuXzgPksN+rTO5QEQIfu4dn1W/GPGi27h3BDw1C7NJDbhXV+CDzZ94IrMraOu/IKjIMuxsv/btUv7EwKO3qBg8nwmjlsHAlugBpGsNBr+1132GoDE32snHQNk8PcVbYxjoW
T6e+HyIxIOI6fMvDSdCeUngq9o3jglz+av9S23SHadfRofQbhRXr4HcagKnD/IN/IrMFGoso+9CIvgZU1E5zRZ3u)ZHHWCC/69WZxaMzGA/oK60TUVrratit955qTG33cuFlgzZjLpkNuflPAQU5G9gMalY
PwiQalbN6Yr2TfVEO+077GSIS2T6HTSBCPCC7tbwF9565xdgIABqQb+1N8VbnOUdrZBGWfRHNGAFYAXZZxt4e/egxQLgVrvj45uvj7SjD/uMo+MLysloNKIN//uwqVhIAZRSZHay4WTQRs|4riWigq2jE
zyUDkbwRDE/UDyKUNWI99W1uD6Q==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder] (1[I 1111 (1((1(][1[][AuthorizeEx][59 28 2b cc 00 00 00 00 J(1IIIICIICIND
[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s13/r440] [secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][1[1110100000M0MY(+.....][Send response attribute 154, data size is
SIN00N00000N0+dTvuXzqPksN+rTOSQEQIfu4dn1W/GPGi27h3BDw1C7NJDbhXV+CDzZ94IrMraOu/IKjIMuxsv/btUv7EwKO3qBg8nwmjlsHAIugBpGsNBr+1132GoDE32snHQNk8PcVbYxjoW
T6e+HyIxIOI6fMvDSdCeUngq9o3jglz+av9S23SHadfRofQbhRXr4HcagKnD/IN/IrMFGoso+9CIvgZU1E5zRZ3uJZHHWCtC/69WZxaMzGA/oK60TUVrratlt955qTG33cuFlgZjLpkNufIPAQU5G9gMalY
PwiQalbN6Yr2TfVE0+077GSIS2T6HTSBCPCC7tbwF9565xdg)ABgQb+1N8VbnOUdrZBGWfRHNGdFYAXZZxt4e/egxQLgVrvj45uvj7SjD/uMo+MLysloNKIN//uwqVhIAZRSZHay4WTQRs|4riWigq2jE
zyUDkbwRDE/UDyKUNWIJ99W1uD6Q==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder] [J[1[1[1[1(10](J](1[1[] [Authorize Ex][59 28 2b cc 00 00 00 00 J[1(11000II0]
[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s13/r440][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][1[1[101000000MIY(+.....][Send response attribute 155, data size is
SIN00000000N0[+dTvuXzqPksN+rTOSQEQIfu4dn1W/GPGi27h3BDw1C7NJDbhXV+CDzZ94IrMraOu/IKjIMuxsv/btUv7EwKO3qBg8nwmjlsHAIugBpGsNBr+1132GoDE32snHQNk8PcVbYxjoW
T6e+HyIxIOI6fMvDSdCeUngq9o3jglz+av9S23SHadfRofQbhRXr4HcagKnD/IN/IrMFGoso+9CIvgZU1E5zRZ3u)ZHHWCtC/69WZxaMzGA/0K60TUVrratlt955qTG33cuFlgZjLpkNuflPAqU5G9gMalY
PWiQalbN6Yr2TfVE0+077GSIS2T6HTSBCPCC7tbwF9565xdg)ABqQb+1N8VbnOUdrZBGWIRHNGAFYAXZZxt4e/egxQLgVrvj45uvj7SiD/uMo+MLysloNKIN//uwqg VhIAZRSZHay4WTQRsl4riWigq 2jE
zyUDkbwRDE/UDyKUNWIJ99W1uD6Q==](][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][1[1[1[1{1(10 (] [(1[1[][AuthorizeEx][59 28 2b cc 00 00 00 00 I[I[I1(1(110I000)
[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s13/r440][secureproxy-
01](][jacksaunders][][SecureRedirect][OIDC Auth Url][J[1[10001000000L- .- ][Send response attribute 225, data size is
81N000000000[+dTvuXzqPksN+rTOSQEQIfuddn1W/GPGi27h3BDw1C7NIDbhXV+CDzZ94IrMraOu/IKjIMuxsv/btUv7EwK 03qBg8nwmj1sHAIugBpGsNBr+1132GoDE32snHQNK8PcVbYxjoW
T6e+HyIxIOI6fMvDSdCeUngq9o3jglz+av9S23SHadfRofQbhRXr4HcagKnD/IN/IrMFGoso+9CIvgZU1E5zRZ3u)ZHHWCtC/69WZxaMzGA/oK60TUVrratlt955qTG33cuFlgZjLpkNuflIPAQU5G9gMalY
PwiQalbN6Yr2TfVE0+077GSIS2T6HTSBCPCC7tbwF9565xdgIABqQb+1N8VbnOUdrZBGWIRHNGAFYAXZZxt4e/egxQLgVrvi45uvj7SjD/uMo+MLysloNKIN//uwqVhIAZRSZHay4WTQRs|4riWigq 2jE
zyUDkbwRDE/UDyKUNWI99W1uD6Q==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][1[1[1(1[1(1(I[1(1[[1[1[Authorize Ex][00 00 Oe 10 00 00 00 00 J{II(ILILILIININ
[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s13/r440] [secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][1(1010001000000(... --.- ][Send response attribute 226, data size is
81N000000000[+dTvuXzqPksN+rTOSQEQIfuddn1W/GPGi27h3BDw1C7NIDbhXV+CDzZ94IrMraOu/IKjIMuxsv/btUv7EwKO3qBg8nwmjlsHAlugBpGsNBr+1132GoDE32snHQNK8PcVbYxjoW
T6e+HyIxIOI6fMvDSdCeUngq903jglz+av9S23SHadfRofQbhRXr4HcagKnD/IN/IrMFGoso+9CIvgZU1E5zRZ3u)ZHHWCtC/69WZxaMzGA/oK60TUVrratlt955qTG33cuFlgZjLpkNuflPAqU5G9gMalY
PwiQalbN6Yr2TfVE0+077GSIS2T6HTSBCPCC7tbwF9565xdg)ABqQb+1N8VbnOUdrZBGWIRHNGAFYAXZZxt4e/egxQLgVrvj45uvj7SiD/uMo+MLysloNKIN//uwq VhIAZRSZHay4WTQRsl4riWigq 2jE
zyUDkbwRDE/UDyKUNWI99W1uD6Q==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][1[1[1[(J{](1(](1([(I[][][AuthorizeEx][00 00 1c 20 00 00 00 00 J(1(1(1(1(1C1CIC10)
[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s13/r440][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][1[1[10001000100[1[4PP62VZLYkdug18WUN7p4gUloBY=][Send response attribute 205, data size is

2810000000000 [+dTvuXzaPksN+rTO5QEQIfuddn1W/GPGi27h3BDw 1C7NIDbhXV+CDzZ94IrMraOu/IKjIMuxsv/btUv7EwKO3qBg8nwmj1sHAIuGBpGsNBr+1132GoDE32snHQNKSPcVbYxjo
WT6e+HyIxIOI6fMvDSdCeUngq9o3jglz+av9S23SHadfRofQbhRXr4HcagKnD/IN/IrMFGoso+9CIvgZU1E5zRZ3uJZHHWCtC/69WZxaMzGA/oK60TUVrrat1t955qTG33cuFlgzZjLpkNuflPAqU5G9gMa
1YPwiQalbN6Yr2TfVE0+077GSIS2TEHTSBCPCC7tbwF9565xdg)ABqQb+1N8VbnOUdrZBGWIRHNGAFYAXZZxt4e/egxQLgVrvid5uvj75jD/uMo+MLysloNKIN//uwqVhIAZRSZHay4WTQRsl4riWigg
2jEzyUDkbwRDE/UDyKUNWIJ99W 1uD6Q==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder] [I[1[1[1[1[1[1[1[1[][][][AuthorizeEx][34 50 50 36 7a 56 5a 4c 79 6b 64 75 67 31 38
57 55 4e 37 70 34 67 55 31 6f 42 59 3d 1101000000
[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s13/r440] [secureproxy-
01](][jacksaunders][][SecureRedirect][OIDC Auth Url][J[I[10000M001([Send response attribute 146, data size is
o110000000000M+dTvuXzqPksN+rTOSQEQIfu4dn1W/GPGi27h3BDw1C7NIDbhXV+CDzZ94IrMraOu/IKjlMuxsv/btUv7EwKO3qBg8nwmjlsHAIugBpGsNBr+1132GoDE32snHQNk8PcVbYxjoW
T6e+HyIxIOI6fMvDSdCeUngq9o3jglz+av9S23SHadfRofQbhRXr4HcagKnD/IN/IrMFGoso+9CIvgZU1E5zRZ3uJZHHWCtC/69WZxaMzGA/oK60TUVrratlt955qTG33cuFlgzjLpkNuflIPAQU5G9gMalY
PwiQalbN6Yr2TfVE0+077GSIS2T6HTSBCPCC7tbwF9565xdg/ABqQb+1N8VbnOUdrZBGWfRHNGdFYAXZZxtde/egxQLgVrvj45uvj7SjD/uMo+MLysloNKIN//uwqVhIAZRSZHay4WTQRs|4riWigq2jE
zyUDkbwRDE/UDyKUNWIJ99W1uD6Q==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder] [J[1[1[1[1[1110]0] (0[] [1[Authorize EX] 10001 (00
[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s13/r440][secureproxy-
01](][jacksaunders][][SecureRedirect][OIDC Auth Url][J[I[100I00M001([Send response attribute 147, data size is
o110000000000+dTvuXzqPksN+rTO5QEQIfu4dn1W/GPGi27h3BDw1C7NJDbhXV+CDzZ94IrMraOu/IKjlMuxsv/btUv7EwKO3qBg8nwmjlsHAIugBpGsNBr+1132GoDE32snHQN k8PcVbYxjoW
T6e+HyIxIOI6fMvDSdCeUngq9o3jglz+av9S23SHadfRofQbhRXr4HcagKnD/IN/IrMFGoso+9CIvgZU1E5zRZ3u)ZHHWCtC/69WZxaMzGA/oK60TUVrratlt955qTG33cuFlgZjLpkNuflIPAQU5G9gMalY
PwiQalbN6Yr2TfVEO+077GSIS2T6HTSBCPCC7tbwF9565xdg)ABqQb+1N8VbnOUdrZBGWfRHNGAFYAXZZxt4e/egxQLgVrvj45uvj7SjD/uMo+MLysloNKIN//uwqVhIAZRSZHay4WTQRs|4riWigq2jE
zyUDkbwRDE/UDyKUNWIJ99W1uD6Q==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][1[1[1[11]0 0111 [AuthorizeEX] (110N NN
[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][Sm_Az_Message.cpp:598][CSm_Az_Message::SendReply][s13/r440][secureproxy-
01](][jacksaunders][][SecureRedirect][OIDC Auth Url][J[1[I0O00O00** Status: Authorized.
100000000000[+dTvuXzgPksN+rTOSQEQIfu4dn1W/GPGi27h3BDw1C7NJDbhXV+CDzZ94IrMraOu/IKjlMuxsv/btUv7EwKO3qBg8nwmjlsHAIugBpGsNBr+1132GoDE32snHQNk8PcVbYxjoWT
6e+HyIxI0I6fMvDSdCeUngq903jglz+av9S23SHadfRofQbhRXr4HcagKnD/IN/IrMFGoso+9CIvgZU1E5zRZ3uJZHHWCtC/69WZxaMzGA/oK60TUVrratIt955qTG33cuFlqzjLpkNuflPAqQU5G9gMalYP
wiQalbN6Yr2TfVE0+077GSIS2T6HTSBCPCC7tbwF9565xdg)ABqQb+1N8VbnOUdrZBGWfRHNGAFYAXZZxt4e/egxQLgVrvj45uvj7SjD/uMo+MLysloNKIN//uwqVhIAZRSZHay4WTQRs|4riWigq2jEz
yUDKbwRDE/UDYKUNWI199W1uD6Q==][][][uidjacksaunders,ou=Admins,ou=policystore,o=SiteMinder][J[1[][11 (10 000N000NNO00ONN0N




[05/26/2017][09:21:16.656][09:21:16][4099][139745149581056][SmDsUser.cpp:144][CSmDsUser::CSmDsUser][I[111[110000000NN0NN0I[About to initialize User
‘uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder" in dir 'CA Directory'](][Start of call InitUser. J[][]110000NNNNNNNNNNNNNNDNDDONDODODDONN0N
[05/26/2017][09:21:16.659][09:21:16][4099][139745149581056][SmDsLdapProvider.cpp:2344][CSmDsLdapProvider::Search][1[] 111100 00000NN00O0[[(Search) Retrieving attributes for:
'uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder', Filter: 'objectclass=*". Status: 1 matching objects.][][Ldap Search callout

succeeds. | (1010100000000N00NNOO000N000O00O000000000000
[05/26/2017][09:21:16.659][09:21:16][4099][139745149581056][SmDsUser.cpp:272][CSmDsUser::GetDisabled] [1[1[1[101 0000000000000 [User
='uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder'][][Start of call GetDisabledUserstate.][][][1[1(100NNNNNNNNNNNN0000000000000000000
[05/26/2017][09:21:16.659][09:21:16][4099][139745149581056][SmDsUser.cpp:578][GetCachedAttr] 1[I0 NNNNNNNNNNNN [ [Property 'passwordError' for user
‘uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder' NOT found in cache](1[1[10INONMNNNNNNNNNNDTNNNONNNNNNNOODO000
[05/26/2017][09:21:16.659][09:21:16][4099][139745149581056][Sm_Auth_Message.cpp:4226][CSm_Auth_Message::SetAuthContext][13f8e845-5c72d132-33bed8al-cf4ca587-6e50e99f-
cc5d][oidcp:casso-op][/1[jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][1[1(1[1[10](1[1[1[][][1[Evaluating 'OnAuthAccept' policy...][1[I[1[](][1[1{Anonymous
Template][][1[1{][](][uid=jacksaunders,ou=Admins,ou=policystore,0=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f|[1[1[11 100NN NNNNNNNNNNN
[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][SmAuthorization.cpp:1453][CSmAz::IsOK][][][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-
OPINNNNNNNMNNNNN[Start of user policy analysis for realm.][I[1[I[1[11000000OM0[1[uid=jacksaunders,ou=Admins,ou=policystore,0=SiteMinder][][06-00055028-260a-1927-816a-
6283c0a84a7f](][11000NNNNNDNNNNNNNNDN
[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][SmAuthorization.cpp:2325][CSmAz::IsOkGlobal][][][][jacksaunders][] [oidcp:CASSO-OP_az][oidcp:CASSO-
OPIINNNNNNNNNNMNI[Evaluating OnAuthAccept global policies in the

realm. J(101000000000000[uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][OnAuthAccept][][1[1[11100NNNNNNNNNOD000T
[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][SmAuthorization.cpp:1453][CSmAz::IsOK][][][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-
OPINNNNNNINMNNN[Start of user policy analysis for realm.][I[1[I[1[11000000M0[1[uid=jacksaunders,ou=Admins,ou=policystore,0=SiteMinder][][06-00055028-260a-1927-816a-
6283c0a84a7f](][110000NNNNDNNNNNNNND
[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r223][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory](11IIINNNLY(+.....1[Send response attribute 153, data size is 8][][1[1[1[1[1{]{Anonymous
Template][][1[1{1[](][uid=jacksaunders,ou=Admins,ou=policystore,0=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][1[1[1[1[1[1(1(] (1[I [Login][59 28 2b cc 00 00 00 00
jnnnnnoonn

[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r223][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directoryl[10IIN[Y(+.....1[Send response attribute 154, data size is 8][][1[1[1[1[1{]{Anonymous
Template][][1[1{1[](][uid=jacksaunders,ou=Admins,ou=policystore,0=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][1[1[1[1[1[1(1(] (1[I [Login][59 28 2b cc 00 00 00 00
jnannnnoonn

[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r223][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directoryl[1IIN[Y(+.....1[Send response attribute 155, data size is 8][][1[1[1[1[1{][Anonymous
Template][][1[1{1[](][uid=jacksaunders,ou=Admins,ou=policystore,0=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][1[1[1[1[1[1[1(](1[1[Login][59 28 2b cc 00 00 00 00
jnannnnoonn

[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r223][oidcp:CASSO-
OP][]jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory](JII0IICIOICICNANL. ... ][Send response attribute 225, data size is 8][][]1{1{1{1{][][Anonymous
Template][1[1[1{1[]{][uid=jacksaunders,ou=Admins,ou=policystore,0=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][1[1[1[1[1[1[1(](1[1[Login][00 00 Oe 10 00 00 00 00
jnannnnoonn

[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r223][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][1[I[I[101110010100L... .... ][Send response attribute 226, data size is 8][][1[1[1[1[1[]{Anonymous
Template][][]1{]{]{]{][uid=jacksaunders,ou=Admins,ou=policystore,0=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][1[1[1[1[1[](](]{][Login][00 00 1c 20 00 00 00 00
1nnnnnnonn

[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r223][oidcp:CASSO-
OP][I[jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][1000MN0NNNNMAL........ 1[Send response attribute 167, data size is 8][I[1[1[1[1[1[I[Anonymous
Template][][](1[][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][1[1[1(1(1[1(](1[] [Login][ff ff ff ff 0O 00 00 00 J(1(1[1(101C1(101[]
[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r223][oidcp:CASSO-
OP]([][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][1[1[J[1[1(J[11](][1[][4PP6zVZLykdug18WUN7p4gU1loBY=][Send response attribute 205, data size is

2811100101111 [Anonymous Templatel[1[1[1[][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder] [][06-00055028-260a-1927-816a-6283c0a84a7f][1[1[1[1[1[1(1[1[1[1[Login][34 50 50
36 7a 56 5a 4c 79 6b 64 75 67 31 38 57 55 4e 37 70 34 67 55 31 6f 42 59 3d ][J00000001
[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r223][oidcp:CASSO-
OP]([][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][1[J[J[111(J[1]()[][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][Send response attribute 218, data
size is 541 (1100011 [1[Anonymous Templatel[1[1[1[1[][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][] [06-00055028-260a-1927-816a-6283c0a84a7f][1[1[1[1[1[1[1[](][][Login][75
69 64 3d 6a 61 63 6b 73 61 75 6e 64 65 72 73 2c 6 75 3d 41 64 6d 69 6e 73 2c 6f 75 3d 70 6f 6¢ 69 63 79 73 74 6f 72 65 2c 6f 3d 53 69 74 65 4d 69 6e 64 65 72 1[1[110NNNNN
[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r223][oidcp:CASSO-
OP]([][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][1[1[1[1[1(1[1(](1[1[][0e-000a3f76-0335-1365-bee6-01030a4090cc][Send response attribute 151, data size is
3910100010111 [Anonymous Templatel[1[1[1[] (][] [uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f[1[1[1[1[1[1(1[1[1[1[Login][30 65 2d
30303061 33 6637 36 2d 30 33 33 35 2d 31 33 36 35 2d 62 65 65 36 2d 30 31 30 33 30 61 34 30 39 30 63 63 ][JI10NNNNI
[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r223][oidcp:CASSO-
OP]([][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][I[1[J[1[1(J[1[](J[][][CA Directory][Send response attribute 213, data size is 12][][][][][][][][Anonymous
Template][1[1[1[1[1[][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][I[1[1[1[1[1[1[1[][][Login] [43 41 20 44 69 72 65 63 74 6f 72 79
jnnnannoonn

[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r223][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][J(J[I[1[I[I[1[1{1[1[1[sso.demo.com:10389][Send response attribute 214, data size is 18](]{1[][I[I[I[][Anonymous
Template][][1[1[]{][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][I[1[1[][I[1[][][I[1[Login][73 73 6f 2e 64 65 6d 6f 2e 63 6f 6d
3a 3130333839 (1110000000
[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r223][oidcp:CASSO-
OP][]jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][J(J[I[I[I[1[1[[1[][J{LDAP:][Send response attribute 215, data size is 5][][I[I[I[I[][][Anonymous
Template][][1[1[]{](][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][I[1[1[[I[1[](][1[1[Login][4c 44 41 50 3a ](J[111(1((110)]
[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r223][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][J(I[I[I[I[I[1[1[1[][I[AuthLevel=5][Send response attribute 255, data size is 11][][][1[1[1[][J{Anonymous
Template][][1[1[][](][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][I[1[1[][I[I[1[][][1[Login][41 75 74 68 4c 65 76 65 6¢ 3d 35
jnnnanoonn

[05/26/2017][09:21:16.660][09:21:16](4099][139745149581056][Sm_Auth_Message.cpp:4835][CSm_Auth_Message::SendReply][s10/r223][oidcp:casso-
op][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][1[1[100000NNNI** Status: Validated. J[I[1[1[1[1[1[1{Anonymous
Template][][1[1[1{][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][1[1[](1[1[11101000I0ONNNONNN
[05/26/2017][09:21:16.661][09:21:16][4099][139745241835264][IsAuthorized.cpp:172][CSm_Az_Message::IsAuthorized][][][][jacksaunders][1[][][CA
Directory][1[10(1000010[(][2][Validate session and session type for the

user.][1000000000[ [ee/a0h7K69Gk3fOMIR+2ePkSEIHUtcWily+iEM1UvhcbQp3TrdCho/R5KSIKZKtuRin06TG4rjLOCjQkVeO/sXhsfXatIX7AGKj/clQHUaTLSDskwxaEtXbRc9a+RrwoVIaKB7vGtS
4GvnMUKkS6IrkjDgewBM8DUUdvDEBXuuUj+QgKmnROpoRia+DWelh//Au2GFSccXASSHQS509VAUIKI6sI7HOWBO+7r8TTjISx2nJR1sPTUSXLs 70y+VjyPbhWYilQUEaZ7y8CIKwpK+fnRfp9MUp3x
MoaR3/HYRcvITUCbepcAfr4UatFL5XuVdQoFFqY17rVt9Fde WvOMRfyc)O2czxwiWTLIYsK/FQNreqFzByOBZiDeOtQP965Xa01bPol54N9HFnYhh9XKf6Mp9y9518Lom1PSWwKRZrzg9M3/ZXmb
duYCnJfdkeOS5LbcLIAGrF/bsmUBITwjrBOg==][4PP6zVZLykdug18 WUN7p4gU1oBY=][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][1[1[11(1(I(I0000000000000000
[05/26/2017][09:21:16.661][09:21:16][4099][139745241835264][IsAuthorized.cpp:627][CSm_Az_Message::IsAuthorized][13f8e845-5¢72d132-33bed8al-cf4ca587-6e50e99f-
cc5d][oidcp:CASSO-OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][1[I11110 NN [Cannot find Affiliate definition for the
agent.][1000000000[[en8x1CBCXLFI6Vz1AITIbUSV87ytOUIKF75BzNEWbdU4kHIGa9bhPXTGTzn8VuleVcMSXvWOAjIMXCesQ5NXSEWIOIQdOWH1b/Ib4CSOCeibRCMyZMNFK/Y7bFKEFSIc
Jm6qYOVE6fkuVgCDONbgmzOCmMDQFMVHE/h4C+k3jB7U7unQoQyivmIKgWK/kxmotpzqDlog50imOazbiSzMJOpKAFoXUhgC97079tVGdXRDe7ChlYOkqyghmeTBDhIFEr+rtEGItH4T53JJOLLYIE
UL2awycz+2IBxanlv5cFVCIsFFvTHCbwUpeDBhNxvDtnRFCGI8WVIpmt/Gd+38Nv80d1+9hEe698m/YvFPah2Sv/2H2vgbx4L48iNVgoKu7fh3Ws3Np6gPZ7SpMdBnC60Gr1nEVBVXNumlu3vpSh
ncR7+Qg5L0Y8S7CHAqXkXyvM9EIEiczKDGB1TGh3mTH5w==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-8 16a-
6283c0a84a7f](1100NONNNNNNNOOOOIN00




[05/26/2017][09:21:16.661][09:21:16][4099][139745241835264][SmDsUser.cpp:95][CSmDsUser::CSmDsUser][1[1[1110 0000000000 [About to initialize User
'uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder" in dir 'CA Directory'l[][Start of call InitUser.](I[] (11010100100 0IDQ0NDNNNONNNNOONOONONNONDNONGN
[05/26/2017][09:21:16.661][09:21:16][4099][139745241835264][IsAuthorized.cpp:680][CSm_Az_Message::IsAuthorized][13f8e845-5c¢72d132-33bed8al-cf4ca587-6e50e99f-
cc5d][oidcp:CASSO-OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][1[1111100N NN [Authorizing
user...][1000000000[en8x1CBcXLFI6VZ1AITIoUSV87ytOUIKF75BzNEWbdU4kHIGa9bhPXTGTzn8VuleVeMSXvWOAjIMXCesQ5NXSEWI0IQdOwH1b/1b4CSOCeibRCMyZMNrK/Y7bFKEFSIc
Jm6qYOVE6fkuvgCDONbgmzOCmMDQFMVHE/h4C+k3jB7U7unQoQyivmIKgWK/kxmotpzqDlog50imOazbiSzMJOpKAFoXUhgC97079tVGdXRDe7ChlYOkqyghmeTBDhIFEr+rtEGItHAT53JJOLLYIE
UL2awycz+2IBxanlv5cFVCIsFFvTHCbwUpeDBhNxvDtnRFCGI8WVIpmt/Gd+38Nv80d1+9hEe698m/YvFPah2Sv/2H2vgbx4L48iNVgoKu7fh3Ws3Np6gPZ7SpMdBnC60Gr 1nEVBVXNum1u3vpSh
ncR7+Qg5L0Y8S7CHAqXkXyvM9EIEiczKDGB1TGh3mTH5w==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder] [I[][] (1[1010000000000000000000
[05/26/2017][09:21:16.661][09:21:16][4099][139745241835264][SmAuthorization.cpp:1453][CSmAz::IsOK][][][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-
OPIINNNNNNNNNNNN(Start of user policy analysis for realm (101000000001 [uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-8 16a-
6283c0a84a7f](][11000NNNNNDNNNNNNNND
[05/26/2017][09:21:16.746][09:21:16][4099][139745241835264][0IDCSessionManager.java][updateDataForAzCode][13f8e845-5¢72d132-33bed8al-cf4ca587-6e50e99f-
ccs5d]10000000000000000000InternalData that is used to generate JSON before encryption:: OpeniDConnectinternalData
[azCode=XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXKXXXXXXXXXXXXXXXXXXXXXXXXXXXXdZ0=, clientld=000d837a-2758-1927-816a-6283c0a84a7f,
userld=uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder, redirectURI=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect, scope=openid, authTime=1495804876,
userDirectoryOlD=0e-000a3f76-0335-1365-bee6-01030a4090cc, isRevoked=falsenonce=LSjXdfBZUJjajx5k40a0240SF3TmCFIf2)CmVV6Zc_w,
tokenlssuedTime=0]1(1010101010100100000NNNNNNNNNNNNDODDONDDONONDNN
[05/26/2017][09:21:16.755][09:21:16][4099][139745241835264][IsAuthorized.cpp:786][CSm_Az_Message::IsAuthorized][s10/r224][oidcp:CASSO-OP][][jacksaunders][][oidcp:CASSO-
OP_az][oidcp:CASSO-OPI[I[111010N 0NN [][Evaluating OnAccessAccept policy in the realm
100000000000[en8x1CBcXLFI6VZ1AITIbUSV87ytOUIKF75BzNEWbdU4kHIGa9bhPXTGTzn8VuleVeMSXvWOAjIMXCesQ5NXSEWIOIQdOwWH1b/Ib4CSOCeibRCMyZMNIK/Y7bFKEF5Icim6qY
OVE6fkuVgCDONbgmzOCmMDQFmMVHE/h4C+k3jB7U7unQoQyivmIKgWK/kxmotpzqDlog50imOazbiSzMIOpKAFoXUhgC97079tVGdXRDe7ChlYOkqyghmeTBDhIFEr+rtEGItH4ATS3JJOLLYIEUL2a
wycz+2IBxanlv5cFVCIsFFvTHCbwUpeDBhNxvDtnRFCGI8WVIpmt/Gd+38Nv80d1+9hEe698m/YvFPah2Sv/2H2vgbx4L48iNVgoKu7fh3Ws3Np6gPZ7SpMdBnC60GrinEVBvXNum1u3vpSbncR7
+Qg5L0Y8S7CHAqXkXyvMOEIEiczKDGB1TGh3mTHS5w==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder] [I[1[1[][1[1[11](1[1[]{][OnAccessAccept](](1[1010I (1001 10)
[05/26/2017][09:21:16.755][09:21:16][4099][139745241835264][SmAuthorization.cpp:1453] [CSmAz::IsOK][][][] [jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-
orINNNNNNNNNNNMN(Start of user policy analysis for realm.][I[1[1[1[1(1[111(10)(](](] (] [uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-
6283c0a84a7f](1110000NNNNNNNNNNND00N0

[05/26/2017][09:21:16.755][09:21:16][4099][139745241835264][SmAuthorization.cpp:2325][CSmAz::IsOkGlobal][][][][jacksaunders][] [oidcp:CASSO-OP_az][oidcp:CASSO-
orPINNNNNNNNNNNN[Evaluating OnAccessAccept global policies in the

realm.]0000000000000[[uid=jacksaunders,ou=Admins,ou=policystore,0=SiteMinder][OnAccessAccept] (11 1N NNNNNNONN00O000
[05/26/2017][09:21:16.755][09:21:16][4099][139745241835264][SmAuthorization.cpp:1453] [CSmAz::IsOK][][][] [jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-
oPINNNNNNNNNNNMN[[Start of user policy analysis for realm.][I[1[1[1[1(1[10(]0)(](J{](][uid=jacksaunders,ou=Admins,ou=policystore,0=SiteMinder][][06-00055028-260a-1927-816a-
6283c0a84a7f](1110000NNNNNNNNNNND00N0
[05/26/2017][09:21:16.756][09:21:16][4099][139745241835264][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s10/r224][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OPI[I[IIINNNNNNN[Y(+.....][Send response attribute 153, data size is
sIN0000000001[en8x1CBcXLFI6Vz1AITIbUSV87ytOUIKF75BzNEWbdU4kH9Ga9bhPXTGTzn8VuleVcMSXvWOAjIMXCesQ5NXSEWIOIQdOwWH1b/Ib4CSOCeibRCMyZMNrK/Y7bFKEF5Icim6q
YOVE6fkuvVgCDONbgmzOCmMDQFmMVHE/h4C+k3jB7U7unQoQyivmIKgWK/kxmotpzgDlog50imOazbiSzMJOpKAFoXUhgC97079tVGdXRDe7ChIYOkqyghmeTBDhIFEr+rtEGItHAT53JJOLLYIEUL2a
wycz+2IBxanlv5cFVCIsFFVTHCbwUpeDBhNxvDtnRFCGI8WVIpmt/Gd+38Nv80d1+9hEe698m/YvFPah2Sv/2H2vqbx4L48iNVgoKu7fh3Ws3Np6gPZ7SpMdBnC60GrinEVBvXNumlu3vpSbncR7
+Qg5L0Y8S7CHAqXkXyvMOEIEiczKDGB1TGh3mTHS5w==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][1[1[1[1[11](](1(][1[I[AuthorizeEx][59 28 2b cc 00 00 00 00
1nnnnnnonn

[05/26/2017][09:21:16.756][09:21:16][4099][139745241835264][Sm_Az_M cpp:828][CSmM_Az_M FormatAttribute][s10/r224][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OPI[I[IIININNNNNNN[Y(+.....][Send response attribute 154, data size is
sIN0000000000[en8x1CBcXLFI6Vz1AITIbUSV87ytOUIKF75BzNEWbdU4kH9Ga9bhPXTGTzn8VuleVcMSXvWOAjIMXCesQ5NXSEWIOIQdOwWH1b/Ib4CSOCeibRCMyZMNrK/Y7bFKEFSIcim6q
YOVE6fkuvVgCDONbgmzOCmMDQFmMVHE/h4C+k3jB7U7unQoQyivmIKgWK/kxmotpzgDlog50imOazbiSzMJOpKAFoXUhgC97079tVGdXRDe7ChIYOkqyghmeTBDhIFEr+rtEGItHATS3JJOLLYIEUL2a
wycz+2IBxanlv5cFVCIsFFVTHCbwUpeDBhNxvDtnRFCGI8WVIpmt/Gd+38Nv80d1+9hEe698m/YvFPah2Sv/2H2vqbx4L48iNVgoKu7fh3Ws3Np6gPZ7SpMdBnC60GrinEVBvXNumlu3vpSbncR7
+Qg5L0Y8S7CHAgXkXyvMOEIEiczKDGB1TGh3mTH5w==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][1[1[111(1(1[1[1[1[1(][AuthorizeEx][59 28 2b cc 00 00 00 00
jnnnaaoonn

[05/26/2017][09:21:16.756][09:21:16][4099][139745241835264][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s10/r224] [oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][[I11NNNNNNNNALY(+.....][Send response attribute 155, data size is
811000000000[1[en8x1CBcXLFI6Vz1AITIbUSV87ytOUJKF75BzNEWbdU4kHIGa9bhPXTGTzn8VuleVcMSXvWOAjIMXCesQ5NXSEWIOIQdOwH1b/Ib4CSOCeibRCMyZMNrK/Y7bFKEFSIcim6qg
YOVE6fkuvgCDONbgmzOCmMDQFmMVHE/h4C+k3jB7U7unQoQyivmIKgWK/kxmotpzqDlog50im0OazbiSzMJOpKAFoXUhgC97079tVGdXRDe7ChlYOkqyghmeTBDhIFEr+rtEGItHAT53)JOLLYIEUL2a
wycz+2IBxanlv5cFVCIsFFVTHChbwUpeDBhNxvDtnRFCGI8WVIpmt/Gd+38Nv80d1+9hEe698m/YvFPah2Sv/2H2vqbx4L48iNVgoKu7fh3Ws3Np6gPZ7SpMdBnC60GrinEVBvXNum1u3vpSbncR7
+Qg5L0Y8S7CHAqXkXyvMOIEIEiczKDGB1TGh3mTH5w==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][I[1[1[1{](](](1[I[]1[][AuthorizeEx][59 28 2b cc 00 00 00 00
1nonnnnonn

[05/26/2017][09:21:16.756][09:21:16][4099][139745241835264][Sm_Az_M cpp:828][CSm_Az_M FormatAttribute][s10/r224][0idcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OPI[IININNNNNNONNNL ... .. 1[Send response attribute 225, data size is
S11000000000[1[en8x1CBcXLF6VZ1AITIbUSY87ytOUIKF75BzNEWbdU4kHIGa9bhPXTGTzn8VuleVcMSXvWOAIMXCesQ5NXSEWIOIQdOwH1b/Ib4CSOCeibRCMyZMNrK/Y7bFKEFSIcim6q
YOVE6fkuVgCDONbgmzOCmMDQFmMVHE/h4C+k3jB7U7unQoQyivmIKgWK/kxmotpzqDlog50imOazbiSzMJOpKAFoXUhgC97079tVGdXRDe7ChIYOkqyghmeTBDhIFEr+rtEGItH4T53JJOLLYIEUL2a
wycz+2IBxanlv5cFVCIsFFVTHCbwUpeDBhNxvDtnRFCGI8WVIpmt/Gd+38Nv80d1+9hEe698m/YvFPah2Sv/2H2vqbx4L48iNVgoKu7fh3Ws3Np6gPZ7SpMdBnC60GrinEVBvXNumlu3vpSbncR7
+Qg5L0Y8S7CHAGXkXyvMIEIEiczKDGB1TGh3mTHSw==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder] [1[1[1[1[1[1[1(]{][1[1[][AuthorizeEx][00 00 Oe 10 00 00 00 00
jnnnannoonn

[05/26/2017][09:21:16.756][09:21:16][4099][139745241835264][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s10/r224] [oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][I[1[1001000NMMIL... ....][Send response attribute 226, data size is
811000000000[1[en8x1CBcXLFI6Vz1AITIbUSV87ytOUJKF75BzNEWbdU4kHIGa9bhPXTGTzn8VuleVcMSXvWOAjIMXCesQ5NXSEWIOIQdOwWH1b/Ib4CSOCeibRCMyZMNrK/Y7bFKEFSIcim6qg
YOVE6fkuvgCDONbgmzOCmMDQFmMVHE/h4C+k3jB7U7unQoQyivmlIKgWK/kxmotpzqDlog50imOazbiSzMIOpKAFoXUhgC97079tVGdXRDe7ChIYOkqyghmeTBDhIFEr+rtEGItHATS3)JOLLYIEUL2a
wycz+2IBxanlv5cFVCIsFFVTHChbwUpeDBhNxvDtnRFCGI8WVIpmt/Gd+38Nv80d1+9hEe698m/YvFPah2Sv/2H2vqbx4L48iNVgoKu7fh3Ws3Np6gPZ7SpMdBnC60GrinEVBvXNumlu3vpSbncR7
+Qg5L0Y8S7CHAqXkXyvMOEIEiczKDGB1TGh3mTH5w==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][1[1{]{](](1(I[1[[[1[][AuthorizeEx][00 00 1c 20 00 00 00 00
1nonnnnonn

[05/26/2017][09:21:16.756][09:21:16][4099][139745241835264][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s10/r224][0idcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][I[1[1[1[10001[1[(1[4PP62VZLYkdug18WUN7p4gU1loBY=][Send response attribute 205, data size is

2810100000000 [en8x1CBcXLFI6Vz1AITIbUSV87ytOUIKF75BzNEWbdU4kHIGa9bhPXTGTzn8Vule VEMSXvWOAjIMXCesQ5NXSEWIOIQdOwWH1b/Ib4CSOCeibRCMyZMNrK/Y7bFKEFSIcIm6
qYOVE6fkuVgCDONbgmzOCMDQFmMVHE/h4C+k3jB7U7unQoQyivmIKgWK/kxmotpzqDlog50imOazbiSzMJOpKAFoXUhgC97079tVGdXRDe7ChlYOkqyghmeTBDhIFE r+rtEGItHAT53JJOLLYIEUL2
awycz+2IBxanlv5cFVCIsFFVTHCbwUpeDBhNxvDtnRFCGIBWVIpmt/Gd+38Nv80d1+9hEe698m/YvFPah2Sv/2H2vgbx4L48iNVgoKu7fh3Ws3Np6gPZ7SpMdBNnC60GrinEVBvXNumlu3vpSbncR7
+Qg5L0Y8S7CHAqXkXyvMOEIEiczKDGB1TGh3mTH5w==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][I[1[1[1[10 (] (]([I[AuthorizeEx][34 50 50 36 7a 56 5a 4c 79 6b 64
756731385755 4e 37 70 34 67 55 31 6f 42 59 3d ][1((1110101(1010)

[05/26/2017][09:21:16.756][09:21:16][4099][139745241835264][Sm_Az_M cpp:828][CSm_Az_M FormatAttribute][s10/r224][o0idcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-

OPI[INIONNAONNNNI[ [code=NTYXZDA3ZWMtNDY4Zi00YzAXLTkyMzktMmNmOTIyMjkOMDFjLVRneC9vcTNVY204czl4eEkrLO1SYjRBcjR3dz0=][Send response attribute 255, data size is
9310000000000 [en8x1CBcXLFI6VZ1AITIbUSY87ytOUIKF75BZNEWbdU4kHIGa9bhPXTGTzn8VuleVeMSXvWOAjIMXCesQ5NXSEWIOIQdOwWH1b/Ib4CSOCeibRCMYyZMNrK/Y7bFKEF5lc)m6
qYOVE6fkuVgCDONbgmzOCmMDQFmMVHE/h4C+k3jB7U7unQoQyivmIKgWK/kxmotpzgDlog50imOazbiSzMJOpKAFoXUhgC97079tVGdXRDe7ChlYOkqyghmeTBDhIFEr+rtEGItH4T53JJOLLYIEUL2
awycz+21Bxanlv5cFVCIsFFVTHChwUpeDBhNxvDtnRFCGI8WVIpmt/Gd+38Nv80d1+9hEe698m/YvFPah2Sv/2H2vgbx4L48iNVgoKu7fh3Ws3Np6gPZ7SpMdBnC60GrinEVBVXNum1u3vpSbhncR7
+Qg5L0Y8S7CHAgXkXyvM9EIEiczKDGB1TGh3mTH5w==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder] [I[1[]([1[]([1[][(][1[][AuthorizeEx][63 6f 64 65 3d 4e 54 59 78 5a 44
4133 5a 57 4d 74 4e 44 59 34 5a 69 30 30 59 7a 41 78 4c 54 6b 79 4d 7a 6b 74 4d 6d 4e 6d 4f 54 49 79 4d 6a 6b 30 4d 44 46 6a 4c 56 52 6e 65 43 39 76 63 54 4e 56 59 32 6 34 63 7a 6¢ 34
6545 6b 72 4¢ 30 31 53 59 6a 52 42 63 6a 52 33 64 7a 30 3d ]1[(111000000
[05/26/2017][09:21:16.756][09:21:16][4099][139745241835264][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s10/r224] [oidcp:CASSO-
OP]([][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OPI[I[IIIOMINOMINNIIN[[Send response attribute 146, data size is

0110000000000 [en8x1CBcXLFI6VZ1AITIbUSV87ytOUIKF75BZNEWbdU4kH9Ga9bhPXTGTzn8VuleVcMSXvWOAjIMXCesQ5SNXSEWJIOIQAOwH1b/Ib4CSOCeibRCMyZMNrK/Y7bFKEFSIciméq
YOVE6fkuVgCDONbgmzOCmMDQFmMVHE/h4C+k3jB7U7unQoQyivmIKgWK/kxmotpzqDlog50imOazbiSzMJOpKAFoXUhgC97079tVGdXRDe7ChlYOkqyghmeTBDhIFEr+rtEGItH4T53JJOLLYIEUL2a




wycz+2IBxanlv5cFVCIsFFvTHCbwUpeDBhNxvDtnRFCGI8WVIpmt/Gd+38Nv80d1+9hEe698m/YvFPah2Sv/2H2vqbx4L48iNVgoKu7fh3Ws3Np6gPZ7SpMdBnC60GrinEVBvXNum1u3vpSbncR7
+Qg5LOY8S7CHAqXkXyvMOEIEiczKDGB1TGh3mTH5w==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder] (1111101 (1(1(1[1[1(1[AuthorizeEx] 10111110
[05/26/2017][09:21:16.756][09:21:16][4099][139745241835264][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s10/r224][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OPI[II1INNNNI[][<RVARS><Var name="USER_AUTHENTICATION_TIME" rtype="3"><![CDATA[1495804876]]></Var><Var
name="USER_DIR_OID" rtype="3"><![CDATA[Oe-000a3{76-0335-1365-bee6-01030a4090cc]]></Var><Var name="UserConsent" rtype="3"><![CDATA[Allow
Access]]></Var></RVARS>][Send response attribute 147, data size is

246) (11000000001 [en8x1CBCXLF96VZ1AITIbUSV87ytOUIKF75BzNEWbdU4kHIGa9bhPXTGTzn8VuleVcMSXvWOA]IMXCesQ5NXSEWIOIQdOWH1b/Ib4CSOCeibRCMyZMNrK/Y7bFKEFSIcIm
6qYOVE6fkuvVgCDONbgmzOCMDQFmMVHE/h4C+k3jB7U7unQoQyivmIKgWK/kxmotpzqDlog50im0azbiSzMIOpKAFoXUhgC97079tVGdXRDe7ChIYOkqyghmeTBDhIFEr+rtEGItH4T53JJOLLYIEUL
2awycz+2IBxanlv5cFVCIsFFvTHCbwUpeDBhNxvDtnRFCGI8WVIpmt/Gd+38Nv80d1+9hEe698m/YvFPah2Sv/2H2vgbx4L48iNVgoKu7fh3Ws3Np6gPZ7SpMdBnC60Gr1nEVBVXNum1u3vpSbncR
7+Qg5L0Y8S7CHAqXkXyvM9EIEiczKDGB1TGh3mTH5w==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder] [J[J[1[1[1(1[](] (] (][] [][AuthorizeEx][3c 52 56 41 52 53 3e 3¢ 56 61 72
20 6e 61 6d 65 3d 22 55 53 45 52 5f 41 55 54 48 45 4e 54 49 43 41 54 49 4f 4e 5f 54 49 4d 4522 2072 74 79 70 65 3d 22 33 22 3e 3¢ 21 5b 43 4441 54 41 5b 31 34 39 3538 30 34 38 37 36
5d 5d 3e 3¢ 2f 56 61 72 3e 3¢ 56 61 72 20 6e 61 6d 65 3d 22 55 53 45 52 5f 44 49 52 5f 4f 49 44 22 20 72 74 79 70 65 3d 22 33 22 3e 3¢ 21 5b 43 44 41 54 41 5b 30 65 2d 30 30 30 61 33 66
3736 2d 303333 352d 3133 36352d 62656536 2d 30 31 30 33 3061 34 30 39 30 63 63 5d 5d 3e 3¢ 2f 56 61 72 3e 3¢ 56 61 72 20 6e 61 6d 65 3d 22 55 73 65 72 43 6f 6e 73 65 6e 74
22207274797065 3d 22 33 22 3e 3¢ 21 5b 43 44 41 54 41 5b 41 6¢ 6¢ 6f 77 20 41 63 63 65 73 73 5d 5d 3e 3¢ 2 56 61 72 3e 3¢ 2f 52 56 41 52 53 3e |[I010NN0NN
[05/26/2017][09:21:16.756][09:21:16][4099][139745241835264][Sm_Az_Message.cpp:598][CSm_Az_Message::SendReply][s10/r224][oidcp:CASSO-OP][][jacksaunders][] [oidcp:CASSO-
OP_az][0idcp:CASSO-OP] (111 0NINNNNNNNN** Status: Authorized.

100000000000 [en8x1CBcXLF96Vz1AITIbUSV87ytOUIKF75BzNEWbdUA4kHIGa9bhPXTGTzn8VuleVeMSXvWOAjIMXCesQ5NXSEWIOIQdOwH1b/Ib4CSOCeibRCMyZMNrK/Y 7bFKEFSIcim6qY
O0VE6fkuVgCDONbgmzOCmMDQFmMVHE/h4C+k3jB7U7unQoQyivmIKgWK/kxmotpzqDlog50imOazbiSzMJOpKAFoXUhgC97079tVGdXRDe7ChlYOkqyghmeTBDhIFEr+rtEGItHAT53)JOLLYIEUL2a
wycz+2IBxanlv5cFVCIsFFVTHCbwUpeDBhNxvDtnRFCGI8WVIpmt/Gd+38Nv80d1+9hEe698m/YvFPah2Sv/2H2vgbx4L48iNVgoKu7fh3Ws3Np6gPZ7SpMdBnC60GrinEVBvXNumlu3vpSbncR7
+Qg5L0Y8S7CHAgXkXyvM9EIEiczKDGB1TGh3mTHS5w==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder] (1111110 NOO000000000000
[05/26/2017][09:21:16.810][09:21:16][4099][139745233442560][0IDCSessionManager.java][getSessionVariable] [1[1[1 (1110000000000 [][Data after unmarshalling from decrypted
JSON: OpenlIDConnectinternalData [azCode=XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXdz0=, clientld=000d837a-2758-
1927-816a-6283c0a84a7f, userld=uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder, redirectURI=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect, scope=openid,
authTime=1495804876, userDirectoryOlD=0e-000a3f76-0335-1365-bee6-01030a4090cc, isRevoked=falsenonce=LSjXdfBZUlJjajx5k40a0240SF3TmCFIf2)CmVV6Zc_w,
tokenlssuedTime=0]1[1[[100NNN0N0NNOONONNNONONOOOOOONONOO0000
[05/26/2017][09:21:16.810][09:21:16][4099][139745233442560][0IDCSessionManager.java][getSessionVariable] (1100000000000 [retValue : OpeniDConnectinternalData
[azCode=XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXKXXXXKXXXXXXX XX XXX XXXXXXXXXXXXXXXXXXXXXXXdZ0=, clientld=000d837a-2758-1927-816a-6283c0a84a7f,
userld=uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder, redirectURI=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect, scope=openid, authTime=1495804876,
userDirectoryOID=0e-000a3f76-0335-1365-bee6-01030a4090cc, isRevoked=falsenonce=LSjXdfBZUJjajx5k40a0240SF3TmCFIf2)CmVV6Zc_w,
tokenlssuedTime=0]1(1[1I0NNNN0N0NNNNNDN0NNNONNODOON0NONNO0O0000

[05/26/2017][09:21:16.810][09:21:16][4099][139745233442560][AccessTokenTunnelService.java] [tunnel][1[1[11100000000000000 [ [Retrieved sessionvar5:
OpenlDConnectinternalData [azCode=XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXKXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXdz0=, clientld=000d837a-2758-1927-
816a-6283c0a84a7f, userld=uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder, redirectURI=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect, scope=openid,
authTime=1495804876, userDirectoryOlD=0e-000a3f76-0335-1365-bee6-01030a4090cc, isRevoked=falsenonce=LSjXdfBZUlJjajx5k40a0240SF3TmCFIf2)CmVV6Zc_w,
tokenlssuedTime=0]1[1[[100NN00N0NNNOOO0N00000O000000000000000

[05/26/2017][09:21:16.812][09:21:16][4099][139745233442560] [IDTokenGenerator.java][generatelDToken] [1[1[1000 000NN [Generated Claims :
{sub=uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder, iat=Fri May 26 09:21:16 EDT 2017, auth_time=Fri May 26 09:21:16 EDT 2017, exp=Fri May 26 09:26:16 EDT 2017,
iss=https://sso.demo.com:7443, aud=[000d837a-2758-1927-816a-6283c0a84a7f],
nonce=LSjXdfBZUljajx5k40a0240SF3TmCFIf2)CmVVveze_wi(100NNNNNNNNNNNNONNNNNNONONNDN0NNNNOO0N00
[05/26/2017][09:21:16.834][09:21:16][4099][139745233442560][0IDCSessionManager.java] [updateDataForAccessToken][1[1[10000N00000000M000[0 [InternalData that is used to
generate JSON before encryption: OpenlDConnectinternalData [clientld=000d837a-2758-1927-816a-6283c0a84a7f, userld=uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder,
redirectURI=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect, scope=openid, authTime=1495804876, userDirectoryOID=0e-000a3f76-0335-1365-bee6-01030a4090cc,
accessToken=XXXXXXXXXXXXXXXXXXXXXXXXXXXKXXXXXXXXXKXXXKKXXXKKXXXKKXXXXKXXXKXXKXXKXXKKXXXXKXXXXXXXXXWTO=,
isRevoked=falsenonce=LSjXdfBZUJjajx5k40a0240SF3TmCFIf2JCmVV6Zc_w, tokenlssuedTime=1495804876]1(](1[110(10000NNNNNNNNNNDDNNDONNNONNNODAONNNN
[05/26/2017][09:24:51.269][09:24:51][4099][139745132795648][SmM cpp:557][CSMM ParseAgentMessage][s13/r460] [secureproxy-
o1]innnnnnnnnnnnniiiliacksaunders][Receive request attribute 210, data size is 12]{I{]{10000O0000O0000000000000000000000
[05/26/2017][09:24:51.269][09:24:51][4099][139745132795648][Sm_Auth_Message.cpp:780][CSm_Auth_Message::AuthenticateUser][a9c37cdd-3c8574a5-ef6239c0-f7222684-9ebfe3f1-
a7][secureproxy-01][/affwebservices/secure/secureredirect?response_type=code&scope=openid&client_id=000d837a-2758-1927-816a-6283c0a84a7f&state=AqPV1yMahfMhzZflw-
EiceocEKLE&redirect_uri=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect&nonce=cmmTYLDa7tIYKtCCWVWRNZIEyXWI3CGaYqBIvSDTjQI&SMPORTALURL=S9M2%2BcMHgmj
M3UX4UhVKzm64RdCnVyns73py2kGqrFDICfv3e40dKASrh6UoNtulmDRXo0g2s2FvVBeLURNg93mjL7LdJUkjeh%2BhM30CRoVBIzQTBho%2FKrs3vLdcR5aQ][jacksaunders][][SecureRedirect]
[oIDC Auth UA]TININNNNNNN000[Authenticating user.](1(1[J[]{[5][0][Basic][][][1 {11} jacksaunders][][06-00005ba9-30f7-1927-816a-6283c0a84a7f](] (11111 10NNNNNNNNNNNNN
[05/26/2017][09:24:51.269][09:24:51][4099][139745132795648][SmDsDir.cpp:272][CSmDsDir::IsValidUsername][(1[1[1(10 00000000000 [User ='jacksaunders'][][Start of call
IsvalidUsername.](100000NN0N00NNNODO0N0NNNNOODO00O0DONOO0O000
[05/26/2017][09:24:51.269][09:24:51][4099][139745132795648][SmDsDir.cpp:425][CSmDsDir::Search][1[1[1(1000000000000[ [Advanced search,
Root="ou=policystore,o=siteminderFilter='(uid=jacksaunders)']{][Start of call Search. ][]0 0N ONNNNNNNNNNNDNNNNODNONNNNNODO00
[05/26/2017][09:24:51.269][09:24:51][4099][139745132795648][SmDsLdapProvider.cpp:1901][CSmDsLdapProvider::Searchimpl][1[1100000000000000000(search filter is :
(uid=jacksaunders)1[10000NNNN0N00NNNOD00N000DOOD00000DOO0O000
[05/26/2017][09:24:51.270][09:24:51][4099][139745132795648][SmDsLdapConnMgr.cpp:1218][CSmDsLdapConn::SearchExts1[1[1[1(111(10000000000000I[LDAP search of
(uid=jacksaunder) took 0 seconds and 438 microseconds] (][]0 0000NONNNNNNNNNNNDNONDNNNO0O0NN
[05/26/2017][09:24:51.270][09:24:51][4099][139745132795648][SmDsLdapProvider.cpp:2344][CSmDsLdapProvider::Search][1[1[1(11000000000000[(Search) Base:
‘ou=policystore,o=siteminder’, Filter: '(uid=jacksaunders)'. Status: 1 entries.][][Ldap Search callout succeeds.J[J[1(100NNN00NNNNNNNNNNNNONDONNDONONN000
[05/26/2017][09:24:51.270][09:24:51][4099][139745132795648][SmDsUser.cpp:95][CSmDsUser::CSmDsUser][1[1[111000000000 00 [About to initialize User
‘uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder" in dir 'CA Directory'][][Start of call InitUser.][JIJ0000000O0000000DOODO0D0DODO0N0D0NNGNN0
[05/26/2017][09:24:51.270][09:24:51][4099][139745132795648][SmAuthUser.cpp:5437][CSmAuthUser::Authenticate][][][][jacksaunders][][][][CA

Directory] (11110000 [[ILDAP://sso.demo.com:10389/uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][Authenticating user by the auth
scheme][][1[1{1(][1[1(Basic][I[][][][05WIr9xI14RSn28RosKH6M20elAU=][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][1[1[1[1(1 (100 00000000000000
[05/26/2017][09:24:51.270][09:24:51][4099][139745132795648][SmDsUser.cpp:229][CSmDsUser::Authenticate] [1[1[1[1 1000000000000 [User
='uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder'][][Start of call AuthenticateUser.][1[1[1000NNNNNNNNNNNNNNDNNDNNNONDNNNODDO00
[05/26/2017][09:24:51.270][09:24:51][4099][139745132795648] [SmDsUser.cpp:272][CSmDsUser::GetDisabled] (][] ][]0 (100000000000 User
='uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder'][][Start of call GetDisabledUserstate.][][][1[11100100NNNNNNNNNNN0NNNNODONNNONON0O00
[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][SmDsUser.cpp:578][GetCachedAttr][J[INNIIINNNNNNNNNNNNN[IProperty 'passwordError' for user
'uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder' NOT found in cache][1(1[10 100NN NNNNNNNNDNNNDONNDDDNNONDO0DN
[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][Sm_Auth_Message.cpp:4226][CSm_Auth_Message::SetAuthContext][a9c37 cdd-3c8574a5-ef6239¢c0-f7222684-9ebfe3f1-
a7][secureproxy-01][/affwebservices/secure/secureredirect?response_type=code&scope=openid&client_id=000d837a-2758-1927-816a-6283c0a84a7f&state=AqPV1yMahfMhzflw-
EiceocEKLE&redirect_uri=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect&nonce=cmmTYLDa7tIYKtCCwVwWRNZIEyXWI3CGaYqBIvSDTjQI& SMPORTALURL=S9M2%2BcMHgmj
M3UX4UhVKzm64RdCnVyns73py2kGqrFDICfv3e40dKASrh6UoNtulmDRXo0g2s2FvVBeLURNg93mjL7LdJUkjeh%2BhM30CRoVBIzQTBho%2FKrs3vLdcR5aQ][jacksaunders][][SecureRedirect]
[OIDC Auth Url][CA Directory][1[110000O0M[][Evaluating 'OnAuthAccept' policy...J[I[11 011 [1[Basic](J[1[1[][1[][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-
30f7-1927-816a-6283c0a84a7f](](][][11111000NNNNNNNNNNNN
[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][SmAuthorization.cpp:1453][CSmAz::IsOk][][][1[jacksaunders][][SecureRedirect] [OIDC Auth Url][1[1[1(100000000 0 [Start
of user policy analysis for realm.][J[1[10000000000[][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-
6283c0a84a7f](1110000NNNNNNNNNNNONN0
[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][SmAuthorization.cpp:2325][CSmAz::IsOkGlobal][][][][jacksaunders][][SecureRedirect][OIDC Auth
urll(100000000000[1[Evaluating OnAuthAccept global policies in the

realm.J(101000000000000{vid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][OnAuthAccept][][1[1 (100 0NNNNNNNNNDN0N0N0
[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][SmAuthorization.cpp:1453][CSmAz::1sOK][][1[] [jacksaunders][][SecureRedirect][OIDC Auth Url][I[1]0I010000NN00 [Start
of user policy analysis for realm.][J[I[110] 0000 0000[][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-
6283c0a84a7f](100NONNNNNNOOONINN00




[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r460][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][1[1[10100010I0I(ILY(,.....)[Send response attribute 153, data size is

sII00000N0Basicl 010011 [uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][|[1[1[1[1[](](](1(1[Login] [59 28 2c a3 00 00 00 00
jnnoaooonn

[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r460][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][1[1[101[0010ILI(ILY(,.....][Send response attribute 154, data size is

sIIN0000N0Basicl 010011 [uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][|[1[1[1[1[](](1(1(1[Login] [59 28 2c a3 00 00 00 00
jnaoaooonn

[05/26/2017][09:24:51.271]{09:24:51][4099][139745132795648][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r460][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][1[][1010000I00I(ILY(,.....][Send response attribute 155, data size is

811000000 Basic 100111 [uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f] [I[1[1[[1[1[1(][][1[Login][59 28 2c a3 00 00 00 00
jnannnnomnn

[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r460][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][1[1[111110100000L........ ]1[Send response attribute 225, data size is

811000000 Basic] (1010011 [uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][I[1[1[1[1[1[](][1[1[Login] [00 00 Oe 10 00 00 00 00
jnnnnnnomnn

[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r460][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][1[1[111110000000L... ... ][Send response attribute 226, data size is

811000000 Basicl 111 (1[1[1[uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f] [I[1[1[[1[1[1(][][1[Login] [00 00 1c 20 00 00 00 00
jnannnnomnn

[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r460][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][1[1[1111100000001L........ ]1[Send response attribute 167, data size is

811000000 Basic 11111 (1[1[1[uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f] [I[1[1[][1[1](][1[1[Login][ff ff ff ff OO 0O 00 0O
jnnnnnnomnn

[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r460][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][1[1[1[1[11110{]{][1[05WIr9xI4RSn28RosKH6M20eJAU=][Send response attribute 205, data size is
28](11100000Basic](1(11M1[1[1[uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][][I[1[1[1(1(](1(][][Login][30 35 57 49 72 39 78 49
345253 6e 32 38 52 6f 73 4b 48 36 4d 32 6f 65 4a 41 55 3d (110000
[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r460][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][1[[I[11I[1[1[1[1[1[][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][Send response attribute 218, data size is
S41(1000000Basicl(1(01M1[1[][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][I[I[1[1[1[1(](](][][Login][75 69 64 3d 6a 61 63 6b
736175 6e 64 6572 73 2c 6f 75 3d 41 64 6d 69 6e 73 2c 6f 75 3d 70 6f 6¢ 69 63 79 73 74 6f 72 65 2¢ 6f 3d 53 69 74 65 4d 69 6e 64 65 72 J[1[111[11NIII[]
[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r460][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][I[1[1[1[1[1[1[1[1(][][0e-000a3f76-0335-1365-bee6-01030a4090cc][Send response attribute 151, data size is
39]1(1000000Basicl(1([1M1[1[1[uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][][I[1[1[1(1(](1(][][Login][30 65 2d 30 30 30 61 33
66 37 36 2d 30 33 33 35 2d 31 33 36 35 2d 62 65 65 36 2d 30 31 30 33 30 61 34 30 39 30 63 63 J[I[1[11MII
[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r460][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][1[I[I[I[I[I[1[I[1[1[][CA Directory][Send response attribute 213, data size is

12100000008asicl (10001 [uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][1[1[1(1[1(1[1[][1[1[Login][43 41 20 44 69 72 65 63
74 6f 72 79 1(11100000010

[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r460][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][I[I[I[1[1[1[1[1[1[][][sso.demo.com:10389][Send response attribute 214, data size is

110aananBasicl (100000 [uid=jacksaunders,ou=Admins,ou=policystore,0=SiteMinder] [][06-00005ba9-30f7-1927-816a-6283c0a84a7f[1[1[1[1(1[1[1[1[1[1[Login][73 73 6f 2e 64 65 6d 6f 2e
63 6f 6d 3a 31 30 33 38 39 J[J(I(][[[10]
[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r460][secureproxy-
01](][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][I[I[1[1[1[1[J[{](](][LDAP:][Send response attribute 215, data size is

SI000000Basicl 00011 [uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][I[1[1[1[1[][][1(1[][Login] [4c 44 41 50 3a
jnnnannoonn

[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][Sm_Auth_Message.cpp:4835][CSm_Auth_Message::SendReply][s13/r460][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][1[100000NNN00[** Status: Authenticated.

1nnnonnoeasicl (100 vid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][][1[1[1] (11100 0NNNNNDNNNNN
[05/26/2017][09:24:51.273][09:24:51][4099][139745250227968][IsAuthorized.cpp:172][CSm_Az_Message::IsAuthorized][][][][jacksaunders][][][][CA
Directoryl[1[1[111110000M[][2][Validate session and session type for the

user. J[1I0000000000[3ICfESiwbbagDfMeasmVSu3YGds/WPmOrZ4rlowlt3fag5TJj3Q7iAvvooitwSvmDf5u0/NNiA/Ja0UImaqwx T T6HVVsRCcTEVDOJOZtjS5SwFIpS/AmROLHQO6UUY TEEGXXS
G7bECu+b3dIFqURe+Re8IP/CngTcQvCzZ/1ff20YLX2LGhVI3dZg0SL1rVcjmDKzdT/XVX5BergHIe01RzFoCrg5Mfx584DKVvxLvOCImSItyBfYxOkIMCP5LB2ZsBMMj7vvkh4189VwQW17ZN5uEzzN
VbYmycCJutKXS2Kwbd/CRSXuQp431bIxYCauzK9eavX6rONgedFMKb7tFUI6m+eEv3nH1tull7cqtRvE1qgwGUbxoelR1+alVSs23MkZGfrKZEq47LhirhelSIhFANDMAKPT6eKYqtGOO7evORIUAugEN
POYvmH9fd2/mwlds7ILOm/Ppliw8gQ==][05WIr9xI4RSn28RosKH6M20elJAU=][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][I[1[1[1[0000000N0000000000
[05/26/2017][09:24:51.273][09:24:51][4099][139745250227968][SmDsUser.cpp:95][CSmDsUser::CSmDsUser][1[1[111000000000 000 [About to initialize User
‘uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder" in dir 'CA Directory'][][Start of call InitUser.][JJJ100000NNON00N000NDODDO0D0DODON0DONGONN
[05/26/2017][09:24:51.273][09:24:51][4099][139745250227968][IsAuthorized.cpp:680][CSm_Az_Message::IsAuthorized][a9c37cdd-3c8574a5-ef6239c0-f7222684-9ebfe3f1-
a7][secureproxy-01][][jacksaunders][][SecureRedirect][OIDC Auth Url][1[1000000000[[Authorizing
user...J[10000000000[DxGvlspCdyfUoroT5V63sqdGgfTxZ06nr45c5AZWKF3RfRkvLitCtAzJRevj5RLIMu/DMSLAjXYsao7V2VMV/O+rmk1bt73W++nlOMIviw4welg4g6JHCKSNUKCqw4j/vxS8/9
bR99FFdzah533bnYS26VNUHafNagqoE/RCWZNHATgOUASMIOpQ+5ASf+mA4ti/YS8R178N8oDgNLBX11S0QhdgNG/NeOMp5RUy6fEueUdZYC+HWYyW6jpOhhgLiFEY3Qrix5pwZZOWU4CvFIRm
MQKghGiTwEcltysbcxPjovmfAqtMfsBN+e8wjja8 1DYUTGEDFOVkLka9UObiD6xKqtcmBATUpBANCjUUC64YuPIJ36MBShBIVSOHSQniD+IBMZc+pfie6Q2gjRLXIsIzLRrFW/FZR/NbVObaStXMWTNx
0aS8vs6f416KkgtnmvinsAjO/310y9vNZZ+XSUq2g==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder] (110 INNNNNNN00000000000
[05/26/2017][09:24:51.273][09:24:51][4099][139745250227968] [SmAuthorization.cpp:1453][CSmAz::IsOK][][][][jacksaunders][][SecureRedirect] [OIDC Auth Url][1[I[10100000000 0 [Start
of user policy analysis for realm.][I[1[10000000000[][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-
6283c0a84a7f](1110000NNNNNDNNNNNDNND
[05/26/2017][09:24:51.273][09:24:51][4099][139745250227968][IsAuthorized.cpp:786][CSm_Az_Message::IsAuthorized][s13/r461][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Urll[I[I[10100 00001 (] [Evaluating OnAccessAccept policy in the realm
100000000000[DxGvIspCdyfUoroT5V63sqdGgfTxZ06nr45c5AZWKF3RfRkvLitCtAz)RevjSRLIMu/DMSLAjXYsao7V2VMV/O+rmk1bt73W++nl0OMliviw4dwelgdg6JHCkSNUKCqw4j/vxS8/9bRIIF
Fdzah533bnYS26VNUHafNagqoE/RCWZNHATgOUASMIOpQ+5ASf+mati/YS8R178N8oDgNLBX11S0QhdgNG/NeOMp5RUy6fEueUdZYC+HWYyW6jpOhhgLiFEY3Qrix5 pwZZOWU4CVFIRmMQKg
hGiTwEcltysbcxPjovmfAqtMfsBN+e8wjja8 1DYUuTGEDFOVkLka9UObiD6xKqtcmBATUpBANCjUUC64YuPJ36MBShBIVSOHSQniD+IBMZc+pfie6Q2gjRLXIsIzLRrFW/FZR/NbVOba5tXMWTNxOaS8v
s6f416KkgtnmvinsAj0/310y9vNZZ+XSUq2g==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][1[1[1I0 001 [1[OnAccessAccept][1[11100NNNINIT
[05/26/2017][09:24:51.273][09:24:51][4099][139745250227968] [SmAuthorization.cpp:1453][CSmAz::IsOK][][][][jacksaunders][][SecureRedirect] [OIDC Auth Url][1[I11010000M00000 [Start
of user policy analysis for realm.][J[1[10000000000[][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-
6283c0a84a7f](1110000NNNNNNNNNNDDO0N0

[05/26/2017][09:24:51.273][09:24:51][4099][139745250227968][SmAuthorization.cpp:2325][CSmAz::IsOkGlobal][][][] [jacksaunders][][SecureRedirect][OIDC Auth
urll(100000000000[1[Evaluating OnAccessAccept global policies in the

realm.J101000000000000{uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][OnAccessAccept] ({11111 000 00NNNNDNNNNNN
[05/26/2017][09:24:51.273][09:24:51][4099][139745250227968][SmAuthorization.cpp:1453][CSmAz::1sOK][][1[] [jacksaunders][][SecureRedirect] [OIDC Auth Url] (1[I0 (I00O00NN0[Start
of user policy analysis for realm.][J[I[100 00000000 [uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-
6283c0a84a7f](1110000NNNNNNNNNNDDO0N0

[05/26/2017][09:24:51.273][09:24:51][4099][139745250227968] [Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s13/r461] [secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][1[10000OONIMIILY(,.....][Send response attribute 153, data size is

8110000000000 [DxGvIspCdyfUoroT5V63sqdGgfTxZ06nra5¢5AZWKF3RfRkvLitCtAzIRevj5SRLIMuU/DMSLAjXYsao7V2VMV/O+rmk1bt73W++nl OMIviw4welgdg6JHCkSNUkCqw4;j/vxS8/9bR9
9FFdzah533bnYS26VNUHafNagqoE/RCWZNHATgOUASMIOpQ+5ASf+m4ti/YS8R178N8oDgNLBX11S0QhdgNG/NeOMp5RUy6fEueUdZYC+HWYyW6jpOhhgLiFEY3Qrix5pwZZOWU4CVFIRmMMQ




KghGiTwEcltysbexPjovmfAqtMfsBN+e8wjja81DYuTGEDFOVkLka9UObiD6xKatcmBATUpBANCjUUC64YuPJ36MBShBIVsOHSQNiD+IBMZc+pfie6Q2gjRLXIsIzLRrFW/FZR/NbVOba5tXMWTNxOaS
8vs6f416KkgtnmvinsAjo/310y9vNZZ+XSUq2g==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder] [J[1[] ][I0 (](](] [AuthorizeEx][59 28 2c a3 00 00 00 00 J[1(1(1000I0I0I0]
[05/26/2017][09:24:51.273][09:24:51][4099][139745250227968][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s13/r461] [secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][1[1110100000000LY(,.....][Send response attribute 154, data size is
SINO0NN00NNNN0[DxGvIspCdyfUoroT5V63sqdGgfTxZ06nr45¢5AZWKF3RfRkvLitCtAzIRevjSRLIMu/DMSLdjXYsao7V2VMV/O+rmk1bt73W++nl OMIviw4welgag6IHCkSNUKCqw4j/vxS8/9bR9
9FFdzah533bnYS26VNUHafNagqoE/RCWZNHATgOUASMIOpQ+5ASf+m4ti/YS8R178N8oDgNLBX11SOQhdgNG/NeOMp5RUY6fEueUdZYC+HWYyW6jpOhhgLiFEY3Qrix5pwZZOWU4CVFIRMMQ
KghGiTwEcltysbcxPjovmfAqtMfsBN+e8wjja81DYuTGEDFOVkLka9UObiD6xKgtcmBATUpBANCjUUC64YuPJ36MBShBIVSOHSQniD+IBMZc+pfie6Q2gjRLXIs|zLRrFW/FZR/NbVOba5tXMWTNxOaS
8vs6f416KkgtnmvinsAjo/310y9vNZZ+XSUq2g==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder] [][J[][1[1[1(1(](] (] (][] [AuthorizeEx][59 28 2c a3 00 00 00 00 J[I(111010ICI0I0I0]
[05/26/2017][09:24:51.273][09:24:51][4099][139745250227968][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s13/r461][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][1[1110100000000LY(,.....][Send response attribute 155, data size is
sI0000000000[DxGvIspCdyfUoroT5V63sqdGgfTxZ06nrd5c5AZWKF3RfRkvLitCtAzIRevj5SRLMu/DMSLdjXYsao7V2VMV/O+rmk1bt73W++nlOMIviw4welgdg6IHCk5SNUKCqw4j/vxS8/9bR9
9FFdzah533bnYS26VNUHafNagqoE/RCWZNHATgOUASMIOpQ+5ASf+mati/YS8R178N8oDgNLBX11S0QhdgNG/NeOMp5RUy6fEueUdZYC+HWYYW6jpOhhgLiFEY3Qrix5pwZZOWU4CVFIRmMMQ
KghGiTwEcltysbexPjovmfAqtMfsBN+e8wjja81DYuTGEDFOVkLka9UObiD6xKqtcmBATUpBANCjUUC64YuPJ36MBShBIVSOHSQNiD+IBMZc+pfie6Q2gjRLXIs|zLRrFW/FZR/NbVOba5tXMWTNxOaS
8vs6f416KkgtnmvinsAj0/310y9vNZZ+XSUq2g==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder] [I[1[1[I[1(1[1[1[1[1{1{] [AuthorizeEx][59 28 2c a3 00 00 00 00 I[NNI
[05/26/2017][09:24:51.274][09:24:51][4099][139745250227968][Sm_Az_M cpp:828][CSM_Az_M FormatAttribute][s13/r461] [secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Urll[I[1[10100000000L......... 1[Send response attribute 225, data size is
sI0000000000[DxGvIspCdyfUoroT5V63sqdGgfTxZ06nrd5c5AZWKF3RfRkvLitCtAz)Revj5SRLfMu/DMSLdjXYsao7V2VMV/O+rmk1bt73W++nl OMIviw4welgag6IHCk5SNUKCqw4j/vxS8/9bR9
9FFdzah533bnYS26VNUHafNagqoE/RCWZNHATgOUASMIOpQ+5ASf+mati/YS8R178N8oDgNLBX11S0QhdgNG/NeOMp5RUY6fEueUdZYC+HWYyW6jpOhhgLiFEY3Qrix5pwZZOWU4CVFIRMMQ
KghGiTwEcltysbexPjovmfAqtMfsBN+e8wjja81DYuTGEDFOVkLka9UObiD6xKgtcmBATUpBANCjUUC64YuPJ36MBShBIVSOHSQniD+IBMZc+pfie6Q2gjRLXIs|zLRrFW/FZR/NbVObaStXMWTNxOaS
8vs6f416KkgtnmvinsAj0/310y9vNZZ+XSUq2g==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder] [I[1[1[I[1[1[1[1[1[1{][] [AuthorizeEx][00 00 Oe 10 00 00 00 00 J[I[I[1[10(I00[]
[05/26/2017][09:24:51.274][09:24:51][4099][139745250227968][Sm_Az_M cpp:828][CSM_Az_N ge::FormatAttribute][s13/r461][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Urll[I[1[1000000000L... ... 1[Send response attribute 226, data size is
sI0000000000[DxGvIspCdyfUoroT5V63sqdGgfTxZ06nrd5c5AZWKF3RfRkvLitCtAzJRevjSRLIMu/DMSLAjXYsao7V2VMV/O+rmk1bt73W++nlOMIviwdwelgadg6JHCkSNUKCqw4j/vxS8/9bR9
9FFdzah533bnYS26VNUHafNagqoE/RCWZNHATgOUASMIOpQ+5ASf+mati/YS8R178N8oDgNLBX11S0QhdgNG/NeOMp5RUy6fEueUdZYC+HWYYW6jpOhhgLiFEY3Qrix5pwZZOWU4CVFIRmMMQ
KghGiTwEcltysbexPjovmfAqtMfsBN+e8wjja81DYuTGEDFOVkLka9UObiD6xKgtcmBATUpBANCjUUC64YuPJ36MBShBIVSOHSQniD+IBMZc+pfie6Q2gjRLXIs|zLRrFW/FZR/NbVOba5tXMWTNxOaS
8vs6f416KkgtnmvinsAj0/310y9vNZZ+XSUq2g==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder] [I[1[1[I[1[1[1[1[1[1[][] [AuthorizeEx][00 00 1c 20 00 00 00 00 J{IICILILICINININD
[05/26/2017][09:24:51.274][09:24:51][4099][139745250227968][Sm_Az_M cpp:828][CSm_Az_M FormatAttribute][s13/r461] [secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][1[I[1010 000105 WIr9x14RSn28RosKHEM20eJAU=][Send response attribute 205, data size is
28](1100000000[1[DxGvIspCdyfUoroT5V63sqdGgfTxZ06nr45c5AZWKF3RfRkvLitCtAzJRevj5SRLMu/DMSLAjXYsao7V2VMV/O+rmk1bt73W++n10MIviwdwelgag6JHCkSNUKCqw4j/vxS8/9bR
99FFdzah533bnYS26VNUHafNagoE/RCWZNHATgOUASMI0pQ+5ASf+mati/YS8R178N8oDgNLBX11SOQhdgNG/NeOMp5RUy6fEueUdZYC+HWYyW6jpOhhgLIFEY3Qrix5pwZZOWU4CVFIRmMM
QKghGiTwEcltysbexPjovmfAqtMfsBN+e8wjja81DYuTGEDFOVkLka9UObiD6xKqtcmBATUpBANCjUUC64YuPJ36MBShBIVSOHSQniD+IBMZc+pfie6Q2gjRLXIsIzLRrFW/FZR/NbVOba5tXMWTNxOa
S8vs6fa16KkgtnmvinsAj0/310y9vNZZ+XSUq2g==][][] [uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][1[1[1[1[1[10 00 [][1[AuthorizeEx][30 35 57 49 72 39 78 49 34 52 53 6e 32
3852 6f 73 4b 48 36 4d 32 6f 65 4a 41 55 3d ][10(1000000
[05/26/2017][09:24:51.274][09:24:51][4099][139745250227968][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s13/r461] [secureproxy-
01](][jacksaunders][][SecureRedirect][OIDC Auth Url][1[1[1001000([1[][Send response attribute 146, data size is

o100 [[DxGvIspCdyfUoroT5V63sqdGgfTxZ06nr45c5AZWKF3RfRKvLitCtAzJRevjSRLIMu/DMSLAjXYsao7V2VMV/O+rmk1bt73W++nlOMIviw4welgdgb6IHCKSNUKCqw4j/vxS8/9bR9
9FFdzah533bnYS26VNUHafNagqoE/RCWZNHATgOUASMIOpQ+5ASf+m4ti/YS8R178N8oDgNLBX11SOQhdgNG/NeOMp5RUY6fEueUdZYC+HWYyW6jpOhhgLiFEY3Qrix5pwZZOWU4CVFIRMMQ
KghGiTwEcltysbexPjovmfAqtMfsBN+e8wijja81DYuTGEDFOVkLka9UObiD6xKgtcmBATUpBANCjUUC64YuPJ36MBShBIVSOHSQniD+IBMZc+pfie6Q2gjRLXIs|zLRrFW/FZR/NbVOba5tXMWTNxOaS
8vs6f416KkgtnmvinsAj0/310y9vNZZ+XSUq2g==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][1[1[1(1(1[101[1[1 (11 [ [AuthorizeEX] (11100001101
[05/26/2017][09:24:51.274][09:24:51][4099][139745250227968][Sm_Az_M cpp:828][CSm_Az_M FormatAttribute][s13/r461] [secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Urll[1[I[1010 0001 [Send response attribute 147, data size is
ol1000a000000oxGvlspCdyfUoroTsVe3sqdGgfTxZ06nr45c5AZWKF3RfRKvLitCtAzJRevjSRLIMu/DMSLAjXYsao7V2VMV/O+rmk1bt73W++nlOMIviw4welg4g6JHCKSNUkCqw4j/vxS8/9bR9
9FFdzah533bnYS26VNUHafNagqoE/RCWZNHATgOUASMIOpQ+5ASf+mati/YS8R178N8oDgNLBX11S0QhdgNG/NeOMpSRUy6fEueUdZYC+HWYyW6jpOhhgLiFEY3Qrix5pwZZOWU4CVFIRmMMQ
KghGiTwEcltysbexPjovmfAqtMfsBN+e8wjja81DYuTGEDFOVkLka9UObiD6xKgtcmBATUpBANCjUUC64YuPJ36MBShBIVSOHSQNiD+IBMZc+pfie6Q2gjRLXIsIzZLRrFW/FZR/NbVOba5tXMWTNxOaS
8vs6f416KkgtnmvinsAj0/310y9vNZZ+XSUq2g==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][I[I11 (1111111000 [AuthorizeEx] (1IN NN D NN
[05/26/2017][09:24:51.274][09:24:51][4099][139745250227968][Sm_Az_Message.cpp:598][CSm_Az_Message::SendReply][s13/r461][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Urll[1[I[100O00000** Status: Authorized.
100000000000[DxGvIspCdyfUoroT5V63sqdGgfTxZ06nr45c5AZWKF3RfRkvLitCtAzJRevjSRLIMuU/DMSLAjXYsao7V2VMV/O+rmk1bt73W++nlOMIviw4welgdgb6IJHCk5SNUkCqw4j/vxS8/9bRIIF
Fdzah533bnYS26VNUHafNaqoE/RCWZNHATgOUASMIOpQ+5ASf+m4ti/YS8R178N8oDgNLBX11S0QhdgNG/NeOMp5RUyY6fEueUdZYC+HWYyW6jpOhhgLiFEY3Qrix5pwZZOWU4CVFIRMMQKg
hGiTwEcltysbcxPjovmfAqtMfsBN+e8wjja81DYuTGEDFOVkLka9UObiD6xKatcmBATUpBANCjUUC64YuPJ36MBShBIVSOHSQniD+IBMZc+pfie6Q2gjRLXIsIzLRrFW/FZR/NbVOba5tXMWTNxOaS8v
s6f416KkgtnmvinsAj0/310y9vNZZ+XSUq2g==][][][uidjacksaunders,ou=Admins,ou=policystore,o=SiteMinder][1[1[100000NN00000O000O0000
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][SmDsUser.cpp:144][CSmDsUser::CSmDsUser][1[1[1(1000000000 0000 [About to initialize User
'uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder" in dir 'CA Directory'][][Start of call InitUser. JJJJ1 1101000 0NODN0000NNNNNDN0D0ONNOOD0O0D0ON
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][SmDsLdapProvider.cpp:2344][CSmDsLdapProvider::Search][1[1[1[1(10 (1000000000 [(Search) Retrieving attributes for:
'uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder', Filter: 'objectclass=*". Status: 1 matching objects.][][Ldap Search callout

succeeds. | (111000000000000NOOO00000000000000000000
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][SmDsUser.cpp:272][CSmDsUser::GetDisabled][1[1[110000NN00ONN0N00[User
='uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder'][][Start of call GetDisabledUserState.][1(1[111[11(10101010010100I000 0O ODOOAON0ONOODOOO0OO00
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][SmDsUser.cpp:578][GetCachedAttr][1[1[100NNNNNNNNNNNINIII[Property 'passwordError' for user
'uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder' NOT found in cache][l[1[101(1[11 (101010001000 00O0O0O0ODO0O0O0OOO000000
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][Sm_Auth_Message.cpp:4226][CSm_Auth_Message::SetAuthContext][11234fc1-a40cbfe3-bb89953d-998204ef-
ee9a073d-35d5][oidcp:casso-op][/][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][1[1[1{]IN N[ [Evaluating 'OnAuthAccept' policy...J[J[1[[1[1[I[][Anonymous
Template][1[1(1(1[1[][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7fI[1[1[1[1[110N0NINNONDNNN00
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968] [SmAuthorization.cpp:1453][CSmAz::IsOK][][][1[jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-
OPININNNNNMNNNNNNNIStart of user policy analysis for realm. 1000000000001 [uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-
6283c0a84a7f](1(10000NNNNNNNNNNDD000
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][SmAuthorization.cpp:2325][CSmAz::IsOkGlobal][][][][jacksaunders][][0idcp:CASSO-OP_az][0oidcp:CASSO-
OPININNNNNMNNNNNNN[Evaluating OnAuthAccept global policies in the

realm J(1[1000000000000 vid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][OnAuthAccept] (1[I 11NN NNNNNN0NONNNNON010
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][SmAuthorization.cpp: 1453][CSmAz::IsOK][][][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-
OPI[INIONNONNNONMNNNStart of user policy analysis for realm.J[[I0ON00M00][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-
6283c0a84a7f](][1000000000DODNDNDNNN
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r234][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][JINNNNNNNNNLY(,.....][Send response attribute 153, data size is 8][][1[1[1[][1[][Anonymous
Template][][][1[1[][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][1[1[1(](1[1(](1[][Login] [59 28 2c a3 00 00 00 00
jnonnnnonn

[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r234][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][1[1(10111NIIINNOLY(......][Send response attribute 154, data size is 8][1[][I[1[1{][][Anonymous
Template][][1{]{][][][uid=jacksaunders,ou=Admins,ou=policystore,0=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][|[I[1[1[1[1[1[](]{][Login][59 28 2c a3 00 00 00 00
jnonnnnonn

[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r234][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory] (1[I0 INNIY(,.....][Send response attribute 155, data size is 8][1[][I[1[1{][][Anonymous
Template][][1{]{][]{][uid=jacksaunders,ou=Admins,ou=policystore,0=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][I[1[1[1[1[1[](]{1[Login][59 28 2c a3 00 00 00 00
jnonnnnonn

[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r234][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory] (111110101010 ONNL. . ... ][Send response attribute 225, data size is 8][][1[1{](I[I[I[Anonymous
Template][][1{]{][](][uid=jacksaunders,ou=Admins,ou=policystore,0=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][I[1[1[1(1(](](][1[Login][00 00 Oe 10 00 00 00 00O
1000000000




[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r234][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][J000NNNNNNNNOL.. .. 1[Send response attribute 226, data size is 8][][][][][][][][Anonymous
Template][][1[1{1[1[][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][] [1[1[1[1[1[1[1[1[][Login][00 OO 1c 20 00 00 00 00
jnnoaooonn

[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r234][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory] (11111010100 ONNNL.. ... ][Send response attribute 167, data size is 8][][1[1{][I[I[]{Anonymous
Template][][1[1{1[]{][uid=jacksaunders,ou=Admins,ou=policystore,0=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][I[I[1[1[1[1[1[1[](1[Login] [ff ff ff ff 00 00 00 00 11111LICICICI
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r234][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory] (1[I [1[I[I[I[1[1[1[1[1[05WIr9x14RSn28RosKHEM20e)AU=][Send response attribute 205, data size is

281111000 1[1[Anonymous Template][1[1[][][1[1[uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][1[1[1[1[1[1(] ([1[][Login][30 35 57
4972397849345253 6e 32 38 52 6f 73 4b 48 36 4d 32 6f 65 4a 41 55 3d 1[1[11000000
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r234][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][1[1(111[11](][1[1[)[uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][Send response attribute 218, data
size is S4][1[1[1[1[1[][J{Anonymous Template][][1[1[1[1[][uid=jacksaunders,ou=Admins,ou=policystore,0=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][1[I[I[I[I[1[1[1[1[1[Login][75
69 64 3d 6a 61 63 6b 73 61 75 6e 64 65 72 73 2c 6f 75 3d 41 64 6d 69 6e 73 2c 6f 75 3d 70 6f 6¢ 69 63 79 73 74 6f 72 65 2¢ 6f 3d 53 69 74 65 4d 69 6e 64 65 72 1[I0
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r234][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][1[1[1{1[1[1](][1[1[][0e-000a3f76-0335-1365-bee6-01030a4090cc][Send response attribute 151, data size is
39][1100000[Anonymous Template][1[1[1{1[][][uid=jacksaunders,ou=Admins,ou=policystore,0=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][I[I[1[1[1[1[1[1[1(][Login][30 65 2d
30303061336637362d303333352d 31333635 2d62 656536 2d 30 313033 30 61 34 30 39 30 63 63 1[1(10010101010100
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r234][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][1[11{1[1[1](][I[1][CA Directory][Send response attribute 213, data size is 12][][I[1[][][][]{Anonymous
Template][][1[1{][][][uid=jacksaunders,ou=Admins,ou=policystore,0=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][I[1[1[1[1[1[](](1[1[Login][43 41 20 44 69 72 65 63 74 6f 72 79
jnaoaooonn

[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r234][oidcp:CASSO-
OP][][jacksaunders](][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][J[[I[1[I[I[1[1(1[1{1[sso.demo.com:10389][Send response attribute 214, data size is 18][][][1{][]{]{][Anonymous
Template][][1[1{1[][][uid=jacksaunders,ou=Admins,ou=policystore,0=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][I[I[1[1[1[1[1[1[][][Login][73 73 6f 2e 64 65 6d 6f 2e 63 6f 6d
3a 3130333839 ](]110000000
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r234][oidcp:CASSO-
OP][]jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][J(I[I[1[I[1[1[[1[][][LDAP:][Send response attribute 215, data size is 5][1{1{I[1[1[1[I[Anonymous
Template][][1[1{1[](][uid=jacksaunders,ou=Admins,ou=policystore,0=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][I[1[1[1[1[11[1(](1[Login] [4c 44 41 50 3a J[I[I[1[11110101 [
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r234][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][1[I[I[I[I[IN[1[1[1[1[AuthLevel=5][Send response attribute 255, data size is 11][I[1[1[1[1[1[I[Anonymous
Template][][{1{1{]{]{][uid=jacksaunders,ou=Admins,ou=policystore,0=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][I[1[1[1[1(](](](](1[Login][41 75 74 68 4c 65 76 65 6¢ 3d 35
jnnnnnnonn

[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][Sm_Auth_Message.cpp:4835][CSm_Auth_Message::SendReply][s10/r234][oidcp:casso-
op][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][1[1[10000NNNNOI** Status: Validated. 1[1[1[I[1[1[I[I[Anonymous
Template][][1{]{]{]{][uid=jacksaunders,ou=Admins,ou=policystore,0=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][1[1[1[1(11 00NN NNNNNNNN
[05/26/2017][09:24:51.314][09:24:51][4099][139745124402944][IsAuthorized.cpp:172][CSm_Az_Message::IsAuthorized][][1[][jacksaunders][][][][CA

Directory] [I[11II1I0010I0[1(]{2][Validate session and session type for the
user.][I00000000003ICESiwbbagDfMeasmVSu3YGds/WPmOrZ4rlowlt3fag5TJj3Q7iAvvooitwSvmDf5u0/NNiA/JaOUImaqwxTffT6HVVsRcTEVDOJOZtjS5SwFIp9/AmROLHQO6UuUY TEEGXXS
G7bECu+b3dIFqURe+Re8IP/CngTcQvCzZ/1ff20YLX2LGhVI3dZg0SL1rVcjmDKzdT/XVX5BcrqHIJe01RzFoCrg5Mfx584DKVvxLvOC1m5ItyBfYxOkIMCP5LB2ZsBMM;j7vvkh4189VwQW17ZN5uEzzN
VbYmycCJutkXS2Kwbd/CRSXuQp43IbixYCauzK9eavX6rONgedFMKb7tFUI6m+eEv3nH1tull7cqtRvE1qgwGUbxoelR1+alVSs23MkZGfrkZEq47LhIrhelSIhFANDMAKPT6eKYqtGOO7evORIUAug6N
POYvmH9fd2/mwlds7ILOm/Ppliw8gQ==][05WIr9xI4RSn28RoskH6M20el AU=][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder] (][] 111110 000N00NN0ONNDNNNN
[05/26/2017][09:24:51.314][09:24:51][4099][139745124402944][IsAuthorized.cpp:627][CSm_Az_Message::IsAuthorized][11234fc1-a40cbfe3-bb89953d-998204ef-ee9a073d-
35d5][oidcp:CASSO-OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][1[1[11000 NN [Cannot find Affiliate definition for the

agent.J[I110000000000 [unLAdIdHuSelYj+PIJmAfuLR8PnXXghhNQFfALaropAznKONQuigP7iP41+8u5zigAFCCHIejdtNOCNQYDOzDOK5wzKwNPM8G 1EVIbIzZWxjulvV+Z+8ttmVXvatc9ef5YgnQA
VSa+MemwY1VbRp69V9IqbTg/WKR+c6PE6ddc2eVIdMHbMUAIKAL/iG/OOMF1G+fBReKKga5zRdXHeOtg007StOHpoENn5d 1Ual/PQuaflhlEPVXz10kiPhzNAvnjsi9VzNDiARrrYABYbyd1oLR+KC2R
cEm9wkBJ5qgNzX0UyuzNK/cNH/de4dgy2U2ip24dIEFulaKnnkkCV1PyYUTwfIUwO15WIlleUtfUyaqbjTHfK2NuHOPnellVRGomzOhN68PcZClb6IWprlgH5sYxJXJGADP2iCH3iQog1zMOX/vDLLo2
90kIGUA7Td+MYcLwUBILILPShYtXEc8vcFgfA==][][][uid=jacksaunders,ou=Admins,ou=policystore,0=SiteMinder][][06-00055028-260a-1927-816a-
6283c0a84a7f](1110000NNNNNNNNNNDD000

[05/26/2017][09:24:51.315][09:24:51][4099][139745124402944][SmDsUser.cpp:95][CSmDsUser::CSmDsUser] (111111000 00NNNNNNII[About to initialize User
'uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder" in dir 'CA Directory'][][Start of call InitUser.][1[1[11000O00ONNO0O0O0O0O0O0O0O0O0OOOO00O000
[05/26/2017][09:24:51.315][09:24:51][4099][139745124402944][IsAuthorized.cpp:680][CSm_Az_Message::IsAuthorized][11234fc1-a40cbfe3-bb89953d-998204ef-ee9a073d-
35d5][oidcp:CASSO-OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OPI[1[111000N0M0 (][] [Authorizing
user...]10000000000[unLAdIdHUSelYj+PImAFuLR8PRXXghhNQFfALaropAznKONQuigP7iP41+8u5zigAFCCHIejdtNOCNQYDOzDOK5wzKwNPM8G 1EVIblzWxjulvV+Z+8ttmVXvqtc9ef5YqnQA
VSa+MemwY1VbRp69V9IqbTgIWKR+c6PE6ddc2eVIdMHbMUAIKAL/iG/OOMF1G+fBReKKqa5zRdXHeOtg007StOHpoENn5d1Ual/PQuaf1hlEPVXz10kiPhzNAvnjsi9VzNDIARrrYABYbyd10LR+KC2R
cEm9wkBJ5qgNzX0UyuzNK/cNH/de4dgy2U2ip24dIEFulaknnkkCV1PyYUTwflUwO15WIlleUtfUyagbjTHfK2NuHOPnellVRGomzOhN68PcZClb6IWprigH5sYxIXJGADP2iCH3iQog1zMOX/vDLLo2
90kIGUA7Td+MYcLwUBILILPShYtXEc8vcFgfA==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder] [1[I[][1[1001000000000000000
[05/26/2017][09:24:51.315][09:24:51][4099][139745124402944][SmAuthorization.cpp: 1453][CSmAz::IsOK][][] [1[jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-
OPI[INIONNONNNNNNNStart of user policy analysis for realm.J[[100000000[][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-
6283c0a84a7f](1110000NNNNNDNNNNNDN0ND
[05/26/2017][09:24:51.316][09:24:51][4099][139745124402944][0IDCSessionManager.java][updateDataForAzCode][11234fc1-a40cbfe3-bb89953d-998204ef-ee9a073d-
35dS][000000000000000000InternalData that is used to generate JSON before encryption:: OpenlDConnectinternalData
[azCode=XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX XXX XXX XXXXXXXXXXXXXXYZ0=, clientld=000d837a-2758-1927-816a-6283c0a84a7f,
userld=uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder, redirectURI=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect, scope=openid, authTime=1495805091,
userDirectoryOID=0e-000a3f76-0335-1365-bee6-01030a4090cc, isRevoked=falsenonce=cmmTYLDa7tIYKtCCwVwWRNZIEyXWI3CGaYqBIvSDTjQl,
tokenlssuedTime=0]1(1[JJ00000N00NNNNNDN0NDNNNNNDOONNODOOD0000
[05/26/2017][09:24:51.317][09:24:51][4099][139745124402944][IsAuthorized.cpp:786][CSm_Az_Message::IsAuthorized][s10/r235][oid cp:CASSO-OP][][jacksaunders][][oidcp:CASSO-
OP_az][oidcp:CASSO-OP][I(I100I00II[][Evaluating OnAccessAccept policy in the realm

100000000000 unLAdIdHUSelYj+PImAFULR8PnXXghhNQFfALaropAznKONQuigP7iP41+8u5zigAFCCHIejdtNOCNQYDOzDOK5wzKwNPM8G1EVIb Iz WxjulvV+Z+8ttmVXvqtc9efSYgnQAVSa+
MemwY1VbRp69V9qbTgIWKR+c6PE6ddc2eVIdMHbMUuUAiKAtL/iG/OOMF1G+fBReKKqa5zRdXHeOtg007StOHpoEn5d1Ual/PQuaflhlEPVXz10kiPhzNAvnjsi9VzNDiARrrYABYbyd1oLR+KC2RcEm
9wkBJ5qgNzX0UyuzNK/cNH/de4dgy2U2ip24dIEFulaknnkkCV1PyYUTwfJUwO15WIlleUtfUyagbjTHFK2NuHOPnellVRGomzOhN68PcZClb6IWprlgH5s YxJXJGADP2iCH3iQog1zMOX/vDLLo29okI
GUA7Td+MYcLwUBIULPShYtXEc8vcFgfA==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][J1[1[]1[1[][][1[][][OnAccessAccept] (1111010000
[05/26/2017][09:24:51.317][09:24:51][4099][139745124402944][SmAuthorization.cpp:1453][CSmAz::IsOk][1[][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-
OPI[INIONNONNNONNNNStart of user policy analysis for realm.J[[I0ON0000][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-
6283c0a84a7f](][1000000000DODNDNDNNN
[05/26/2017][09:24:51.317][09:24:51][4099][139745124402944][SmAuthorization.cpp:2325][CSmAz::IsOkGlobal][][][][jacksaunders][] [oidcp: CASSO-OP_az][oidcp:CASSO-
OPININNNNNNNNNNNNEvaluating OnAccessAccept global policies in the

realm.]J([1000000000000 uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][OnAccessAccept] (11111110 NNN O NNNON0ONN00
[05/26/2017][09:24:51.317][09:24:51][4099][139745124402944][SmAuthorization.cpp:1453][CSmAz::IsOK][][][] [jacksaunders][][oidcp: CASSO-OP_az][oidcp:CASSO-
OPI[INIONNONNAONNNNStart of user policy analysis for realm.J[[I0ON0000[][] [uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-
6283c0a84a7f](][1000000000DODNDNDNNN

[05/26/2017][09:24:51.317][09:24:51][4099][139745124402944][Sm_Az_M cpp:828][CSm_Az_M FormatAttribute][s10/r235] [0idcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][IININNNNNNNNINLY(,.....][Send response attribute 153, data size is

110000000000 [unLAdIdHuSelYj+PIJmAfuLR8PNXXghhNQFfALaropAznKONQuiqP7iP41+8u5zigAFCCHIejdtNOCNQYDOzDOK5wzKwWNPM8G1EVIblzZWxjulvV+Z+8ttmVXvqtc9efSYgnQAVSa+
MemwY1VbRp69V9IqbTg)WKR+c6PE6ddc2eVIdMHbMuAiKAtL/iG/OOMF1G+fBReKKqa5zRdXHeOtg007StOHpoEn5d1Ual/PQuaflhlEPVXz10kiPhzNAvnjsi9VzNDIARrrYABYbyd1oLR+KC2RcEm
9wkBJ5qgNzX0UyuzNK/cNH/deddgy2U2ip24dIEFulaknnkkCV1PyYUTwfIUwO15WIleUtfUyaqbjTHFK2NuHOPnellVRGomzOhN68PcZClIb6IWprlgH5sYxJXJIGADP2iCH3iQog1zMOX/vDLLo290okI
GUA7Td+MYcLwUBIULP5hYtXEc8vcFgfA==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][1[1[1[I[1[1[1[1[11[1[][][AuthorizeEx][59 28 2c a3 00 00 00 00 J[1[1[I[1[11[1[1[]




[05/26/2017][09:24:51.317][09:24:51][4099][139745124402944][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s10/r235][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][IININNNNNINNNINALY(,.....][Send response attribute 154, data size is
s|1aannnnannifuntAdidHuselYj+PImAfuLR8PNXXghhNQFfALaropAznKONQuigP7iP41+8u5zigAFCCHIejdtNOCNQYDOzDOK5wzKwNPM8G 1EVIbIzWxjulvV+Z+8ttmVXvatc9ef5YgnQAVSa+
MemwY1VbRp69V9qbTg)WKR+c6PE6ddc2eVIdMHbMuAiKAtL/iG/O0MF1G+fBReKKga5zRdXHeOtg007St0HpoEn5d1Ual/PQuaflhlEPVXz10kiPhzNAvnjsi9VzNDiARrrYABYbyd10LR+KC2RcEm
9wkBJ5qgNzX0UyuzNK/cNH/de4dgy2U2ip24dIEFulaknnkkCV1PyYUTwfJUwO15WlleUtfUyagbjTHFK2NuHOPnellVRGomzOhN68PcZCIb6IWprigH5sYxIXJGADP2iCH3iQog1zMOX/vDLLo29ok!
GUA7Td+MYcLwUBIULP5hYtXEc8vcFgfA==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][1[1[1[1[1[] ][] [(1[][][AuthorizeEx][59 28 2c a3 00 00 00 00 1[1[1[I[1(101(1010)
[05/26/2017][09:24:51.317][09:24:51][4099][139745124402944][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s10/r235] [oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][IININNNNNNNNNLY(,.....][Send response attribute 155, data size is
s|1aannnnanniiuntAdidHuselYj+PImAfulLR8PNXXghhNQFfALaropAznKONQuigP7iP41+8u5zigAFCCHIejdtNOCNQYDOzDOK5wzKwNPM8G 1EVI blzWxjulvV+Z+8ttmVXvatc9ef5YgnQAVSa+
MemwY1VbRp69V9qbTgIWKR+c6PE6ddc2eVIdMHbMuAiKAtL/iG/OOMF1G+BReKKga5zRdXHeOtg007StOHpoEn5d1Ual/PQuaflhlEPVXz10kiPhzNAvNjsi9VzNDiARrrYABYbyd10LR+KC2RcEm
9wkBJ5qgNzX0UyuzNK/cNH/de4dgy2U2ip24dIEFulaknnkkCV1PyYUTwflUwO15WIleUtfUyaqbjTHFK2NuHOPnellVRGomzOhN68PcZCIb6IWprlgH5sYxJXJIGADP2iCH3iQog1zMOX/vDLLo290okI
GUA7Td+MYcLwUBIULP5hYtXEc8vcFgfA==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][1[1[1[1[1[1(1[1[1[1[1[][Authorize Ex][59 28 2c a3 00 00 00 00 I[1[1[I[I(I0(1011]
[05/26/2017][09:24:51.317][09:24:51][4099][139745124402944] [Sm_Az_M cpp:828][CSm_Az_M FormatAttribute][s10/r235][oidcp:CASSO-
OP][I[jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP]I[IIOONONONNOL ... .. 1[Send response attribute 225, data size is
8110000000000[unLAdIdHUSelYj+PImAfuLR8PNXXghhNQFfALaropAznKONQuigP7iP41+8u5zigAFCCHIejdtNOCNQYDOzDOK5wzKwNPM8G1EVIblzWxjulvV+Z+8ttmVXvatc9ef5SYgnQAVSa+
MemwY1VbRp69V9IqbTg)WKR+c6PE6ddc2eVIdMHbMUAiKAtL/iG/O0OMF1G+fBReKKqa5zRdXHeOtg007StOHpoEn5d1Ual/PQuaflhlEPVXz10kiPhzNAvnjsi9VzNDiARrrYABYbyd1oLR+KC2RcEm
9wkBJ5qgNzX0UyuzNK/cNH/de4dgy2U2ip24dIEFulaknnkkCV1PyYUTwflUwO15WIleUtfUyagbjTHFK2NuHOPnellVRGomzOhN68PcZCIb6IWprlgH5sYxJXJIGADP2iCH3iQog1zM OX/vDLLo290ok!
GUA7Td+MYcLwUBIULP5hYtXEc8vcFgfA==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][1[1[1[1[1[1[1[1[1[1[][][AuthorizeEx][00 00 Oe 10 00 00 00 0O I[I[1[1(1L10I0ICIN]
[05/26/2017][09:24:51.317][09:24:51][4099][139745124402944] [Sm_Az_M cpp:828][CSm_Az_M FormatAttribute][s10/r235] [0idcp:CASSO-
OP][I[jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OPI[IIIOIONMNNNNNL... ....][Send response attribute 226, data size is
8110000000000[unLAdIdHUSelYj+PImAfuLR8PNXXghhNQFfALaropAznKONQuigqP7iP41+8u5zigAFCCHIejdtNOCNQYDOzDOK5wzKwNPM8G 1EVI blzWxjulvV+Z+8ttmVXvgtc9ef5YgnQAVSa+
MemwY1VbRp69V9IqbTg)WKR+c6PE6ddc2eVIdMHbMUAiKAL/iG/O0OMF1G+fBReKKga5zRdXHeOtg007StOHpoEn5d1Ual/PQuaflhlEPVXz10kiPhzNAvnjsi9VzNDiARrrYABYbyd10LR+KC2RcEm
9wkBJ5qgNzX0UyuzNK/cNH/deddgy2U2ip24dIEFulaknnkkCV1PyYUTwflUwO15WIleUtfUyaqbjTHFK2NuHOPnellVRGomzOhN68PcZClIb6IWprlgH5sYxJXJIGADP2iCH3iQog1zMOX/vDLLo290okI
GUA7Td+MYcLwUBIULP5hYtXEc8vcFgfA==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][1[1[1[1[1[1[1[1[1[1[1[][AuthorizeEx][00 00 1c 20 00 00 00 00 1[I[1(1(10101010101
[05/26/2017][09:24:51.317][09:24:51][4099][139745124402944][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s10/r235][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][IIINNNNIIINI[05WIr9x14RSn28RosKH6M20eJAU=][Send response attribute 205, data size is
28](10000000000[unLAdIdHuSelYj+PIJmAfuLR8PnXXghhNQFfALaropAznKONQuigP7iP41+8u5zigAFCCHIejdtNOCNQYDOzDOK5wzKwNPMB8G 1EVIblzZWxjulvV+Z+8ttm VXvqtc9ef5YgnQAVSa
+MemwY1VbRp69V9IqbTg)WKR+c6PE6ddc2eVIdAMHbMUAIKAL/iG/OOMF1G+fBReKKga5zRdXHeOtg007StOHpoEn5d1Ual/PQuaflhlEPVXz10kiPhzNAvnjsi9VzNDiARrrYABYbyd10LR+KC2RcE
m9wkBJ5qgNzX0UyuzNK/cNH/de4dgy2U2ip24dIEFulaknnkkCV1PyYUTwflUwO15WIlleUtfUyaqbjTHFK2NuHOPnellVRGomzOhN68PcZCIb6IWprlgH5sYxJXJGADP2iCH3iQog1zMOX/vDLLo290
kIGUA7Td+MYcLwUBILLPShYtXEc8vcFgfA==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][1[1[1[1[1[1(1(1[1[1[1[I[AuthorizeEx][30 35 57 49 72 39 78 49 34 52 53 6e 32 38 52
6f 73 4b 48 36 4d 32 6f 65 4a 41 55 3d 1[J[1010101010100)
[05/26/2017][09:24:51.317][09:24:51][4099][139745124402944][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s10/r235][oidcp:CASSO-
OP]([][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-
OPININNNNNMNNNNN[[code=OGY3ZDE2MjUtOWEzZi0O0OMzhhLTkzNzMtNmIzMGNKkMWFINjdILWk3anNpZHI3bFhmc3BLVGYOOGAIOEVkcVd6Yz0=][Send response attribute 255, data size is
9311000000000 () [unLAdIdHuSelYj+PIJmAfuLR8PnXXghhNQFfALaropAznKONQuigP7iP41+8u5zigAFCCHlejdtNOCNQYDOzDOK5wzKwNPMB8G1EVIbIzWxjulvV+Z+8ttmVXvqtc9ef5YgnQAVSa
+MemwY1VbRp69V9IqbTg)WKR+c6PE6ddc2eVIAMHbMUAIKAL/iG/OOMF1G+fBReKKga5zRdXHeOtg007St0HpoEn5d1Ual/PQuaflhlEPVXz10kiPhzNAvnjsi9VzNDiARrrYABYbyd 10LR+KC2RcE
m9wkBJ5qgNzX0UyuzNK/cNH/de4dgy2U2ip24dIEFulaknnkkCV1PyYUTwflUwO15WIlleUtfUyaqbjTHFK2NuHOPnellVRGomzOhN68PcZCIb6IWprlgH5sYxJXJGADP2iCH3iQog1zMOX/vDLLo290
kIGUA7Td+MYcLwUBILLPShYtXEc8vcFgfA==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder] [1[1[1[I[1[1[1[1(1[1[1[1[AuthorizeEx][63 6f 64 65 3d 4f 47 59 33 5a 44 45 32 4d 6a
5574 4f 57 45 7a 5a 69 30 30 4d 7a 68 68 4c 54 6b 7a 4e 7a 4d 74 4e 6d 49 7a 4d 47 4e 6b 4d 57 46 6¢ 4e 6a 64 6¢ 4¢c 57 6b 33 61 6e 4e 70 5a 48 49 33 62 46 68 6d 63 33 42 4c 56 47 59 30
4f 47 64 49 4f 45 56 6b 63 56 64 36 59 7a 30 3d J[J100I0000
[05/26/2017][09:24:51.317][09:24:51][4099][139745124402944][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s10/r235][oidcp:CASSO-
OP]([][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OPI[I[I110MINOMINNIN[[Send response attribute 146, data size is
OI000000000[unLAdIdHuSelYj+PImAfuLR8PnXXghhNQFfALaropAznKONQuigP7iP41+8u5zigAFCCHIejdtNOCNQYD OzDOK5wzKwNPM8G1EVIbIzWxjulvV+Z+8ttmVXvqtc9ef5YgnQAVSa+
MemwY1VbRp69V9qbTgIWKR+c6PE6ddc2eVIdMHbMUuAiKAtL/iG/O0MF1G+fBReKKga5zRdXHeOtg007St0HpoEn5d1Ual/PQuaflhlEPVXz10kiPhzNAvnjsi9VzNDiARrrYABYbyd10LR+KC2RcEm
9wkBJ5qgNzX0UyuzNK/cNH/de4dgy2U2ip24dIEFulaknnkkCV1PyYUTwfJUwO15WlleUtfUyagbj THFK2NuHOPnellVRGomzOhN68PcZClb6IWprigH5sYxIXJGADP2iCH3iQog1zMOX/vDLLo29okI
GUA7Td+MYcLwUBIULPShYtXEc8vcFgfA==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][1[1[1[1(1(11](](1[] (] [AuthorizeEx] (111110110 01010)
[05/26/2017][09:24:51.317][09:24:51][4099][139745124402944][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s10/r235][0idcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][I[I(10 NN [<RVARS><Var name="USER_AUTHENTICATION_TIME" rtype="3"><![CDATA[1495805091]]></Var><Var
name="USER_DIR_OID" rtype="3"><![CDATA[Oe-000a3f76-0335-1365-bee6-01030a4090cc]]></Var><Var name="UserConsent" rtype="3"><![CDATA[Allow
Access]]></Var></RVARS>][Send response attribute 147, data size is

246](10000000000 [unLAdIdHuSelYj+PImAFULR8PnXXghhNQFfALaropAznKONQuigP7iP41+8u5zigAFCCHIejdtNOCNQYDOzDOK5wzKwNPM8G 1EVIblz WxjulvV+Z+8ttmVXvqtc9ef5YqnQAVS
a+MemwY1VbRp69V9qbTg)WKR+c6PE6ddc2eVIdMHbMUAiKAt/iG/OOMF1G+fBReKKga5zRdXHeOtg00O7StOHpoEn5d1Ual/PQuaf1hlEPVXz10kiPhzNAvnjsi9VzNDiARrrYABYbyd10LR+KC2RcE
m9wkBJ5qgNzX0UyuzNK/cNH/de4dgy2U2ip24dIEFulaknnkkCV1PyYUTwflUwO15WIleUtfUyaqbjTHfK2NuHOPnellVRGomzOhN68PcZCIb6IWpriqH5sYxJXJGADP2iCH3iQog1zMOX/vDLLo290
kIGUA7Td+MYcLwUBIULPShYtXEc8vcFgfA==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][[1[J[I[][1[1[][1[][][][AuthorizeEx][3c 52 56 41 52 53 3e 3c 56 61 72 20 6e 61 6d
65 3d 22 5553 45 52 5f 41 55 54 48 45 4e 54 49 43 41 54 49 4f 4e 5f 54 49 4d 4522 2072 7479 70 65 3d 22 33 22 3e 3¢ 21 5b 43 44 41 54 41 5b 31 34 39 35 38 30 35 30 39 31 5d 5d 3e 3¢
2f56 6172 3e 3¢ 56 61 72 20 6e 61 6d 65 3d 22 55 53 45 52 5f 44 49 52 5f 4f 49 44 22 20 72 74 79 70 65 3d 22 33 22 3e 3¢ 21 5b 43 44 41 54 41 5b 30 65 2d 30 30 30 61 33 66 37 36 2d 30
333335 2d313336352d 6265 65 36 2d 30 31 30 33 30 61 34 30 39 30 63 63 5d 5d 3e 3¢ 2f 56 61 72 3e 3¢ 56 61 72 20 6e 61 6d 65 3d 22 55 73 65 72 43 6f 6e 73 65 6e 74 22 2072 74
7970 65 3d 22 33 22 3e 3c 21 5b 43 44 41 54 41 5b 41 6¢ 6¢ 6f 77 20 41 63 63 65 73 73 5d 5d 3e 3¢ 2f 56 61 72 3e 3¢ 2 52 56 41 52 53 3e J[1100NNNIN0D
[05/26/2017][09:24:51.317][09:24:51][4099][139745124402944][Sm_Az_Message.cpp:598][CSm_Az_Message::SendReply][s10/r235][oidcp:CASSO-OP][][jacksaunders][][oidcp:CASSO-
OP_az][0idcp:CASSO-OP][1[100INNNNNNNN** Status: Authorized.

100000000000 unLAdIdHuSelYj+PImAFULR8PnXXghhNQFfALaropAznKONQuigP7iP41+8u5zigAFCCHIejdtNOCNQYDOzDOK5wzKwNPM8G1EVIbIzWxjulvV+Z+8ttmVXvqtc9efSYqnQAVSa+
MemwY1VbRp69V9qbTg)WKR+c6PE6ddc2eVIdMHbMuUAiKAt/iG/OOMF1G+fBReKKqa5zRdXHeOtg007StOHpoEn5d1Ual/PQuaflhlEPVXz10kiPhzNAvnjsi9VzNDIARrTYABYbyd10LR+KC2RcEm
9wkBJ5qgNzX0UyuzNK/cNH/de4dgy2U2ip24dIEFulaknnkkCV1PyYUTwfJUwO15WIlleUtfUyaqbjTHFK2NuHOPnellVRGomzOhN68PcZClb6IWprlgHS5sYxJXJIGADP2iCH3iQog1zMOX/vDLLo29okI
GUA7Td+MYcLwUBIULPShYtXEc8vcFgfA==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][J(1[10010000000000000000
[05/26/2017][09:24:51.367][09:24:51][4099][139745141188352][0IDCSessionManager.java][getSessionVariable] (1110 1N0N00000N0O0I0[][Data after unmarshalling from decrypted
JSON: OpenIDConnectinternalData [azCode=XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXY 20=, clientld=000d837a-2758-
1927-816a-6283c0a84a7f, userld=uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder, redirectURI=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect, scope=openid,
authTime=1495805091, userDirectoryOID=0e-000a3f76-0335-1365-bee6-01030a4090cc, isRevoked=falsenonce=cmmTYLDa7tlYKtCCWVWRNZIEyXWI3CGaYqBIvSDTjQl,
tokenlssuedTime=0]1(1[1I0NNNNN0NNNNOODO0NNNONNOOOO000OOO00000
[05/26/2017][09:24:51.367][09:24:51][4099][139745141188352][0IDCSessionManager.java][getSessionVariable] (1100000000000 [retValue : OpeniDConnectinternalData
[azCode=XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXYZ0=, clientld=000d837a-2758-1927-816a-6283c0a84a7f,
userld=uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder, redirectURI=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect, scope=openid, authTime=1495805091,
userDirectoryOID=0e-000a3f76-0335-1365-bee6-01030a4090cc, isRevoked=falsenonce=cmmTYLDa7tIYKtCCwVwRNZIEyXWI3CGaYqBIvSDTjQl,
tokenlssuedTime=0]1(1[JJ000N0N00NNNNNDNNDNNNNNDNODOOOOODOO00

[05/26/2017][09:24:51.367][09:24:51][4099][139745141188352][AccessTokenTunnelService.java] [tunnel][1[1[111000000000000000[[Retrieved sessionvars:
OpenlIDConnectinternalData [azCode=XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXYZ0=, clientld=000d837a-2758-1927-
816a-6283c0a84a7f, userld=uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder, redirectURI=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect, scope=openid,
authTime=1495805091, userDirectoryOlD=0e-000a3f76-0335-1365-bee6-01030a4090cc, isRevoked=falsenonce=cmmTYLDa7tlYKtCCwVwWRNZIEyXWI3CGaYqBIvSDTjQl,
tokenlssuedTime=0]1(1[1I0NNNNNNNNNNNDO0NNNONOOOOON0NOONO0O0000
[05/26/2017][09:24:51.369][09:24:51][4099][139745141188352][IDTokenGenerator.java][generatelDToken] (I00NNNN0N0NONNI0000[[Generated Claims :
{sub=uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder, iat=Fri May 26 09:24:51 EDT 2017, auth_time=Fri May 26 09:24:51 EDT 2017, exp=Fri May 26 09:29:51 EDT 2017,
iss=https://sso.demo.com:7443, aud=[000d837a-2758-1927-816a-6283c0a84a7f],
nonce=cmmTYLDa7tlYKtCCwVWRNZIEyXWI3CGaYqBIvSDTjQI10NNNNNNNNNNNNONNNNNNNNNNNNNN000000000
[05/26/2017][09:24:51.383][09:24:51][4099][139745141188352][0IDCSessionManager.java][updateDataForAccessToken][1[1[10000000000000OM0M0[ [InternalData that is used to
generate JSON before encryption: OpenlDConnectinternalData [clientld=000d837a-2758-1927-816a-6283c0a84a7f, userld=uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder,
redirectURI=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect, scope=openid, authTime=1495805091, userDirectoryOID=0e-000a3f76-0335-1365-bee6-01030a4090cc,
accessToken=XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXKXXXXXXXXXXXKXXXXXXXXXXKXXXXXXXXXXXXXXXXXXXbZ0=,
isRevoked=falsenonce=cmmTYLDa7tIYKtCCwVwWRNZIEyXWI3CGaYqBIvSDT;Ql, tokenlssuedTime=1495805091]1[1[100NNNNNNNONNNNNNNNNNNOONDNNNNNOONNNN0001




Log detail getting and setting scoped claims:

[05/30/2017][14:37:28.998][14:37:28][49767][140665520289536][FedUserDisambigApi.cpp:1056][FedUserDisambigApi::getUserAttributes]
aannononoonooononooninnimail = jack.saunders@ca.com](NNN0O0000O0000000000000000000000000
[05/30/2017][14:37:28.998][14:37:28][49767][140665520289536][UserDisambiguator][getUserAttributes] (1[I0 1000 O0ON000000000L
getUserAttributes Result: {mail=jack.saunders@ca.com}] (1[I 0I0OO0OO0NOOO0OO0OOO0OO0O0000000000000
[05/30/2017][14:37:28.998][14:37:28][49767][140665520289536][IDTokenGenerator.java][getClaims][] (110 000000000000000[Mappi
ng Claim: email UserAttribute: mail][1[10(100000000000000000000000000000000010
[05/30/2017][14:37:28.998][14:37:28][49767][140665520289536][IDTokenGenerator.java][getUserClaims][1[1[1000100000000000000L
User cliams: {email=jack.saunders@ca.com}][

Client - Apache

httpd.conf ‘ Comment out CA SSO webagent if present

#### CASSO Agent #####

#LoadModule sm_module "C:/Program Files/CA/webagent/win64/bin/mod_sm24.dIl"
#SmInitFile "C:/Apache24/conf/WebAgent.conf"

#

httpd.conf ‘ Add LoadModule statement

LoadModule authz_user_module modules/mod_authz_user.so

LoadModule autoindex_module modules/mod_autoindex.so

LoadModule cgi_module modules/mod_cgi.so

LoadModule env_module modules/mod_env.so

LoadModule auth_openidc_module modules/mod_auth_openidc.so

httpd.conf | Configure Module

OIDCSSLValidateServer Off

OIDCProviderIssuer https://sso.demo.com:7443

OIDCClientID 000d837a-2758-1927-816a-6283c0a84a7f

OIDCClientSecret kRzBsOC9QJUx+ToLxOUKEPTZHAKwLZmngMyNRov6WsI=
OIDCProviderAuthorizationEndpoint https://sso.demo.com:7443/affwebservices/CASSO/oidc/authorize
OIDCProviderTokenEndpoint https://sso.demo.com:7443/affwebservices/CASSO/oidc/token

OIDCRedirectURI http://win2012.demo.com/example/redirect
OIDCCryptoPassphrase SomePassword

OIDCProviderTokenEndpointAuth client_secret_post
OIDCProviderJwksUri https://sso.demo.com:7443/affwebservices/CASSO/oidc/jwks?AuthorizationProvider=CASSO-
opP

<Location /example/>
AuthType openid-connect
Require valid-user
</Location>

Notes OIDCSSLValidateServer Off — Is needed due to using a self-signed certificate




OIDCProviderJwksUri — Is required as CA SSO does not generate HMAC signed tokens. As noted
further above my signing algorithm is RS256. The OIDCProviderJwksUri provides the client a way to
get the public key in order to perform signature validation.

Apache ErrorLog Reference

[Fri May 26 09:24:20.385841 2017] [auth_openidc:info] [pid 4208:tid 480] mod_auth_openidc-2.2.0 - init - OpenSSL 1.0.10 12 Jun 2015,
Elliptic Curve (EC)=yes, Galois Counter Mode (GCM)=yes, Redis=no

[Fri May 26 09:24:20.385841 2017] [auth_openidc:debug] [pid 4208:tid 480] shm.c(130): oidc_cache_shm_post_config: initialized shared
memory with a cache size (# entries) of: 500, and a max (single) entry size of: 16913

[Fri May 26 09:24:20.385841 2017] [auth_openidc:debug] [pid 4208:tid 480] config.c(1642): oidc_config_check_vhost_config: enter

[Fri May 26 09:24:20.385841 2017] [auth_openidc:warn] [pid 4208:tid 480] oidc_check_config_openid_openidc: the URL scheme (http) of
the configured OIDCRedirectURI SHOULD be "https" for security reasons (moreover: some Providers may reject non-HTTPS URLs)

[Fri May 26 09:24:20.401512 2017] [mpm_winnt:notice] [pid 4208:tid 480] AH00455: Apache/2.4.23 (Win64) configured -- resuming normal
operations

[Fri May 26 09:24:20.401512 2017] [mpm_winnt:notice] [pid 4208:tid 480] AH00456: Apache Lounge VC14 Server built: Jul 12016 11:43:51
[Fri May 26 09:24:20.401512 2017] [core:notice] [pid 4208:tid 480] AHO0094: Command line: 'C:\\Apache24\\bin\\httpd.exe -d
C:/Apache24'

[Fri May 26 09:24:20.401512 2017] [core:debug] [pid 4208:tid 480] log.c(1543): AH02639: Using SO_REUSEPORT: no (0)

[Fri May 26 09:24:20.401512 2017] [mpm_winnt:notice] [pid 4208:tid 480] AH00418: Parent: Created child process 1464

[Fri May 26 09:24:20.401512 2017] [mpm_winnt:debug] [pid 4208:tid 480] mpm_winnt.c(429): AHO0402: Parent: Sent the scoreboard to
the child

[Fri May 26 09:24:20.558492 2017] [auth_openidc:info] [pid 1464:tid 412] mod_auth_openidc-2.2.0 - init - OpenSSL 1.0.10 12 Jun 2015,
Elliptic Curve (EC)=yes, Galois Counter Mode (GCM)=yes, Redis=no

[Fri May 26 09:24:20.558492 2017] [auth_openidc:debug] [pid 1464:tid 412] shm.c(130): oidc_cache_shm_post_config: initialized shared
memory with a cache size (# entries) of: 500, and a max (single) entry size of: 16913

[Fri May 26 09:24:20.558492 2017] [auth_openidc:debug] [pid 1464:tid 412] config.c(1642): oidc_config_check_vhost_config: enter

[Fri May 26 09:24:20.558492 2017] [auth_openidc:warn] [pid 1464:tid 412] oidc_check_config_openid_openidc: the URL scheme (http) of
the configured OIDCRedirectURI SHOULD be "https" for security reasons (moreover: some Providers may reject non-HTTPS URLs)

[Fri May 26 09:24:20.558492 2017] [mpm_winnt:debug] [pid 1464:tid 412] mpm_winnt.c(1718): AH00453: Child process is running

[Fri May 26 09:24:20.558492 2017] [mpm_winnt:debug] [pid 1464:tid 412] mpm_winnt.c(343): AH00391: Child: Retrieved our scoreboard
from the parent.

[Fri May 26 09:24:20.558492 2017] [mpm_winnt:debug] [pid 1464:tid 412] mpm_winnt.c(465): AH00403: Child: Waiting for data for
listening socket 0.0.0.0:80

[Fri May 26 09:24:20.558492 2017] [mpm_winnt:debug] [pid 4208:tid 480] mpm_winnt.c(512): AHO0408: Parent: Duplicating socket 384
(0.0.0.0:80) and sending it to child process 1464

[Fri May 26 09:24:20.558492 2017] [mpm_winnt:debug] [pid 1464:tid 412] mpm_winnt.c(465): AH00403: Child: Waiting for data for
listening socket [::]:80

[Fri May 26 09:24:20.558492 2017] [mpm_winnt:debug] [pid 4208:tid 480] mpm_winnt.c(512): AHO0408: Parent: Duplicating socket 368
([::1:80) and sending it to child process 1464

[Fri May 26 09:24:20.558492 2017] [mpm_winnt:debug] [pid 1464:tid 412] mpm_winnt.c(490): AHO0407: Child: retrieved 2 listeners from
parent

[Fri May 26 09:24:20.558492 2017] [mpm_winnt:debug] [pid 1464:tid 412] child.c(1020): AH00352: Child: Acquired the start mutex.

[Fri May 26 09:24:20.558492 2017] [mpm_winnt:notice] [pid 1464:tid 412] AH00354: Child: Starting 64 worker threads.

[Fri May 26 09:24:20.558492 2017] [mpm_winnt:debug] [pid 4208:tid 480] mpm_winnt.c(531): AHO0411: Parent: Sent 2 listeners to child
1464

[Fri May 26 09:24:20.558492 2017] [mpm_winnt:debug] [pid 1464:tid 972] child.c(399): AH00334: Child: Accept thread listening on
0.0.0.0:80 using AcceptFilter data

[Fri May 26 09:24:20.558492 2017] [mpm_winnt:debug] [pid 1464:tid 992] child.c(399): AH00334: Child: Accept thread listening on [::]:80
using AcceptFilter data

[Fri May 26 09:24:36.854841 2017] [authz_core:debug] [pid 1464:tid 960] mod_authz_core.c(806): [client ::1:57638] AH01626:
authorization result of Require valid-user : denied (no authenticated user yet)

[Fri May 26 09:24:36.854841 2017] [authz_core:debug] [pid 1464:tid 960] mod_authz_core.c(806): [client ::1:57638] AH01626:
authorization result of <RequireAny>: denied (no authenticated user yet)

[Fri May 26 09:24:36.854841 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(3166): [client ::1:57638]
oidc_check_user_id: incoming request: "/example/?(null)", ap_is_initial_req(r)=1

[Fri May 26 09:24:36.854841 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(881): [client ::1:57638] oidc_util_get_cookie: returning
"mod_auth_openidc_session" = <null>

[Fri May 26 09:24:36.854841 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1033): [client ::1:57638] oidc_util_request_matches_url:
comparing "/example/"=="/example/redirect"

[Fri May 26 09:24:36.854841 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(447): [client ::1:57638] oidc_get_current_url: current URL
'http://win2012.demo.com/example/'

[Fri May 26 09:24:36.854841 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(2031): [client ::1:57638]
oidc_authenticate_user: enter




[Fri May 26 09:24:36.854841 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1033): [client ::1:57638] oidc_util_request_matches_url:
comparing "/example/"=="/example/redirect"

[Fri May 26 09:24:36.854841 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(211): [client ::1:57638]
oidc_get_browser_state_hash: enter

[Fri May 26 09:24:36.854841 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1783): [client ::1:57638] oidc_util_create_symmetric_key:
key_len=32

[Fri May 26 09:24:36.979840 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1979): [client ::1:57638] oidc_util_hdr_err_out_add: Set-
Cookie: mod_auth_openidc_state_AqPV1yMahfMhZfJw-
EiceocEKLE=eyJhbGciOiAiZGlyliwglmVuYyl6ICJIBMjU2RONNINO..jLQ3NmMBx5ggejlUM.YrbvoCLQKJouKqrRIXm5WbTInP9aYE9ZhtiRsVMPKjeSn)
1ladLDD9-xP7gSwoctj8RWKWHpOov90Oxdf1F7xHFt_S93YkrjXBk1lUHGUmMHauYmOU8jW4TX6ZY8q3RyZItkCiNHeG92JpJNRfC-
6AVINNIFGpPUfOZR0OqIMo8JEBAGOCGCezkBgynDE5-HHZDit-
ziddykkfZBQUNx7sxxvHEIPVzulmWOALF2VXSba34vOhteJHISTURYIERxbrfcojOEmiGBwdk2j9TqVIfDOY3lydh5c9zakvWTWWrYVv6exIZ_vfv21C8
QchWgXBiO1m0zzi3smIdVXOECC5XCpoUsiQxy11xUZgET_ziaChyka-LhbhXfkR7.8R618mAzyY88cRgsU8I_2Q; Path=/; HttpOnly

[Fri May 26 09:24:36.979840 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(415): [client ::1:57638]
oidc_proto_authorization_request: enter, issuer=https://sso.demo.com:7443, redirect_uri=http://win2012.demo.com/example/redirect,
state=AqPV1yMahfMhZfJw-EiceocEKLE,
proto_state={"n":"cmmTYLDa7tlYKtCCWVWRNZIEyXWI3CGaYqBIvSDTjQl","ou":"http://win2012.demo.com/example/","rt":"code","i":"https:
//sso.demo.com:7443","om":"get","t":1495805076}, code_challenge=(null)

[Fri May 26 09:24:36.979840 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1961): [client ::1:57638] oidc_util_hdr_table_set:
Location: https://sso.demo.com:7443/affwebservices/CASSO/oidc/authorize?response_type=code&scope=openid&client_id=000d837a-
2758-1927-816a-6283c0a84a7f&state=AqPV1yMahfMhzfiw-
EiceocEKLE&redirect_uri=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect&nonce=cmmTYLDa7tlYKtCCwVWRNZIEyXWI3CGaYq
BIVSDTjQl

[Fri May 26 09:24:50.777327 2017] [authz_core:debug] [pid 1464:tid 960] mod_authz_core.c(806): [client ::1:57648] AH01626:
authorization result of Require valid-user : denied (no authenticated user yet)

[Fri May 26 09:24:50.777327 2017] [authz_core:debug] [pid 1464:tid 960] mod_authz_core.c(806): [client ::1:57648] AH01626:
authorization result of <RequireAny>: denied (no authenticated user yet)

[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(3166): [client ::1:57648]
oidc_check_user_id: incoming request: "/example/redirect?state=AqPV1yMahfMhZflw-
EiceocEKLE&nonce=cmmTYLDa7tlYKtCCWVWRNZIEyXWI3CGaYqBIvSDTjQl&code=0GY3ZDE2MjUtOWEzZi0OOMzhhLTkzNzMtNmIzMGNkMWFI
NjdILWk3anNpZHI3bFhmc3BLVGYOOGdIOEVkcVd6Yz0=", ap_is_initial_req(r)=1

[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(881): [client ::1:57648] oidc_util_get_cookie: returning
"mod_auth_openidc_session" = <null>

[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1033): [client ::1:57648] oidc_util_request_matches_url:
comparing "/example/redirect"=="/example/redirect"

[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(1889): [client ::1:57648]
oidc_handle_redirect_authorization_response: enter

[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1317): [client ::1:57648]
oidc_util_read_form_encoded_params: read: state=AqPV1yMahfMhZfJw-EiceocEKLE

[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1317): [client ::1:57648]
oidc_util_read_form_encoded_params: read: nonce=cmmTYLDa7tlYKtCCwVWRNZIEyXWI3CGaYqBIvSDTjQl

[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1317): [client ::1:57648]
oidc_util_read_form_encoded_params: read:
code=0GY3ZDE2MjUtOWEzZi0OOMzhhLTkzNzMtNmIzMGNkMWFINjdILWk3anNpZHI3bFhmc3BLVGYOOGdIOEVkcVd6Yz0=

[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1323): [client ::1:57648]
oidc_util_read_form_encoded_params: parsed: 177 bytes in to 3 elements

[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(1719): [client ::1:57648]
oidc_handle_authorization_response: enter, response_mode=query

[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(1404): [client ::1:57648]
oidc_authorization_response_match_state: enter (state=AqPV1yMahfMhZfJw-EiceocEKLE)

[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(696): [client ::1:57648]
oidc_restore_proto_state: enter

[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(204): [client ::1:57648] oidc_util_jwt_verify: enter: IWT
header={"alg": "dir", "enc": "A256GCM"}

[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1783): [client ::1:57648] oidc_util_create_symmetric_key:
key_len=32

[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(881): [client ::1:57648] oidc_util_get_cookie: returning
"mod_auth_openidc_state_AqPV1yMahfMhZzfiw-EiceocEKLE" =
"eyJhbGciOiAiZGlyliwglmVuYyl6ICIJBMjU2RONNINO..jLQ3NmMBx5ggejlUM.YrbvoCLQKJouKqrRIXm5WhbTInP9aYE9ZhtiRsVMPKjeSnJ1ladLDD9-
xP7gSwoctj8RWKWHpO0ov90oOxdf1F7xHFt_S93YkrjXBk1UHGUmMHauYmOU8jWA4TX6ZY8q3RyZItkCiNHeG92JpJNRfC-
6AVINNIFGpPUfOZR0OqIMo8JEBAGOCGCezkBgynDES-HHZDit-
ziddykkfZBQUNx7sxxvHEIPVzulmWOALF2VXSba34vOhteJHISTURYIERxbrfcojOEmiGBwdk2j9TqVIfDOY3lydh5c9zakvWTWWrYVv6exIZ_vfv21C8
QchWgXBiO1mO0zzi3smIdVXOECC5XCpoUsiQxy11xUZET_ziaChyka-LhbhXfkR7.8R618mAzyY88cRgsU8I_2Q"

[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1979): [client ::1:57648] oidc_util_hdr_err_out_add: Set-
Cookie: mod_auth_openidc_state_ AqPV1yMahfMhZflw-EiceocEKLE=; Path=/; Expires=Thu, 01 Jan 1970 00:00:00 GMT; HttpOnly




[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(204): [client ::1:57648] oidc_util_jwt_verify: enter: JWT
header={"alg": "dir", "enc": "A256GCM"}

[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1783): [client ::1:57648] oidc_util_create_symmetric_key:
key_len=32

[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(211): [client ::1:57648]
oidc_get_browser_state_hash: enter

[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(750): [client ::1:57648]
oidc_restore_proto_state: restored state:
{"ou":"http://win2012.demo.com/example/","n":"cmmTYLDa7tlYKtCCwVWRNZIEyXWI3CGaYqBIvSDTjQl","om":"get","i":"https://sso.demo.c
om:7443","rt":"code","t":1495805076,"s":"AqPV1yMahfMhZf)w-EiceocEKLE"}

[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(2672): [client ::1:57648]
oidc_proto_handle_authorization_response_code: enter

[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(2480): [client ::1:57648]
oidc_proto_validate_issuer_client_id: iss and/or client_id matched OK: (null), https://sso.demo.com:7443, (null), 000d837a-2758-1927-
816a-6283c0a84a7f

[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(1712): [client ::1:57648] oidc_proto_resolve_code:
enter

[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(1540): [client ::1:57648]
oidc_proto_token_endpoint_request: token_endpoint_auth=client_secret_post

[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(726): [client ::1:57648] oidc_util_http_post_form: post
data="grant_type=authorization_code&code=0GY3ZDE2MjUtOWEzZiOOMzhhLTkzNzMtNmIzMGNkMWFINjdILWk3anNpZHI3bFhmc3BLVGYO
OGdIOEVkcVd6Yz0%3D&redirect_uri=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect&state=AqPV1yMahfMhZflw-
EiceocEKLE&client_id=000d837a-2758-1927-816a-
6283c0a84a7f&client_secret=kRzBsOC9QJUx%2BToLxOUKEPTZHAKWLZmngMyNRov6Ws|%3D"

[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(534): [client ::1:57648] oidc_util_http_call:
url=https://sso.demo.com:7443/affwebservices/CASSO/oidc/token,
data=grant_type=authorization_code&code=0GY3ZDE2MjUtOWEzZi0OMzhhLTkzNzMtNmIzMGNkMWFINjdILWk3anNpZHI3bFhmc3BLVGYO
OGdIOEVkcVd6Yz0%3D&redirect_uri=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect&state=AqPV1yMahfMhZzZfiw-
EiceocEKLE&client_id=000d837a-2758-1927-816a-
6283c0a84a7f&client_secret=kRzBsOC9QJUx%2BToLxOUKEPTZHAKWLZmngMyNRov6WsI%3D, content_type=application/x-www-form-
urlencoded, basic_auth=(null), bearer_token=(null), ssl_validate_server=0

[Fri May 26 09:24:50.839336 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(670): [client ::1:57648] oidc_util_http_call: HTTP
response code=200

[Fri May 26 09:24:50.839336 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(675): [client ::1:57648] oidc_util_http_call:
response={"access_token":"NzFhMTA4ZmMtYjYOZiOOYWEzLTkxODMtYTI3OGVIMTBmMMDNhLVZONOptYjdMTnZ1cUNrQORYb1YxdWpiSnYObz
0=","id_token":"eyJraWQiOilwMDA5YWUzNCOyNWEzLTE5SMjctODE2YS02MjgzYzBhODRhN2YiLCJhbGciOiJSUzI1NiJ9.ey)zdWIiOiJ1aWQ9amFj
a3NhdW5kzXJzLG91PUFkbWIucyxvdT1wb2xpY3lzdG9yZSxvPVNpdGVNaWS5kzXIiLCIhdWQiOilwMDBkODM3YSOyNzU4LTE5MjctODE2YS02 Mj
g2YzBhODRhN2YiLCJhdXRoX3RpbWUIOjEOOTU4MDUWOTEsImIzcyl6lmh0OdHBzOlwvXC9zc28uZGVtby5jb206NzQ0MylsImV4cCIEMTQSNTgw
NTM5MSwiaWF0IjoxNDk1ODA1MDkxLCJub25jZSI6ImNtbVRZTERhN3RJWUtOQON3VndSTIpJRXIYVOkzQOdhWXFCbHZTRFRqUUkifQ.iagNSah5
ShEwWFIhd9mjSSD0g1w2nzWf5h4UT7G_-vPh5-
SBVYXYRcT8WEevM3CvmKG52UaNFjlzZWxION4AAjvUHmMpCwxpFZmiin8phATJEJEI9IQzcSWPOHad6xzCdhYgulUNVISIXpmhljKcziwEUA0031xG
QLVOJxkR-

CTRfF1s04mMQ51U70mbt6C6ITuxQYk4HXzGNN75Tm5cYILMvsNTmNwDKLctGYHTwKvXuZey_ MNIJVEISLjE1FPgZceLhlgP_TYgluyhjBXS4UWZ0
9QFnsw5DKhifbulnSIZWBIA6ETcVIbVY3UvytR4syXGsjKL_eOscySgwlgrQzI5VQ","expires_in":300,"token_type":"Bearer"}

[Fri May 26 09:24:50.855248 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(2321): [client ::1:57648]
oidc_proto_validate_code_response: enter

[Fri May 26 09:24:50.855248 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(1444): [client ::1:57648] oidc_proto_parse_idtoken:
enter: id_token header={"kid":"0009ae34-25a3-1927-816a-6283c0a84a7f","alg":"RS256"}

[Fri May 26 09:24:50.855248 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1783): [client ::1:57648] oidc_util_create_symmetric_key:
key_len=32

[Fri May 26 09:24:50.855248 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(1466): [client ::1:57648] oidc_proto_parse_idtoken:
successfully parsed (and possibly decrypted) JWT with header={"kid":"0009ae34-25a3-1927-816a-6283c0a84a7f","alg":"RS256"}, and
payload={"sub":"uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder","aud":"000d837a-2758-1927-816a-
6283c0a84a7f","auth_time":1495805091,"iss":"https:\\/\\/sso.demo.com:7443","exp":1495805391,"iat":1495805091, "nonce":"cmmTYLDa
7tIYKtCCWVWRNZIEyXWI3CGaYqgBIvSDTjQl"}

[Fri May 26 09:24:50.855248 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1783): [client ::1:57648] oidc_util_create_symmetric_key:
key_len=44

[Fri May 26 09:24:50.855248 2017] [auth_openidc:debug] [pid 1464:tid 960] metadata.c(619): [client ::1:57648] oidc_metadata_jwks_get:
enter, jwks_uri=https://sso.demo.com:7443/affwebservices/CASSO/oidc/jwks?AuthorizationProvider=CASSO-OP, refresh=0

[Fri May 26 09:24:50.855248 2017] [auth_openidc:debug] [pid 1464:tid 960] common.c(518): [client ::1:57648] oidc_cache_get: enter:
https://sso.demo.com:7443/affwebservices/CASSO/oidc/jwks?AuthorizationProvider=CASSO-OP (decrypt=0)

[Fri May 26 09:24:50.855248 2017] [auth_openidc:debug] [pid 1464:tid 960] shm.c(161): [client ::1:57648] oidc_cache_shm_get: enter,
section="j", key="https://sso.demo.com:7443/affwebservices/CASSO/oidc/jwks?AuthorizationProvider=CASSO-OP"

[Fri May 26 09:24:50.855248 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(534): [client ::1:57648] oidc_util_http_call:
url=https://sso.demo.com:7443/affwebservices/CASSO/oidc/jwks?AuthorizationProvider=CASSO-OP, data=(null), content_type=(null),
basic_auth=(null), bearer_token=(null), ssl_validate_server=0




[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(670): [client ::1:57648] oidc_util_http_call: HTTP
response code=200

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(675): [client ::1:57648] oidc_util_http_call:
response={"keys":[{"kty":"RSA","e":"AQAB","use":"sig","kid":"0009ae34-25a3-1927-816a-6283c0a84a7f","n":"nXHW5WZDTAWryU8S-
dQQa72ihljjfxonBzlJApb45J8B7Q_HQdXiOruFTT6a-
9ucTadzhzErxRFEPAX6XAIPOIjvR_ccOaF7bBadkUJcPIVX2v4BdPWyeRSQi3ohmutKoAasAjoylBX4OINkjB_v5pSX_7TC4NRfhh2len976ri6q0Jtul-
v1Ps37Y7fVx6LxqEFmpy-zj-_veprSg_Xd-UehNOKHT8Isq_-YBbbbK-
sOjoZplZinLMmcabOEEIf3GeLuHo6GN76_bjwmyWIloXYeOORdmvLQHc1bSCI7JtXd2sOVC4HC30TUEDe7He4tWKIffTaOB2VGdcwtrSZRQ"}}
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] common.c(556): [client ::1:57648] oidc_cache_set: enter:
https://sso.demo.com:7443/affwebservices/CASSO/oidc/jwks?AuthorizationProvider=CASSO-OP=len(441) (encrypt=0)

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] shm.c(219): [client ::1:57648] oidc_cache_shm_set: enter,
section="j", key="https://sso.demo.com:7443/affwebservices/CASSO/oidc/jwks?AuthorizationProvider=CASSO-OP", value size=%lu

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(1225): [client ::1:57648]
oidc_proto_get_key_from_jwks: search for kid "0009ae34-25a3-1927-816a-6283c0a84a7f" or thumbprint x5t "(null)"

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(1287): [client ::1:57648]
oidc_proto_get_key_from_jwks: found matching kid: "0009ae34-25a3-1927-816a-6283c0a84a7f" for jwk: {"kty":"RSA","kid":"0009ae34-
25a3-1927-816a-6283c0a84a7f","e":"AQAB","n":"nXHW5WZDTAWryU8S-dQQa72ihljjfxonBzlJApb45J8B7Q_HQdXiOruFTT6a-
9ucTadzhzErxRFEPAX6XAIPOIjvR_ccOaF7bBadkUJcPIVX2v4BdPWyeRSQi3ohmutKoAasAjoylBX40INkjB_v5pSX_7TCANRfhh2len976ri6q0Jtul-
v1Ps37Y7fVx6LxqEFmpy-zj-_veprSg_Xd-UehNOKHT8Isq_-YBbbbK-
sOjoZplZinLMmcabOEEIf3GeLuHo6GN76_bjwmyWIloXYeOORdmvLQHc1bSCI7JtXd2sOVC4HC30TUEDe7He4tWKIffTaOB2VGdcwtrSZRQ"}
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(1356): [client ::1:57648]
oidc_proto_get_keys_from_jwks_uri: returning 1 key(s) obtained from the (possibly cached) JWKs URI

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(1401): [client ::1:57648] oidc_proto_jwt_verify: IWT
signature verification with algorithm "RS256" was successful

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(1177): [client ::1:57648] oidc_proto_validate_idtoken:
enter, jwt.header="{"kid":"0009ae34-25a3-1927-816a-6283c0a84a7f","alg":"RS256"}",
jwt.payload={"sub":"uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder","aud":"000d837a-2758-1927-816a-
6283c0a84a7f","auth_time":1495805091,"iss":"https:\\/\\/sso.demo.com:7443","exp":1495805391,"iat":1495805091, "nonce":"cmmTYLDa
7tlYKtCCWVWRNZIEyXWI3CGaYqgBIvSDTjQl"}", nonce=cmmTYLDa7tlYKtCCwVwWRNZIEyXWI3CGaYqBIvSDTjQl

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] common.c(518): [client ::1:57648] oidc_cache_get: enter:
cmmTYLDa7tlYKtCCwVWRNZIEyXWI3CGaYqBIvSDTjQl (decrypt=0)

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] shm.c(161): [client ::1:57648] oidc_cache_shm_get: enter,
section="n", key="cmmTYLDa7tlYKtCCwVWRNZIEyXWI3CGaYqBIvSDTjQl"

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] common.c(556): [client ::1:57648] oidc_cache_set: enter:
cmmTYLDa7tlYKtCCwVwRNZIEyXWI3CGaYqBIvSDTjQl=len(43) (encrypt=0)

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] shm.c(219): [client ::1:57648] oidc_cache_shm_set: enter,
section="n", key="cmmTYLDa7tlYKtCCwVwWRNZIEyXWI3CGaYqBIvSDTjQl", value size=%lu

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(894): [client ::1:57648] oidc_proto_validate_nonce:
nonce "cmmTYLDa7tlYKtCCWVwRNZIEyXWI3CGaYqBIvSDTjQl" validated successfully and is now cached for 1210 seconds

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(990): [client ::1:57648] oidc_proto_validate_cnf: enter:
policy=optional

[Fri May 26 09:24:50.902359 2017] [auth_openidc:warn] [pid 1464:tid 960] [client ::1:57648] oidc_proto_validate_cnf: no Provided Token
Binding ID environment variable found

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(1505): [client ::1:57648] oidc_proto_parse_idtoken:
valid id_token for user "uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder" expires: [Fri, 26 May 2017 13:29:51 GMT], in 301 secs
from now)

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(1087): [client ::1:57648]
oidc_retrieve_claims_from_userinfo_endpoint: enter

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(1092): [client ::1:57648]
oidc_retrieve_claims_from_userinfo_endpoint: not retrieving userinfo claims because userinfo_endpoint is not set

[Fri May 26 09:24:50.902359 2017] [auth_openidc:error] [pid 1464:tid 960] [client ::1:57648] oidc_util_decode_json_object: JSON parsing
returned an error: wrong arguments ((null))

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(1515): [client ::1:57648]
oidc_get_remote_user: set user to "uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder@sso.demo.com:7443"

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(1565): [client ::1:57648]
oidc_save_in_session: session management disabled: "check_session_iframe" is not set in provider configuration

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(1006): [client ::1:57648]
oidc_store_userinfo_claims: enter

[Fri May 26 09:24:50.902359 2017] [auth_openidc:error] [pid 1464:tid 960] [client ::1:57648] oidc_util_decode_json_object: JSON parsing
returned an error: wrong arguments ((null))

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(877): [client ::1:57648]
oidc_log_session_expires: session max lifetime: Fri, 26 May 2017 21:24:50 GMT (in 28800 secs from now)

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] common.c(556): [client ::1:57648] oidc_cache_set: enter:
0dfe5f61-b7d0-eb4f-b36f-2f96e7ea566e=len(1453) (encrypt=0)

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] shm.c(219): [client ::1:57648] oidc_cache_shm_set: enter,
section="s", key="0dfe5f61-b7d0-eb4f-b36f-2f96e7ea566e", value size=%lu




[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1979): [client ::1:57648] oidc_util_hdr_err_out_add: Set-
Cookie: mod_auth_openidc_session=0dfe5f61-b7d0-eb4f-b36f-2f96e7ea566e; Path=/; HttpOnly

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(1830): [client ::1:57648]
oidc_handle_authorization_response: session created and stored, returning to original URL: http://win2012.demo.com/example/, original
method: get

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1961): [client ::1:57648] oidc_util_hdr_table_set:
Location: http://win2012.demo.com/example/

[Fri May 26 09:24:50.902359 2017] [authz_core:debug] [pid 1464:tid 960] mod_authz_core.c(806): [client ::1:57648] AH01626:
authorization result of Require valid-user : denied (no authenticated user yet)

[Fri May 26 09:24:50.902359 2017] [authz_core:debug] [pid 1464:tid 960] mod_authz_core.c(806): [client ::1:57648] AH01626:
authorization result of <RequireAny>: denied (no authenticated user yet)

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(3166): [client ::1:57648]
oidc_check_user_id: incoming request: "/example/?(null)", ap_is_initial_req(r)=1

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(881): [client ::1:57648] oidc_util_get_cookie: returning
"mod_auth_openidc_session" = "0dfe5f61-b7d0-eb4f-b36f-2f96e7ea566e"

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] common.c(518): [client ::1:57648] oidc_cache_get: enter:
0dfe5f61-b7d0-eb4f-b36f-2f96e7ea566e (decrypt=0)

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] shm.c(161): [client ::1:57648] oidc_cache_shm_get: enter,
section="s", key="0dfe5f61-b7d0-eb4f-b36f-2f96e7ea566e"

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1033): [client ::1:57648] oidc_util_request_matches_url:
comparing "/example/"=="/example/redirect"

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(1319): [client ::1:57648]
oidc_handle_existing_session: enter

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(877): [client ::1:57648]
oidc_log_session_expires: session max lifetime: Fri, 26 May 2017 21:24:50 GMT (in 28800 secs from now)

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(978): [client ::1:57648]
oidc_get_provider_from_session: enter

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(1183): [client ::1:57648]
oidc_refresh_claims_from_userinfo_endpoint: userinfo_endpoint=(null), interval=0

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(1223): [client ::1:57648]
oidc_copy_tokens_to_request_state: id_token={"sub":"uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder","aud":"000d837a-2758-
1927-816a-
6283c0a84a7f","exp":1495805391,"iat":1495805091,"auth_time":1495805091,"iss":"https://sso.demo.com:7443","nonce":"cmmTYLDa7tlY
KtCCWVWRNZIEyXWI3CGaYqBIvSDTjQl"} claims=(null)

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1961): [client ::1:57648] oidc_util_hdr_table_set:
OIDC_CLAIM_sub: uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1485): [client ::1:57648] oidc_util_set_app_info: setting
environment variable "OIDC_CLAIM_sub: uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder"

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1961): [client ::1:57648] oidc_util_hdr_table_set:
OIDC_CLAIM_ijat: 1495805091

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1485): [client ::1:57648] oidc_util_set_app_info: setting
environment variable "OIDC_CLAIM_iat: 1495805091"

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1961): [client ::1:57648] oidc_util_hdr_table_set:
OIDC_CLAIM_exp: 1495805391

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1485): [client ::1:57648] oidc_util_set_app_info: setting
environment variable "OIDC_CLAIM_exp: 1495805391"

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1961): [client ::1:57648] oidc_util_hdr_table_set:
OIDC_CLAIM_aud: 000d837a-2758-1927-816a-6283c0a84a7f

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1485): [client ::1:57648] oidc_util_set_app_info: setting
environment variable "OIDC_CLAIM_aud: 000d837a-2758-1927-816a-6283c0a84a7f"

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1961): [client ::1:57648] oidc_util_hdr_table_set:
OIDC_CLAIM_auth_time: 1495805091

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1485): [client ::1:57648] oidc_util_set_app_info: setting
environment variable "OIDC_CLAIM_auth_time: 1495805091"

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1961): [client ::1:57648] oidc_util_hdr_table_set:
OIDC_CLAIM_iss: https://sso.demo.com:7443

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1485): [client ::1:57648] oidc_util_set_app_info: setting
environment variable "OIDC_CLAIM _iss: https://sso.demo.com:7443"

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1961): [client ::1:57648] oidc_util_hdr_table_set:
OIDC_CLAIM_nonce: cmmTYLDa7tlYKtCCwVwWRNZIEyXWI3CGaYqBIvSDTjQl

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1485): [client ::1:57648] oidc_util_set_app_info: setting
environment variable "OIDC_CLAIM_nonce: cnmTYLDa7tlYKtCCwVwWRNZIEyXWI3CGaYqgBIvSDTjQl"

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1961): [client ::1:57648] oidc_util_hdr_table_set:
OIDC_access_token: NzFhMTA4ZmMtYjY0ZiOOYWEzLTkxODMtYTI30GVIMTBMMDNhLVZONOptYjdMTnZ1cUNrQORYb1YxdWpiSnYObz0=




[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1485): [client ::1:57648] oidc_util_set_app_info: setting
environment variable "OIDC_access_token:
NzFhMTA4ZmMtYjYOZiOOYWEzLTkxODMtYTI3OGVIMTBMMDNhALVZONOptYjdMTnZ1cUNrQORYb1YxdWpiSnYObz0="

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1961): [client ::1:57648] oidc_util_hdr_table_set:
OIDC_access_token_expires: 1495805390

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1485): [client ::1:57648] oidc_util_set_app_info: setting
environment variable "OIDC_access_token_expires: 1495805390"

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(877): [client ::1:57648]
oidc_log_session_expires: session inactivity timeout: Fri, 26 May 2017 13:29:50 GMT (in 299 secs from now)

[Fri May 26 09:24:50.902359 2017] [authz_core:debug] [pid 1464:tid 960] mod_authz_core.c(806): [client ::1:57648] AH01626:
authorization result of Require valid-user : granted

[Fri May 26 09:24:50.902359 2017] [authz_core:debug] [pid 1464:tid 960] mod_authz_core.c(806): [client ::1:57648] AH01626:
authorization result of <RequireAny>: granted

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] config.c(1902): [client ::1:57648] oidc_auth_fixups: overlaying
env with 9 elements

[Fri May 26 09:24:50.902359 2017] [authz_core:debug] [pid 1464:tid 960] mod_authz_core.c(806): [client ::1:57648] AH01626:
authorization result of Require valid-user : denied (no authenticated user yet)

[Fri May 26 09:24:50.902359 2017] [authz_core:debug] [pid 1464:tid 960] mod_authz_core.c(806): [client ::1:57648] AH01626:
authorization result of <RequireAny>: denied (no authenticated user yet)

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(3166): [client ::1:57648]
oidc_check_user_id: incoming request: "/example/index.htmlI?(null)", ap_is_initial_req(r)=0

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(3105): [client ::1:57648]
oidc_check_userid_openidc: recycling user 'uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder@sso.demo.com:7443' from initial
request for sub-request

[Fri May 26 09:24:50.902359 2017] [authz_core:debug] [pid 1464:tid 960] mod_authz_core.c(806): [client ::1:57648] AH01626:
authorization result of Require valid-user : granted

[Fri May 26 09:24:50.902359 2017] [authz_core:debug] [pid 1464:tid 960] mod_authz_core.c(806): [client ::1:57648] AH01626:
authorization result of <RequireAny>: granted

[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1033): [client ::1:57648] oidc_util_request_matches_url:
comparing "/example/"=="/example/redirect"

[Fri May 26 09:24:50.949296 2017] [authz_core:debug] [pid 1464:tid 960] mod_authz_core.c(806): [client ::1:57648] AH01626:
authorization result of Require all granted: granted

[Fri May 26 09:24:50.949296 2017] [authz_core:debug] [pid 1464:tid 960] mod_authz_core.c(806): [client ::1:57648] AH01626:
authorization result of <RequireAny>: granted

[Fri May 26 09:24:50.949296 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1033): [client ::1:57648] oidc_util_request_matches_url:
comparing "/favicon.ico"=="/example/redirect"

[Fri May 26 09:24:50.949296 2017] [core:info] [pid 1464:tid 960] [client ::1:57648] AH00128: File does not exist:
C:/Apache24/htdocs/favicon.ico

Troubleshooting

Failed to decrypt error.
Log reference from affwebservices.log:

[13236/139718074988288][Fri Jul 07 2017 22:08:43][SecureRedirect.java][ERROR][sm-FedClient-
02890] Transaction with ID: fe7cd652-fa39573e-894call7-e149112c-655d9628-ae4 failed. Reason:
SERE_GET_EXCEPTION (, , )

[13236/139718074988288][Fri Jul 07 2017 22:08:43][SecureRedirect.java][ERROR][sm-FedClient-
01660] Exception caught in class com.netegrity.affiliateminder.webservices.SecureRedirect, method
doGet, message com.netegrity.siteminder.agentcommon.utils.k: Failed to decrypt.. (, )




Solution — Enable Secure Authentication

opac
Search Specilication

* Aughorization Sener Base URL: | nitps Msso demo. com T443
* Authantication URL: | hitpssso dems com TddYafwebsenicesisecures acummadirect

* »" e Secure Authentication URL
1

* Authorization Code Expiny Time
[RTCY

Error trying to get Client Secret
Solution — Install the JRE Unlimited JCE security libraries for the CA Access Gateway



