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Useful Reference Links 
• https://docops.ca.com/ca-single-sign-on/12-7/EN/configuring/use-ca-single-sign-on-as-openid-

connect-provider/configure-ca-single-sign-on-as-openid-connect-provider 

 

• https://github.com/pingidentity/mod_auth_openidc/ 

 

• https://github.com/pingidentity/mod_auth_openidc/wiki 

 

• https://github.com/pingidentity/mod_auth_openidc/releases 

 

 

 

 

 

Demonstration 
 

 

 

https://docops.ca.com/ca-single-sign-on/12-7/EN/configuring/use-ca-single-sign-on-as-openid-connect-provider/configure-ca-single-sign-on-as-openid-connect-provider
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Header Page Dump 

 

Browser Network Trace 
Note! CA SMSESSION cookie is generated after open standards based JWT token validation is successful. 



 

Lab Environment Details 
OIDC Authorization Provider Host 

RHEL7.x running CA SSO 12.7 
CA SSO Access Gateway 12.7 
Session Server / Store - ** Required for OIDC Support** 
Host address = https://sso.demo.com:7443 

 

 

OIDC Client Host 

Windows 2012 Server 
Apache 2.4 
mod_auth_openidc – 2.2.0 release 
Host address = http://win2012.demo.com  

 

http://win2012.demo.com/


 

Authorization Provider Configuration 
Create signing certificate for CA SSO IDP – sso.demo.com 

Run below command to convert CA SSO Access Gateway SSL certificate to PKCS format 

openssl pkcs12 -export -out sso.demo.com.pfx -inkey /opt/CA/secure-proxy/SSL/keys/sso.demo.com.key -in /opt/CA/secure-proxy/SSL/certs/sso.demo.com.crt 

Imported the certificate using the adminui.   

 

 

 

 



 

 

OIDC Client Configuration 
 

 

 



 

 

 

 

Policy Server Log Reference 
[05/26/2017][09:21:16.516][09:21:16][4099][139745116010240][SmMessage.cpp:557][CSmMessage::ParseAgentMessage][s13/r439][secureproxy-
01][][][][][][][][][][][][][][][][][][jacksaunders][Receive request attribute 210, data size is 12][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.516][09:21:16][4099][139745116010240][Sm_Auth_Message.cpp:780][CSm_Auth_Message::AuthenticateUser][9356dcbb-88821138-76fa9231-27133c85-
0b193bcb-8e][secureproxy-01][/affwebservices/secure/secureredirect?response_type=code&scope=openid&client_id=000d837a-2758-1927-816a-
6283c0a84a7f&state=oVgf7O4hrtaB1XfBUPq7THISFBM&redirect_uri=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect&nonce=LSjXdfBZUJjajx5k4Oa024OSF3TmCFIf2JCmVV6
Zc_w&SMPORTALURL=S9M2%2BcMHqmjM3UX4UhVKzm64RdCnVyns73py2kGqrFDICfv3e40dKASrh6UoNtu1mDRXo0g2s2FvVBeLURNg93mjL7LdJUkjeh%2BhM3OCRoVBIzQTBho%2FKrs3v
LdcR5aQ][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][][Authenticating user.][][][][][][5][0][Basic][][][][][][][jacksaunders][][06-00005ba9-30f7-1927-816a-
6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.516][09:21:16][4099][139745116010240][SmDsDir.cpp:272][CSmDsDir::IsValidUsername][][][][][][][][][][][][][][][][][][][User ='jacksaunders'][][Start of call 
IsValidUsername.][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.516][09:21:16][4099][139745116010240][SmDsDir.cpp:425][CSmDsDir::Search][][][][][][][][][][][][][][][][][][][Advanced search, 
Root='ou=policystore,o=siteminder',Filter='(uid=jacksaunders)'][][Start of call Search.][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 



[05/26/2017][09:21:16.516][09:21:16][4099][139745116010240][SmDsLdapProvider.cpp:1901][CSmDsLdapProvider::SearchImpl][][][][][][][][][][][][][][][][][][][][][search filter is : 
(uid=jacksaunders)][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.517][09:21:16][4099][139745116010240][SmDsLdapConnMgr.cpp:1207][][][][][][][][][][][][][][][][][][][][][][LogMessage:ERROR:[sm-Ldap-02230] Error# '81' during 
search: 'error: Can't contact LDAP server' Search Query = '(uid=jacksaunders)'][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.517][09:21:16][4099][139745116010240][SmDsLdapConnMgr.cpp:1218][CSmDsLdapConn::SearchExts][][][][][][][][][][][][][][][][][][][][][LDAP search of 
(uid=jacksaunder) took 0 seconds and 241 microseconds][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.639][09:21:16][4099][139745116010240][SmDsLdapConnMgr.cpp:1218][CSmDsLdapConn::SearchExts][][][][][][][][][][][][][][][][][][][][][LDAP search of 
(uid=jacksaunder) took 0 seconds and 212 microseconds][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.639][09:21:16][4099][139745116010240][SmDsLdapProvider.cpp:2344][CSmDsLdapProvider::Search][][][][][][][][][][][][][][][][][][][(Search) Base: 
'ou=policystore,o=siteminder', Filter: '(uid=jacksaunders)'. Status: 1 entries.][][Ldap Search callout succeeds.][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.639][09:21:16][4099][139745116010240][SmDsUser.cpp:95][CSmDsUser::CSmDsUser][][][][][][][][][][][][][][][][][][][About to initialize User 
'uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder' in dir 'CA Directory'][][Start of call InitUser.][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.639][09:21:16][4099][139745116010240][SmAuthUser.cpp:5437][CSmAuthUser::Authenticate][][][][jacksaunders][][][][CA 
Directory][][][][][][][][][][][][LDAP://sso.demo.com:10389/uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][Authenticating user by the auth 
scheme][][][][][][][][Basic][][][][][4PP6zVZLykdug18WUN7p4gU1oBY=][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.639][09:21:16][4099][139745116010240][SmDsUser.cpp:229][CSmDsUser::Authenticate][][][][][][][][][][][][][][][][][][][User 
='uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder'][][Start of call AuthenticateUser.][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.639][09:21:16][4099][139745116010240][SmDsUser.cpp:272][CSmDsUser::GetDisabled][][][][][][][][][][][][][][][][][][][User 
='uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder'][][Start of call GetDisabledUserState.][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.639][09:21:16][4099][139745116010240][SmDsUser.cpp:578][GetCachedAttr][][][][][][][][][][][][][][][][][][][][][Property 'passwordError' for user 
'uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder' NOT found in cache][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.639][09:21:16][4099][139745116010240][Sm_Auth_Message.cpp:4226][CSm_Auth_Message::SetAuthContext][9356dcbb-88821138-76fa9231-27133c85-
0b193bcb-8e][secureproxy-01][/affwebservices/secure/secureredirect?response_type=code&scope=openid&client_id=000d837a-2758-1927-816a-
6283c0a84a7f&state=oVgf7O4hrtaB1XfBUPq7THISFBM&redirect_uri=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect&nonce=LSjXdfBZUJjajx5k4Oa024OSF3TmCFIf2JCmVV6
Zc_w&SMPORTALURL=S9M2%2BcMHqmjM3UX4UhVKzm64RdCnVyns73py2kGqrFDICfv3e40dKASrh6UoNtu1mDRXo0g2s2FvVBeLURNg93mjL7LdJUkjeh%2BhM3OCRoVBIzQTBho%2FKrs3v
LdcR5aQ][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][][][][][][][][][][][][][Evaluating 'OnAuthAccept' 
policy...][][][][][][][][Basic][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.639][09:21:16][4099][139745116010240][SmAuthorization.cpp:1453][CSmAz::IsOk][][][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][][Start 
of user policy analysis for realm.][][][][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-
6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.639][09:21:16][4099][139745116010240][SmAuthorization.cpp:2325][CSmAz::IsOkGlobal][][][][jacksaunders][][SecureRedirect][OIDC Auth 
Url][][][][][][][][][][][][][][Evaluating OnAuthAccept global policies in the 
realm.][][][][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][OnAuthAccept][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.639][09:21:16][4099][139745116010240][SmAuthorization.cpp:1453][CSmAz::IsOk][][][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][][Start 
of user policy analysis for realm.][][][][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-
6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.639][09:21:16][4099][139745116010240][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r439][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][][][][][][][][][][][][Y(+.....][Send response attribute 153, data size is 
8][][][][][][][][Basic][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][59 28 2b cc 00 00 00 00 
][][][][][][][][][] 
[05/26/2017][09:21:16.639][09:21:16][4099][139745116010240][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r439][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][][][][][][][][][][][][Y(+.....][Send response attribute 154, data size is 
8][][][][][][][][Basic][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][59 28 2b cc 00 00 00 00 
][][][][][][][][][] 
[05/26/2017][09:21:16.639][09:21:16][4099][139745116010240][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r439][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][][][][][][][][][][][][Y(+.....][Send response attribute 155, data size is 
8][][][][][][][][Basic][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][59 28 2b cc 00 00 00 00 
][][][][][][][][][] 
[05/26/2017][09:21:16.640][09:21:16][4099][139745116010240][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r439][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][][][][][][][][][][][][........][Send response attribute 225, data size is 
8][][][][][][][][Basic][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][00 00 0e 10 00 00 00 00 
][][][][][][][][][] 
[05/26/2017][09:21:16.640][09:21:16][4099][139745116010240][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r439][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][][][][][][][][][][][][... ....][Send response attribute 226, data size is 
8][][][][][][][][Basic][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][00 00 1c 20 00 00 00 00 
][][][][][][][][][] 
[05/26/2017][09:21:16.640][09:21:16][4099][139745116010240][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r439][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][][][][][][][][][][][][........][Send response attribute 167, data size is 
8][][][][][][][][Basic][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][ff ff ff ff 00 00 00 00 
][][][][][][][][][] 
[05/26/2017][09:21:16.640][09:21:16][4099][139745116010240][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r439][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][][][][][][][][][][][][4PP6zVZLykdug18WUN7p4gU1oBY=][Send response attribute 205, data size is 
28][][][][][][][][Basic][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][34 50 50 36 7a 56 5a 4c 79 
6b 64 75 67 31 38 57 55 4e 37 70 34 67 55 31 6f 42 59 3d ][][][][][][][][][] 
[05/26/2017][09:21:16.640][09:21:16][4099][139745116010240][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r439][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][Send response attribute 218, data size is 
54][][][][][][][][Basic][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][75 69 64 3d 6a 61 63 6b 
73 61 75 6e 64 65 72 73 2c 6f 75 3d 41 64 6d 69 6e 73 2c 6f 75 3d 70 6f 6c 69 63 79 73 74 6f 72 65 2c 6f 3d 53 69 74 65 4d 69 6e 64 65 72 ][][][][][][][][][] 
[05/26/2017][09:21:16.640][09:21:16][4099][139745116010240][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r439][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][][][][][][][][][][][][0e-000a3f76-0335-1365-bee6-01030a4090cc][Send response attribute 151, data size is 
39][][][][][][][][Basic][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][30 65 2d 30 30 30 61 33 
66 37 36 2d 30 33 33 35 2d 31 33 36 35 2d 62 65 65 36 2d 30 31 30 33 30 61 34 30 39 30 63 63 ][][][][][][][][][] 
[05/26/2017][09:21:16.640][09:21:16][4099][139745116010240][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r439][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][][][][][][][][][][][][CA Directory][Send response attribute 213, data size is 
12][][][][][][][][Basic][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][43 41 20 44 69 72 65 63 
74 6f 72 79 ][][][][][][][][][] 
[05/26/2017][09:21:16.640][09:21:16][4099][139745116010240][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r439][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][][][][][][][][][][][][sso.demo.com:10389][Send response attribute 214, data size is 
18][][][][][][][][Basic][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][73 73 6f 2e 64 65 6d 6f 2e 
63 6f 6d 3a 31 30 33 38 39 ][][][][][][][][][] 
[05/26/2017][09:21:16.640][09:21:16][4099][139745116010240][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r439][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][][][][][][][][][][][][LDAP:][Send response attribute 215, data size is 
5][][][][][][][][Basic][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][4c 44 41 50 3a 
][][][][][][][][][] 
[05/26/2017][09:21:16.640][09:21:16][4099][139745116010240][Sm_Auth_Message.cpp:4835][CSm_Auth_Message::SendReply][s13/r439][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][][][][][][][][][][][][][** Status: Authenticated. 
][][][][][][][][Basic][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 



[05/26/2017][09:21:16.640][09:21:16][4099][139745149581056][IsAuthorized.cpp:172][CSm_Az_Message::IsAuthorized][][][][jacksaunders][][][][CA 
Directory][][][][][][][][][][][][2][Validate session and session type for the 
user.][][][][][][][][][][][][ee/q0h7K69Gk3f0MlR+2ePkSElHUtcWily+iEM1UvhcbQp3TrdCho/R5KSlKZKtuRin06TG4rjL0CjQkVeO/sXhsfXatJX7AGKj/cIQHUaTLSDskwxaEtXbRc9a+RrwoVJaKB7vGtS
4GvnMUkS6IrKjDgewBM8DUUdvDEBXuuUj+QgKmnROpoRia+DWeIh//Au2GFSccXA5SHQ5O9VAUIK96sl7H0wBO+7r8TTjJSx2nJR1sPTU5xLs70y+VjyPbhWYilQUEaZ7y8ClKwpK+fnRfp9MUp3x
MoaR3/HYRcv9TUCbepcAfr4UatFL5XuVdQoFFqYI7rVt9FdeWv0MRfycJO2czxwiWTL9YsK/FQNreqFzByOBZiDe0tQP96SXaO1bPol54N9HFnYhh9XKf6Mp9y9518Lom1PSWwKRZrzg9M3/ZXmb
dUYCnJfdkeO5LbcLIAGrF/bsmUBlTwjrB0g==][4PP6zVZLykdug18WUN7p4gU1oBY=][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][SmDsUser.cpp:95][CSmDsUser::CSmDsUser][][][][][][][][][][][][][][][][][][][About to initialize User 
'uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder' in dir 'CA Directory'][][Start of call InitUser.][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][IsAuthorized.cpp:680][CSm_Az_Message::IsAuthorized][9356dcbb-88821138-76fa9231-27133c85-0b193bcb-
8e][secureproxy-01][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][][Authorizing 
user...][][][][][][][][][][][][+dTvuXzqPksN+rT05QEQIfu4dn1W/GPGi27h3BDw1C7NJDbhXV+CDzZ94lrMraOu/IKjlMuxsv/btUv7EwKO3qBg8nwmj1sHAIuqBpGsNBr+1l32GoDE32snHQNk8PcVbY
xjoWT6e+HyIxlOl6fMvDSdCeUngq9o3jglz+av9S23SHadfRofQbhRXr4HcagKnD/IN/lrMFGoso+9CJvgZU1E5zRZ3uJZHHwCtC/69WZxaMzGA/oK6oTUVrr4tIt955qTG33cuFlqZjLpkNuflPAqU5G9g
Ma1YPwiQaIbN6Yr2TfVE0+077GSJS2T6HT5BCPCC7tbwF9565xdgJABqQb+1N8VbnOUdrZBGwfRHnGdFYAXZZxt4e/egxQLgVrvj45uvj7SjD/uMo+MLysloNKlN//uwqVhIAZRSZHay4WTQRsl4riW
igq2jEzyUDkbwRDE/UDyKUNWlJ99W1uD6Q==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][SmAuthorization.cpp:1453][CSmAz::IsOk][][][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][][Start 
of user policy analysis for realm.][][][][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-
6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][IsAuthorized.cpp:786][CSm_Az_Message::IsAuthorized][s13/r440][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][][Evaluating OnAccessAccept policy in the realm 
][][][][][][][][][][][][+dTvuXzqPksN+rT05QEQIfu4dn1W/GPGi27h3BDw1C7NJDbhXV+CDzZ94lrMraOu/IKjlMuxsv/btUv7EwKO3qBg8nwmj1sHAIuqBpGsNBr+1l32GoDE32snHQNk8PcVbYxjoWT
6e+HyIxlOl6fMvDSdCeUngq9o3jglz+av9S23SHadfRofQbhRXr4HcagKnD/IN/lrMFGoso+9CJvgZU1E5zRZ3uJZHHwCtC/69WZxaMzGA/oK6oTUVrr4tIt955qTG33cuFlqZjLpkNuflPAqU5G9gMa1YP
wiQaIbN6Yr2TfVE0+077GSJS2T6HT5BCPCC7tbwF9565xdgJABqQb+1N8VbnOUdrZBGwfRHnGdFYAXZZxt4e/egxQLgVrvj45uvj7SjD/uMo+MLysloNKlN//uwqVhIAZRSZHay4WTQRsl4riWigq2jEz
yUDkbwRDE/UDyKUNWlJ99W1uD6Q==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][OnAccessAccept][][][][][][][][][][] 
[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][SmAuthorization.cpp:1453][CSmAz::IsOk][][][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][][Start 
of user policy analysis for realm.][][][][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-
6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][SmAuthorization.cpp:2325][CSmAz::IsOkGlobal][][][][jacksaunders][][SecureRedirect][OIDC Auth 
Url][][][][][][][][][][][][][][Evaluating OnAccessAccept global policies in the 
realm.][][][][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][OnAccessAccept][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][SmAuthorization.cpp:1453][CSmAz::IsOk][][][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][][Start 
of user policy analysis for realm.][][][][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-
6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s13/r440][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][Y(+.....][Send response attribute 153, data size is 
8][][][][][][][][][][][][+dTvuXzqPksN+rT05QEQIfu4dn1W/GPGi27h3BDw1C7NJDbhXV+CDzZ94lrMraOu/IKjlMuxsv/btUv7EwKO3qBg8nwmj1sHAIuqBpGsNBr+1l32GoDE32snHQNk8PcVbYxjoW
T6e+HyIxlOl6fMvDSdCeUngq9o3jglz+av9S23SHadfRofQbhRXr4HcagKnD/IN/lrMFGoso+9CJvgZU1E5zRZ3uJZHHwCtC/69WZxaMzGA/oK6oTUVrr4tIt955qTG33cuFlqZjLpkNuflPAqU5G9gMa1Y
PwiQaIbN6Yr2TfVE0+077GSJS2T6HT5BCPCC7tbwF9565xdgJABqQb+1N8VbnOUdrZBGwfRHnGdFYAXZZxt4e/egxQLgVrvj45uvj7SjD/uMo+MLysloNKlN//uwqVhIAZRSZHay4WTQRsl4riWigq2jE
zyUDkbwRDE/UDyKUNWlJ99W1uD6Q==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][59 28 2b cc 00 00 00 00 ][][][][][][][][][] 
[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s13/r440][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][Y(+.....][Send response attribute 154, data size is 
8][][][][][][][][][][][][+dTvuXzqPksN+rT05QEQIfu4dn1W/GPGi27h3BDw1C7NJDbhXV+CDzZ94lrMraOu/IKjlMuxsv/btUv7EwKO3qBg8nwmj1sHAIuqBpGsNBr+1l32GoDE32snHQNk8PcVbYxjoW
T6e+HyIxlOl6fMvDSdCeUngq9o3jglz+av9S23SHadfRofQbhRXr4HcagKnD/IN/lrMFGoso+9CJvgZU1E5zRZ3uJZHHwCtC/69WZxaMzGA/oK6oTUVrr4tIt955qTG33cuFlqZjLpkNuflPAqU5G9gMa1Y
PwiQaIbN6Yr2TfVE0+077GSJS2T6HT5BCPCC7tbwF9565xdgJABqQb+1N8VbnOUdrZBGwfRHnGdFYAXZZxt4e/egxQLgVrvj45uvj7SjD/uMo+MLysloNKlN//uwqVhIAZRSZHay4WTQRsl4riWigq2jE
zyUDkbwRDE/UDyKUNWlJ99W1uD6Q==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][59 28 2b cc 00 00 00 00 ][][][][][][][][][] 
[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s13/r440][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][Y(+.....][Send response attribute 155, data size is 
8][][][][][][][][][][][][+dTvuXzqPksN+rT05QEQIfu4dn1W/GPGi27h3BDw1C7NJDbhXV+CDzZ94lrMraOu/IKjlMuxsv/btUv7EwKO3qBg8nwmj1sHAIuqBpGsNBr+1l32GoDE32snHQNk8PcVbYxjoW
T6e+HyIxlOl6fMvDSdCeUngq9o3jglz+av9S23SHadfRofQbhRXr4HcagKnD/IN/lrMFGoso+9CJvgZU1E5zRZ3uJZHHwCtC/69WZxaMzGA/oK6oTUVrr4tIt955qTG33cuFlqZjLpkNuflPAqU5G9gMa1Y
PwiQaIbN6Yr2TfVE0+077GSJS2T6HT5BCPCC7tbwF9565xdgJABqQb+1N8VbnOUdrZBGwfRHnGdFYAXZZxt4e/egxQLgVrvj45uvj7SjD/uMo+MLysloNKlN//uwqVhIAZRSZHay4WTQRsl4riWigq2jE
zyUDkbwRDE/UDyKUNWlJ99W1uD6Q==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][59 28 2b cc 00 00 00 00 ][][][][][][][][][] 
[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s13/r440][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][........][Send response attribute 225, data size is 
8][][][][][][][][][][][][+dTvuXzqPksN+rT05QEQIfu4dn1W/GPGi27h3BDw1C7NJDbhXV+CDzZ94lrMraOu/IKjlMuxsv/btUv7EwKO3qBg8nwmj1sHAIuqBpGsNBr+1l32GoDE32snHQNk8PcVbYxjoW
T6e+HyIxlOl6fMvDSdCeUngq9o3jglz+av9S23SHadfRofQbhRXr4HcagKnD/IN/lrMFGoso+9CJvgZU1E5zRZ3uJZHHwCtC/69WZxaMzGA/oK6oTUVrr4tIt955qTG33cuFlqZjLpkNuflPAqU5G9gMa1Y
PwiQaIbN6Yr2TfVE0+077GSJS2T6HT5BCPCC7tbwF9565xdgJABqQb+1N8VbnOUdrZBGwfRHnGdFYAXZZxt4e/egxQLgVrvj45uvj7SjD/uMo+MLysloNKlN//uwqVhIAZRSZHay4WTQRsl4riWigq2jE
zyUDkbwRDE/UDyKUNWlJ99W1uD6Q==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][00 00 0e 10 00 00 00 00 ][][][][][][][][][] 
[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s13/r440][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][... ....][Send response attribute 226, data size is 
8][][][][][][][][][][][][+dTvuXzqPksN+rT05QEQIfu4dn1W/GPGi27h3BDw1C7NJDbhXV+CDzZ94lrMraOu/IKjlMuxsv/btUv7EwKO3qBg8nwmj1sHAIuqBpGsNBr+1l32GoDE32snHQNk8PcVbYxjoW
T6e+HyIxlOl6fMvDSdCeUngq9o3jglz+av9S23SHadfRofQbhRXr4HcagKnD/IN/lrMFGoso+9CJvgZU1E5zRZ3uJZHHwCtC/69WZxaMzGA/oK6oTUVrr4tIt955qTG33cuFlqZjLpkNuflPAqU5G9gMa1Y
PwiQaIbN6Yr2TfVE0+077GSJS2T6HT5BCPCC7tbwF9565xdgJABqQb+1N8VbnOUdrZBGwfRHnGdFYAXZZxt4e/egxQLgVrvj45uvj7SjD/uMo+MLysloNKlN//uwqVhIAZRSZHay4WTQRsl4riWigq2jE
zyUDkbwRDE/UDyKUNWlJ99W1uD6Q==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][00 00 1c 20 00 00 00 00 ][][][][][][][][][] 
[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s13/r440][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][4PP6zVZLykdug18WUN7p4gU1oBY=][Send response attribute 205, data size is 
28][][][][][][][][][][][][+dTvuXzqPksN+rT05QEQIfu4dn1W/GPGi27h3BDw1C7NJDbhXV+CDzZ94lrMraOu/IKjlMuxsv/btUv7EwKO3qBg8nwmj1sHAIuqBpGsNBr+1l32GoDE32snHQNk8PcVbYxjo
WT6e+HyIxlOl6fMvDSdCeUngq9o3jglz+av9S23SHadfRofQbhRXr4HcagKnD/IN/lrMFGoso+9CJvgZU1E5zRZ3uJZHHwCtC/69WZxaMzGA/oK6oTUVrr4tIt955qTG33cuFlqZjLpkNuflPAqU5G9gMa
1YPwiQaIbN6Yr2TfVE0+077GSJS2T6HT5BCPCC7tbwF9565xdgJABqQb+1N8VbnOUdrZBGwfRHnGdFYAXZZxt4e/egxQLgVrvj45uvj7SjD/uMo+MLysloNKlN//uwqVhIAZRSZHay4WTQRsl4riWigq
2jEzyUDkbwRDE/UDyKUNWlJ99W1uD6Q==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][34 50 50 36 7a 56 5a 4c 79 6b 64 75 67 31 38 
57 55 4e 37 70 34 67 55 31 6f 42 59 3d ][][][][][][][][][] 
[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s13/r440][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][][Send response attribute 146, data size is 
0][][][][][][][][][][][][+dTvuXzqPksN+rT05QEQIfu4dn1W/GPGi27h3BDw1C7NJDbhXV+CDzZ94lrMraOu/IKjlMuxsv/btUv7EwKO3qBg8nwmj1sHAIuqBpGsNBr+1l32GoDE32snHQNk8PcVbYxjoW
T6e+HyIxlOl6fMvDSdCeUngq9o3jglz+av9S23SHadfRofQbhRXr4HcagKnD/IN/lrMFGoso+9CJvgZU1E5zRZ3uJZHHwCtC/69WZxaMzGA/oK6oTUVrr4tIt955qTG33cuFlqZjLpkNuflPAqU5G9gMa1Y
PwiQaIbN6Yr2TfVE0+077GSJS2T6HT5BCPCC7tbwF9565xdgJABqQb+1N8VbnOUdrZBGwfRHnGdFYAXZZxt4e/egxQLgVrvj45uvj7SjD/uMo+MLysloNKlN//uwqVhIAZRSZHay4WTQRsl4riWigq2jE
zyUDkbwRDE/UDyKUNWlJ99W1uD6Q==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][][][][][][][][][][] 
[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s13/r440][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][][Send response attribute 147, data size is 
0][][][][][][][][][][][][+dTvuXzqPksN+rT05QEQIfu4dn1W/GPGi27h3BDw1C7NJDbhXV+CDzZ94lrMraOu/IKjlMuxsv/btUv7EwKO3qBg8nwmj1sHAIuqBpGsNBr+1l32GoDE32snHQNk8PcVbYxjoW
T6e+HyIxlOl6fMvDSdCeUngq9o3jglz+av9S23SHadfRofQbhRXr4HcagKnD/IN/lrMFGoso+9CJvgZU1E5zRZ3uJZHHwCtC/69WZxaMzGA/oK6oTUVrr4tIt955qTG33cuFlqZjLpkNuflPAqU5G9gMa1Y
PwiQaIbN6Yr2TfVE0+077GSJS2T6HT5BCPCC7tbwF9565xdgJABqQb+1N8VbnOUdrZBGwfRHnGdFYAXZZxt4e/egxQLgVrvj45uvj7SjD/uMo+MLysloNKlN//uwqVhIAZRSZHay4WTQRsl4riWigq2jE
zyUDkbwRDE/UDyKUNWlJ99W1uD6Q==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][][][][][][][][][][] 
[05/26/2017][09:21:16.641][09:21:16][4099][139745149581056][Sm_Az_Message.cpp:598][CSm_Az_Message::SendReply][s13/r440][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][][** Status: Authorized. 
][][][][][][][][][][][][+dTvuXzqPksN+rT05QEQIfu4dn1W/GPGi27h3BDw1C7NJDbhXV+CDzZ94lrMraOu/IKjlMuxsv/btUv7EwKO3qBg8nwmj1sHAIuqBpGsNBr+1l32GoDE32snHQNk8PcVbYxjoWT
6e+HyIxlOl6fMvDSdCeUngq9o3jglz+av9S23SHadfRofQbhRXr4HcagKnD/IN/lrMFGoso+9CJvgZU1E5zRZ3uJZHHwCtC/69WZxaMzGA/oK6oTUVrr4tIt955qTG33cuFlqZjLpkNuflPAqU5G9gMa1YP
wiQaIbN6Yr2TfVE0+077GSJS2T6HT5BCPCC7tbwF9565xdgJABqQb+1N8VbnOUdrZBGwfRHnGdFYAXZZxt4e/egxQLgVrvj45uvj7SjD/uMo+MLysloNKlN//uwqVhIAZRSZHay4WTQRsl4riWigq2jEz
yUDkbwRDE/UDyKUNWlJ99W1uD6Q==][][][uidjacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][][][][][][][][][][][] 



[05/26/2017][09:21:16.656][09:21:16][4099][139745149581056][SmDsUser.cpp:144][CSmDsUser::CSmDsUser][][][][][][][][][][][][][][][][][][][About to initialize User 
'uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder' in dir 'CA Directory'][][Start of call InitUser.][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.659][09:21:16][4099][139745149581056][SmDsLdapProvider.cpp:2344][CSmDsLdapProvider::Search][][][][][][][][][][][][][][][][][][][(Search) Retrieving attributes for: 
'uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder', Filter: 'objectclass=*'. Status: 1 matching objects.][][Ldap Search callout 
succeeds.][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.659][09:21:16][4099][139745149581056][SmDsUser.cpp:272][CSmDsUser::GetDisabled][][][][][][][][][][][][][][][][][][][User 
='uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder'][][Start of call GetDisabledUserState.][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.659][09:21:16][4099][139745149581056][SmDsUser.cpp:578][GetCachedAttr][][][][][][][][][][][][][][][][][][][][][Property 'passwordError' for user 
'uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder' NOT found in cache][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.659][09:21:16][4099][139745149581056][Sm_Auth_Message.cpp:4226][CSm_Auth_Message::SetAuthContext][13f8e845-5c72d132-33bed8a1-cf4ca587-6e50e99f-
cc5d][oidcp:casso-op][/][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][][][][][][][][][][][][][Evaluating 'OnAuthAccept' policy...][][][][][][][][Anonymous 
Template][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][SmAuthorization.cpp:1453][CSmAz::IsOk][][][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-
OP][][][][][][][][][][][][][][Start of user policy analysis for realm.][][][][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-
6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][SmAuthorization.cpp:2325][CSmAz::IsOkGlobal][][][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-
OP][][][][][][][][][][][][][][Evaluating OnAuthAccept global policies in the 
realm.][][][][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][OnAuthAccept][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][SmAuthorization.cpp:1453][CSmAz::IsOk][][][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-
OP][][][][][][][][][][][][][][Start of user policy analysis for realm.][][][][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-
6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r223][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][][][][][][][][][][][][Y(+.....][Send response attribute 153, data size is 8][][][][][][][][Anonymous 
Template][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][59 28 2b cc 00 00 00 00 
][][][][][][][][][] 
[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r223][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][][][][][][][][][][][][Y(+.....][Send response attribute 154, data size is 8][][][][][][][][Anonymous 
Template][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][59 28 2b cc 00 00 00 00 
][][][][][][][][][] 
[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r223][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][][][][][][][][][][][][Y(+.....][Send response attribute 155, data size is 8][][][][][][][][Anonymous 
Template][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][59 28 2b cc 00 00 00 00 
][][][][][][][][][] 
[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r223][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][][][][][][][][][][][][........][Send response attribute 225, data size is 8][][][][][][][][Anonymous 
Template][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][00 00 0e 10 00 00 00 00 
][][][][][][][][][] 
[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r223][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][][][][][][][][][][][][... ....][Send response attribute 226, data size is 8][][][][][][][][Anonymous 
Template][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][00 00 1c 20 00 00 00 00 
][][][][][][][][][] 
[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r223][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][][][][][][][][][][][][........][Send response attribute 167, data size is 8][][][][][][][][Anonymous 
Template][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][ff ff ff ff 00 00 00 00 ][][][][][][][][][] 
[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r223][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][][][][][][][][][][][][4PP6zVZLykdug18WUN7p4gU1oBY=][Send response attribute 205, data size is 
28][][][][][][][][Anonymous Template][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][34 50 50 
36 7a 56 5a 4c 79 6b 64 75 67 31 38 57 55 4e 37 70 34 67 55 31 6f 42 59 3d ][][][][][][][][][] 
[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r223][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][Send response attribute 218, data 
size is 54][][][][][][][][Anonymous Template][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][75 
69 64 3d 6a 61 63 6b 73 61 75 6e 64 65 72 73 2c 6f 75 3d 41 64 6d 69 6e 73 2c 6f 75 3d 70 6f 6c 69 63 79 73 74 6f 72 65 2c 6f 3d 53 69 74 65 4d 69 6e 64 65 72 ][][][][][][][][][] 
[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r223][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][][][][][][][][][][][][0e-000a3f76-0335-1365-bee6-01030a4090cc][Send response attribute 151, data size is 
39][][][][][][][][Anonymous Template][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][30 65 2d 
30 30 30 61 33 66 37 36 2d 30 33 33 35 2d 31 33 36 35 2d 62 65 65 36 2d 30 31 30 33 30 61 34 30 39 30 63 63 ][][][][][][][][][] 
[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r223][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][][][][][][][][][][][][CA Directory][Send response attribute 213, data size is 12][][][][][][][][Anonymous 
Template][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][43 41 20 44 69 72 65 63 74 6f 72 79 
][][][][][][][][][] 
[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r223][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][][][][][][][][][][][][sso.demo.com:10389][Send response attribute 214, data size is 18][][][][][][][][Anonymous 
Template][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][73 73 6f 2e 64 65 6d 6f 2e 63 6f 6d 
3a 31 30 33 38 39 ][][][][][][][][][] 
[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r223][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][][][][][][][][][][][][LDAP:][Send response attribute 215, data size is 5][][][][][][][][Anonymous 
Template][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][4c 44 41 50 3a ][][][][][][][][][] 
[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r223][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][][][][][][][][][][][][AuthLevel=5][Send response attribute 255, data size is 11][][][][][][][][Anonymous 
Template][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][41 75 74 68 4c 65 76 65 6c 3d 35 
][][][][][][][][][] 
[05/26/2017][09:21:16.660][09:21:16][4099][139745149581056][Sm_Auth_Message.cpp:4835][CSm_Auth_Message::SendReply][s10/r223][oidcp:casso-
op][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][][][][][][][][][][][][][** Status: Validated. ][][][][][][][][Anonymous 
Template][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.661][09:21:16][4099][139745241835264][IsAuthorized.cpp:172][CSm_Az_Message::IsAuthorized][][][][jacksaunders][][][][CA 
Directory][][][][][][][][][][][][2][Validate session and session type for the 
user.][][][][][][][][][][][][ee/q0h7K69Gk3f0MlR+2ePkSElHUtcWily+iEM1UvhcbQp3TrdCho/R5KSlKZKtuRin06TG4rjL0CjQkVeO/sXhsfXatJX7AGKj/cIQHUaTLSDskwxaEtXbRc9a+RrwoVJaKB7vGtS
4GvnMUkS6IrKjDgewBM8DUUdvDEBXuuUj+QgKmnROpoRia+DWeIh//Au2GFSccXA5SHQ5O9VAUIK96sl7H0wBO+7r8TTjJSx2nJR1sPTU5xLs70y+VjyPbhWYilQUEaZ7y8ClKwpK+fnRfp9MUp3x
MoaR3/HYRcv9TUCbepcAfr4UatFL5XuVdQoFFqYI7rVt9FdeWv0MRfycJO2czxwiWTL9YsK/FQNreqFzByOBZiDe0tQP96SXaO1bPol54N9HFnYhh9XKf6Mp9y9518Lom1PSWwKRZrzg9M3/ZXmb
dUYCnJfdkeO5LbcLIAGrF/bsmUBlTwjrB0g==][4PP6zVZLykdug18WUN7p4gU1oBY=][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.661][09:21:16][4099][139745241835264][IsAuthorized.cpp:627][CSm_Az_Message::IsAuthorized][13f8e845-5c72d132-33bed8a1-cf4ca587-6e50e99f-
cc5d][oidcp:CASSO-OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][][][][][][][][][][][][][][Cannot find Affiliate definition for the 
agent.][][][][][][][][][][][][en8x1CBcXLF96Vz1AJTlbUSv87ytOUJKF75BzNEWbdU4kH9Ga9bhPXTGTzn8VuIeVcMSXvWOAjJMXCesQ5NXSEWJOIQdOwH1b/lb4CSOCeibRCMyZMNrK/Y7bFKEF5lc
Jm6qY0VE6fkuVgCDONbgmzOCmDQFmVHE/h4C+k3jB7U7unQoQyivmlKgWK/kxmotpzqDIog5OimOazbiSzMJOpKAFoXUhgC97O79tVGdXRDe7ChIYOkqyghmeTBDhlFEr+rtEGltH4T53JJOLLylE
UL2awycz+2IBxanIv5cFVCJsFFvTHCbwUpeDBhNxvDtnRFCGl8WVIpmt/Gd+38Nv8Od1+9hEe698m/YvFPah2Sv/2H2vqbx4L48iNVgoKu7fh3Ws3Np6gPZ7SpMdBnC6oGr1nEVBvXNum1u3vpSb
ncR7+Qg5LOY8S7CHAqXkXyvM9EIEiczKDGB1TGh3mTH5w==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-
6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 



[05/26/2017][09:21:16.661][09:21:16][4099][139745241835264][SmDsUser.cpp:95][CSmDsUser::CSmDsUser][][][][][][][][][][][][][][][][][][][About to initialize User 
'uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder' in dir 'CA Directory'][][Start of call InitUser.][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.661][09:21:16][4099][139745241835264][IsAuthorized.cpp:680][CSm_Az_Message::IsAuthorized][13f8e845-5c72d132-33bed8a1-cf4ca587-6e50e99f-
cc5d][oidcp:CASSO-OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][][][][][][][][][][][][][][Authorizing 
user...][][][][][][][][][][][][en8x1CBcXLF96Vz1AJTlbUSv87ytOUJKF75BzNEWbdU4kH9Ga9bhPXTGTzn8VuIeVcMSXvWOAjJMXCesQ5NXSEWJOIQdOwH1b/lb4CSOCeibRCMyZMNrK/Y7bFKEF5lc
Jm6qY0VE6fkuVgCDONbgmzOCmDQFmVHE/h4C+k3jB7U7unQoQyivmlKgWK/kxmotpzqDIog5OimOazbiSzMJOpKAFoXUhgC97O79tVGdXRDe7ChIYOkqyghmeTBDhlFEr+rtEGltH4T53JJOLLylE
UL2awycz+2IBxanIv5cFVCJsFFvTHCbwUpeDBhNxvDtnRFCGl8WVIpmt/Gd+38Nv8Od1+9hEe698m/YvFPah2Sv/2H2vqbx4L48iNVgoKu7fh3Ws3Np6gPZ7SpMdBnC6oGr1nEVBvXNum1u3vpSb
ncR7+Qg5LOY8S7CHAqXkXyvM9EIEiczKDGB1TGh3mTH5w==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.661][09:21:16][4099][139745241835264][SmAuthorization.cpp:1453][CSmAz::IsOk][][][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-
OP][][][][][][][][][][][][][][Start of user policy analysis for realm.][][][][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-
6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.746][09:21:16][4099][139745241835264][OIDCSessionManager.java][updateDataForAzCode][13f8e845-5c72d132-33bed8a1-cf4ca587-6e50e99f-
cc5d][][][][][][][][][][][][][][][][][][][][InternalData that is used to generate JSON before encryption:: OpenIDConnectInternalData 
[azCode=XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXdz0=, clientId=000d837a-2758-1927-816a-6283c0a84a7f, 
userId=uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder, redirectURI=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect, scope=openid, authTime=1495804876, 
userDirectoryOID=0e-000a3f76-0335-1365-bee6-01030a4090cc, isRevoked=falsenonce=LSjXdfBZUJjajx5k4Oa024OSF3TmCFIf2JCmVV6Zc_w, 
tokenIssuedTime=0]][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.755][09:21:16][4099][139745241835264][IsAuthorized.cpp:786][CSm_Az_Message::IsAuthorized][s10/r224][oidcp:CASSO-OP][][jacksaunders][][oidcp:CASSO-
OP_az][oidcp:CASSO-OP][][][][][][][][][][][][][][Evaluating OnAccessAccept policy in the realm 
][][][][][][][][][][][][en8x1CBcXLF96Vz1AJTlbUSv87ytOUJKF75BzNEWbdU4kH9Ga9bhPXTGTzn8VuIeVcMSXvWOAjJMXCesQ5NXSEWJOIQdOwH1b/lb4CSOCeibRCMyZMNrK/Y7bFKEF5lcJm6qY
0VE6fkuVgCDONbgmzOCmDQFmVHE/h4C+k3jB7U7unQoQyivmlKgWK/kxmotpzqDIog5OimOazbiSzMJOpKAFoXUhgC97O79tVGdXRDe7ChIYOkqyghmeTBDhlFEr+rtEGltH4T53JJOLLylEUL2a
wycz+2IBxanIv5cFVCJsFFvTHCbwUpeDBhNxvDtnRFCGl8WVIpmt/Gd+38Nv8Od1+9hEe698m/YvFPah2Sv/2H2vqbx4L48iNVgoKu7fh3Ws3Np6gPZ7SpMdBnC6oGr1nEVBvXNum1u3vpSbncR7
+Qg5LOY8S7CHAqXkXyvM9EIEiczKDGB1TGh3mTH5w==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][OnAccessAccept][][][][][][][][][][] 
[05/26/2017][09:21:16.755][09:21:16][4099][139745241835264][SmAuthorization.cpp:1453][CSmAz::IsOk][][][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-
OP][][][][][][][][][][][][][][Start of user policy analysis for realm.][][][][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-
6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.755][09:21:16][4099][139745241835264][SmAuthorization.cpp:2325][CSmAz::IsOkGlobal][][][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-
OP][][][][][][][][][][][][][][Evaluating OnAccessAccept global policies in the 
realm.][][][][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][OnAccessAccept][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.755][09:21:16][4099][139745241835264][SmAuthorization.cpp:1453][CSmAz::IsOk][][][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-
OP][][][][][][][][][][][][][][Start of user policy analysis for realm.][][][][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-
6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.756][09:21:16][4099][139745241835264][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s10/r224][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][][][][][][][][][][][][][Y(+.....][Send response attribute 153, data size is 
8][][][][][][][][][][][][en8x1CBcXLF96Vz1AJTlbUSv87ytOUJKF75BzNEWbdU4kH9Ga9bhPXTGTzn8VuIeVcMSXvWOAjJMXCesQ5NXSEWJOIQdOwH1b/lb4CSOCeibRCMyZMNrK/Y7bFKEF5lcJm6q
Y0VE6fkuVgCDONbgmzOCmDQFmVHE/h4C+k3jB7U7unQoQyivmlKgWK/kxmotpzqDIog5OimOazbiSzMJOpKAFoXUhgC97O79tVGdXRDe7ChIYOkqyghmeTBDhlFEr+rtEGltH4T53JJOLLylEUL2a
wycz+2IBxanIv5cFVCJsFFvTHCbwUpeDBhNxvDtnRFCGl8WVIpmt/Gd+38Nv8Od1+9hEe698m/YvFPah2Sv/2H2vqbx4L48iNVgoKu7fh3Ws3Np6gPZ7SpMdBnC6oGr1nEVBvXNum1u3vpSbncR7
+Qg5LOY8S7CHAqXkXyvM9EIEiczKDGB1TGh3mTH5w==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][59 28 2b cc 00 00 00 00 
][][][][][][][][][] 
[05/26/2017][09:21:16.756][09:21:16][4099][139745241835264][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s10/r224][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][][][][][][][][][][][][][Y(+.....][Send response attribute 154, data size is 
8][][][][][][][][][][][][en8x1CBcXLF96Vz1AJTlbUSv87ytOUJKF75BzNEWbdU4kH9Ga9bhPXTGTzn8VuIeVcMSXvWOAjJMXCesQ5NXSEWJOIQdOwH1b/lb4CSOCeibRCMyZMNrK/Y7bFKEF5lcJm6q
Y0VE6fkuVgCDONbgmzOCmDQFmVHE/h4C+k3jB7U7unQoQyivmlKgWK/kxmotpzqDIog5OimOazbiSzMJOpKAFoXUhgC97O79tVGdXRDe7ChIYOkqyghmeTBDhlFEr+rtEGltH4T53JJOLLylEUL2a
wycz+2IBxanIv5cFVCJsFFvTHCbwUpeDBhNxvDtnRFCGl8WVIpmt/Gd+38Nv8Od1+9hEe698m/YvFPah2Sv/2H2vqbx4L48iNVgoKu7fh3Ws3Np6gPZ7SpMdBnC6oGr1nEVBvXNum1u3vpSbncR7
+Qg5LOY8S7CHAqXkXyvM9EIEiczKDGB1TGh3mTH5w==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][59 28 2b cc 00 00 00 00 
][][][][][][][][][] 
[05/26/2017][09:21:16.756][09:21:16][4099][139745241835264][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s10/r224][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][][][][][][][][][][][][][Y(+.....][Send response attribute 155, data size is 
8][][][][][][][][][][][][en8x1CBcXLF96Vz1AJTlbUSv87ytOUJKF75BzNEWbdU4kH9Ga9bhPXTGTzn8VuIeVcMSXvWOAjJMXCesQ5NXSEWJOIQdOwH1b/lb4CSOCeibRCMyZMNrK/Y7bFKEF5lcJm6q
Y0VE6fkuVgCDONbgmzOCmDQFmVHE/h4C+k3jB7U7unQoQyivmlKgWK/kxmotpzqDIog5OimOazbiSzMJOpKAFoXUhgC97O79tVGdXRDe7ChIYOkqyghmeTBDhlFEr+rtEGltH4T53JJOLLylEUL2a
wycz+2IBxanIv5cFVCJsFFvTHCbwUpeDBhNxvDtnRFCGl8WVIpmt/Gd+38Nv8Od1+9hEe698m/YvFPah2Sv/2H2vqbx4L48iNVgoKu7fh3Ws3Np6gPZ7SpMdBnC6oGr1nEVBvXNum1u3vpSbncR7
+Qg5LOY8S7CHAqXkXyvM9EIEiczKDGB1TGh3mTH5w==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][59 28 2b cc 00 00 00 00 
][][][][][][][][][] 
[05/26/2017][09:21:16.756][09:21:16][4099][139745241835264][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s10/r224][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][][][][][][][][][][][][][........][Send response attribute 225, data size is 
8][][][][][][][][][][][][en8x1CBcXLF96Vz1AJTlbUSv87ytOUJKF75BzNEWbdU4kH9Ga9bhPXTGTzn8VuIeVcMSXvWOAjJMXCesQ5NXSEWJOIQdOwH1b/lb4CSOCeibRCMyZMNrK/Y7bFKEF5lcJm6q
Y0VE6fkuVgCDONbgmzOCmDQFmVHE/h4C+k3jB7U7unQoQyivmlKgWK/kxmotpzqDIog5OimOazbiSzMJOpKAFoXUhgC97O79tVGdXRDe7ChIYOkqyghmeTBDhlFEr+rtEGltH4T53JJOLLylEUL2a
wycz+2IBxanIv5cFVCJsFFvTHCbwUpeDBhNxvDtnRFCGl8WVIpmt/Gd+38Nv8Od1+9hEe698m/YvFPah2Sv/2H2vqbx4L48iNVgoKu7fh3Ws3Np6gPZ7SpMdBnC6oGr1nEVBvXNum1u3vpSbncR7
+Qg5LOY8S7CHAqXkXyvM9EIEiczKDGB1TGh3mTH5w==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][00 00 0e 10 00 00 00 00 
][][][][][][][][][] 
[05/26/2017][09:21:16.756][09:21:16][4099][139745241835264][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s10/r224][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][][][][][][][][][][][][][... ....][Send response attribute 226, data size is 
8][][][][][][][][][][][][en8x1CBcXLF96Vz1AJTlbUSv87ytOUJKF75BzNEWbdU4kH9Ga9bhPXTGTzn8VuIeVcMSXvWOAjJMXCesQ5NXSEWJOIQdOwH1b/lb4CSOCeibRCMyZMNrK/Y7bFKEF5lcJm6q
Y0VE6fkuVgCDONbgmzOCmDQFmVHE/h4C+k3jB7U7unQoQyivmlKgWK/kxmotpzqDIog5OimOazbiSzMJOpKAFoXUhgC97O79tVGdXRDe7ChIYOkqyghmeTBDhlFEr+rtEGltH4T53JJOLLylEUL2a
wycz+2IBxanIv5cFVCJsFFvTHCbwUpeDBhNxvDtnRFCGl8WVIpmt/Gd+38Nv8Od1+9hEe698m/YvFPah2Sv/2H2vqbx4L48iNVgoKu7fh3Ws3Np6gPZ7SpMdBnC6oGr1nEVBvXNum1u3vpSbncR7
+Qg5LOY8S7CHAqXkXyvM9EIEiczKDGB1TGh3mTH5w==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][00 00 1c 20 00 00 00 00 
][][][][][][][][][] 
[05/26/2017][09:21:16.756][09:21:16][4099][139745241835264][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s10/r224][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][][][][][][][][][][][][][4PP6zVZLykdug18WUN7p4gU1oBY=][Send response attribute 205, data size is 
28][][][][][][][][][][][][en8x1CBcXLF96Vz1AJTlbUSv87ytOUJKF75BzNEWbdU4kH9Ga9bhPXTGTzn8VuIeVcMSXvWOAjJMXCesQ5NXSEWJOIQdOwH1b/lb4CSOCeibRCMyZMNrK/Y7bFKEF5lcJm6
qY0VE6fkuVgCDONbgmzOCmDQFmVHE/h4C+k3jB7U7unQoQyivmlKgWK/kxmotpzqDIog5OimOazbiSzMJOpKAFoXUhgC97O79tVGdXRDe7ChIYOkqyghmeTBDhlFEr+rtEGltH4T53JJOLLylEUL2
awycz+2IBxanIv5cFVCJsFFvTHCbwUpeDBhNxvDtnRFCGl8WVIpmt/Gd+38Nv8Od1+9hEe698m/YvFPah2Sv/2H2vqbx4L48iNVgoKu7fh3Ws3Np6gPZ7SpMdBnC6oGr1nEVBvXNum1u3vpSbncR7
+Qg5LOY8S7CHAqXkXyvM9EIEiczKDGB1TGh3mTH5w==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][34 50 50 36 7a 56 5a 4c 79 6b 64 
75 67 31 38 57 55 4e 37 70 34 67 55 31 6f 42 59 3d ][][][][][][][][][] 
[05/26/2017][09:21:16.756][09:21:16][4099][139745241835264][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s10/r224][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-
OP][][][][][][][][][][][][][code=NTYxZDA3ZWMtNDY4Zi00YzAxLTkyMzktMmNmOTIyMjk0MDFjLVRneC9vcTNVY2o4czl4eEkrL01SYjRBcjR3dz0=][Send response attribute 255, data size is 
93][][][][][][][][][][][][en8x1CBcXLF96Vz1AJTlbUSv87ytOUJKF75BzNEWbdU4kH9Ga9bhPXTGTzn8VuIeVcMSXvWOAjJMXCesQ5NXSEWJOIQdOwH1b/lb4CSOCeibRCMyZMNrK/Y7bFKEF5lcJm6
qY0VE6fkuVgCDONbgmzOCmDQFmVHE/h4C+k3jB7U7unQoQyivmlKgWK/kxmotpzqDIog5OimOazbiSzMJOpKAFoXUhgC97O79tVGdXRDe7ChIYOkqyghmeTBDhlFEr+rtEGltH4T53JJOLLylEUL2
awycz+2IBxanIv5cFVCJsFFvTHCbwUpeDBhNxvDtnRFCGl8WVIpmt/Gd+38Nv8Od1+9hEe698m/YvFPah2Sv/2H2vqbx4L48iNVgoKu7fh3Ws3Np6gPZ7SpMdBnC6oGr1nEVBvXNum1u3vpSbncR7
+Qg5LOY8S7CHAqXkXyvM9EIEiczKDGB1TGh3mTH5w==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][63 6f 64 65 3d 4e 54 59 78 5a 44 
41 33 5a 57 4d 74 4e 44 59 34 5a 69 30 30 59 7a 41 78 4c 54 6b 79 4d 7a 6b 74 4d 6d 4e 6d 4f 54 49 79 4d 6a 6b 30 4d 44 46 6a 4c 56 52 6e 65 43 39 76 63 54 4e 56 59 32 6f 34 63 7a 6c 34 
65 45 6b 72 4c 30 31 53 59 6a 52 42 63 6a 52 33 64 7a 30 3d ][][][][][][][][][] 
[05/26/2017][09:21:16.756][09:21:16][4099][139745241835264][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s10/r224][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][][][][][][][][][][][][][][Send response attribute 146, data size is 
0][][][][][][][][][][][][en8x1CBcXLF96Vz1AJTlbUSv87ytOUJKF75BzNEWbdU4kH9Ga9bhPXTGTzn8VuIeVcMSXvWOAjJMXCesQ5NXSEWJOIQdOwH1b/lb4CSOCeibRCMyZMNrK/Y7bFKEF5lcJm6q
Y0VE6fkuVgCDONbgmzOCmDQFmVHE/h4C+k3jB7U7unQoQyivmlKgWK/kxmotpzqDIog5OimOazbiSzMJOpKAFoXUhgC97O79tVGdXRDe7ChIYOkqyghmeTBDhlFEr+rtEGltH4T53JJOLLylEUL2a



wycz+2IBxanIv5cFVCJsFFvTHCbwUpeDBhNxvDtnRFCGl8WVIpmt/Gd+38Nv8Od1+9hEe698m/YvFPah2Sv/2H2vqbx4L48iNVgoKu7fh3Ws3Np6gPZ7SpMdBnC6oGr1nEVBvXNum1u3vpSbncR7
+Qg5LOY8S7CHAqXkXyvM9EIEiczKDGB1TGh3mTH5w==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][][][][][][][][][][] 
[05/26/2017][09:21:16.756][09:21:16][4099][139745241835264][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s10/r224][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][][][][][][][][][][][][][<RVARS><Var name="USER_AUTHENTICATION_TIME" rtype="3"><![CDATA[1495804876]]></Var><Var 
name="USER_DIR_OID" rtype="3"><![CDATA[0e-000a3f76-0335-1365-bee6-01030a4090cc]]></Var><Var name="UserConsent" rtype="3"><![CDATA[Allow 
Access]]></Var></RVARS>][Send response attribute 147, data size is 
246][][][][][][][][][][][][en8x1CBcXLF96Vz1AJTlbUSv87ytOUJKF75BzNEWbdU4kH9Ga9bhPXTGTzn8VuIeVcMSXvWOAjJMXCesQ5NXSEWJOIQdOwH1b/lb4CSOCeibRCMyZMNrK/Y7bFKEF5lcJm
6qY0VE6fkuVgCDONbgmzOCmDQFmVHE/h4C+k3jB7U7unQoQyivmlKgWK/kxmotpzqDIog5OimOazbiSzMJOpKAFoXUhgC97O79tVGdXRDe7ChIYOkqyghmeTBDhlFEr+rtEGltH4T53JJOLLylEUL
2awycz+2IBxanIv5cFVCJsFFvTHCbwUpeDBhNxvDtnRFCGl8WVIpmt/Gd+38Nv8Od1+9hEe698m/YvFPah2Sv/2H2vqbx4L48iNVgoKu7fh3Ws3Np6gPZ7SpMdBnC6oGr1nEVBvXNum1u3vpSbncR
7+Qg5LOY8S7CHAqXkXyvM9EIEiczKDGB1TGh3mTH5w==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][3c 52 56 41 52 53 3e 3c 56 61 72 
20 6e 61 6d 65 3d 22 55 53 45 52 5f 41 55 54 48 45 4e 54 49 43 41 54 49 4f 4e 5f 54 49 4d 45 22 20 72 74 79 70 65 3d 22 33 22 3e 3c 21 5b 43 44 41 54 41 5b 31 34 39 35 38 30 34 38 37 36 
5d 5d 3e 3c 2f 56 61 72 3e 3c 56 61 72 20 6e 61 6d 65 3d 22 55 53 45 52 5f 44 49 52 5f 4f 49 44 22 20 72 74 79 70 65 3d 22 33 22 3e 3c 21 5b 43 44 41 54 41 5b 30 65 2d 30 30 30 61 33 66 
37 36 2d 30 33 33 35 2d 31 33 36 35 2d 62 65 65 36 2d 30 31 30 33 30 61 34 30 39 30 63 63 5d 5d 3e 3c 2f 56 61 72 3e 3c 56 61 72 20 6e 61 6d 65 3d 22 55 73 65 72 43 6f 6e 73 65 6e 74 
22 20 72 74 79 70 65 3d 22 33 22 3e 3c 21 5b 43 44 41 54 41 5b 41 6c 6c 6f 77 20 41 63 63 65 73 73 5d 5d 3e 3c 2f 56 61 72 3e 3c 2f 52 56 41 52 53 3e ][][][][][][][][][] 
[05/26/2017][09:21:16.756][09:21:16][4099][139745241835264][Sm_Az_Message.cpp:598][CSm_Az_Message::SendReply][s10/r224][oidcp:CASSO-OP][][jacksaunders][][oidcp:CASSO-
OP_az][oidcp:CASSO-OP][][][][][][][][][][][][][][** Status: Authorized. 
][][][][][][][][][][][][en8x1CBcXLF96Vz1AJTlbUSv87ytOUJKF75BzNEWbdU4kH9Ga9bhPXTGTzn8VuIeVcMSXvWOAjJMXCesQ5NXSEWJOIQdOwH1b/lb4CSOCeibRCMyZMNrK/Y7bFKEF5lcJm6qY
0VE6fkuVgCDONbgmzOCmDQFmVHE/h4C+k3jB7U7unQoQyivmlKgWK/kxmotpzqDIog5OimOazbiSzMJOpKAFoXUhgC97O79tVGdXRDe7ChIYOkqyghmeTBDhlFEr+rtEGltH4T53JJOLLylEUL2a
wycz+2IBxanIv5cFVCJsFFvTHCbwUpeDBhNxvDtnRFCGl8WVIpmt/Gd+38Nv8Od1+9hEe698m/YvFPah2Sv/2H2vqbx4L48iNVgoKu7fh3Ws3Np6gPZ7SpMdBnC6oGr1nEVBvXNum1u3vpSbncR7
+Qg5LOY8S7CHAqXkXyvM9EIEiczKDGB1TGh3mTH5w==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.810][09:21:16][4099][139745233442560][OIDCSessionManager.java][getSessionVariable][][][][][][][][][][][][][][][][][][][][][Data after unmarshalling from decrypted 
JSON: OpenIDConnectInternalData [azCode=XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXdz0=, clientId=000d837a-2758-
1927-816a-6283c0a84a7f, userId=uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder, redirectURI=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect, scope=openid, 
authTime=1495804876, userDirectoryOID=0e-000a3f76-0335-1365-bee6-01030a4090cc, isRevoked=falsenonce=LSjXdfBZUJjajx5k4Oa024OSF3TmCFIf2JCmVV6Zc_w, 
tokenIssuedTime=0]][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.810][09:21:16][4099][139745233442560][OIDCSessionManager.java][getSessionVariable][][][][][][][][][][][][][][][][][][][][][retValue : OpenIDConnectInternalData 
[azCode=XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXdz0=, clientId=000d837a-2758-1927-816a-6283c0a84a7f, 
userId=uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder, redirectURI=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect, scope=openid, authTime=1495804876, 
userDirectoryOID=0e-000a3f76-0335-1365-bee6-01030a4090cc, isRevoked=falsenonce=LSjXdfBZUJjajx5k4Oa024OSF3TmCFIf2JCmVV6Zc_w, 
tokenIssuedTime=0]][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.810][09:21:16][4099][139745233442560][AccessTokenTunnelService.java][tunnel][][][][][][][][][][][][][][][][][][][][][Retrieved sessionvar5: 
OpenIDConnectInternalData [azCode=XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXdz0=, clientId=000d837a-2758-1927-
816a-6283c0a84a7f, userId=uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder, redirectURI=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect, scope=openid, 
authTime=1495804876, userDirectoryOID=0e-000a3f76-0335-1365-bee6-01030a4090cc, isRevoked=falsenonce=LSjXdfBZUJjajx5k4Oa024OSF3TmCFIf2JCmVV6Zc_w, 
tokenIssuedTime=0]][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.812][09:21:16][4099][139745233442560][IDTokenGenerator.java][generateIDToken][][][][][][][][][][][][][][][][][][][][][Generated Claims : 
{sub=uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder, iat=Fri May 26 09:21:16 EDT 2017, auth_time=Fri May 26 09:21:16 EDT 2017, exp=Fri May 26 09:26:16 EDT 2017, 
iss=https://sso.demo.com:7443, aud=[000d837a-2758-1927-816a-6283c0a84a7f], 
nonce=LSjXdfBZUJjajx5k4Oa024OSF3TmCFIf2JCmVV6Zc_w}][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:21:16.834][09:21:16][4099][139745233442560][OIDCSessionManager.java][updateDataForAccessToken][][][][][][][][][][][][][][][][][][][][][InternalData that is used to 
generate JSON before encryption: OpenIDConnectInternalData [clientId=000d837a-2758-1927-816a-6283c0a84a7f, userId=uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder, 
redirectURI=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect, scope=openid, authTime=1495804876, userDirectoryOID=0e-000a3f76-0335-1365-bee6-01030a4090cc, 
accessToken=XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXWT0=, 
isRevoked=falsenonce=LSjXdfBZUJjajx5k4Oa024OSF3TmCFIf2JCmVV6Zc_w, tokenIssuedTime=1495804876]][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.269][09:24:51][4099][139745132795648][SmMessage.cpp:557][CSmMessage::ParseAgentMessage][s13/r460][secureproxy-
01][][][][][][][][][][][][][][][][][][jacksaunders][Receive request attribute 210, data size is 12][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.269][09:24:51][4099][139745132795648][Sm_Auth_Message.cpp:780][CSm_Auth_Message::AuthenticateUser][a9c37cdd-3c8574a5-ef6239c0-f7222684-9ebfe3f1-
a7][secureproxy-01][/affwebservices/secure/secureredirect?response_type=code&scope=openid&client_id=000d837a-2758-1927-816a-6283c0a84a7f&state=AqPV1yMahfMhZfJw-
EiceocEKLE&redirect_uri=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect&nonce=cmmTYLDa7tIYKtCCwVwRNZIEyXWI3CGaYqBlvSDTjQI&SMPORTALURL=S9M2%2BcMHqmj
M3UX4UhVKzm64RdCnVyns73py2kGqrFDICfv3e40dKASrh6UoNtu1mDRXo0g2s2FvVBeLURNg93mjL7LdJUkjeh%2BhM3OCRoVBIzQTBho%2FKrs3vLdcR5aQ][jacksaunders][][SecureRedirect]
[OIDC Auth Url][][][][][][][][][][][][][][Authenticating user.][][][][][][5][0][Basic][][][][][][][jacksaunders][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.269][09:24:51][4099][139745132795648][SmDsDir.cpp:272][CSmDsDir::IsValidUsername][][][][][][][][][][][][][][][][][][][User ='jacksaunders'][][Start of call 
IsValidUsername.][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.269][09:24:51][4099][139745132795648][SmDsDir.cpp:425][CSmDsDir::Search][][][][][][][][][][][][][][][][][][][Advanced search, 
Root='ou=policystore,o=siteminder',Filter='(uid=jacksaunders)'][][Start of call Search.][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.269][09:24:51][4099][139745132795648][SmDsLdapProvider.cpp:1901][CSmDsLdapProvider::SearchImpl][][][][][][][][][][][][][][][][][][][][][search filter is : 
(uid=jacksaunders)][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.270][09:24:51][4099][139745132795648][SmDsLdapConnMgr.cpp:1218][CSmDsLdapConn::SearchExts][][][][][][][][][][][][][][][][][][][][][LDAP search of 
(uid=jacksaunder) took 0 seconds and 438 microseconds][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.270][09:24:51][4099][139745132795648][SmDsLdapProvider.cpp:2344][CSmDsLdapProvider::Search][][][][][][][][][][][][][][][][][][][(Search) Base: 
'ou=policystore,o=siteminder', Filter: '(uid=jacksaunders)'. Status: 1 entries.][][Ldap Search callout succeeds.][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.270][09:24:51][4099][139745132795648][SmDsUser.cpp:95][CSmDsUser::CSmDsUser][][][][][][][][][][][][][][][][][][][About to initialize User 
'uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder' in dir 'CA Directory'][][Start of call InitUser.][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.270][09:24:51][4099][139745132795648][SmAuthUser.cpp:5437][CSmAuthUser::Authenticate][][][][jacksaunders][][][][CA 
Directory][][][][][][][][][][][][LDAP://sso.demo.com:10389/uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][Authenticating user by the auth 
scheme][][][][][][][][Basic][][][][][05WIr9xI4RSn28RosKH6M2oeJAU=][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.270][09:24:51][4099][139745132795648][SmDsUser.cpp:229][CSmDsUser::Authenticate][][][][][][][][][][][][][][][][][][][User 
='uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder'][][Start of call AuthenticateUser.][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.270][09:24:51][4099][139745132795648][SmDsUser.cpp:272][CSmDsUser::GetDisabled][][][][][][][][][][][][][][][][][][][User 
='uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder'][][Start of call GetDisabledUserState.][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][SmDsUser.cpp:578][GetCachedAttr][][][][][][][][][][][][][][][][][][][][][Property 'passwordError' for user 
'uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder' NOT found in cache][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][Sm_Auth_Message.cpp:4226][CSm_Auth_Message::SetAuthContext][a9c37cdd-3c8574a5-ef6239c0-f7222684-9ebfe3f1-
a7][secureproxy-01][/affwebservices/secure/secureredirect?response_type=code&scope=openid&client_id=000d837a-2758-1927-816a-6283c0a84a7f&state=AqPV1yMahfMhZfJw-
EiceocEKLE&redirect_uri=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect&nonce=cmmTYLDa7tIYKtCCwVwRNZIEyXWI3CGaYqBlvSDTjQI&SMPORTALURL=S9M2%2BcMHqmj
M3UX4UhVKzm64RdCnVyns73py2kGqrFDICfv3e40dKASrh6UoNtu1mDRXo0g2s2FvVBeLURNg93mjL7LdJUkjeh%2BhM3OCRoVBIzQTBho%2FKrs3vLdcR5aQ][jacksaunders][][SecureRedirect]
[OIDC Auth Url][CA Directory][][][][][][][][][][][][][Evaluating 'OnAuthAccept' policy...][][][][][][][][Basic][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-
30f7-1927-816a-6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][SmAuthorization.cpp:1453][CSmAz::IsOk][][][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][][Start 
of user policy analysis for realm.][][][][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-
6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][SmAuthorization.cpp:2325][CSmAz::IsOkGlobal][][][][jacksaunders][][SecureRedirect][OIDC Auth 
Url][][][][][][][][][][][][][][Evaluating OnAuthAccept global policies in the 
realm.][][][][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][OnAuthAccept][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][SmAuthorization.cpp:1453][CSmAz::IsOk][][][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][][Start 
of user policy analysis for realm.][][][][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-
6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 



[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r460][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][][][][][][][][][][][][Y(,.....][Send response attribute 153, data size is 
8][][][][][][][][Basic][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][59 28 2c a3 00 00 00 00 
][][][][][][][][][] 
[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r460][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][][][][][][][][][][][][Y(,.....][Send response attribute 154, data size is 
8][][][][][][][][Basic][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][59 28 2c a3 00 00 00 00 
][][][][][][][][][] 
[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r460][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][][][][][][][][][][][][Y(,.....][Send response attribute 155, data size is 
8][][][][][][][][Basic][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][59 28 2c a3 00 00 00 00 
][][][][][][][][][] 
[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r460][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][][][][][][][][][][][][........][Send response attribute 225, data size is 
8][][][][][][][][Basic][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][00 00 0e 10 00 00 00 00 
][][][][][][][][][] 
[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r460][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][][][][][][][][][][][][... ....][Send response attribute 226, data size is 
8][][][][][][][][Basic][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][00 00 1c 20 00 00 00 00 
][][][][][][][][][] 
[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r460][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][][][][][][][][][][][][........][Send response attribute 167, data size is 
8][][][][][][][][Basic][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][ff ff ff ff 00 00 00 00 
][][][][][][][][][] 
[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r460][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][][][][][][][][][][][][05WIr9xI4RSn28RosKH6M2oeJAU=][Send response attribute 205, data size is 
28][][][][][][][][Basic][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][30 35 57 49 72 39 78 49 
34 52 53 6e 32 38 52 6f 73 4b 48 36 4d 32 6f 65 4a 41 55 3d ][][][][][][][][][] 
[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r460][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][Send response attribute 218, data size is 
54][][][][][][][][Basic][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][75 69 64 3d 6a 61 63 6b 
73 61 75 6e 64 65 72 73 2c 6f 75 3d 41 64 6d 69 6e 73 2c 6f 75 3d 70 6f 6c 69 63 79 73 74 6f 72 65 2c 6f 3d 53 69 74 65 4d 69 6e 64 65 72 ][][][][][][][][][] 
[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r460][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][][][][][][][][][][][][0e-000a3f76-0335-1365-bee6-01030a4090cc][Send response attribute 151, data size is 
39][][][][][][][][Basic][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][30 65 2d 30 30 30 61 33 
66 37 36 2d 30 33 33 35 2d 31 33 36 35 2d 62 65 65 36 2d 30 31 30 33 30 61 34 30 39 30 63 63 ][][][][][][][][][] 
[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r460][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][][][][][][][][][][][][CA Directory][Send response attribute 213, data size is 
12][][][][][][][][Basic][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][43 41 20 44 69 72 65 63 
74 6f 72 79 ][][][][][][][][][] 
[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r460][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][][][][][][][][][][][][sso.demo.com:10389][Send response attribute 214, data size is 
18][][][][][][][][Basic][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][73 73 6f 2e 64 65 6d 6f 2e 
63 6f 6d 3a 31 30 33 38 39 ][][][][][][][][][] 
[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s13/r460][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][][][][][][][][][][][][LDAP:][Send response attribute 215, data size is 
5][][][][][][][][Basic][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][4c 44 41 50 3a 
][][][][][][][][][] 
[05/26/2017][09:24:51.271][09:24:51][4099][139745132795648][Sm_Auth_Message.cpp:4835][CSm_Auth_Message::SendReply][s13/r460][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][CA Directory][][][][][][][][][][][][][** Status: Authenticated. 
][][][][][][][][Basic][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.273][09:24:51][4099][139745250227968][IsAuthorized.cpp:172][CSm_Az_Message::IsAuthorized][][][][jacksaunders][][][][CA 
Directory][][][][][][][][][][][][2][Validate session and session type for the 
user.][][][][][][][][][][][][3ICfESiwbbagDfMeasmVSu3YGds/WPmOrZ4r1owLt3fag5TJj3Q7iAvvooitwSvmDf5u0/NNiA/Ja0UImaqwxTffT6HvVsRcTEvD0J0ZtjS5SwFIp9/AmR0LHQ06uUyTEEGxX5
G7bECu+b3dlFqURe+Re8IP/CngTcQvCzZ/1ff2oYLX2LGhVI3dZg0SL1rVcjmDKzdT/XVX5BcrqHIJe01RzFoCrg5Mfx584DKVvxLvOC1m5ItyBfYx0kIMCP5LB2ZsBMMj7vvkh4I89VwQW17ZN5uEzzN
VbYmycCJutKXS2Kwbd/CRSXuQp43IbIxYCauzK9eavX6rONgedFMKb7tFUl6m+eEv3nH1tulI7cqtRvE1qgwGUbxoeIR1+aJVSs23MkZGfrKZEq47LhlrheISJhF4NDMAkPT6eKYqtG0O7evORluAug6N
POYvmH9fd2/mwlds7lL0m/PpIiw8gQ==][05WIr9xI4RSn28RosKH6M2oeJAU=][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.273][09:24:51][4099][139745250227968][SmDsUser.cpp:95][CSmDsUser::CSmDsUser][][][][][][][][][][][][][][][][][][][About to initialize User 
'uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder' in dir 'CA Directory'][][Start of call InitUser.][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.273][09:24:51][4099][139745250227968][IsAuthorized.cpp:680][CSm_Az_Message::IsAuthorized][a9c37cdd-3c8574a5-ef6239c0-f7222684-9ebfe3f1-
a7][secureproxy-01][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][][Authorizing 
user...][][][][][][][][][][][][DxGvlspCdyfUoroT5V63sqdGgfTxZO6nr45c5AZWKf3RfRkvLitCtAzJRevj5RLfMu/DMSLdjXYsao7V2VMV/O+rmk1bt73W++nIOMlvIw4weJg4g6JHCk5NUkCqw4j/vxS8/9
bR99FFdzah533bnYS26VNUHafNaqoE/RCWZNHdTg0UASMJ0pQ+5ASf+m4ti/YS8R178N8oDgNLBX11SOQhdgNG/NeOMp5RUy6fEueUdZYC+HWYyW6jpOhhgLiFEY3QrJx5pwZZ0WU4CvFJRm
MQKghGiTwEcItysbcxPjovmfAqtMfsBN+e8wjja81DYuTGEDF0VkLka9U0biD6xKqtcmBATUpBAnCjUuC64YuPJ36MBShBIVsOHSQniD+JBMZc+pfie6Q2gjRLXlslzLRrFW/FZR/NbVOba5tXMWTNx
OaS8vs6f416KkgtnmvJnsAj0/31Oy9vNZZ+XSUq2g==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.273][09:24:51][4099][139745250227968][SmAuthorization.cpp:1453][CSmAz::IsOk][][][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][][Start 
of user policy analysis for realm.][][][][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-
6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.273][09:24:51][4099][139745250227968][IsAuthorized.cpp:786][CSm_Az_Message::IsAuthorized][s13/r461][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][][Evaluating OnAccessAccept policy in the realm 
][][][][][][][][][][][][DxGvlspCdyfUoroT5V63sqdGgfTxZO6nr45c5AZWKf3RfRkvLitCtAzJRevj5RLfMu/DMSLdjXYsao7V2VMV/O+rmk1bt73W++nIOMlvIw4weJg4g6JHCk5NUkCqw4j/vxS8/9bR99F
Fdzah533bnYS26VNUHafNaqoE/RCWZNHdTg0UASMJ0pQ+5ASf+m4ti/YS8R178N8oDgNLBX11SOQhdgNG/NeOMp5RUy6fEueUdZYC+HWYyW6jpOhhgLiFEY3QrJx5pwZZ0WU4CvFJRmMQKg
hGiTwEcItysbcxPjovmfAqtMfsBN+e8wjja81DYuTGEDF0VkLka9U0biD6xKqtcmBATUpBAnCjUuC64YuPJ36MBShBIVsOHSQniD+JBMZc+pfie6Q2gjRLXlslzLRrFW/FZR/NbVOba5tXMWTNxOaS8v
s6f416KkgtnmvJnsAj0/31Oy9vNZZ+XSUq2g==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][OnAccessAccept][][][][][][][][][][] 
[05/26/2017][09:24:51.273][09:24:51][4099][139745250227968][SmAuthorization.cpp:1453][CSmAz::IsOk][][][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][][Start 
of user policy analysis for realm.][][][][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-
6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.273][09:24:51][4099][139745250227968][SmAuthorization.cpp:2325][CSmAz::IsOkGlobal][][][][jacksaunders][][SecureRedirect][OIDC Auth 
Url][][][][][][][][][][][][][][Evaluating OnAccessAccept global policies in the 
realm.][][][][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][OnAccessAccept][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.273][09:24:51][4099][139745250227968][SmAuthorization.cpp:1453][CSmAz::IsOk][][][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][][Start 
of user policy analysis for realm.][][][][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00005ba9-30f7-1927-816a-
6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.273][09:24:51][4099][139745250227968][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s13/r461][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][Y(,.....][Send response attribute 153, data size is 
8][][][][][][][][][][][][DxGvlspCdyfUoroT5V63sqdGgfTxZO6nr45c5AZWKf3RfRkvLitCtAzJRevj5RLfMu/DMSLdjXYsao7V2VMV/O+rmk1bt73W++nIOMlvIw4weJg4g6JHCk5NUkCqw4j/vxS8/9bR9
9FFdzah533bnYS26VNUHafNaqoE/RCWZNHdTg0UASMJ0pQ+5ASf+m4ti/YS8R178N8oDgNLBX11SOQhdgNG/NeOMp5RUy6fEueUdZYC+HWYyW6jpOhhgLiFEY3QrJx5pwZZ0WU4CvFJRmMQ



KghGiTwEcItysbcxPjovmfAqtMfsBN+e8wjja81DYuTGEDF0VkLka9U0biD6xKqtcmBATUpBAnCjUuC64YuPJ36MBShBIVsOHSQniD+JBMZc+pfie6Q2gjRLXlslzLRrFW/FZR/NbVOba5tXMWTNxOaS
8vs6f416KkgtnmvJnsAj0/31Oy9vNZZ+XSUq2g==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][59 28 2c a3 00 00 00 00 ][][][][][][][][][] 
[05/26/2017][09:24:51.273][09:24:51][4099][139745250227968][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s13/r461][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][Y(,.....][Send response attribute 154, data size is 
8][][][][][][][][][][][][DxGvlspCdyfUoroT5V63sqdGgfTxZO6nr45c5AZWKf3RfRkvLitCtAzJRevj5RLfMu/DMSLdjXYsao7V2VMV/O+rmk1bt73W++nIOMlvIw4weJg4g6JHCk5NUkCqw4j/vxS8/9bR9
9FFdzah533bnYS26VNUHafNaqoE/RCWZNHdTg0UASMJ0pQ+5ASf+m4ti/YS8R178N8oDgNLBX11SOQhdgNG/NeOMp5RUy6fEueUdZYC+HWYyW6jpOhhgLiFEY3QrJx5pwZZ0WU4CvFJRmMQ
KghGiTwEcItysbcxPjovmfAqtMfsBN+e8wjja81DYuTGEDF0VkLka9U0biD6xKqtcmBATUpBAnCjUuC64YuPJ36MBShBIVsOHSQniD+JBMZc+pfie6Q2gjRLXlslzLRrFW/FZR/NbVOba5tXMWTNxOaS
8vs6f416KkgtnmvJnsAj0/31Oy9vNZZ+XSUq2g==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][59 28 2c a3 00 00 00 00 ][][][][][][][][][] 
[05/26/2017][09:24:51.273][09:24:51][4099][139745250227968][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s13/r461][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][Y(,.....][Send response attribute 155, data size is 
8][][][][][][][][][][][][DxGvlspCdyfUoroT5V63sqdGgfTxZO6nr45c5AZWKf3RfRkvLitCtAzJRevj5RLfMu/DMSLdjXYsao7V2VMV/O+rmk1bt73W++nIOMlvIw4weJg4g6JHCk5NUkCqw4j/vxS8/9bR9
9FFdzah533bnYS26VNUHafNaqoE/RCWZNHdTg0UASMJ0pQ+5ASf+m4ti/YS8R178N8oDgNLBX11SOQhdgNG/NeOMp5RUy6fEueUdZYC+HWYyW6jpOhhgLiFEY3QrJx5pwZZ0WU4CvFJRmMQ
KghGiTwEcItysbcxPjovmfAqtMfsBN+e8wjja81DYuTGEDF0VkLka9U0biD6xKqtcmBATUpBAnCjUuC64YuPJ36MBShBIVsOHSQniD+JBMZc+pfie6Q2gjRLXlslzLRrFW/FZR/NbVOba5tXMWTNxOaS
8vs6f416KkgtnmvJnsAj0/31Oy9vNZZ+XSUq2g==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][59 28 2c a3 00 00 00 00 ][][][][][][][][][] 
[05/26/2017][09:24:51.274][09:24:51][4099][139745250227968][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s13/r461][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][........][Send response attribute 225, data size is 
8][][][][][][][][][][][][DxGvlspCdyfUoroT5V63sqdGgfTxZO6nr45c5AZWKf3RfRkvLitCtAzJRevj5RLfMu/DMSLdjXYsao7V2VMV/O+rmk1bt73W++nIOMlvIw4weJg4g6JHCk5NUkCqw4j/vxS8/9bR9
9FFdzah533bnYS26VNUHafNaqoE/RCWZNHdTg0UASMJ0pQ+5ASf+m4ti/YS8R178N8oDgNLBX11SOQhdgNG/NeOMp5RUy6fEueUdZYC+HWYyW6jpOhhgLiFEY3QrJx5pwZZ0WU4CvFJRmMQ
KghGiTwEcItysbcxPjovmfAqtMfsBN+e8wjja81DYuTGEDF0VkLka9U0biD6xKqtcmBATUpBAnCjUuC64YuPJ36MBShBIVsOHSQniD+JBMZc+pfie6Q2gjRLXlslzLRrFW/FZR/NbVOba5tXMWTNxOaS
8vs6f416KkgtnmvJnsAj0/31Oy9vNZZ+XSUq2g==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][00 00 0e 10 00 00 00 00 ][][][][][][][][][] 
[05/26/2017][09:24:51.274][09:24:51][4099][139745250227968][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s13/r461][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][... ....][Send response attribute 226, data size is 
8][][][][][][][][][][][][DxGvlspCdyfUoroT5V63sqdGgfTxZO6nr45c5AZWKf3RfRkvLitCtAzJRevj5RLfMu/DMSLdjXYsao7V2VMV/O+rmk1bt73W++nIOMlvIw4weJg4g6JHCk5NUkCqw4j/vxS8/9bR9
9FFdzah533bnYS26VNUHafNaqoE/RCWZNHdTg0UASMJ0pQ+5ASf+m4ti/YS8R178N8oDgNLBX11SOQhdgNG/NeOMp5RUy6fEueUdZYC+HWYyW6jpOhhgLiFEY3QrJx5pwZZ0WU4CvFJRmMQ
KghGiTwEcItysbcxPjovmfAqtMfsBN+e8wjja81DYuTGEDF0VkLka9U0biD6xKqtcmBATUpBAnCjUuC64YuPJ36MBShBIVsOHSQniD+JBMZc+pfie6Q2gjRLXlslzLRrFW/FZR/NbVOba5tXMWTNxOaS
8vs6f416KkgtnmvJnsAj0/31Oy9vNZZ+XSUq2g==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][00 00 1c 20 00 00 00 00 ][][][][][][][][][] 
[05/26/2017][09:24:51.274][09:24:51][4099][139745250227968][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s13/r461][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][05WIr9xI4RSn28RosKH6M2oeJAU=][Send response attribute 205, data size is 
28][][][][][][][][][][][][DxGvlspCdyfUoroT5V63sqdGgfTxZO6nr45c5AZWKf3RfRkvLitCtAzJRevj5RLfMu/DMSLdjXYsao7V2VMV/O+rmk1bt73W++nIOMlvIw4weJg4g6JHCk5NUkCqw4j/vxS8/9bR
99FFdzah533bnYS26VNUHafNaqoE/RCWZNHdTg0UASMJ0pQ+5ASf+m4ti/YS8R178N8oDgNLBX11SOQhdgNG/NeOMp5RUy6fEueUdZYC+HWYyW6jpOhhgLiFEY3QrJx5pwZZ0WU4CvFJRmM
QKghGiTwEcItysbcxPjovmfAqtMfsBN+e8wjja81DYuTGEDF0VkLka9U0biD6xKqtcmBATUpBAnCjUuC64YuPJ36MBShBIVsOHSQniD+JBMZc+pfie6Q2gjRLXlslzLRrFW/FZR/NbVOba5tXMWTNxOa
S8vs6f416KkgtnmvJnsAj0/31Oy9vNZZ+XSUq2g==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][30 35 57 49 72 39 78 49 34 52 53 6e 32 
38 52 6f 73 4b 48 36 4d 32 6f 65 4a 41 55 3d ][][][][][][][][][] 
[05/26/2017][09:24:51.274][09:24:51][4099][139745250227968][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s13/r461][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][][Send response attribute 146, data size is 
0][][][][][][][][][][][][DxGvlspCdyfUoroT5V63sqdGgfTxZO6nr45c5AZWKf3RfRkvLitCtAzJRevj5RLfMu/DMSLdjXYsao7V2VMV/O+rmk1bt73W++nIOMlvIw4weJg4g6JHCk5NUkCqw4j/vxS8/9bR9
9FFdzah533bnYS26VNUHafNaqoE/RCWZNHdTg0UASMJ0pQ+5ASf+m4ti/YS8R178N8oDgNLBX11SOQhdgNG/NeOMp5RUy6fEueUdZYC+HWYyW6jpOhhgLiFEY3QrJx5pwZZ0WU4CvFJRmMQ
KghGiTwEcItysbcxPjovmfAqtMfsBN+e8wjja81DYuTGEDF0VkLka9U0biD6xKqtcmBATUpBAnCjUuC64YuPJ36MBShBIVsOHSQniD+JBMZc+pfie6Q2gjRLXlslzLRrFW/FZR/NbVOba5tXMWTNxOaS
8vs6f416KkgtnmvJnsAj0/31Oy9vNZZ+XSUq2g==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][][][][][][][][][][] 
[05/26/2017][09:24:51.274][09:24:51][4099][139745250227968][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s13/r461][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][][Send response attribute 147, data size is 
0][][][][][][][][][][][][DxGvlspCdyfUoroT5V63sqdGgfTxZO6nr45c5AZWKf3RfRkvLitCtAzJRevj5RLfMu/DMSLdjXYsao7V2VMV/O+rmk1bt73W++nIOMlvIw4weJg4g6JHCk5NUkCqw4j/vxS8/9bR9
9FFdzah533bnYS26VNUHafNaqoE/RCWZNHdTg0UASMJ0pQ+5ASf+m4ti/YS8R178N8oDgNLBX11SOQhdgNG/NeOMp5RUy6fEueUdZYC+HWYyW6jpOhhgLiFEY3QrJx5pwZZ0WU4CvFJRmMQ
KghGiTwEcItysbcxPjovmfAqtMfsBN+e8wjja81DYuTGEDF0VkLka9U0biD6xKqtcmBATUpBAnCjUuC64YuPJ36MBShBIVsOHSQniD+JBMZc+pfie6Q2gjRLXlslzLRrFW/FZR/NbVOba5tXMWTNxOaS
8vs6f416KkgtnmvJnsAj0/31Oy9vNZZ+XSUq2g==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][][][][][][][][][][] 
[05/26/2017][09:24:51.274][09:24:51][4099][139745250227968][Sm_Az_Message.cpp:598][CSm_Az_Message::SendReply][s13/r461][secureproxy-
01][][jacksaunders][][SecureRedirect][OIDC Auth Url][][][][][][][][][][][][][][** Status: Authorized. 
][][][][][][][][][][][][DxGvlspCdyfUoroT5V63sqdGgfTxZO6nr45c5AZWKf3RfRkvLitCtAzJRevj5RLfMu/DMSLdjXYsao7V2VMV/O+rmk1bt73W++nIOMlvIw4weJg4g6JHCk5NUkCqw4j/vxS8/9bR99F
Fdzah533bnYS26VNUHafNaqoE/RCWZNHdTg0UASMJ0pQ+5ASf+m4ti/YS8R178N8oDgNLBX11SOQhdgNG/NeOMp5RUy6fEueUdZYC+HWYyW6jpOhhgLiFEY3QrJx5pwZZ0WU4CvFJRmMQKg
hGiTwEcItysbcxPjovmfAqtMfsBN+e8wjja81DYuTGEDF0VkLka9U0biD6xKqtcmBATUpBAnCjUuC64YuPJ36MBShBIVsOHSQniD+JBMZc+pfie6Q2gjRLXlslzLRrFW/FZR/NbVOba5tXMWTNxOaS8v
s6f416KkgtnmvJnsAj0/31Oy9vNZZ+XSUq2g==][][][uidjacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][SmDsUser.cpp:144][CSmDsUser::CSmDsUser][][][][][][][][][][][][][][][][][][][About to initialize User 
'uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder' in dir 'CA Directory'][][Start of call InitUser.][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][SmDsLdapProvider.cpp:2344][CSmDsLdapProvider::Search][][][][][][][][][][][][][][][][][][][(Search) Retrieving attributes for: 
'uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder', Filter: 'objectclass=*'. Status: 1 matching objects.][][Ldap Search callout 
succeeds.][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][SmDsUser.cpp:272][CSmDsUser::GetDisabled][][][][][][][][][][][][][][][][][][][User 
='uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder'][][Start of call GetDisabledUserState.][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][SmDsUser.cpp:578][GetCachedAttr][][][][][][][][][][][][][][][][][][][][][Property 'passwordError' for user 
'uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder' NOT found in cache][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][Sm_Auth_Message.cpp:4226][CSm_Auth_Message::SetAuthContext][11234fc1-a40cbfe3-bb89953d-998204ef-
ee9a073d-35d5][oidcp:casso-op][/][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][][][][][][][][][][][][][Evaluating 'OnAuthAccept' policy...][][][][][][][][Anonymous 
Template][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][SmAuthorization.cpp:1453][CSmAz::IsOk][][][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-
OP][][][][][][][][][][][][][][Start of user policy analysis for realm.][][][][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-
6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][SmAuthorization.cpp:2325][CSmAz::IsOkGlobal][][][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-
OP][][][][][][][][][][][][][][Evaluating OnAuthAccept global policies in the 
realm.][][][][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][OnAuthAccept][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][SmAuthorization.cpp:1453][CSmAz::IsOk][][][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-
OP][][][][][][][][][][][][][][Start of user policy analysis for realm.][][][][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-
6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r234][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][][][][][][][][][][][][Y(,.....][Send response attribute 153, data size is 8][][][][][][][][Anonymous 
Template][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][59 28 2c a3 00 00 00 00 
][][][][][][][][][] 
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r234][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][][][][][][][][][][][][Y(,.....][Send response attribute 154, data size is 8][][][][][][][][Anonymous 
Template][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][59 28 2c a3 00 00 00 00 
][][][][][][][][][] 
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r234][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][][][][][][][][][][][][Y(,.....][Send response attribute 155, data size is 8][][][][][][][][Anonymous 
Template][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][59 28 2c a3 00 00 00 00 
][][][][][][][][][] 
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r234][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][][][][][][][][][][][][........][Send response attribute 225, data size is 8][][][][][][][][Anonymous 
Template][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][00 00 0e 10 00 00 00 00 
][][][][][][][][][] 



[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r234][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][][][][][][][][][][][][... ....][Send response attribute 226, data size is 8][][][][][][][][Anonymous 
Template][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][00 00 1c 20 00 00 00 00 
][][][][][][][][][] 
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r234][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][][][][][][][][][][][][........][Send response attribute 167, data size is 8][][][][][][][][Anonymous 
Template][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][ff ff ff ff 00 00 00 00 ][][][][][][][][][] 
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r234][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][][][][][][][][][][][][05WIr9xI4RSn28RosKH6M2oeJAU=][Send response attribute 205, data size is 
28][][][][][][][][Anonymous Template][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][30 35 57 
49 72 39 78 49 34 52 53 6e 32 38 52 6f 73 4b 48 36 4d 32 6f 65 4a 41 55 3d ][][][][][][][][][] 
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r234][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][Send response attribute 218, data 
size is 54][][][][][][][][Anonymous Template][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][75 
69 64 3d 6a 61 63 6b 73 61 75 6e 64 65 72 73 2c 6f 75 3d 41 64 6d 69 6e 73 2c 6f 75 3d 70 6f 6c 69 63 79 73 74 6f 72 65 2c 6f 3d 53 69 74 65 4d 69 6e 64 65 72 ][][][][][][][][][] 
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r234][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][][][][][][][][][][][][0e-000a3f76-0335-1365-bee6-01030a4090cc][Send response attribute 151, data size is 
39][][][][][][][][Anonymous Template][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][30 65 2d 
30 30 30 61 33 66 37 36 2d 30 33 33 35 2d 31 33 36 35 2d 62 65 65 36 2d 30 31 30 33 30 61 34 30 39 30 63 63 ][][][][][][][][][] 
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r234][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][][][][][][][][][][][][CA Directory][Send response attribute 213, data size is 12][][][][][][][][Anonymous 
Template][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][43 41 20 44 69 72 65 63 74 6f 72 79 
][][][][][][][][][] 
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r234][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][][][][][][][][][][][][sso.demo.com:10389][Send response attribute 214, data size is 18][][][][][][][][Anonymous 
Template][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][73 73 6f 2e 64 65 6d 6f 2e 63 6f 6d 
3a 31 30 33 38 39 ][][][][][][][][][] 
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r234][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][][][][][][][][][][][][LDAP:][Send response attribute 215, data size is 5][][][][][][][][Anonymous 
Template][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][4c 44 41 50 3a ][][][][][][][][][] 
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][Sm_Auth_Message.cpp:5338][CSm_Auth_Message::FormatAttribute][s10/r234][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][][][][][][][][][][][][AuthLevel=5][Send response attribute 255, data size is 11][][][][][][][][Anonymous 
Template][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][][][][][][][][][][Login][41 75 74 68 4c 65 76 65 6c 3d 35 
][][][][][][][][][] 
[05/26/2017][09:24:51.313][09:24:51][4099][139745250227968][Sm_Auth_Message.cpp:4835][CSm_Auth_Message::SendReply][s10/r234][oidcp:casso-
op][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][CA Directory][][][][][][][][][][][][][** Status: Validated. ][][][][][][][][Anonymous 
Template][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.314][09:24:51][4099][139745124402944][IsAuthorized.cpp:172][CSm_Az_Message::IsAuthorized][][][][jacksaunders][][][][CA 
Directory][][][][][][][][][][][][2][Validate session and session type for the 
user.][][][][][][][][][][][][3ICfESiwbbagDfMeasmVSu3YGds/WPmOrZ4r1owLt3fag5TJj3Q7iAvvooitwSvmDf5u0/NNiA/Ja0UImaqwxTffT6HvVsRcTEvD0J0ZtjS5SwFIp9/AmR0LHQ06uUyTEEGxX5
G7bECu+b3dlFqURe+Re8IP/CngTcQvCzZ/1ff2oYLX2LGhVI3dZg0SL1rVcjmDKzdT/XVX5BcrqHIJe01RzFoCrg5Mfx584DKVvxLvOC1m5ItyBfYx0kIMCP5LB2ZsBMMj7vvkh4I89VwQW17ZN5uEzzN
VbYmycCJutKXS2Kwbd/CRSXuQp43IbIxYCauzK9eavX6rONgedFMKb7tFUl6m+eEv3nH1tulI7cqtRvE1qgwGUbxoeIR1+aJVSs23MkZGfrKZEq47LhlrheISJhF4NDMAkPT6eKYqtG0O7evORluAug6N
POYvmH9fd2/mwlds7lL0m/PpIiw8gQ==][05WIr9xI4RSn28RosKH6M2oeJAU=][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.314][09:24:51][4099][139745124402944][IsAuthorized.cpp:627][CSm_Az_Message::IsAuthorized][11234fc1-a40cbfe3-bb89953d-998204ef-ee9a073d-
35d5][oidcp:CASSO-OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][][][][][][][][][][][][][][Cannot find Affiliate definition for the 
agent.][][][][][][][][][][][][unLAdldHuSelYj+PJmAfuLR8PnXXqhhNQFfALaropAznKONQuiqP7iP4I+8u5ziqAFCCHlejdtNOCNQYDOzDOK5wzKwNPM8G1EVJbIzWxjuIvV+Z+8ttmVXvqtc9ef5YqnQA
VSa+MemwY1VbRp69V9qbTgJWKR+c6PE6ddc2eVJdMHbMuAiKAt/iG/O0MF1G+fBReKKqa5zRdXHeOtg0O7St0HpoEn5d1Ual/PQuaf1hlEPVXz10kiPhzNAvnjsi9VzNDiARrrYABYbyd1oLR+KC2R
cEm9wkBJ5qgNzX0UyuzNK/cNH/de4dgy2U2ip24dlEFu1aKnnkkCV1PyYUTwfJUwO15WlIeUtfUyaqbjTHfK2NuH0PneIIVRGomz0hN68PcZClb6lWpr1qH5sYxJXJGADP2iCH3iQog1zMOX/vDLLo2
9okIGUA7Td+MYcLwUBiLJLP5hYtXEc8vcFgfA==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-
6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.315][09:24:51][4099][139745124402944][SmDsUser.cpp:95][CSmDsUser::CSmDsUser][][][][][][][][][][][][][][][][][][][About to initialize User 
'uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder' in dir 'CA Directory'][][Start of call InitUser.][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.315][09:24:51][4099][139745124402944][IsAuthorized.cpp:680][CSm_Az_Message::IsAuthorized][11234fc1-a40cbfe3-bb89953d-998204ef-ee9a073d-
35d5][oidcp:CASSO-OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][][][][][][][][][][][][][][Authorizing 
user...][][][][][][][][][][][][unLAdldHuSelYj+PJmAfuLR8PnXXqhhNQFfALaropAznKONQuiqP7iP4I+8u5ziqAFCCHlejdtNOCNQYDOzDOK5wzKwNPM8G1EVJbIzWxjuIvV+Z+8ttmVXvqtc9ef5YqnQA
VSa+MemwY1VbRp69V9qbTgJWKR+c6PE6ddc2eVJdMHbMuAiKAt/iG/O0MF1G+fBReKKqa5zRdXHeOtg0O7St0HpoEn5d1Ual/PQuaf1hlEPVXz10kiPhzNAvnjsi9VzNDiARrrYABYbyd1oLR+KC2R
cEm9wkBJ5qgNzX0UyuzNK/cNH/de4dgy2U2ip24dlEFu1aKnnkkCV1PyYUTwfJUwO15WlIeUtfUyaqbjTHfK2NuH0PneIIVRGomz0hN68PcZClb6lWpr1qH5sYxJXJGADP2iCH3iQog1zMOX/vDLLo2
9okIGUA7Td+MYcLwUBiLJLP5hYtXEc8vcFgfA==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.315][09:24:51][4099][139745124402944][SmAuthorization.cpp:1453][CSmAz::IsOk][][][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-
OP][][][][][][][][][][][][][][Start of user policy analysis for realm.][][][][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-
6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.316][09:24:51][4099][139745124402944][OIDCSessionManager.java][updateDataForAzCode][11234fc1-a40cbfe3-bb89953d-998204ef-ee9a073d-
35d5][][][][][][][][][][][][][][][][][][][][InternalData that is used to generate JSON before encryption:: OpenIDConnectInternalData 
[azCode=XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXYz0=, clientId=000d837a-2758-1927-816a-6283c0a84a7f, 
userId=uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder, redirectURI=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect, scope=openid, authTime=1495805091, 
userDirectoryOID=0e-000a3f76-0335-1365-bee6-01030a4090cc, isRevoked=falsenonce=cmmTYLDa7tIYKtCCwVwRNZIEyXWI3CGaYqBlvSDTjQI, 
tokenIssuedTime=0]][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.317][09:24:51][4099][139745124402944][IsAuthorized.cpp:786][CSm_Az_Message::IsAuthorized][s10/r235][oidcp:CASSO-OP][][jacksaunders][][oidcp:CASSO-
OP_az][oidcp:CASSO-OP][][][][][][][][][][][][][][Evaluating OnAccessAccept policy in the realm 
][][][][][][][][][][][][unLAdldHuSelYj+PJmAfuLR8PnXXqhhNQFfALaropAznKONQuiqP7iP4I+8u5ziqAFCCHlejdtNOCNQYDOzDOK5wzKwNPM8G1EVJbIzWxjuIvV+Z+8ttmVXvqtc9ef5YqnQAVSa+
MemwY1VbRp69V9qbTgJWKR+c6PE6ddc2eVJdMHbMuAiKAt/iG/O0MF1G+fBReKKqa5zRdXHeOtg0O7St0HpoEn5d1Ual/PQuaf1hlEPVXz10kiPhzNAvnjsi9VzNDiARrrYABYbyd1oLR+KC2RcEm
9wkBJ5qgNzX0UyuzNK/cNH/de4dgy2U2ip24dlEFu1aKnnkkCV1PyYUTwfJUwO15WlIeUtfUyaqbjTHfK2NuH0PneIIVRGomz0hN68PcZClb6lWpr1qH5sYxJXJGADP2iCH3iQog1zMOX/vDLLo29okI
GUA7Td+MYcLwUBiLJLP5hYtXEc8vcFgfA==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][OnAccessAccept][][][][][][][][][][] 
[05/26/2017][09:24:51.317][09:24:51][4099][139745124402944][SmAuthorization.cpp:1453][CSmAz::IsOk][][][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-
OP][][][][][][][][][][][][][][Start of user policy analysis for realm.][][][][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-
6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.317][09:24:51][4099][139745124402944][SmAuthorization.cpp:2325][CSmAz::IsOkGlobal][][][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-
OP][][][][][][][][][][][][][][Evaluating OnAccessAccept global policies in the 
realm.][][][][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][OnAccessAccept][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.317][09:24:51][4099][139745124402944][SmAuthorization.cpp:1453][CSmAz::IsOk][][][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-
OP][][][][][][][][][][][][][][Start of user policy analysis for realm.][][][][][][][][][][][][][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][06-00055028-260a-1927-816a-
6283c0a84a7f][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.317][09:24:51][4099][139745124402944][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s10/r235][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][][][][][][][][][][][][][Y(,.....][Send response attribute 153, data size is 
8][][][][][][][][][][][][unLAdldHuSelYj+PJmAfuLR8PnXXqhhNQFfALaropAznKONQuiqP7iP4I+8u5ziqAFCCHlejdtNOCNQYDOzDOK5wzKwNPM8G1EVJbIzWxjuIvV+Z+8ttmVXvqtc9ef5YqnQAVSa+
MemwY1VbRp69V9qbTgJWKR+c6PE6ddc2eVJdMHbMuAiKAt/iG/O0MF1G+fBReKKqa5zRdXHeOtg0O7St0HpoEn5d1Ual/PQuaf1hlEPVXz10kiPhzNAvnjsi9VzNDiARrrYABYbyd1oLR+KC2RcEm
9wkBJ5qgNzX0UyuzNK/cNH/de4dgy2U2ip24dlEFu1aKnnkkCV1PyYUTwfJUwO15WlIeUtfUyaqbjTHfK2NuH0PneIIVRGomz0hN68PcZClb6lWpr1qH5sYxJXJGADP2iCH3iQog1zMOX/vDLLo29okI
GUA7Td+MYcLwUBiLJLP5hYtXEc8vcFgfA==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][59 28 2c a3 00 00 00 00 ][][][][][][][][][] 



[05/26/2017][09:24:51.317][09:24:51][4099][139745124402944][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s10/r235][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][][][][][][][][][][][][][Y(,.....][Send response attribute 154, data size is 
8][][][][][][][][][][][][unLAdldHuSelYj+PJmAfuLR8PnXXqhhNQFfALaropAznKONQuiqP7iP4I+8u5ziqAFCCHlejdtNOCNQYDOzDOK5wzKwNPM8G1EVJbIzWxjuIvV+Z+8ttmVXvqtc9ef5YqnQAVSa+
MemwY1VbRp69V9qbTgJWKR+c6PE6ddc2eVJdMHbMuAiKAt/iG/O0MF1G+fBReKKqa5zRdXHeOtg0O7St0HpoEn5d1Ual/PQuaf1hlEPVXz10kiPhzNAvnjsi9VzNDiARrrYABYbyd1oLR+KC2RcEm
9wkBJ5qgNzX0UyuzNK/cNH/de4dgy2U2ip24dlEFu1aKnnkkCV1PyYUTwfJUwO15WlIeUtfUyaqbjTHfK2NuH0PneIIVRGomz0hN68PcZClb6lWpr1qH5sYxJXJGADP2iCH3iQog1zMOX/vDLLo29okI
GUA7Td+MYcLwUBiLJLP5hYtXEc8vcFgfA==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][59 28 2c a3 00 00 00 00 ][][][][][][][][][] 
[05/26/2017][09:24:51.317][09:24:51][4099][139745124402944][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s10/r235][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][][][][][][][][][][][][][Y(,.....][Send response attribute 155, data size is 
8][][][][][][][][][][][][unLAdldHuSelYj+PJmAfuLR8PnXXqhhNQFfALaropAznKONQuiqP7iP4I+8u5ziqAFCCHlejdtNOCNQYDOzDOK5wzKwNPM8G1EVJbIzWxjuIvV+Z+8ttmVXvqtc9ef5YqnQAVSa+
MemwY1VbRp69V9qbTgJWKR+c6PE6ddc2eVJdMHbMuAiKAt/iG/O0MF1G+fBReKKqa5zRdXHeOtg0O7St0HpoEn5d1Ual/PQuaf1hlEPVXz10kiPhzNAvnjsi9VzNDiARrrYABYbyd1oLR+KC2RcEm
9wkBJ5qgNzX0UyuzNK/cNH/de4dgy2U2ip24dlEFu1aKnnkkCV1PyYUTwfJUwO15WlIeUtfUyaqbjTHfK2NuH0PneIIVRGomz0hN68PcZClb6lWpr1qH5sYxJXJGADP2iCH3iQog1zMOX/vDLLo29okI
GUA7Td+MYcLwUBiLJLP5hYtXEc8vcFgfA==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][59 28 2c a3 00 00 00 00 ][][][][][][][][][] 
[05/26/2017][09:24:51.317][09:24:51][4099][139745124402944][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s10/r235][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][][][][][][][][][][][][][........][Send response attribute 225, data size is 
8][][][][][][][][][][][][unLAdldHuSelYj+PJmAfuLR8PnXXqhhNQFfALaropAznKONQuiqP7iP4I+8u5ziqAFCCHlejdtNOCNQYDOzDOK5wzKwNPM8G1EVJbIzWxjuIvV+Z+8ttmVXvqtc9ef5YqnQAVSa+
MemwY1VbRp69V9qbTgJWKR+c6PE6ddc2eVJdMHbMuAiKAt/iG/O0MF1G+fBReKKqa5zRdXHeOtg0O7St0HpoEn5d1Ual/PQuaf1hlEPVXz10kiPhzNAvnjsi9VzNDiARrrYABYbyd1oLR+KC2RcEm
9wkBJ5qgNzX0UyuzNK/cNH/de4dgy2U2ip24dlEFu1aKnnkkCV1PyYUTwfJUwO15WlIeUtfUyaqbjTHfK2NuH0PneIIVRGomz0hN68PcZClb6lWpr1qH5sYxJXJGADP2iCH3iQog1zMOX/vDLLo29okI
GUA7Td+MYcLwUBiLJLP5hYtXEc8vcFgfA==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][00 00 0e 10 00 00 00 00 ][][][][][][][][][] 
[05/26/2017][09:24:51.317][09:24:51][4099][139745124402944][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s10/r235][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][][][][][][][][][][][][][... ....][Send response attribute 226, data size is 
8][][][][][][][][][][][][unLAdldHuSelYj+PJmAfuLR8PnXXqhhNQFfALaropAznKONQuiqP7iP4I+8u5ziqAFCCHlejdtNOCNQYDOzDOK5wzKwNPM8G1EVJbIzWxjuIvV+Z+8ttmVXvqtc9ef5YqnQAVSa+
MemwY1VbRp69V9qbTgJWKR+c6PE6ddc2eVJdMHbMuAiKAt/iG/O0MF1G+fBReKKqa5zRdXHeOtg0O7St0HpoEn5d1Ual/PQuaf1hlEPVXz10kiPhzNAvnjsi9VzNDiARrrYABYbyd1oLR+KC2RcEm
9wkBJ5qgNzX0UyuzNK/cNH/de4dgy2U2ip24dlEFu1aKnnkkCV1PyYUTwfJUwO15WlIeUtfUyaqbjTHfK2NuH0PneIIVRGomz0hN68PcZClb6lWpr1qH5sYxJXJGADP2iCH3iQog1zMOX/vDLLo29okI
GUA7Td+MYcLwUBiLJLP5hYtXEc8vcFgfA==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][00 00 1c 20 00 00 00 00 ][][][][][][][][][] 
[05/26/2017][09:24:51.317][09:24:51][4099][139745124402944][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s10/r235][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][][][][][][][][][][][][][05WIr9xI4RSn28RosKH6M2oeJAU=][Send response attribute 205, data size is 
28][][][][][][][][][][][][unLAdldHuSelYj+PJmAfuLR8PnXXqhhNQFfALaropAznKONQuiqP7iP4I+8u5ziqAFCCHlejdtNOCNQYDOzDOK5wzKwNPM8G1EVJbIzWxjuIvV+Z+8ttmVXvqtc9ef5YqnQAVSa
+MemwY1VbRp69V9qbTgJWKR+c6PE6ddc2eVJdMHbMuAiKAt/iG/O0MF1G+fBReKKqa5zRdXHeOtg0O7St0HpoEn5d1Ual/PQuaf1hlEPVXz10kiPhzNAvnjsi9VzNDiARrrYABYbyd1oLR+KC2RcE
m9wkBJ5qgNzX0UyuzNK/cNH/de4dgy2U2ip24dlEFu1aKnnkkCV1PyYUTwfJUwO15WlIeUtfUyaqbjTHfK2NuH0PneIIVRGomz0hN68PcZClb6lWpr1qH5sYxJXJGADP2iCH3iQog1zMOX/vDLLo29o
kIGUA7Td+MYcLwUBiLJLP5hYtXEc8vcFgfA==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][30 35 57 49 72 39 78 49 34 52 53 6e 32 38 52 
6f 73 4b 48 36 4d 32 6f 65 4a 41 55 3d ][][][][][][][][][] 
[05/26/2017][09:24:51.317][09:24:51][4099][139745124402944][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s10/r235][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-
OP][][][][][][][][][][][][][code=OGY3ZDE2MjUtOWEzZi00MzhhLTkzNzMtNmIzMGNkMWFlNjdlLWk3anNpZHI3bFhmc3BLVGY0OGdIOEVkcVd6Yz0=][Send response attribute 255, data size is 
93][][][][][][][][][][][][unLAdldHuSelYj+PJmAfuLR8PnXXqhhNQFfALaropAznKONQuiqP7iP4I+8u5ziqAFCCHlejdtNOCNQYDOzDOK5wzKwNPM8G1EVJbIzWxjuIvV+Z+8ttmVXvqtc9ef5YqnQAVSa
+MemwY1VbRp69V9qbTgJWKR+c6PE6ddc2eVJdMHbMuAiKAt/iG/O0MF1G+fBReKKqa5zRdXHeOtg0O7St0HpoEn5d1Ual/PQuaf1hlEPVXz10kiPhzNAvnjsi9VzNDiARrrYABYbyd1oLR+KC2RcE
m9wkBJ5qgNzX0UyuzNK/cNH/de4dgy2U2ip24dlEFu1aKnnkkCV1PyYUTwfJUwO15WlIeUtfUyaqbjTHfK2NuH0PneIIVRGomz0hN68PcZClb6lWpr1qH5sYxJXJGADP2iCH3iQog1zMOX/vDLLo29o
kIGUA7Td+MYcLwUBiLJLP5hYtXEc8vcFgfA==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][63 6f 64 65 3d 4f 47 59 33 5a 44 45 32 4d 6a 
55 74 4f 57 45 7a 5a 69 30 30 4d 7a 68 68 4c 54 6b 7a 4e 7a 4d 74 4e 6d 49 7a 4d 47 4e 6b 4d 57 46 6c 4e 6a 64 6c 4c 57 6b 33 61 6e 4e 70 5a 48 49 33 62 46 68 6d 63 33 42 4c 56 47 59 30 
4f 47 64 49 4f 45 56 6b 63 56 64 36 59 7a 30 3d ][][][][][][][][][] 
[05/26/2017][09:24:51.317][09:24:51][4099][139745124402944][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s10/r235][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][][][][][][][][][][][][][][Send response attribute 146, data size is 
0][][][][][][][][][][][][unLAdldHuSelYj+PJmAfuLR8PnXXqhhNQFfALaropAznKONQuiqP7iP4I+8u5ziqAFCCHlejdtNOCNQYDOzDOK5wzKwNPM8G1EVJbIzWxjuIvV+Z+8ttmVXvqtc9ef5YqnQAVSa+
MemwY1VbRp69V9qbTgJWKR+c6PE6ddc2eVJdMHbMuAiKAt/iG/O0MF1G+fBReKKqa5zRdXHeOtg0O7St0HpoEn5d1Ual/PQuaf1hlEPVXz10kiPhzNAvnjsi9VzNDiARrrYABYbyd1oLR+KC2RcEm
9wkBJ5qgNzX0UyuzNK/cNH/de4dgy2U2ip24dlEFu1aKnnkkCV1PyYUTwfJUwO15WlIeUtfUyaqbjTHfK2NuH0PneIIVRGomz0hN68PcZClb6lWpr1qH5sYxJXJGADP2iCH3iQog1zMOX/vDLLo29okI
GUA7Td+MYcLwUBiLJLP5hYtXEc8vcFgfA==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][][][][][][][][][][] 
[05/26/2017][09:24:51.317][09:24:51][4099][139745124402944][Sm_Az_Message.cpp:828][CSm_Az_Message::FormatAttribute][s10/r235][oidcp:CASSO-
OP][][jacksaunders][][oidcp:CASSO-OP_az][oidcp:CASSO-OP][][][][][][][][][][][][][<RVARS><Var name="USER_AUTHENTICATION_TIME" rtype="3"><![CDATA[1495805091]]></Var><Var 
name="USER_DIR_OID" rtype="3"><![CDATA[0e-000a3f76-0335-1365-bee6-01030a4090cc]]></Var><Var name="UserConsent" rtype="3"><![CDATA[Allow 
Access]]></Var></RVARS>][Send response attribute 147, data size is 
246][][][][][][][][][][][][unLAdldHuSelYj+PJmAfuLR8PnXXqhhNQFfALaropAznKONQuiqP7iP4I+8u5ziqAFCCHlejdtNOCNQYDOzDOK5wzKwNPM8G1EVJbIzWxjuIvV+Z+8ttmVXvqtc9ef5YqnQAVS
a+MemwY1VbRp69V9qbTgJWKR+c6PE6ddc2eVJdMHbMuAiKAt/iG/O0MF1G+fBReKKqa5zRdXHeOtg0O7St0HpoEn5d1Ual/PQuaf1hlEPVXz10kiPhzNAvnjsi9VzNDiARrrYABYbyd1oLR+KC2RcE
m9wkBJ5qgNzX0UyuzNK/cNH/de4dgy2U2ip24dlEFu1aKnnkkCV1PyYUTwfJUwO15WlIeUtfUyaqbjTHfK2NuH0PneIIVRGomz0hN68PcZClb6lWpr1qH5sYxJXJGADP2iCH3iQog1zMOX/vDLLo29o
kIGUA7Td+MYcLwUBiLJLP5hYtXEc8vcFgfA==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][AuthorizeEx][3c 52 56 41 52 53 3e 3c 56 61 72 20 6e 61 6d 
65 3d 22 55 53 45 52 5f 41 55 54 48 45 4e 54 49 43 41 54 49 4f 4e 5f 54 49 4d 45 22 20 72 74 79 70 65 3d 22 33 22 3e 3c 21 5b 43 44 41 54 41 5b 31 34 39 35 38 30 35 30 39 31 5d 5d 3e 3c 
2f 56 61 72 3e 3c 56 61 72 20 6e 61 6d 65 3d 22 55 53 45 52 5f 44 49 52 5f 4f 49 44 22 20 72 74 79 70 65 3d 22 33 22 3e 3c 21 5b 43 44 41 54 41 5b 30 65 2d 30 30 30 61 33 66 37 36 2d 30 
33 33 35 2d 31 33 36 35 2d 62 65 65 36 2d 30 31 30 33 30 61 34 30 39 30 63 63 5d 5d 3e 3c 2f 56 61 72 3e 3c 56 61 72 20 6e 61 6d 65 3d 22 55 73 65 72 43 6f 6e 73 65 6e 74 22 20 72 74 
79 70 65 3d 22 33 22 3e 3c 21 5b 43 44 41 54 41 5b 41 6c 6c 6f 77 20 41 63 63 65 73 73 5d 5d 3e 3c 2f 56 61 72 3e 3c 2f 52 56 41 52 53 3e ][][][][][][][][][] 
[05/26/2017][09:24:51.317][09:24:51][4099][139745124402944][Sm_Az_Message.cpp:598][CSm_Az_Message::SendReply][s10/r235][oidcp:CASSO-OP][][jacksaunders][][oidcp:CASSO-
OP_az][oidcp:CASSO-OP][][][][][][][][][][][][][][** Status: Authorized. 
][][][][][][][][][][][][unLAdldHuSelYj+PJmAfuLR8PnXXqhhNQFfALaropAznKONQuiqP7iP4I+8u5ziqAFCCHlejdtNOCNQYDOzDOK5wzKwNPM8G1EVJbIzWxjuIvV+Z+8ttmVXvqtc9ef5YqnQAVSa+
MemwY1VbRp69V9qbTgJWKR+c6PE6ddc2eVJdMHbMuAiKAt/iG/O0MF1G+fBReKKqa5zRdXHeOtg0O7St0HpoEn5d1Ual/PQuaf1hlEPVXz10kiPhzNAvnjsi9VzNDiARrrYABYbyd1oLR+KC2RcEm
9wkBJ5qgNzX0UyuzNK/cNH/de4dgy2U2ip24dlEFu1aKnnkkCV1PyYUTwfJUwO15WlIeUtfUyaqbjTHfK2NuH0PneIIVRGomz0hN68PcZClb6lWpr1qH5sYxJXJGADP2iCH3iQog1zMOX/vDLLo29okI
GUA7Td+MYcLwUBiLJLP5hYtXEc8vcFgfA==][][][uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.367][09:24:51][4099][139745141188352][OIDCSessionManager.java][getSessionVariable][][][][][][][][][][][][][][][][][][][][][Data after unmarshalling from decrypted 
JSON: OpenIDConnectInternalData [azCode=XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXYz0=, clientId=000d837a-2758-
1927-816a-6283c0a84a7f, userId=uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder, redirectURI=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect, scope=openid, 
authTime=1495805091, userDirectoryOID=0e-000a3f76-0335-1365-bee6-01030a4090cc, isRevoked=falsenonce=cmmTYLDa7tIYKtCCwVwRNZIEyXWI3CGaYqBlvSDTjQI, 
tokenIssuedTime=0]][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.367][09:24:51][4099][139745141188352][OIDCSessionManager.java][getSessionVariable][][][][][][][][][][][][][][][][][][][][][retValue : OpenIDConnectInternalData 
[azCode=XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXYz0=, clientId=000d837a-2758-1927-816a-6283c0a84a7f, 
userId=uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder, redirectURI=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect, scope=openid, authTime=1495805091, 
userDirectoryOID=0e-000a3f76-0335-1365-bee6-01030a4090cc, isRevoked=falsenonce=cmmTYLDa7tIYKtCCwVwRNZIEyXWI3CGaYqBlvSDTjQI, 
tokenIssuedTime=0]][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.367][09:24:51][4099][139745141188352][AccessTokenTunnelService.java][tunnel][][][][][][][][][][][][][][][][][][][][][Retrieved sessionvar5: 
OpenIDConnectInternalData [azCode=XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXYz0=, clientId=000d837a-2758-1927-
816a-6283c0a84a7f, userId=uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder, redirectURI=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect, scope=openid, 
authTime=1495805091, userDirectoryOID=0e-000a3f76-0335-1365-bee6-01030a4090cc, isRevoked=falsenonce=cmmTYLDa7tIYKtCCwVwRNZIEyXWI3CGaYqBlvSDTjQI, 
tokenIssuedTime=0]][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.369][09:24:51][4099][139745141188352][IDTokenGenerator.java][generateIDToken][][][][][][][][][][][][][][][][][][][][][Generated Claims : 
{sub=uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder, iat=Fri May 26 09:24:51 EDT 2017, auth_time=Fri May 26 09:24:51 EDT 2017, exp=Fri May 26 09:29:51 EDT 2017, 
iss=https://sso.demo.com:7443, aud=[000d837a-2758-1927-816a-6283c0a84a7f], 
nonce=cmmTYLDa7tIYKtCCwVwRNZIEyXWI3CGaYqBlvSDTjQI}][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/26/2017][09:24:51.383][09:24:51][4099][139745141188352][OIDCSessionManager.java][updateDataForAccessToken][][][][][][][][][][][][][][][][][][][][][InternalData that is used to 
generate JSON before encryption: OpenIDConnectInternalData [clientId=000d837a-2758-1927-816a-6283c0a84a7f, userId=uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder, 
redirectURI=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect, scope=openid, authTime=1495805091, userDirectoryOID=0e-000a3f76-0335-1365-bee6-01030a4090cc, 
accessToken=XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXbz0=, 
isRevoked=falsenonce=cmmTYLDa7tIYKtCCwVwRNZIEyXWI3CGaYqBlvSDTjQI, tokenIssuedTime=1495805091]][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 



Log detail getting and setting scoped claims: 

[05/30/2017][14:37:28.998][14:37:28][49767][140665520289536][FedUserDisambigApi.cpp:1056][FedUserDisambigApi::getUserAttributes]
[][][][][][][][][][][][][][][][][][][][][mail = jack.saunders@ca.com][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/30/2017][14:37:28.998][14:37:28][49767][140665520289536][UserDisambiguator][getUserAttributes][][][][][][][][][][][][][][][][][][][][][ 
getUserAttributes Result: {mail=jack.saunders@ca.com}][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/30/2017][14:37:28.998][14:37:28][49767][140665520289536][IDTokenGenerator.java][getClaims][][][][][][][][][][][][][][][][][][][][][Mappi
ng Claim: email UserAttribute: mail][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][][] 
[05/30/2017][14:37:28.998][14:37:28][49767][140665520289536][IDTokenGenerator.java][getUserClaims][][][][][][][][][][][][][][][][][][][][][ 
User cliams: {email=jack.saunders@ca.com}][ 

 

Client - Apache 
 

httpd.conf  Comment out CA SSO webagent if present 
#### CA SSO Agent ##### 
#LoadModule sm_module "C:/Program Files/CA/webagent/win64/bin/mod_sm24.dll" 
#SmInitFile "C:/Apache24/conf/WebAgent.conf" 
# 
 

httpd.conf Add LoadModule statement 
LoadModule authz_user_module modules/mod_authz_user.so 
LoadModule autoindex_module modules/mod_autoindex.so 
LoadModule cgi_module modules/mod_cgi.so 
LoadModule env_module modules/mod_env.so 
LoadModule auth_openidc_module modules/mod_auth_openidc.so 

 

 

httpd.conf  Configure Module 
OIDCSSLValidateServer Off 
OIDCProviderIssuer https://sso.demo.com:7443 
OIDCClientID 000d837a-2758-1927-816a-6283c0a84a7f 
OIDCClientSecret kRzBsOC9QJUx+ToLxOUKEPTZHAKwLZmngMyNRov6WsI= 
OIDCProviderAuthorizationEndpoint https://sso.demo.com:7443/affwebservices/CASSO/oidc/authorize 
OIDCProviderTokenEndpoint https://sso.demo.com:7443/affwebservices/CASSO/oidc/token 
 
OIDCRedirectURI http://win2012.demo.com/example/redirect 
OIDCCryptoPassphrase SomePassword 
 
OIDCProviderTokenEndpointAuth client_secret_post 
OIDCProviderJwksUri https://sso.demo.com:7443/affwebservices/CASSO/oidc/jwks?AuthorizationProvider=CASSO-
OP 
 
 
<Location /example/> 
   AuthType openid-connect 
   Require valid-user 
</Location> 

Notes OIDCSSLValidateServer Off – Is needed due to using a self-signed certificate 
 



OIDCProviderJwksUri – Is required as CA SSO does not generate HMAC signed tokens.  As noted 

further above my signing algorithm is RS256.  The OIDCProviderJwksUri provides the client a way to 
get the public key in order to perform signature validation. 

 

Apache ErrorLog Reference 
[Fri May 26 09:24:20.385841 2017] [auth_openidc:info] [pid 4208:tid 480] mod_auth_openidc-2.2.0 - init - OpenSSL 1.0.1o 12 Jun 2015, 
Elliptic Curve (EC)=yes, Galois Counter Mode (GCM)=yes, Redis=no 
[Fri May 26 09:24:20.385841 2017] [auth_openidc:debug] [pid 4208:tid 480] shm.c(130): oidc_cache_shm_post_config: initialized shared 
memory with a cache size (# entries) of: 500, and a max (single) entry size of: 16913 
[Fri May 26 09:24:20.385841 2017] [auth_openidc:debug] [pid 4208:tid 480] config.c(1642): oidc_config_check_vhost_config: enter 
[Fri May 26 09:24:20.385841 2017] [auth_openidc:warn] [pid 4208:tid 480] oidc_check_config_openid_openidc: the URL scheme (http) of 
the configured OIDCRedirectURI SHOULD be "https" for security reasons (moreover: some Providers may reject non-HTTPS URLs) 
[Fri May 26 09:24:20.401512 2017] [mpm_winnt:notice] [pid 4208:tid 480] AH00455: Apache/2.4.23 (Win64) configured -- resuming normal 
operations 
[Fri May 26 09:24:20.401512 2017] [mpm_winnt:notice] [pid 4208:tid 480] AH00456: Apache Lounge VC14 Server built: Jul  1 2016 11:43:51 
[Fri May 26 09:24:20.401512 2017] [core:notice] [pid 4208:tid 480] AH00094: Command line: 'C:\\Apache24\\bin\\httpd.exe -d 
C:/Apache24' 
[Fri May 26 09:24:20.401512 2017] [core:debug] [pid 4208:tid 480] log.c(1543): AH02639: Using SO_REUSEPORT: no (0) 
[Fri May 26 09:24:20.401512 2017] [mpm_winnt:notice] [pid 4208:tid 480] AH00418: Parent: Created child process 1464 
[Fri May 26 09:24:20.401512 2017] [mpm_winnt:debug] [pid 4208:tid 480] mpm_winnt.c(429): AH00402: Parent: Sent the scoreboard to 
the child 
[Fri May 26 09:24:20.558492 2017] [auth_openidc:info] [pid 1464:tid 412] mod_auth_openidc-2.2.0 - init - OpenSSL 1.0.1o 12 Jun 2015, 
Elliptic Curve (EC)=yes, Galois Counter Mode (GCM)=yes, Redis=no 
[Fri May 26 09:24:20.558492 2017] [auth_openidc:debug] [pid 1464:tid 412] shm.c(130): oidc_cache_shm_post_config: initialized shared 
memory with a cache size (# entries) of: 500, and a max (single) entry size of: 16913 
[Fri May 26 09:24:20.558492 2017] [auth_openidc:debug] [pid 1464:tid 412] config.c(1642): oidc_config_check_vhost_config: enter 
[Fri May 26 09:24:20.558492 2017] [auth_openidc:warn] [pid 1464:tid 412] oidc_check_config_openid_openidc: the URL scheme (http) of 
the configured OIDCRedirectURI SHOULD be "https" for security reasons (moreover: some Providers may reject non-HTTPS URLs) 
[Fri May 26 09:24:20.558492 2017] [mpm_winnt:debug] [pid 1464:tid 412] mpm_winnt.c(1718): AH00453: Child process is running 
[Fri May 26 09:24:20.558492 2017] [mpm_winnt:debug] [pid 1464:tid 412] mpm_winnt.c(343): AH00391: Child: Retrieved our scoreboard 
from the parent. 
[Fri May 26 09:24:20.558492 2017] [mpm_winnt:debug] [pid 1464:tid 412] mpm_winnt.c(465): AH00403: Child: Waiting for data for 
listening socket 0.0.0.0:80 
[Fri May 26 09:24:20.558492 2017] [mpm_winnt:debug] [pid 4208:tid 480] mpm_winnt.c(512): AH00408: Parent: Duplicating socket 384 
(0.0.0.0:80) and sending it to child process 1464 
[Fri May 26 09:24:20.558492 2017] [mpm_winnt:debug] [pid 1464:tid 412] mpm_winnt.c(465): AH00403: Child: Waiting for data for 
listening socket [::]:80 
[Fri May 26 09:24:20.558492 2017] [mpm_winnt:debug] [pid 4208:tid 480] mpm_winnt.c(512): AH00408: Parent: Duplicating socket 368 
([::]:80) and sending it to child process 1464 
[Fri May 26 09:24:20.558492 2017] [mpm_winnt:debug] [pid 1464:tid 412] mpm_winnt.c(490): AH00407: Child: retrieved 2 listeners from 
parent 
[Fri May 26 09:24:20.558492 2017] [mpm_winnt:debug] [pid 1464:tid 412] child.c(1020): AH00352: Child: Acquired the start mutex. 
[Fri May 26 09:24:20.558492 2017] [mpm_winnt:notice] [pid 1464:tid 412] AH00354: Child: Starting 64 worker threads. 
[Fri May 26 09:24:20.558492 2017] [mpm_winnt:debug] [pid 4208:tid 480] mpm_winnt.c(531): AH00411: Parent: Sent 2 listeners to child 
1464 
[Fri May 26 09:24:20.558492 2017] [mpm_winnt:debug] [pid 1464:tid 972] child.c(399): AH00334: Child: Accept thread listening on 
0.0.0.0:80 using AcceptFilter data 
[Fri May 26 09:24:20.558492 2017] [mpm_winnt:debug] [pid 1464:tid 992] child.c(399): AH00334: Child: Accept thread listening on [::]:80 
using AcceptFilter data 
[Fri May 26 09:24:36.854841 2017] [authz_core:debug] [pid 1464:tid 960] mod_authz_core.c(806): [client ::1:57638] AH01626: 
authorization result of Require valid-user : denied (no authenticated user yet) 
[Fri May 26 09:24:36.854841 2017] [authz_core:debug] [pid 1464:tid 960] mod_authz_core.c(806): [client ::1:57638] AH01626: 
authorization result of <RequireAny>: denied (no authenticated user yet) 
[Fri May 26 09:24:36.854841 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(3166): [client ::1:57638] 
oidc_check_user_id: incoming request: "/example/?(null)", ap_is_initial_req(r)=1 
[Fri May 26 09:24:36.854841 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(881): [client ::1:57638] oidc_util_get_cookie: returning 
"mod_auth_openidc_session" = <null> 
[Fri May 26 09:24:36.854841 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1033): [client ::1:57638] oidc_util_request_matches_url: 
comparing "/example/"=="/example/redirect" 
[Fri May 26 09:24:36.854841 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(447): [client ::1:57638] oidc_get_current_url: current URL 
'http://win2012.demo.com/example/' 
[Fri May 26 09:24:36.854841 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(2031): [client ::1:57638] 
oidc_authenticate_user: enter 



[Fri May 26 09:24:36.854841 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1033): [client ::1:57638] oidc_util_request_matches_url: 
comparing "/example/"=="/example/redirect" 
[Fri May 26 09:24:36.854841 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(211): [client ::1:57638] 
oidc_get_browser_state_hash: enter 
[Fri May 26 09:24:36.854841 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1783): [client ::1:57638] oidc_util_create_symmetric_key: 
key_len=32 
[Fri May 26 09:24:36.979840 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1979): [client ::1:57638] oidc_util_hdr_err_out_add: Set-
Cookie: mod_auth_openidc_state_AqPV1yMahfMhZfJw-
EiceocEKLE=eyJhbGciOiAiZGlyIiwgImVuYyI6ICJBMjU2R0NNIn0..jLQ3NmBx5ggej1UM.YrbvoCLQKJouKqrR9Xm5WbTlnP9aYE9ZhtiRsVMPKjeSnJ
1IadLDD9-xP7gSwoctj8RwKWHp0ov9oOxdf1F7xHFt_S93YkrjXBk1UHGUmHauYmOU8jW4TX6ZY8q3RyZltkCiNHeG92JpJNRfC-
6AVJnNlFGpPUfOZR0qIMo8JEBAG0CGCezkBgynDE5-HHZDit-
ziddykkfZBQUNx7sxxvHElPVzuImW0ALF2VXSba34v0hteJHl8TURYlERxbrfcojOEmiGBwdk2j9TqVlfD0Y3lydh5c9zaKvVTWWrYVv6exIZ_vfv21C8
QchWqXBiO1m0zzi3smIdVXOECC5XCpoUsiQxy11xUZqET_ziaChyka-LhbhXfkR7.8R6l8mAzyY88cRgsU8I_2Q; Path=/; HttpOnly 
[Fri May 26 09:24:36.979840 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(415): [client ::1:57638] 
oidc_proto_authorization_request: enter, issuer=https://sso.demo.com:7443, redirect_uri=http://win2012.demo.com/example/redirect, 
state=AqPV1yMahfMhZfJw-EiceocEKLE, 
proto_state={"n":"cmmTYLDa7tIYKtCCwVwRNZIEyXWI3CGaYqBlvSDTjQI","ou":"http://win2012.demo.com/example/","rt":"code","i":"https:
//sso.demo.com:7443","om":"get","t":1495805076}, code_challenge=(null) 
[Fri May 26 09:24:36.979840 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1961): [client ::1:57638] oidc_util_hdr_table_set: 
Location: https://sso.demo.com:7443/affwebservices/CASSO/oidc/authorize?response_type=code&scope=openid&client_id=000d837a-
2758-1927-816a-6283c0a84a7f&state=AqPV1yMahfMhZfJw-
EiceocEKLE&redirect_uri=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect&nonce=cmmTYLDa7tIYKtCCwVwRNZIEyXWI3CGaYq
BlvSDTjQI 
[Fri May 26 09:24:50.777327 2017] [authz_core:debug] [pid 1464:tid 960] mod_authz_core.c(806): [client ::1:57648] AH01626: 
authorization result of Require valid-user : denied (no authenticated user yet) 
[Fri May 26 09:24:50.777327 2017] [authz_core:debug] [pid 1464:tid 960] mod_authz_core.c(806): [client ::1:57648] AH01626: 
authorization result of <RequireAny>: denied (no authenticated user yet) 
[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(3166): [client ::1:57648] 
oidc_check_user_id: incoming request: "/example/redirect?state=AqPV1yMahfMhZfJw-
EiceocEKLE&nonce=cmmTYLDa7tIYKtCCwVwRNZIEyXWI3CGaYqBlvSDTjQI&code=OGY3ZDE2MjUtOWEzZi00MzhhLTkzNzMtNmIzMGNkMWFl
NjdlLWk3anNpZHI3bFhmc3BLVGY0OGdIOEVkcVd6Yz0=", ap_is_initial_req(r)=1 
[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(881): [client ::1:57648] oidc_util_get_cookie: returning 
"mod_auth_openidc_session" = <null> 
[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1033): [client ::1:57648] oidc_util_request_matches_url: 
comparing "/example/redirect"=="/example/redirect" 
[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(1889): [client ::1:57648] 
oidc_handle_redirect_authorization_response: enter 
[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1317): [client ::1:57648] 
oidc_util_read_form_encoded_params: read: state=AqPV1yMahfMhZfJw-EiceocEKLE 
[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1317): [client ::1:57648] 
oidc_util_read_form_encoded_params: read: nonce=cmmTYLDa7tIYKtCCwVwRNZIEyXWI3CGaYqBlvSDTjQI 
[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1317): [client ::1:57648] 
oidc_util_read_form_encoded_params: read: 
code=OGY3ZDE2MjUtOWEzZi00MzhhLTkzNzMtNmIzMGNkMWFlNjdlLWk3anNpZHI3bFhmc3BLVGY0OGdIOEVkcVd6Yz0= 
[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1323): [client ::1:57648] 
oidc_util_read_form_encoded_params: parsed: 177 bytes in to 3 elements 
[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(1719): [client ::1:57648] 
oidc_handle_authorization_response: enter, response_mode=query 
[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(1404): [client ::1:57648] 
oidc_authorization_response_match_state: enter (state=AqPV1yMahfMhZfJw-EiceocEKLE) 
[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(696): [client ::1:57648] 
oidc_restore_proto_state: enter 
[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(204): [client ::1:57648] oidc_util_jwt_verify: enter: JWT 
header={"alg": "dir", "enc": "A256GCM"} 
[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1783): [client ::1:57648] oidc_util_create_symmetric_key: 
key_len=32 
[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(881): [client ::1:57648] oidc_util_get_cookie: returning 
"mod_auth_openidc_state_AqPV1yMahfMhZfJw-EiceocEKLE" = 
"eyJhbGciOiAiZGlyIiwgImVuYyI6ICJBMjU2R0NNIn0..jLQ3NmBx5ggej1UM.YrbvoCLQKJouKqrR9Xm5WbTlnP9aYE9ZhtiRsVMPKjeSnJ1IadLDD9-
xP7gSwoctj8RwKWHp0ov9oOxdf1F7xHFt_S93YkrjXBk1UHGUmHauYmOU8jW4TX6ZY8q3RyZltkCiNHeG92JpJNRfC-
6AVJnNlFGpPUfOZR0qIMo8JEBAG0CGCezkBgynDE5-HHZDit-
ziddykkfZBQUNx7sxxvHElPVzuImW0ALF2VXSba34v0hteJHl8TURYlERxbrfcojOEmiGBwdk2j9TqVlfD0Y3lydh5c9zaKvVTWWrYVv6exIZ_vfv21C8
QchWqXBiO1m0zzi3smIdVXOECC5XCpoUsiQxy11xUZqET_ziaChyka-LhbhXfkR7.8R6l8mAzyY88cRgsU8I_2Q" 
[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1979): [client ::1:57648] oidc_util_hdr_err_out_add: Set-
Cookie: mod_auth_openidc_state_AqPV1yMahfMhZfJw-EiceocEKLE=; Path=/; Expires=Thu, 01 Jan 1970 00:00:00 GMT; HttpOnly 



[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(204): [client ::1:57648] oidc_util_jwt_verify: enter: JWT 
header={"alg": "dir", "enc": "A256GCM"} 
[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1783): [client ::1:57648] oidc_util_create_symmetric_key: 
key_len=32 
[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(211): [client ::1:57648] 
oidc_get_browser_state_hash: enter 
[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(750): [client ::1:57648] 
oidc_restore_proto_state: restored state: 
{"ou":"http://win2012.demo.com/example/","n":"cmmTYLDa7tIYKtCCwVwRNZIEyXWI3CGaYqBlvSDTjQI","om":"get","i":"https://sso.demo.c
om:7443","rt":"code","t":1495805076,"s":"AqPV1yMahfMhZfJw-EiceocEKLE"} 
[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(2672): [client ::1:57648] 
oidc_proto_handle_authorization_response_code: enter 
[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(2480): [client ::1:57648] 
oidc_proto_validate_issuer_client_id: iss and/or client_id matched OK: (null), https://sso.demo.com:7443, (null), 000d837a-2758-1927-
816a-6283c0a84a7f 
[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(1712): [client ::1:57648] oidc_proto_resolve_code: 
enter 
[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(1540): [client ::1:57648] 
oidc_proto_token_endpoint_request: token_endpoint_auth=client_secret_post 
[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(726): [client ::1:57648] oidc_util_http_post_form: post 
data="grant_type=authorization_code&code=OGY3ZDE2MjUtOWEzZi00MzhhLTkzNzMtNmIzMGNkMWFlNjdlLWk3anNpZHI3bFhmc3BLVGY0
OGdIOEVkcVd6Yz0%3D&redirect_uri=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect&state=AqPV1yMahfMhZfJw-
EiceocEKLE&client_id=000d837a-2758-1927-816a-
6283c0a84a7f&client_secret=kRzBsOC9QJUx%2BToLxOUKEPTZHAKwLZmngMyNRov6WsI%3D" 
[Fri May 26 09:24:50.777327 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(534): [client ::1:57648] oidc_util_http_call: 
url=https://sso.demo.com:7443/affwebservices/CASSO/oidc/token, 
data=grant_type=authorization_code&code=OGY3ZDE2MjUtOWEzZi00MzhhLTkzNzMtNmIzMGNkMWFlNjdlLWk3anNpZHI3bFhmc3BLVGY0
OGdIOEVkcVd6Yz0%3D&redirect_uri=http%3A%2F%2Fwin2012.demo.com%2Fexample%2Fredirect&state=AqPV1yMahfMhZfJw-
EiceocEKLE&client_id=000d837a-2758-1927-816a-
6283c0a84a7f&client_secret=kRzBsOC9QJUx%2BToLxOUKEPTZHAKwLZmngMyNRov6WsI%3D, content_type=application/x-www-form-
urlencoded, basic_auth=(null), bearer_token=(null), ssl_validate_server=0 
[Fri May 26 09:24:50.839336 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(670): [client ::1:57648] oidc_util_http_call: HTTP 
response code=200 
[Fri May 26 09:24:50.839336 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(675): [client ::1:57648] oidc_util_http_call: 
response={"access_token":"NzFhMTA4ZmMtYjY0Zi00YWEzLTkxODMtYTI3OGVlMTBmMDNhLVZ0N0ptYjdMTnZ1cUNrQ0RYb1YxdWpiSnY0bz
0=","id_token":"eyJraWQiOiIwMDA5YWUzNC0yNWEzLTE5MjctODE2YS02MjgzYzBhODRhN2YiLCJhbGciOiJSUzI1NiJ9.eyJzdWIiOiJ1aWQ9amFj
a3NhdW5kZXJzLG91PUFkbWlucyxvdT1wb2xpY3lzdG9yZSxvPVNpdGVNaW5kZXIiLCJhdWQiOiIwMDBkODM3YS0yNzU4LTE5MjctODE2YS02Mj
gzYzBhODRhN2YiLCJhdXRoX3RpbWUiOjE0OTU4MDUwOTEsImlzcyI6Imh0dHBzOlwvXC9zc28uZGVtby5jb206NzQ0MyIsImV4cCI6MTQ5NTgw
NTM5MSwiaWF0IjoxNDk1ODA1MDkxLCJub25jZSI6ImNtbVRZTERhN3RJWUt0Q0N3VndSTlpJRXlYV0kzQ0dhWXFCbHZTRFRqUUkifQ.iaqNSah5
ShEwFIhd9mjSSD0g1w2nzWf5h4UT7G_-vPh5-
SBvYxYRcT8WEevM3CvmKG52UaNFjIzWxl0N4AAjvUHmpCwxpFZmiin8phATJEJEi9lQzcSWP0Had6xzCdhYgu1UNVISIXpmhJjKcziwEUAoo31xG
QLV0JxkR-
CTRfF1so4mMQ5lU70mbt6C6lTuxQYk4HXzGNN75Tm5cYlLMvsNTmNwDkLctGYHTwKvXuZey_MNJVEi5LjE1FPgZceLhIgP_TYgIuyhjBXS4UWZ0
9QFnsw5DKhifbuInSJZWBld6ETcVJbVY3UvytR4syXGsjKL_e0scySgw1grQzl5VQ","expires_in":300,"token_type":"Bearer"} 
[Fri May 26 09:24:50.855248 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(2321): [client ::1:57648] 
oidc_proto_validate_code_response: enter 
[Fri May 26 09:24:50.855248 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(1444): [client ::1:57648] oidc_proto_parse_idtoken: 
enter: id_token header={"kid":"0009ae34-25a3-1927-816a-6283c0a84a7f","alg":"RS256"} 
[Fri May 26 09:24:50.855248 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1783): [client ::1:57648] oidc_util_create_symmetric_key: 
key_len=32 
[Fri May 26 09:24:50.855248 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(1466): [client ::1:57648] oidc_proto_parse_idtoken: 
successfully parsed (and possibly decrypted) JWT with header={"kid":"0009ae34-25a3-1927-816a-6283c0a84a7f","alg":"RS256"}, and 
payload={"sub":"uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder","aud":"000d837a-2758-1927-816a-
6283c0a84a7f","auth_time":1495805091,"iss":"https:\\/\\/sso.demo.com:7443","exp":1495805391,"iat":1495805091,"nonce":"cmmTYLDa
7tIYKtCCwVwRNZIEyXWI3CGaYqBlvSDTjQI"} 
[Fri May 26 09:24:50.855248 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1783): [client ::1:57648] oidc_util_create_symmetric_key: 
key_len=44 
[Fri May 26 09:24:50.855248 2017] [auth_openidc:debug] [pid 1464:tid 960] metadata.c(619): [client ::1:57648] oidc_metadata_jwks_get: 
enter, jwks_uri=https://sso.demo.com:7443/affwebservices/CASSO/oidc/jwks?AuthorizationProvider=CASSO-OP, refresh=0 
[Fri May 26 09:24:50.855248 2017] [auth_openidc:debug] [pid 1464:tid 960] common.c(518): [client ::1:57648] oidc_cache_get: enter: 
https://sso.demo.com:7443/affwebservices/CASSO/oidc/jwks?AuthorizationProvider=CASSO-OP (decrypt=0) 
[Fri May 26 09:24:50.855248 2017] [auth_openidc:debug] [pid 1464:tid 960] shm.c(161): [client ::1:57648] oidc_cache_shm_get: enter, 
section="j", key="https://sso.demo.com:7443/affwebservices/CASSO/oidc/jwks?AuthorizationProvider=CASSO-OP" 
[Fri May 26 09:24:50.855248 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(534): [client ::1:57648] oidc_util_http_call: 
url=https://sso.demo.com:7443/affwebservices/CASSO/oidc/jwks?AuthorizationProvider=CASSO-OP, data=(null), content_type=(null), 
basic_auth=(null), bearer_token=(null), ssl_validate_server=0 



[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(670): [client ::1:57648] oidc_util_http_call: HTTP 
response code=200 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(675): [client ::1:57648] oidc_util_http_call: 
response={"keys":[{"kty":"RSA","e":"AQAB","use":"sig","kid":"0009ae34-25a3-1927-816a-6283c0a84a7f","n":"nXHw5WZDTAWryU8S-
dQQa72ihIjjfxonBzIJApb45J8B7Q_HQdXiOruFTT6a-
9ucTadzhzErxRfEPAX6XAlPOijvR_cc0aF7bBa4kUJcPlVX2v4BdPWyeRSQi3ohmutKoAasAjoyIBX4OlNkjB_v5pSX_7TC4NRfhh2len976ri6q0JtuL-
v1Ps37Y7fVx6LxqEFmpy-zj-_veprSg_Xd-UehN0KHT8Isq_-YBbbbK-
sOjoZplZinLMmcabOEEIf3GeLuHo6GN76_bjwmyWlIoXYe00RdmvLQHc1bSCl7JtXd2sOVC4HC3oTUEDe7He4tWKJffTaOB2VGdcwtrSZRQ"}]} 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] common.c(556): [client ::1:57648] oidc_cache_set: enter: 
https://sso.demo.com:7443/affwebservices/CASSO/oidc/jwks?AuthorizationProvider=CASSO-OP=len(441) (encrypt=0) 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] shm.c(219): [client ::1:57648] oidc_cache_shm_set: enter, 
section="j", key="https://sso.demo.com:7443/affwebservices/CASSO/oidc/jwks?AuthorizationProvider=CASSO-OP", value size=%lu 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(1225): [client ::1:57648] 
oidc_proto_get_key_from_jwks: search for kid "0009ae34-25a3-1927-816a-6283c0a84a7f" or thumbprint x5t "(null)" 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(1287): [client ::1:57648] 
oidc_proto_get_key_from_jwks: found matching kid: "0009ae34-25a3-1927-816a-6283c0a84a7f" for jwk: {"kty":"RSA","kid":"0009ae34-
25a3-1927-816a-6283c0a84a7f","e":"AQAB","n":"nXHw5WZDTAWryU8S-dQQa72ihIjjfxonBzIJApb45J8B7Q_HQdXiOruFTT6a-
9ucTadzhzErxRfEPAX6XAlPOijvR_cc0aF7bBa4kUJcPlVX2v4BdPWyeRSQi3ohmutKoAasAjoyIBX4OlNkjB_v5pSX_7TC4NRfhh2len976ri6q0JtuL-
v1Ps37Y7fVx6LxqEFmpy-zj-_veprSg_Xd-UehN0KHT8Isq_-YBbbbK-
sOjoZplZinLMmcabOEEIf3GeLuHo6GN76_bjwmyWlIoXYe00RdmvLQHc1bSCl7JtXd2sOVC4HC3oTUEDe7He4tWKJffTaOB2VGdcwtrSZRQ"} 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(1356): [client ::1:57648] 
oidc_proto_get_keys_from_jwks_uri: returning 1 key(s) obtained from the (possibly cached) JWKs URI 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(1401): [client ::1:57648] oidc_proto_jwt_verify: JWT 
signature verification with algorithm "RS256" was successful 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(1177): [client ::1:57648] oidc_proto_validate_idtoken: 
enter, jwt.header="{"kid":"0009ae34-25a3-1927-816a-6283c0a84a7f","alg":"RS256"}", 
jwt.payload={"sub":"uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder","aud":"000d837a-2758-1927-816a-
6283c0a84a7f","auth_time":1495805091,"iss":"https:\\/\\/sso.demo.com:7443","exp":1495805391,"iat":1495805091,"nonce":"cmmTYLDa
7tIYKtCCwVwRNZIEyXWI3CGaYqBlvSDTjQI"}", nonce=cmmTYLDa7tIYKtCCwVwRNZIEyXWI3CGaYqBlvSDTjQI 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] common.c(518): [client ::1:57648] oidc_cache_get: enter: 
cmmTYLDa7tIYKtCCwVwRNZIEyXWI3CGaYqBlvSDTjQI (decrypt=0) 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] shm.c(161): [client ::1:57648] oidc_cache_shm_get: enter, 
section="n", key="cmmTYLDa7tIYKtCCwVwRNZIEyXWI3CGaYqBlvSDTjQI" 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] common.c(556): [client ::1:57648] oidc_cache_set: enter: 
cmmTYLDa7tIYKtCCwVwRNZIEyXWI3CGaYqBlvSDTjQI=len(43) (encrypt=0) 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] shm.c(219): [client ::1:57648] oidc_cache_shm_set: enter, 
section="n", key="cmmTYLDa7tIYKtCCwVwRNZIEyXWI3CGaYqBlvSDTjQI", value size=%lu 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(894): [client ::1:57648] oidc_proto_validate_nonce: 
nonce "cmmTYLDa7tIYKtCCwVwRNZIEyXWI3CGaYqBlvSDTjQI" validated successfully and is now cached for 1210 seconds 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(990): [client ::1:57648] oidc_proto_validate_cnf: enter: 
policy=optional 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:warn] [pid 1464:tid 960] [client ::1:57648] oidc_proto_validate_cnf: no Provided Token 
Binding ID environment variable found 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] proto.c(1505): [client ::1:57648] oidc_proto_parse_idtoken: 
valid id_token for user "uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder" expires: [Fri, 26 May 2017 13:29:51 GMT], in 301 secs 
from now) 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(1087): [client ::1:57648] 
oidc_retrieve_claims_from_userinfo_endpoint: enter 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(1092): [client ::1:57648] 
oidc_retrieve_claims_from_userinfo_endpoint: not retrieving userinfo claims because userinfo_endpoint is not set 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:error] [pid 1464:tid 960] [client ::1:57648] oidc_util_decode_json_object: JSON parsing 
returned an error: wrong arguments ((null)) 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(1515): [client ::1:57648] 
oidc_get_remote_user: set user to "uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder@sso.demo.com:7443" 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(1565): [client ::1:57648] 
oidc_save_in_session: session management disabled: "check_session_iframe" is not set in provider configuration 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(1006): [client ::1:57648] 
oidc_store_userinfo_claims: enter 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:error] [pid 1464:tid 960] [client ::1:57648] oidc_util_decode_json_object: JSON parsing 
returned an error: wrong arguments ((null)) 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(877): [client ::1:57648] 
oidc_log_session_expires: session max lifetime: Fri, 26 May 2017 21:24:50 GMT (in 28800 secs from now) 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] common.c(556): [client ::1:57648] oidc_cache_set: enter: 
0dfe5f61-b7d0-eb4f-b36f-2f96e7ea566e=len(1453) (encrypt=0) 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] shm.c(219): [client ::1:57648] oidc_cache_shm_set: enter, 
section="s", key="0dfe5f61-b7d0-eb4f-b36f-2f96e7ea566e", value size=%lu 



[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1979): [client ::1:57648] oidc_util_hdr_err_out_add: Set-
Cookie: mod_auth_openidc_session=0dfe5f61-b7d0-eb4f-b36f-2f96e7ea566e; Path=/; HttpOnly 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(1830): [client ::1:57648] 
oidc_handle_authorization_response: session created and stored, returning to original URL: http://win2012.demo.com/example/, original 
method: get 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1961): [client ::1:57648] oidc_util_hdr_table_set: 
Location: http://win2012.demo.com/example/ 
[Fri May 26 09:24:50.902359 2017] [authz_core:debug] [pid 1464:tid 960] mod_authz_core.c(806): [client ::1:57648] AH01626: 
authorization result of Require valid-user : denied (no authenticated user yet) 
[Fri May 26 09:24:50.902359 2017] [authz_core:debug] [pid 1464:tid 960] mod_authz_core.c(806): [client ::1:57648] AH01626: 
authorization result of <RequireAny>: denied (no authenticated user yet) 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(3166): [client ::1:57648] 
oidc_check_user_id: incoming request: "/example/?(null)", ap_is_initial_req(r)=1 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(881): [client ::1:57648] oidc_util_get_cookie: returning 
"mod_auth_openidc_session" = "0dfe5f61-b7d0-eb4f-b36f-2f96e7ea566e" 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] common.c(518): [client ::1:57648] oidc_cache_get: enter: 
0dfe5f61-b7d0-eb4f-b36f-2f96e7ea566e (decrypt=0) 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] shm.c(161): [client ::1:57648] oidc_cache_shm_get: enter, 
section="s", key="0dfe5f61-b7d0-eb4f-b36f-2f96e7ea566e" 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1033): [client ::1:57648] oidc_util_request_matches_url: 
comparing "/example/"=="/example/redirect" 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(1319): [client ::1:57648] 
oidc_handle_existing_session: enter 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(877): [client ::1:57648] 
oidc_log_session_expires: session max lifetime: Fri, 26 May 2017 21:24:50 GMT (in 28800 secs from now) 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(978): [client ::1:57648] 
oidc_get_provider_from_session: enter 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(1183): [client ::1:57648] 
oidc_refresh_claims_from_userinfo_endpoint: userinfo_endpoint=(null), interval=0 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(1223): [client ::1:57648] 
oidc_copy_tokens_to_request_state: id_token={"sub":"uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder","aud":"000d837a-2758-
1927-816a-
6283c0a84a7f","exp":1495805391,"iat":1495805091,"auth_time":1495805091,"iss":"https://sso.demo.com:7443","nonce":"cmmTYLDa7tIY
KtCCwVwRNZIEyXWI3CGaYqBlvSDTjQI"} claims=(null) 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1961): [client ::1:57648] oidc_util_hdr_table_set: 
OIDC_CLAIM_sub: uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1485): [client ::1:57648] oidc_util_set_app_info: setting 
environment variable "OIDC_CLAIM_sub: uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder" 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1961): [client ::1:57648] oidc_util_hdr_table_set: 
OIDC_CLAIM_iat: 1495805091 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1485): [client ::1:57648] oidc_util_set_app_info: setting 
environment variable "OIDC_CLAIM_iat: 1495805091" 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1961): [client ::1:57648] oidc_util_hdr_table_set: 
OIDC_CLAIM_exp: 1495805391 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1485): [client ::1:57648] oidc_util_set_app_info: setting 
environment variable "OIDC_CLAIM_exp: 1495805391" 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1961): [client ::1:57648] oidc_util_hdr_table_set: 
OIDC_CLAIM_aud: 000d837a-2758-1927-816a-6283c0a84a7f 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1485): [client ::1:57648] oidc_util_set_app_info: setting 
environment variable "OIDC_CLAIM_aud: 000d837a-2758-1927-816a-6283c0a84a7f" 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1961): [client ::1:57648] oidc_util_hdr_table_set: 
OIDC_CLAIM_auth_time: 1495805091 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1485): [client ::1:57648] oidc_util_set_app_info: setting 
environment variable "OIDC_CLAIM_auth_time: 1495805091" 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1961): [client ::1:57648] oidc_util_hdr_table_set: 
OIDC_CLAIM_iss: https://sso.demo.com:7443 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1485): [client ::1:57648] oidc_util_set_app_info: setting 
environment variable "OIDC_CLAIM_iss: https://sso.demo.com:7443" 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1961): [client ::1:57648] oidc_util_hdr_table_set: 
OIDC_CLAIM_nonce: cmmTYLDa7tIYKtCCwVwRNZIEyXWI3CGaYqBlvSDTjQI 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1485): [client ::1:57648] oidc_util_set_app_info: setting 
environment variable "OIDC_CLAIM_nonce: cmmTYLDa7tIYKtCCwVwRNZIEyXWI3CGaYqBlvSDTjQI" 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1961): [client ::1:57648] oidc_util_hdr_table_set: 
OIDC_access_token: NzFhMTA4ZmMtYjY0Zi00YWEzLTkxODMtYTI3OGVlMTBmMDNhLVZ0N0ptYjdMTnZ1cUNrQ0RYb1YxdWpiSnY0bz0= 



[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1485): [client ::1:57648] oidc_util_set_app_info: setting 
environment variable "OIDC_access_token: 
NzFhMTA4ZmMtYjY0Zi00YWEzLTkxODMtYTI3OGVlMTBmMDNhLVZ0N0ptYjdMTnZ1cUNrQ0RYb1YxdWpiSnY0bz0=" 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1961): [client ::1:57648] oidc_util_hdr_table_set: 
OIDC_access_token_expires: 1495805390 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1485): [client ::1:57648] oidc_util_set_app_info: setting 
environment variable "OIDC_access_token_expires: 1495805390" 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(877): [client ::1:57648] 
oidc_log_session_expires: session inactivity timeout: Fri, 26 May 2017 13:29:50 GMT (in 299 secs from now) 
[Fri May 26 09:24:50.902359 2017] [authz_core:debug] [pid 1464:tid 960] mod_authz_core.c(806): [client ::1:57648] AH01626: 
authorization result of Require valid-user : granted 
[Fri May 26 09:24:50.902359 2017] [authz_core:debug] [pid 1464:tid 960] mod_authz_core.c(806): [client ::1:57648] AH01626: 
authorization result of <RequireAny>: granted 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] config.c(1902): [client ::1:57648] oidc_auth_fixups: overlaying 
env with 9 elements 
[Fri May 26 09:24:50.902359 2017] [authz_core:debug] [pid 1464:tid 960] mod_authz_core.c(806): [client ::1:57648] AH01626: 
authorization result of Require valid-user : denied (no authenticated user yet) 
[Fri May 26 09:24:50.902359 2017] [authz_core:debug] [pid 1464:tid 960] mod_authz_core.c(806): [client ::1:57648] AH01626: 
authorization result of <RequireAny>: denied (no authenticated user yet) 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(3166): [client ::1:57648] 
oidc_check_user_id: incoming request: "/example/index.html?(null)", ap_is_initial_req(r)=0 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] mod_auth_openidc.c(3105): [client ::1:57648] 
oidc_check_userid_openidc: recycling user 'uid=jacksaunders,ou=Admins,ou=policystore,o=SiteMinder@sso.demo.com:7443' from initial 
request for sub-request 
[Fri May 26 09:24:50.902359 2017] [authz_core:debug] [pid 1464:tid 960] mod_authz_core.c(806): [client ::1:57648] AH01626: 
authorization result of Require valid-user : granted 
[Fri May 26 09:24:50.902359 2017] [authz_core:debug] [pid 1464:tid 960] mod_authz_core.c(806): [client ::1:57648] AH01626: 
authorization result of <RequireAny>: granted 
[Fri May 26 09:24:50.902359 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1033): [client ::1:57648] oidc_util_request_matches_url: 
comparing "/example/"=="/example/redirect" 
[Fri May 26 09:24:50.949296 2017] [authz_core:debug] [pid 1464:tid 960] mod_authz_core.c(806): [client ::1:57648] AH01626: 
authorization result of Require all granted: granted 
[Fri May 26 09:24:50.949296 2017] [authz_core:debug] [pid 1464:tid 960] mod_authz_core.c(806): [client ::1:57648] AH01626: 
authorization result of <RequireAny>: granted 
[Fri May 26 09:24:50.949296 2017] [auth_openidc:debug] [pid 1464:tid 960] util.c(1033): [client ::1:57648] oidc_util_request_matches_url: 
comparing "/favicon.ico"=="/example/redirect" 
[Fri May 26 09:24:50.949296 2017] [core:info] [pid 1464:tid 960] [client ::1:57648] AH00128: File does not exist: 
C:/Apache24/htdocs/favicon.ico 

 

Troubleshooting 

Failed to decrypt error. 
Log reference from affwebservices.log: 

[13236/139718074988288][Fri Jul 07 2017 22:08:43][SecureRedirect.java][ERROR][sm-FedClient-
02890] Transaction with ID: fe7cd652-fa39573e-894ca117-e149112c-655d9628-ae4 failed. Reason: 
SERE_GET_EXCEPTION (, , ) 
[13236/139718074988288][Fri Jul 07 2017 22:08:43][SecureRedirect.java][ERROR][sm-FedClient-
01660] Exception caught in class com.netegrity.affiliateminder.webservices.SecureRedirect, method 
doGet, message com.netegrity.siteminder.agentcommon.utils.k: Failed to decrypt.. (, ) 
 



 

Solution – Enable Secure Authentication 

 

Error trying to get Client Secret 
Solution – Install the JRE Unlimited JCE security libraries for the CA Access Gateway 


