Pass SOI Alert Custom Properties in SNOW via PAM

Follow these steps to configure SOI:
1. Open the SOl console.

2. Select Tools > Help Desk Configuration.
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3. Click o for adding new custom properties.

4. Type the following details for the new custom property:
m  Property Name
m  Property Label

m  Select the properties in the Available property value section and click
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to move the selected values to the Allowable values for this
property section

m Default Value
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5. Click OK.

The new properties looks as follows:
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6. Select Tools > Escalation Policies and Action
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7. Click the Actions tab in the Escalations Policies and Actions window.

@iConsole= CA Senvice Operationslnsight = —— — . T o s
File View Tools Help @ - 4B 2FA

MNavigation

Services | Nertuenes | o] Saten wmsmmfusﬂmm
© add [ Edt X Delet= " Encble W Dissble & OF Ae:[ | Diplayingoofo

Name [pescription [current status [policy Type [createdy [creation Time

< N

Displaying 0 of 0

| [l Alerts -
.| # impacted cust... [ Source

b Tnitio
&+ AD Domain Contr...
ADP

& AB
¥ AMS (Advanced ...

P At

¥ Avalanche

1 Avamar

¥ Beyond Store Ora..

¥ Beyond Store We...

& BF0

¥ BlueCoat Devices

¥ BlueCoat Servers [ Assodiated Services [ Assodated Alert Queues | Action History|
BMC FootPrints

& o aemedr & F A |oeawgoafo

EMDM Battery Ma...

& CAADA Name ~ [stastatus[Healtn | Quaity Impact [Risk Priorty |Operationsl Mode [granuirity
CAEEM

¥ CAeHealth

¥ Calabrio

& Cal Center -Midd...

i Cal Center -Toto...

P canFa

¥ CA OneClickservers.

¥ casor

¥ CA SpectroServerD1]

¥ CA SpeciroServer

P CA Spect

¥ CA Spectroserver04|

¥ CA SpectroServerns|

8. Do one of the following steps:

a. If you want to create new Ticket action, click © Acd

b. If you want to edit the existing action, click j’ = §
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In this document, we will edit an existing action

9. Select an action and click Edit.
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10. Select a property name and corresponding property value in the Property Name
and Property Value drop-downs.
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11. Click Add. The value is added as follows:
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Now SOl Side configuration done.

Follow these steps in CA PAM:
12. Login to PAM Server (http://<hostname>:8080/itpam/Web.jsp)

13. Select Library and CA Help Desk Integration from left panel
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14. Select CreateTicket, right-click, and select Edit
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15. Follow the three steps as shown in the image:
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The Process Dataset Initialization Code window appears.

16. Scroll down and assign the value of the custom property that you created in
CA SOL.

You can see two objects: Caller and Process
Caller: Defines the custom property created in CA SOI.
Process: Defines child process

For example, In CA SOI, if you have created the a custom property with name
“Requested_by"” then define the Caller and Process as follows:

Process.Requested by = Caller.Requested by; (see line
no.36)
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17. (Optional) If you want any Debug log, add Debug log syntax as follows:

logEvent (1, "CUSTOM", "SOI process Value: Custom
Properties Requested By="+Process.Requested by );

(See Line numbers: 35 and 37)
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Process.datasetName = "../" + Caller.datasetName; 22y
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18. Click OK.

19. Click Save and Check In.
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21. Click OK in the confirmation message.
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22. Select Library and click CA Help Desk Integration > ServiceNow. Then, select
CreateTicket and right-click, and click Edit
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23. Follow the three steps in the image:
a. Select Get ServiceNow Parameter.
b. Click check-out

c. Click the source code on right side
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And : N 4
@ or e ——— CreateServiceNowParameters Properties 32®»a
[y - S, rameers -
! L2 9,:‘ Bun JavaScrivt Step 3: Click the source Code =
Seurce code

Execution Settings <
Simulation -
Information =

. 5
| wain Editor | Exception Handler | Lane change Handler

e oa

Now, map the custom property value of SOI to ServiceNow property

24. .Add the following lines in the get Service Now Parameter process for mapping
Snow and SOI parameter:

if (Process.Requested by !=undefined &&
Process.Requested by !="")

i4++;
parameterArray[i]=newValueMap () ;
parameterArray[i].attribute="assigned to";

parameterArray([i].value=Process.Requested by ;

See line number 41 to 48 highlighted in the image. Here custom property name
“Requested by_”is mapped with the ServiceNow attribute "assigned to"
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J @ Case: 00345472 % ] €A CA Process Aute x(ﬁ CA Service Oper- X | 4 Case: 00376276 X | @ GIS Advanced & X V| [ CA Desktop OTF X | @ GIS Advanced & % 1 @ GIS Advanced A xﬂb‘_ﬂ
« C' | [1 agaek02-u169239:8080/itpam/Web jsp @ =
Apps CJSO1 [JCA [JJava (B Catchonlinevideosv. (] Catalyst [ CADE [3 Shared Documents [J BigData [J BuildAgent €A CA Service Operation [ jasper () AIMSNEW [ RTC Ot bookmarks

CA Process Automation Source code

% o | [Fing [ |Cose Sensiive [ |RegEx | |Replace
hna B BB ® .| * view = | |

(Process.Impact_|=undefined && Process.Impact_!
£ CreateTicket %‘

i++;
Operators(235) parameterArray[i]=newValueMap();
parameterArray(i].attribute="impact”;
|FNter w i parameterArray[i].value=Process.Impact_;

f{Process.Impact_ taken from SOI
& [ Favorites. pact—

4 [3 standard

if(ServiceNow_.priority! =undefined && ServiceNow_.priority! =
{
i++;
P comment parameterArray[i]=newValueMap();
(&) stop Success parameterArray(i].attribute="priority";

parameterArrayli].value=ServiceNow_.priority;
@ stop Failure

@ Process Progress

B9 and 4
or Properties 5P ®»a
=
Resst .
parameterArray[i]=newValueMap(); ]
parameterArrayl[i].attribute="work_notes";
parameterArray(i].value=Process.Work_note_; - ‘
/Status of the incident is "Open” when created
i++; o ‘
parameterArray[i]=newValueMap();
7 parameterarray[i].attribute="state"; - = ‘
“

Main Editor

25. Click OK in the source code.

26. Click Save and the Check In.

« C' | [1 agaek02-u169239:8080/itpam/Web jsp Tl O =
Apps C1501 [JCA [JJava [3 Catchonlinevideosv. (J Catalyst [ CADE [Y Shared Documents (] BigData (J BuildAgent [J CA Service Operation (] jasper [} AIMSNEW [ RTC » [ Other bookmarks

CA Process Automation

Designer Operations Configuration Reports
naolellE @ 6% B e x @ a @R e & view = | B | [E | @ e
o CreateTicket Step 2: check-in
Operators(235) - % ~ Dataset Jowa
Filter x & CreateServiceNowParameters | ¥ Filter x
&> [ Faverit - . ; Name Value
O Faverites Process to Create ServiceNow Incident for SOT Alertl

4 [ Standard Farameters

(@) start

B comment

(&) stop Success
(@ stop Failure

@ Process Progress

B9 and ! '
@ or CreateServiceNowParameters Properties 52w o
@“‘“Et - Run JavaScript N
Source code
|
Execution Settings =
Simulation -
Information -
4 3

27. Add comments and click Check In.
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/ @ Case: 00345472 x‘,( €A CA Process Auto x‘ﬁ CA Service Ope: x ¥ 9 Case: 00376276 - X V@ GIS Advanced AL X T, [B CA Desktop OTF xV @ GIS Advanced & x ¥ @ GIS Advanced A X ‘ .@ E‘M
&« C' [} agaek02-u169239:2080 Jjsp ve i 0 =
I ppps [1501 CJCA (JJava (B Catchonlinevideosw (] Catalyst [ CADE [7 Shared Documents (] BigData [ BuildAgent @A CA Service Operation (] jasper (¥ AIMS NEW [ RTC » [ Other bookmarks

m/Wi

CA Process Automation

Library Designer Operations Configuration Reports
o B 86 @G R RG X A Q QR L H N view 7 | 2 |@ | @ nelp
A CreateTicket *}
Operators(235) = X _D . Fowma
etails i
[Filter [x & ‘ meters v | Filter Ix)
Object Name Current Baseline  Path Version  Release Vers...
v i CreateTicket @ J/CA Help Desk Integration/ServiceNa 14 i
43 standard
@ start
[ comment

(&) stop Success
@ stop Failure
@ Process Progress

| I——
And Comments -
or [rameters Properties L2 ®ma
&l
Reset . L .
=

Checkinas:  New Version - i ]

Check In
conce! [KEENEN | =

f

Main Editor | Exception Handler  Lane Change Handler

28. Click OK in the confirmation message.

T Cose: 00345473 %V €@ CA Process Autc x‘ﬁ CA Service Oper- X | 4 Case: 00376276 X | @ GIS Advanced & X V| [ CA Desktop OTF X | @ GIS Advanced & % 1 @ GIS Advanced & X ‘ ‘@ o o

€« C [} agaek02-u169239:8080/
i Apps (1501 C1CA ([JJava (B Catchonlinevideosy. (] Catalyst (] CADE [Y Shared Documents (] BigData (] BuildAgent €A CAService Operation (] jasper (¥ AIMSNEW (] RTC » [ Other bookmarks

m/Web.jsp ve i 0 =

CA Process Automation

Library Designer Operations Configuration Reports

e B E8B@6 # Bk X |~~~ |QaQF|¥ 04 H H view 7 | 2 |@ | @ nelp
A CreateTicket *}

Operators(235) = X “ | Dataset I &ma
[Filter [2F] ‘ CreateServiceNowParameters | | Filter Jx]
3 & Nai val

iR Process to Create ServiceNow Incident for SOI Alert] me e
4 [3 standard SR
@ start r

[ comment —

Stop Success
@ stop 3 Object has been checked in
@ stop Failure -\,) successfully

@ Process Progress

and

or c = i goma
Gl

Reset . Run Javascript S

=

Source code

[ )

‘ T Aot = ‘
‘ Simulation - ‘
‘ Information = ‘

f

Main Editor | Exception Handler  Lane Change Handler

29. Open CA SOl console and create an alert

Troubleshooting at PAM Side:

1. Click on the newly created ticket on PAM Home and you will redirected to the
create ticket process page.

2. You will find the log window, if already not open go to View in top right corner
of UI-> Select the Log.
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€A cabe74900f27

€« =>C IDagaekﬂZ—u169239:EOSD/itpam,’Web.jsp?&ROID:943&page:runtimeeditor&serverld:9476df58-Zd81-4624-96f0-e958097?4dbc# ﬂ?] 1Y u =

i Apps (3501 [JCA (JJava [B Catchonlinevideosy [ Catalyst (] CADE [J Shared Documents [ BigData [ BuildAgent €A CA Service Operation [ jasper (¥ AIMSNEW [J RTC » [ Other bookmarks

Dataset of “RunProcess™

Start Process Parameters

[ ey
ServiceNowInstal

venD1548.service-now.com

serviceNowIncidentParameters

=3 1=

1 deseription SOI Server [AGAEK02-R2-21] forwarded Alarm [161
1 urgency 1
2 impact 1
3 priority 3

4 assigned_to samuser

U panel1 efa b M &

PAM Server Debug option for the Custom Properties

3.

8.

In the PAM installed Machine, browse to <PAM_Install
Folder>\server\c2o\.config\OasisConfig.properties

Open the OasisConfig.properties file in the edit mode.

Add the following line at the end:
pam.log.soap.request=true

Browse to <PAM_Install folder>\server\c2o\conf
Open the log4j.xml file and search following lines and change
the Threshold value for C2OFILE to INFO
<appender name="C20FILE"
class="org.jboss.logging.appender.RollingFileAppender">
<errorHandler class="org.jboss.logging.util.OnlyOnceErrorHandler"/>
<param name="File" value="S${jboss.server.home.dir}/log/c20.log"/>
<param name="Threshold" value="INFO"/>
<param name="Append" value="true"/>
<param name="MaxFileSize" value="50000KB" />
<param name="MaxBackuplIndex" value="3"/>

Search for root and change the value of priority value "ERROR" to "INFO"

Before Editing:

<!l-- -—>
<!-- Setup the Root category -->
<!l-- -—>
<root>

<priority value="ERROR" />
<appender-ref ref="CONSOLE"/>
<appender-ref ref="C20FILE"/>
</root>
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After Editing:

9.

<!-- Setup the Root category -->
<!l-- -—>
<root>

<priority value="INFO" />
<appender-ref ref="CONSOLE"/>
<appender-ref ref="C20FILE"/>
</root>

Restart the PAM Server

10. Log file location: <PAM_Install folder>\server\c2o \log\c2o.log

Note: Take a backup of ‘.o0asisconfig.properties’ & Log4j.xml’ files before making the changes

SOI Side Log Setting for Troubleshooting:

1.

Open the Manager Debug page

http://<SOl manager Host name>:7090/sam/debug/

2.
3.

4.
5.

Click on the Debug Controller

Enable the log for below classes:
ActionService
HelpbDeskManager
ITPAMWSClient
RuntimeTokenParser
RuntimeParams

Current Debug Level : select MAX = Apply
Go to SOI_MANGER_HOME\ tomcat\logs and open the soimgr-debug.log

Note: after these change in SOI side server restart is not required.

Container (SNOW connector) Side Log Setting for Troubleshooting;:

1. Go to container installed location
<Catalyst_home>\CatalystConnector\container\etc

2. Open the “org.ops4j.pax.logging.cfg” file 2 Go to bottom of the file and
search for “log4j.logger.com.ca.usm.ucf.servicenow” and change the INFO
to DEBUG.

3. Before change:
log4j.logger.com.ca.usm.ucf.servicenow=INFO, SN

4. After change

log4j.logger.com.ca.usm.ucf.servicenow=DEBUG, SN

5. Restart The CA Catalyst container service from Services.msc console
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http://agaek02-r2-21:7090/sam/debug/debug.jsp

6. Logfile location:
<Catalyst_home>\CatalystConnector\container\data\log\ServiceNow_Con
nector.log
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